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Recommendation ITU-T X.1604

Security requirements of Network as a Service (NaaS) in cloud computing

1 Scope

This Recommendation analyses security threats and challenges on Network as a Service (NaaS) in cloud computing, and specifies security requirements of NaaS in NaaS application, NaaS platform and NaaS connectivity aspects based on corresponding cloud capability types.

2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1601] Recommendation ITU-T X.1601 (2015), Security framework for cloud computing.

[ITU-T Y.3500] Recommendation ITU-T Y.3500 (2014) | ISO/IEC 17788:2014, Information technology – Cloud computing – Overview and Vocabulary. 

[ITU-T Y.3512] Recommendation ITU-T Y.3512 (2014), Cloud computing – Functional requirements of Network as a Service.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1 access control [b-ITU-T X.800]: The prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorized manner.

3.1.2 authentication [b-ISO/IEC 18014-2]: Provision of assurance in the identity of an entity.

3.1.3 authorization [b-ITU-T X.1251]: The authorization service is designed to make decisions regarding the user's access rights and enforce authorization decisions according to the user's privileges. Authorization is an optional service; it is only provided when access to resources needs to be controlled based on the user's rights.

3.1.4 confidentiality [b-ITU-T X.800]: The property that information is not made available or disclosed to unauthorized individuals, entities, or processes.

3.1.5 data integrity [b-ITU-T X.800]: The property that data has not been altered or destroyed in an unauthorized manner.

3.1.6 firewall [b-ISO/IEC 27033-1]: Type of security barrier placed between network environments – consisting of a dedicated device or a composite of several components and techniques – through which all traffic from one network environment traverses to another, and vice versa, and only authorized traffic, as defined by the local security policy, is allowed to pass.

3.1.7 intrusion detection system [b-ISO/IEC 27039]: Information systems used to identify that an intrusion has been attempted, is occurring, or has occurred.

3.1.8 key [b-ITU-T X.800]: A sequence of symbols that controls the operations of encipherment and decipherment.

3.1.9 key management [b-ITU-T X.800]: The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security policy.

3.1.10 public-key certificate (PKC) [b-ITU-T X.509]: The public key of an entity, together with some other information, rendered unforgeable by digital signature with the private key of the certification authority (CA) that issued it.

3.1.11 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident, which may result in harm to a system or organization.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

BoD Bandwidth on Demand

CSC Cloud Service Customer

CSP Cloud Service Provider

DDoS Distributed Denial of Service

DoS Denial of Service

NaaS Network as a Service 

SNMP Simple Network Management Protocol 

vCDN virtual Content Delivery Network

vEPC virtualized Evolved Packet Core

vFW virtual Firewall

VPN Virtual Private Network

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "is prohibited from" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "can optionally" indicate an optional requirement which is permissible, without implying any sense of being recommended. This term is not intended to imply that the vendor's implementation must provide the option, and the feature can be optionally enabled by the network operator/service provider. Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.

6 Overview

According to [ITU-T Y.3500], a cloud service category is a group of cloud services that proposes a common set of quantities. Network as a Service (NaaS) is one of the cloud service categories in which the capability provided to the cloud service customer (CSC) is transport connectivity and any related network capabilities.

As defined in [ITU-T Y.3512], NaaS services can provide any of the following three cloud capabilities: NaaS application service, NaaS platform service and NaaS connectivity service. 

• NaaS application service provides a CSC cloud network application such as virtual router, virtual content delivery network (vCDN), virtualized evolved packet core (vEPC) and virtual firewall (vFW). 

• NaaS platform service provides a CSC network platform that offers a programmable environment for network functionalities. 

• NaaS connectivity service provides CSC provisioning and uses networking connectivity resources such as flexible and extended virtual private network (VPN), bandwidth on demand (BoD), etc.

The high-level concept of NaaS can be described as shown in Figure 1.
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Figure 1 – High-level concept of NaaS

By using these three kinds of networking services, NaaS can provide network functions in cloud computing including: coordination of compute and storage virtualization with network capabilities, harmonized control of heterogeneous network technologies and on-demand reconfiguration. 

On the other hand, NaaS also faces several security challenges:

• Security threats and challenges on NaaS application: A NaaS application service is to provide virtual network applications to CSC by CSP, such as virtual firewall (vFW), virtual router, virtual delivery network (vCDN), etc. A NaaS application service faces security challenges on application security vulnerabilities, security risks of network virtualization, shared use of physical network devices, etc.

• Security threats and challenges on NaaS platform: A NaaS platform service is to provide software environments and a platform to manage, deploy and run network applications to CSC by the CSP. Security challenges on NaaS platform includes, but are not limited to, DoS attacks on network platforms, security vulnerabilities of operating systems, broken access control, etc.

• Security threats and challenges on NaaS connectivity: A NaaS connectivity service is to provide network connection to CSC by the CSP, such as virtual private network (VPN), bandwidth on demand (BoD), etc. A security problem of the connectivity service causes risks not only to the NaaS services, but also to other cloud resources and to data of the CSC. Security challenges on NaaS connectivity service includes, but are not limited to, eavesdropping, man in the middle attack, etc.

This Recommendation analyses security requirements for NaaS in cloud computing, including NaaS application, NaaS platform and NaaS connectivity.

7 Security threats and challenges of Network as a Service in cloud computing

Clauses 7 and 8 in [ITU-T X.1601] document security threats and challenges for CSC and CSP in cloud computing respectively. NaaS in cloud also faces similar security threats and challenges to those defined in [ITU-T X.1601] as shown below:

a) system vulnerabilities;

b) data loss and leakage;

c) insecure service access;

d) unauthorized administration access;

e) insider threats;

f) loss of trust;

g) loss of governance;

h) loss of confidentiality;

i) service unavailability; and

j) shared environment.

For each cloud capability, NaaS in cloud computing faces particular security threats and challenges.

7.1 Security threats and challenges of NaaS application

a) Network and system vulnerabilities: Potential security vulnerabilities of NaaS application could be exploited by attackers. Technical defects of NaaS application virtualization could cause several security risks; in addition, immature operation and maintenance technology could result in risks being more serious.

b) Shared use of physical network devices: As physical network devices are shared, data on one shared device could be lost, leaked or misused.

c) Insecure access: Insecure access to NaaS application could cause application data to be lost, leaked or misused.

d) Unauthorized administration access: Unauthorized administration access to the NaaS application could result in data loss. 

e) Application unavailability: A NaaS application can be attacked by a denial of service (DoS) or distributed denial of service (DDoS) attack; in addition, the attack could cause hardware equipment to be damaged and cause data loss or destruction.

7.2 Security threats and challenges of NaaS platform

a) DoS attacks on network platform: When one or more platforms have been subjected to denial of service (DoS) attacks, the platform and other virtualized platforms cannot respond because of CPU and memory transition consumption. 

b) Security vulnerabilities of operating system: Data on NaaS platforms could be lost; in addition, security vulnerabilities of operating systems could cause viruses to spread and other serious security risks.

c) Broken access control: Broken access control could cause data to be lost, leaked or misused.

d) Network platform unavailability: Unavailability of a NaaS platform could result in unavailability of NaaS services, so related NaaS applications and NaaS connectivity may not work as well.

e) Unauthorized administration access: Unauthorized administration access to the NaaS platform could result in data to be lost, leaked or misused. For example, attackers may use a system vulnerability to gain unauthorized administration access to the NaaS platform and modify the data collection destination IP address to that of the attacker's.

f) Insider employee threats: If a NaaS service's customer is a company or organization, not a person, the organization’s employees share the "administration" passwords, and so does the NaaS service provider. Careless or inadequately trained users (or family members in a consumer setting), or malicious action by disgruntled employees will always pose a significant threat.

7.3 Security threats and challenges of NaaS connectivity

a) Eavesdropping: Connection data and transmission data could be subject to eavesdropping by attackers.

b) Network connection attack: Network attacks may occur during network connection, such as man in the middle attacks, DoS attacks, etc.

c) Data loss and leakage: When using NaaS services, NaaS customers usually use the network provided by NaaS providers to transport data. This data may involve personal privacy, trade secrets and political issues. So data leakage is a serious threat to NaaS users.

d) Spoofing: Attackers could masquerade as the management system, or data storage server of a NaaS of cloud computing, and this can cause the loss of connection or transmission data.

e) Tampering and intercepting: Damaged network equipment, hacker intrusion and bankruptcy of a NaaS service provider are likely to cause data loss that cannot be recovered. In addition, hackers can also tamper with data if they successfully enter the network. 

f) Insecure network access: Insecure network access could cause connection or transmission data to be lost, leaked or misused.

g) Insecure identity authentication: Insecure identity authentication could result in connection or transmission data to be lost, leaked or misused.

h) Network unavailability: The NaaS connectivity network could be attacked by a DoS or DDoS attack; in addition, DoS or DDoS attacks could cause servers of NaaS in cloud computing to crash.

i) Acquisition interface vulnerability: Attackers may use a monitoring data acquisition to exploit interface vulnerabilities.

j) Unauthorized administration access: Unauthorized administration access to a NaaS connectivity system could result in transmission data loss.

8 Security requirements for NaaS application

This clause identifies the security requirements for NaaS of cloud computing.

8.1 Security requirements for NaaS application

The security requirements for NaaS application include the following:

a) It is required to maintain integrity and accuracy of NaaS application data.

b) It is recommended to provide access control methods to NaaS application data such as white lists, black lists, etc.;

c) It is recommended that the CSP provides the appropriate access control methods to the CSC, such as white/black list, account and password, etc., to prevent unauthorized users from accessing systems or data. The common access control solutions for cloud computing are in [ITU-T X.1601].

d) It is required that the CSP supports the logging and auditing of NaaS application usage.

e) it is required that the CSP supports defences against the vulnerabilities of the NaaS application system; for example, the CSP could use penetration testing methods to prevent vulnerabilities of the NaaS application system.

f) It is required that the CSP provides backup methods to prevent NaaS application data loss, such as back up using physical disks, distributed data storage methods, etc. Common back up methods are described in [ITU-T X.1601].

Table 8-1 provides a summary mapping of NaaS application security threats to security requirements.

Table 8-1 – NaaS application: Security threats mapping to security requirements 







	Security threats
	Security requirements


	Application security vulnerabilities
	b), d), e), f)


	Security risks of network virtualization
	a), b), c), d), f)


	Shared use of physical network devices
	a), b), c), d), f)


	Insecure access
	b), c), d), e), f)


	Unauthorized administration access
	b), c), d), f)


	Application unavailability
	d), e), f)



8.2 Security requirements for NaaS platform

The security requirements for a NaaS platform include the following:

a) It is required to maintain integrity and accuracy of NaaS platform data.

b) It is recommended to provide access control methods to NaaS platform data such as white lists, black lists, etc.

c) It is recommended that the CSP provides the appropriate access control methods to the CSC, such as white/black list, account and password, etc., to prevent unauthorized users from accessing systems or data. The common access control solutions for cloud computing are described in [ITU-T X.1601].

d) It is required that the CSP supports the logging and auditing of NaaS platform usage.

e) It is required that the CSP implements defences against the vulnerabilities of the NaaS platform system; for example, the CSP should prevent data loss and leakage on the NaaS platform.

f) It is required that the CSP provides backup methods to prevent NaaS platform data loss, such as back up using physical disks, distributed data storage methods, etc. Common back up methods are described in [ITU-T X.1601].

Table 8-2 provides a summary mapping of NaaS platform security threats to security requirements.

Table 8-2 – NaaS platform: security threats mapping to security requirements 







	Security threats
	Security requirements


	DoS attacks on network platform
	a), b), c), d), e), f)


	Security vulnerabilities of operating system
	a), b), d), e), f)


	Broken access control
	a), b), c), d), e), f)


	Network platform unavailability
	a), d), e), f)


	Unauthorized administration access
	b), c), d), f)


	Insider employees threats
	b), d), f)



8.3 Security requirements for NaaS connectivity 

The security requirements for NaaS connectivity include the following:

a) It is required to maintain integrity and accuracy of NaaS connectivity data.

b) It is recommended to provide access control methods to the interfaces of NaaS connectivity such as white lists, black lists, etc.

c) It is recommended to provide cryptographic methods to ensure the security of the connection and transmission data.

d) It is recommended to use standard network protocols between the cloud resources and NaaS connectivity servers, such as Simple Network Management Protocol (SNMP) or other standard network protocols.

e) It is recommended that the CSP provides the appropriate access control methods to the CSC, such as white/black list, account and password, etc, to prevent unauthorized users from accessing systems or data. The common access control solutions for cloud computing are in [b-ITU-T X.1601].

f) It is required that the CSP supports the logging and auditing of NaaS connectivity usage.

g) It is required that the CSP implements authentication methods to protect access to the NaaS connectivity data, such as two-factor authentication or other methods. Common authentication methods for cloud computing are described in [ITU-T X.1601].

h) It is required that the CSP supports defences against the vulnerabilities of the NaaS connectivity system. For example, the CSP could use penetration testing methods to prevent vulnerabilities of the NaaS connectivity system.

Table 8-3 provides a summary mapping of NaaS platform security threats to security requirements.

Table 8-3 – NaaS connectivity: security threats mapping to security requirements 







	Security threats
	Security requirements


	Eavesdropping
	b), c), d), e), f), g) h)


	Network connection attack
	d), f), h)


	Data loss and leakage
	a), b), c), d), e), f), g) h)


	Spoofing
	a), b), d), e), f), g) h)


	Tampering and intercepting
	a), b), c), d), e), f), g) h)


	Insecure network access
	b), c), d), e), f), g) h)


	Insecure identity authentication
	b), c) , e), f), g) h)


	Network unavailability
	d), f), h)


	Acquisition interface vulnerability
	a), b), c), d), f), h)


	Unauthorized administration access
	c), f), g)
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