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Recommendation ITU-T X.1603 

Data security requirements for the monitoring service of cloud computing 

 

 

Summary 

Recommendation ITU-T X.1603 analyses data security requirements for the monitoring service of 

cloud computing which includes monitoring data scope requirements, monitoring data lifecycle, 

security requirements of monitoring data acquisition and security requirements of monitoring data 

storage. Monitoring data scope requirements include the necessary monitoring scope that cloud service 

providers (CSPs) should provide to maintain cloud security and the biggest monitoring scope of CSPs. 

Monitoring data lifecycle includes data creation, data store, data use, data migrate, data present, data 

destroy and data backup. Monitoring acquisition determines security requirements of the acquisition 

techniques of monitoring service. Monitoring data storage determines security requirements for CSPs 

to store the monitoring data. 
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operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T X.1603 

Data security requirements for the monitoring service of cloud computing 

1 Scope 

This Recommendation describes data security requirements for the monitoring service of cloud 

computing. The Recommendation analyses data security threats and challenges associated with the 

monitoring service in a cloud computing environment, and describes data security requirements of 

the monitoring service including data scope, data lifecycle, data acquisition and data storage. This 

Recommendation can be used by cloud service providers (CSPs) who provide monitoring services to 

cloud service customers (CSCs). 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 authentication [b-NIST-SP-800-53]: Verification of the identity of a user, process, or 

device, often as a prerequisite to allowing access to resources in an information system. 

3.1.2 capability [b-ISO/IEC 19440]: Quality of being able to perform a given activity. 

3.1.3 cloud computing [b-ITU-T Y.3500]: Paradigm for enabling network access to a scalable and 

elastic pool of shareable physical or virtual resources with self-service provisioning and 

administration on demand. 

NOTE – Examples of resources include servers, operating systems, networks, software, applications, and 

storage equipment. 

3.1.4 cloud service [b-ITU-T Y.3500]: One or more capabilities offered via cloud computing (see 

clause 3.1.3) invoked using a defined interface. 

3.1.5 cloud service customer [b-ITU-T Y.3500]: Party (see clause 3.1.15) which is in a business 

relationship for the purpose of using cloud services (see clause 3.1.4). 

NOTE – A business relationship does not necessarily imply financial agreements. 

3.1.6 cloud service partner [b-ITU-T Y.3500]: Party (see clause 3.1.15) which is engaged in 

support of, or auxiliary to, activities of either the cloud service provider (see clause 3.1.7) or the cloud 

service customer (see clause 3.1.5), or both. 

3.1.7 cloud service provider [b-ITU-T Y.3500]: Party (see clause 3.1.15) which makes cloud 

services (see clause 3.1.4) available. 

3.1.8 cloud service user [b-ITU-T Y.3500]: Natural person, or entity acting on their behalf, 

associated with a cloud service customer (3 see clause.1.5) that uses cloud services (see clause 3.1.4). 

NOTE – Examples of such entities include devices and applications. 

3.1.9 Communications as a Service (CaaS) [b-ITU-T Y.3500]: Cloud service category in which 

the capability provided to the cloud service customer (see clause 3.1.5) is real time interaction and 

collaboration. 

NOTE – CaaS can provide both application capabilities type and platform capabilities type. 
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3.1.10 community cloud [b-ITU-T Y.3500]: Cloud deployment model where cloud services (see 

clause 3.1.4) exclusively support and are shared by a specific collection of cloud service customers 

(see clause 3.1.5) who have shared requirements and a relationship with one another, and where 

resources are controlled by at least one member of this collection. 

3.1.11 hypervisor [b-NIST-SP-800-125]: The virtualization component that manages the guest OSs 

on a host and controls the flow of instructions between the guest OSs and the physical hardware. 

3.1.12 Infrastructure as a Service (IaaS) [b-ITU-T Y.3500]: Cloud service category in which the 

cloud capabilities type provided to the cloud service customer (see clause 3.1.5) is an infrastructure 

capabilities type. 

NOTE – The cloud service customer (see clause 3.1.5) does not manage or control the underlying physical and 

virtual resources, but does have control over operating systems, storage, and deployed applications that use the 

physical and virtual resources. The cloud service customer (see clause 3.1.5) may also have limited ability to 

control certain networking components (e.g., host firewalls). 

3.1.13 multi-tenancy [b-ITU-T Y.3500]: Allocation of physical or virtual resources such that 

multiple tenants (see clause 3.1.24) and their computations and data are isolated from and inaccessible 

to one another. 

3.1.14 Network as a Service (NaaS) [b-ITU-T Y.3500]: Cloud service category in which the 

capability provided to the cloud service customer (see clause 3.1.5) is transport connectivity and 

related network capabilities. 

NOTE – NaaS can provide any of the three cloud capabilities types. 

3.1.15 party [b-ISO/IEC 27729]: Natural person or legal person, whether or not incorporated, or a 

group of either. 

3.1.16 personally identifiable information [b-ISO/IEC 29100]: Any information that (a) can be 

used to identify the PII principal to whom such information relates, or (b) is or might be directly or 

indirectly linked to a PII principal. 

3.1.17 Platform as a Service (PaaS) [b-ITU-T Y.3500]: Cloud service category in which the cloud 

capabilities type provided to the cloud service customer (see clause 3.1.5) is a platform capabilities 

type. 

3.1.18 private cloud [b-ITU-T Y.3500]: Cloud deployment model where cloud services (see clause 

3.1.4) are used exclusively by a single cloud service customer (see clause 3.1.5) and resources are 

controlled by that cloud service customer (see clause 3.1.5). 

3.1.19 public cloud [b-ITU-T Y.3500]: Cloud deployment model where cloud services (see clause 

3.1.4) are potentially available to any cloud service customer (see clause 3.1.5) and resources are 

controlled by the cloud service provider (see clause 3.1.7). 

3.1.20 security domain [b-ITU-T X.810]: A set of elements, a security policy, a security authority 

and a set of security-relevant activities in which the set of elements are subject to the security policy 

for the specified activities, and the security policy is administered by the security authority for the 

security domain. 

3.1.21 security incident [b-ITU-T E.409]: A security incident is any adverse event whereby some 

aspect of security could be threatened. 

3.1.22 service level agreement (SLA) [b-ISO/IEC 20000-1]: A documented agreement between 

the service provider and customer that identifies services and service targets. 

NOTE 1 – A service level agreement can also be established between the service provider and a supplier, an 

internal group or a customer acting as a supplier. 

NOTE 2 – A service level agreement can be included in a contract or another type of documented agreement. 
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3.1.23 Software as a Service (SaaS) [b-ITU-T Y.3500]: Cloud service category in which the cloud 

capabilities type provided to the cloud service customer (see clause 3.1.5) is an application 

capabilities type. 

3.1.24 tenant [b-ITU-T Y.3500]: One or more cloud service users (see clause 3.1.8) sharing access 

to a set of physical and virtual resources. 

3.1.25 threat [b-ISO/IEC 27000]: A potential cause of an unwanted incident, which may result in 

harm to a system or organization. 

3.1.26 vulnerability [b-NIST-SP-800-30]: A weakness in an information system, system security 

procedures, internal controls, or implementation that could be exploited by a threat source. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 monitoring data: Monitoring data is the output of the cloud monitor service, which helps 

cloud service provider (CSP) and cloud service customers (CSC) manage cloud platforms and cloud 

resources. 

3.2.2 monitor service: The monitor service activity monitors the delivered service quality with 

respect to service levels as defined in the service level agreement (SLA) between cloud service 

customer and cloud service provider. 

3.2.3 necessary monitoring data: Necessary monitoring data is used to maintain service level 

agreements (SLA). Necessary monitoring data could help cloud service provider (CSP) to keep cloud 

computing platforms security and stable. Necessary monitoring data could include, but is not limited 

to, management system monitoring data, physical resources monitoring data, network monitoring 

data and etc. Necessary monitoring data is mainly used by CSPs but could also be shared with cloud 

service customers (CSCs). 

3.2.4 optional monitoring data: Optional monitoring data is provided on the demand of cloud 

service customers (CSCs) and to provide cloud monitor service. Optional monitoring data could 

include, but is not limited to, virtual machine monitoring data, data storage service monitoring data, 

CSCs' application on cloud monitoring data and etc. 

3.2.5 virtual machine (VM): An efficient, isolated, logical duplicate of a real machine. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

BCP Business Continuity Plan 

CaaS Communications as a Service 

CPU Central Processing Unit 

CSC Cloud Service Customer 

CSN Cloud Service Partner 

CSP Cloud Service Provider 

CSU Cloud Service User 

DDOS Distributed Denial of Service 

DNS Domain Name System 

DOS Denial of Service 
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IaaS Infrastructure as a Service 

IAM Identity and Access Management 

ICT Information and Communication Technology 

IP Internet Protocol 

IT Information Technology 

NaaS Network as a Service 

OS Operating System 

PaaS Platform as a Service 

PII Personally Identifiable Information 

PKI Public Key Infrastructure 

SaaS Software as a Service 

SIM Subscriber Identity Module 

SLA Service Level Agreement 

VM Virtual Machine 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted, if conformance to this Recommendation is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

The keywords "is prohibited from" indicate a requirement which must be strictly followed and from 

which no deviation is permitted, if conformance to this Recommendation is to be claimed. 

The keywords "can optionally" indicate an optional requirement which is permissible, without 

implying any sense of being recommended. This term is not intended to imply that the vendor's 

implementation must provide the option, and the feature can be optionally enabled by the network 

operator/service provider. Rather, it means the vendor may optionally provide the feature and still 

claim conformance with the specification. 

6 Overview 

This Recommendation analyses data security requirements for the monitoring service of cloud 

computing including monitoring data scope, monitoring data lifecycle, security threats and 

challenges, and monitoring data security requirements of cloud computing. 

Monitoring data scope describes two types of cloud monitoring data: necessary and optional, and also 

explains the use cases. 

Monitoring data lifecycle, and the security threats and challenges, describe the content and security 

threats and challenges of cloud monitoring data collection, storage, use, migration, analysis, 

presentation, destruction and backup. 

Monitoring data security requirements describes the detailed requirements for each lifecycle stage of 

cloud monitoring data. 
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7 Scope of monitoring data for cloud computing 

In a cloud computing environment, there are two types of monitoring data: necessary monitoring data 

and optional monitoring data. 

Necessary monitoring data is that which is used to maintain service level agreements (SLAs). 

Necessary monitoring data can help the CSP run the cloud computing platform securely and stably. 

Necessary monitoring data may include, but is not limited to, management system monitoring data, 

physical resources monitoring data and network monitoring data. Necessary monitoring data is 

mainly used by CSPs but could also be shared with CSCs. 

Optional monitoring data is that which is provided at the request of the CSC to provide the monitoring 

service by the CSP. Optional monitoring data may include, but is not be limited to, virtual machine 

monitoring data, data storage service monitoring data and the CSCs' data associated with the 

monitoring of their own application on cloud. 

 

Figure 7-1 – Use cases of two types of monitoring data 

Necessary monitoring data is mainly used by CSPs, but could also be used by CSCs. For example, 

monitoring data of cloud physical resources is mainly used by CSPs to maintain the stability of the 

cloud platform, but could also be used by CSCs if the cloud-related physical resources were provided 

to the customers as a service. 

Optional monitoring data is provided as the request of CSCs and also mainly used by CSCs. CSPs 

could also use optional monitoring data to maintain SLAs. For example, CSCs could require the 

CSCs' data associated with the monitoring of their own applications in the cloud. This data is provided 

by CSP, and used to better manage their applications in the cloud. For example, a CSP could use 

database as a service (DBaaS) monitoring data to maintain the security and stability of database 

resources and service in cloud. 

The relationship of these two types of monitoring data is illustrated in Figure 7-1. 

8 Monitoring data lifecycle in cloud computing 

This clause describes the lifecycle of monitoring data in cloud computing and clarifies the main 

differences between it and lifecycle of other data in cloud computing. 
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8.1 Monitoring data collection 

Monitoring data collection results from the acquisition of monitoring data and the transmission of 

that data to a storage server. Most monitoring data is created by the use of the cloud service by the 

CSC. Necessary monitoring data can also be created by other cloud service monitoring activities. 

8.2 Monitoring data storage 

After creating a monitoring data collection, cloud monitoring data can be stored in the CSC cloud 

resources locally, or in monitoring data storage servers of the CSP. 

8.3 Monitoring data use 

Monitoring data can be used to maintain the performance and security of the cloud platform and the 

cloud service by the CSP; it can also be used to maintain cloud resources performance and security 

by CSCs. 

8.4 Monitoring data migration 

When cloud resources are migrated, monitoring data can migrate along with the cloud resources. 

8.5 Monitoring data analysis 

Monitoring data can be analyzed by the CSP and CSC to understand the status of the cloud platform 

resources in order to better manage and secure them. 

8.6 Monitoring data presentation 

It is recommended that monitoring data be presentable in meaningful ways in order to be useful for 

better management of SLAs and cloud security. Since the volume of cloud monitoring data can be 

very large, is recommended that these data be summarized in a manageable and understandable way. 

8.7 Monitoring data destruction 

To maintain monitoring data security, the CSP is required to destroy monitoring data as CSCs 

demand. 

CSPs can optionally destroy monitoring data after an appropriate period of time after monitoring data 

creation. 

8.8 Monitoring data backup 

It is required to create monitoring data backups and to restore data from backups. 

9 Security threats and challenges for monitoring data of cloud computing 

The security threats and challenges for cloud computing, clauses 7 and 8 respectively in 

[b-ITU-T X.1601], have provided the security threats and challenges for the CSC and CSP in cloud 

computing; cloud monitoring data also faces similar security threats and challenges that are defined 

in [b-ITU-T X.1601. Some of these security threats and challenges for cloud monitoring data include 

but are not limited to those shown below: 

a) data loss and leakage; 

b) insecure service access; 

c) unauthorized administration access; 

d) insider threats; 

e) loss of trust; 

f) loss of governance; 
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g) loss of confidentiality; 

h) service unavailability; 

i) misappropriation of intellectual property; 

j) shared environment; 

k) jurisdictional conflict; 

l) bad migration and integration. 

For each monitoring data lifecycle stage, cloud monitoring data face some particular security threats 

and challenges. 

9.1 Security threats and challenges in monitoring data collection stage 

a) data collection without authorization: A CSP or attackers may collect the CSC's monitoring 

data without permission or authorization. 

b) acquisition interface vulnerability: Attackers may use a monitoring data acquisition interface 

vulnerability. 

c) spoofing: Attackers could masquerade as the management system, or data storage server, of 

cloud monitoring service, and cause the loss of monitoring data. 

d) tampering and intercepting: Attackers could use man-in-the-middle or other network attacks 

to tamper with, or intercept monitoring data. 

e) insecure service access: In the monitoring data collection stage, insecure access to the data 

collection interfaces could cause monitoring data loss. 

f) unauthorized administration access: Unauthorized administration access to the CSP's 

monitoring data collection system, or the CSC's system could result in monitoring data loss. 

For example, attackers may use a system vulnerability to gain unauthorized administration 

access to the CSC's system and modify the monitoring collection destination IP address to 

that of the attackers. 

9.2 Security threats and challenges in monitoring data storage stage 

a) data loss and leakage: As the cloud service environment is typically a multi-tenant one, loss 

or leakage of data is a serious threat to both the CSC and CSP. A lack of appropriate 

management of cryptographic information, such as encryption keys, authentication codes and 

access privilege, could lead to significant damages, such as data loss and unexpected leakage 

to the outside. For example, insufficient authentication, authorization, and audit controls; 

inconsistent use of encryption and/or authentication keys; operational failures; disposal 

problems; jurisdiction and political issues; data centre reliability; and disaster recovery, can 

be recognized as major threats. 

b) service unavailability: A monitoring data storage server can be attacked by a denial of service 

(DoS) or distributed denial of service (DDoS) attack; in addition, the monitoring data storage 

hardware could fail and cause data loss or destruction. 

9.3 Security threats and challenges in monitoring data use stage 

a) data misuse: CSC monitoring data could be misused by the CSP. Monitoring data could be 

used by a CSP to maintain SLA and the operation of cloud computing platform and resources; 

however, CSC monitoring data could also be used for other purposes by the CSP without 

CSC permission. 

b) insider threats: An employee of a CSP or CSC could misuse the CSC's monitoring data for 

other than intended purposes. 

c) system vulnerability: Monitoring data could be lost during data usage due to system 

vulnerabilities. 
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d) eavesdropping: Monitoring data could be subject to eavesdropping by attackers. 

9.4 Security threats and challenges in monitoring data migration stage 

a) data misuse: Monitoring data could migrate between different physical locations. It is very 

important not to allow data to be misused as a result of monitoring data being transmitted to 

different locations. 

b) spoofing: Attackers could masquerade as the management system or data storage server of a 

cloud monitoring service, and cause the loss or misuse of monitoring data. 

c) tampering and intercepting: Attackers could use man-in-the-middle or other network attacks 

to tamper and intercept monitoring data. 

9.5 Security threats and challenges in monitoring data analysis stage 

a) data misuse: CSC monitoring data could be misused by the CSP during data analysis. 

b) system vulnerability: Monitoring data could be lost due to a data analysis system 

vulnerability. 

c) DoS attack: A monitoring data analysis server could be attacked by DoS or DDoS attack. 

9.6 Security threats and challenges in monitoring data presentation stage 

a) data misuse: CSC monitoring data could be misused (or be presented without CSC 

permission) by the CSP during data presentation. 

b) system vulnerability: Reporting and analysis data could be lost due to a data presentation 

system vulnerability. 

c) misrepresentation: CSC monitoring data could be misrepresented during a data presentation. 

9.7 Security threats and challenges in monitoring data destruction stage 

a) spoofing: Attackers could masquerade as the management system of the cloud monitoring 

service and cause the loss of other monitoring data. 

b) operating system vulnerability: Monitoring data could be lost during data usage due to a 

system vulnerability. 

9.8 Security threats and challenges in monitoring data backup stage 

a) operating system vulnerability: Monitoring data could be lost during the data backup and 

result in the inability to restore data due to a system vulnerability. 

10 Security requirements for monitoring data of cloud computing 

This clause identifies the data security requirements for the monitoring service of cloud computing. 

10.1 Security requirements for monitoring data collection 

The data security requirements for the monitoring data collection include the following: 

a) optional monitoring data is required to be created only by CSC request; 

b) it is recommended to provide notification to the CSC when necessary monitoring data is 

created; 

c) it is recommended to notify the CSC of the scope of monitoring data; 

d) it is required to maintain integrity and accuracy of monitoring data; 

e) it is recommended to use standard data acquisition techniques; 

f) it is recommended to provide access control methods to the interfaces of monitoring data 

acquisition such as white list, black list, etc.; 
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g) it is recommended to provide cryptographic methods to ensure the security of the monitoring 

data acquisition interface; 

h) it is recommended to use standard network protocols between the cloud resources and 

monitoring data storage servers. 

Table 10-1 provides a summary mapping of monitoring data collection security threats to security 

requirements. 

Table 10-1 – Monitoring data collection: security threats mapping to security requirements 

Security threats Security requirements 

Data collection without authorization a), b), c) 

Acquisition interface vulnerabilities d), e), f), g) 

Spoofing d), e), f), g), h) 

Tampering and interception h) 

Insecure service access b), d), e), f), g), h) 

Unauthorized administrative access d), e), f), g), h) 

10.2 Security requirements for monitoring data storage 

The data security requirements for the monitoring data storage include the following: 

a) it is recommended that the CSP provide the appropriate access control methods to the 

monitoring data storage servers; 

b) it is recommended that the CSP identify the maximum period of time for monitoring data 

retention; 

c) it is recommended that the CSP provide appropriate encryption methods for monitoring data. 

Table 10-2 provides a summary mapping of monitoring data storage security threats to security 

requirements. 

Table 10-2 – Monitoring data storage: security threats mapping to security requirements 

Security threats Security requirements 

Data loss and leakage a), b), c) 

Service unavailability a), c) 

10.3 Security requirements for monitoring data use 

The data security requirements for the monitoring data use include the following: 

a) it is required that the CSP clearly identify how the monitoring data is going to be used to the 

CSC; 

b) it is recommended that the CSP provide a formal monitoring data use declaration to the CSC, 

such as that illustrated in Figure 10-1. 

 

Figure 10-1 – Recommended monitoring data use declaration 
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c) it is required that the CSP provide notification and obtain CSC permission prior to the use of 

monitoring data for other than intended purpose; 

d) it is required that the CSP support logging and auditing of monitoring data usage. 

Table 10-3 provides a summary mapping of monitoring data use security threats to security 

requirements. 

Table 10-3 – Monitoring data use: security threats mapping to security requirements  

Security threats Security requirements 

Data misuse a), b), c), d) 

Insider threats a), b), c), d) 

System vulnerabilities d) 

Eavesdropping d) 

10.4 Security requirements for monitoring data migration 

The data security requirements for the monitoring data migration include the following: 

a) it is recommended that the CSP provide notification to the CSC of monitoring data migration; 

b) it is required that the CSP ensure secure transmission during monitoring data migration; 

c) it is required that the CSP support logging and auditing of monitoring data migration 

operations. 

Table 10-4 provides a summary mapping of monitoring data migration security threats to security 

requirements. 

Table 10-4 – Monitoring data migration: security threats mapping to security requirements  

Security threats Security requirements 

Data misuse a), c) 

Spoofing b), c) 

Tampering and intercepting b), c) 

10.5 Security requirements for monitoring data analysis 

The data security requirements for the monitoring data analysis include the following: 

a) it is required that the CSP provide notification regarding the purpose of monitoring data 

analysis to the CSC; 

b) it is required that the CSP implement defenses against the vulnerabilities of monitoring data 

analysis system, for example the CSP should prevent data loss and leakage in the monitoring 

data analysis system; 

Table 10-5 provides a summary mapping of monitoring data analysis security threats to security 

requirements. 

Table 10-5 – Monitoring data analysis: security threats mapping to security requirements  

Security threats Security requirements 

Data misuse a) 

System vulnerability b) 
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Table 10-5 – Monitoring data analysis: security threats mapping to security requirements  

Security threats Security requirements 

DoS attack b) 

10.6 Security requirements for monitoring data presentation 

The data security requirements for the monitoring data presentation include the following: 

a) it is required that the CSP maintain the integrity and accuracy of presented monitoring data; 

b) it is required that the CSP implement authentication methods to protect access the monitoring 

data presentation; 

c) it is required that the CSP support defenses against the vulnerabilities of the monitoring data 

presentation system, for example the CSP could use penetration testing methods to prevent 

vulnerabilities of the monitoring data presentation system. 

Table 10-6 provides a summary mapping of monitoring data presentation security threats to security 

requirements. 

Table 10-6 – Monitoring data presentation: security threats mapping to security 

requirements  

Security threats Security requirements 

Data misuse a), b) 

System vulnerability b), c) 

Misrepresentation a), b), c) 

10.7 Security requirements for monitoring data destruction 

The data security requirements for the monitoring data destruction include the following: 

a) it is required that the CSP provide appropriate destruction methods for monitoring data; 

b) it is required that the CSP prevent the unintended destruction of monitoring data; 

c) it is required that the CSP prevent the incomplete destruction of monitoring data; 

d) it is required that the CSP erase any CSC specific keys for encrypted data; 

e) it is required that the CSP destroy copies of monitoring data; 

f) it is required that the CSP provide notification of monitoring data destruction to the CSC. 

Table 10-7 provides a summary mapping of monitoring data destruction security threats to security 

requirements. 
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Table 10-7 – Monitoring data destruction: security threats mapping to security 

requirements 

Security threats Security requirements 

Spoofing a), b), c), d), e), f) 

Operating system vulnerability b), c), d), e), f) 

10.8 Security requirements for monitoring data backup 

The data security requirements for the monitoring data backup include the following: 

a) it is required that the CSP provide backup methods to prevent monitoring data loss; 

b) it is required that the CSP maintain the integrity and accuracy of restored monitoring data; 

c) it is required that the CSP support logging and auditing of monitoring data restoration. 

Table 10-8 provides a summary mapping of monitoring data backup security threats to security 

requirements. 

Table 10-8 – Monitoring data backup: security threats mapping to security requirements  

Security threats Security requirements 

Operating system vulnerability a), b), c) 
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