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gl

SIMEF#]F M=
CAR R s I AR A i A5 I ARG )

A R A IRSIMEFFE Y XML 1] 1o TH B F R IR B2 XML A . SYSLOGHE
A, U2 16E B mid 2 SIMEFAE RS fh 3%,

1.1 SIMEFEER,
.11 XMLER

<?xml version="1.0" encoding="UTF-8"?>

<simef:SIMEF-Message version="1.2" xmlns:simef="http://iana.org/simef/">
<Connect i1dent="1008380" criticality="normal">
<Device Deviceid="TTA-FW" model="FW1000">
<Node>
<Address category="ipv4-addr">
<address>1.1.1.1</address>
</Address>
</Node>
</Device>
<CreateTime ntpstamp="0Oxaaaaaaaaaaaaaaaaaa">
2010-08-18T15:41:28+00:00

</CreateTime>

<Policy Ruleid="45" action="pass"></Policy>
<Source>
<Node>

<Address category="ipv4-addr">
<address>2.2.2.2</address>
</Address>
</Node>
<Service duration="9" size="144">
<port>38168</port>
<protocol>17</protocol>
</Service>
</Source>
<Target>
<Node>
<Address category="ipv4-addr">
<address>3.3.3.3</address>
</Address>
</Node>
<Service duration="9" size="0">
<name>dns</name>
<port>53</port>
<protocol>17</protocol>
</Service>
</Target>
<Classification origin="vendor-specific">
<name>45</name>
</Classification>
</Connect>
</simef:SIMEF-Message>
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http://iana.org/simef

.12 SYSLOG #

2014-03-18 15:41:28 LocalO.Notice 1.1.1.1 TTA: TTA-FW device id= TTA
[Root]system—-notification-00257 (traffic): start time="2014-03-18 15:41:19"
duration=9 policy id=45 service=dns proto=17 src zone=Untrust dst zone=Trust
action=Permit sent=144 rcvd=0 src=2.2.2.2 dst=3.3.3.3 src port=38168 dst port=53
src-xlated ip=2.2.2.2 port=38168 dst-xlated ip=3.3.3.3 port=53 session id=1008380
reason=Close - AGE OUT<000>

1.2 SIMEF#F
1.2.1 B KEEFR]

<?xml version="1.0" encoding="UTF-8"?>
<SIMEF-Message version=1.2>
<Connect ident="1008380" criticality="1">
<Device Deviceid="TTA-FW" manufacturer="TTA" model="FW1000">
<Node>
<Address category="ipv4-addr">
<address>1.1.1.1</address>
</Address>
</Node>
</Device>
<Policy Ruleid="45" action="1"></Policy>
<CreateTime ntpstamp="0Oxaaaaaaaaaaaaaaaaaa'>
2014-03-18T15:41:28+00:00
</CreateTime>
<Source>
<Node>
<Address category="ipv4-addr">
<address>2.2.2.2</address>

</Address>
</Node>
<Service duration="9" size="144">
<port>38168</port>
<protocol>17</protocol>
</Service>
</Source>
<Target>
<Node>
<Address category="ipv4-addr">
<address>3.3.3.3</address>
</Address>
</Node>
<Service duration="9" size="0">
<name>dns</name>
<port>53</port>
<protocol>17</protocol>
</Service>
</Target>
<Classification origin="2">
<name>45</name>
</Classification>
</Connect>

</SIMEF-Message>

122 VPNHZE

<?xml version="1.0" encoding="UTF-8"?>
<SIMEF-Message version=1.2>
<Connect 1dent="1008057" criticality="1">
<Device Deviceid="TTA-VPN" manufacturer="TTA" model="VPN1000">
<Node>
<Address category="ipv4-addr">
<address>1.1.1.1</address>

</Address>
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</Node>
</Device>
<Policy ruleid="700" action="3"></Policy>
<CreateTime ntpstamp="0xaaaaaaaaaaaaaaaaaaaa">
2014-03-19T712:51:22+00:00

</CreateTime>
<Source>
<Node>
<Address category="ipv4-addr">
<address>2.2.2.2</address>
</Address>
</Node>
<Service duration="41" size="16905">
<port>59078</port>
<protocol>TCP</protocol>
</Service>
</Source>
<Target>
<Node>
<Address category="ipv4-addr">
<address>3.3.3.3</address>
</Address>
</Node>

<Service duration="41" size="1448">
<name>junos-http</name>
<port>80</port>
<protocol>TCP</protocol>
</Service>
</Target>
<Classification origin="2">
<name>700</name>
</Classification>
</Connect>
</SIMEF-Message>

123 NATHZE

<?xml version="1.0" encoding="UTF-8"?>
<SIMEF-Message version=1.2>
<Connect ident="1009632" criticality="1">
<Device Deviceid="TTA-FW" manufacturer="TTA" model="FW1000">

<Node>
<Address category="ipv4-addr">
<address>1.1.1.1</address>
</Address>
</Node>
</Device>

<Policy ruleid="57" action="1"></Policy>
<CreateTime ntpstamp="0xaaaaaaaaaaaaaaaaaaaa'">
2014-03-19T716:21:12+00:02

</CreateTime>
<Source>
<Node>
<Address ident="" category="ipv4-addr">
<address>2.2.2.2</address>
</Address>
</Node>
<Service duration="41" size="16905">
<port>59078</port>
<protocol>TCP</protocol>
</Service>
</Source>
<Target>
<Node>
<Address ident="" category="ipv4-addr">
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<address>3.3.3.3</address>
</Address>
</Node>
<Service duration="41" size="1448">
<name>junos-http</name>
<port>80</port>
<protocol>TCP</protocol>
</Service>
</Target>
<SourceNat>
<Node>
<name>trust</name>
<Address category="ipv4-addr">
<address>4.4.4.4</address>
</Address>
</Node>
<Service>
<port>59078</port>
</Service>
</SourceNat>
<TargetNat>
<Node>
<Address category="ipv4-addr">
<address>5.5.5.5</address>
</Address>
</Node>
<Service>
<port>80</port>
</Service>
</TargetNat>
</Connect>
</SIMEF-Message>
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