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Recommendation I TU-T X.1521

Common vulnerability scoring system

Summary

Recommendation ITU-T X.1521 on the common vulnerability scoring system (CVSS) provides an
open framework for communicating the characteristics and impacts of information and
communication technologies (ICT) vulnerabilities in the commercia or open source software used in
communications networks, end user devices, or any of the other types of ICT capable of running
software. The goal of the Recommendation is to enable ICT managers, vulnerability bulletin
providers, security vendors, application vendors and researchers to speak from a common language
of scoring ICT vulnerabilities.

History

Edition Recommendation Approval  Study Group
1.0 ITU-T X.1521 2011-04-20 17
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2012

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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I ntroduction

ICT management must identify and assess vulnerabilities across many disparate hardware and
software platforms. They then need to prioritize these vulnerabilities and remediate those that pose
the greatest risk. When there are so many to fix, with each being scored using different scales, ICT
managers are left to their own methodologies to find some way of comparing disparate
vulnerabilities and trans ating them into actionable information.

Because CVSS standardizes the approach for characterizing vulnerabilities, users of CVSS can
invoke tempora and environmental metrics to apply contextual information that more accurately
reflects the risk to their unique environment. This alows them to make more informed decisions
when trying to mitigate risks posed by vendor agnostic vulnerabilities within their unique
environment.

This Recommendation is technically equivalent and compatible with the "Common Vulnerability
Scoring System (CVSS) version 2*, 20 June 2007 which can be found at the website

http://www.first.org/cvss
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Recommendation I TU-T X.1521

Common vulnerability scoring system

1 Scope

This Recommendation provides a standardized approach for communicating the characteristics and
impacts of ICT vulnerabilities using temporal and environmental metrics that apply contextual
information to more accurately reflect the risk to each user's unique environment.

This Recommendation is technically equivalent and compatible with the "Common Vulnerability
Scoring System (CVSS) version 2", 20 June 2007 which can be found at the website

http://www_first.org/cvss

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[CVSS Guide] CVSS (2007), A complete Guide to the Common Vulnerability Scoring System
Version 2.0.
<http://www.first.org/cvss/cvss-quide.pdf=

3 Definitions

31 Termsdefined elsewhere

311 vulnerability [b-ITU-T X.1500]: Any weakness that could be exploited to violate a system
or the information it contains.

3.2 Termsdefined in this Recommendation

This Recommendation defines the following terms:

3.2.1 access: A subject's ability to view, modify, or communicate with an object. Access enables
the flow of information between the subject and the object.

3.2.2 availability: Thereliable and timely access to data and resources by authorized individuals.

3.2.3 confidentiality: A security principle that works to ensure that information is not disclosed
to unauthorized subjects.

3.24 integrity: A security principle that makes sure that information and systems are not
modified maliciously or accidentally.

3.25 risk: The relative impact that an exploited vulnerability would have to a user's
environment.

3.2.6 threat: Thelikelihood or frequency of a harmful event occurring.

Rec. ITU-T X.1521 (04/2011) 1
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4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

A Availability impact

AC Access complexity

AR Availability requirement

Au Authentication

AV Access Vector

C Confidentiality impact

CDP Collateral Damage Potential
CR Confidentiality Requirement

CVSS  Common Vulnerability Scoring System
DMA Direct Memory Access

DNS Domain Name System

E Exploitability impact

I Integrity impact

ICT Information and Communication Technologies
IM Instant Messaging
IR Integrity Requirement

JVN Japan Vulnerability Notes
NVD National Vulnerability Database
RC Report Confidence

RL Remediation Level

RPC Remote Procedure Call

SLA Service Level Agreement

TD Target Distribution

USB Universal Serial Bus

5 Conventions
None.
6 Useof CVSS

Currently, ICT management needs to identify and assess vulnerabilities across many disparate
hardware and software platforms. They need to prioritize these vulnerabilities and remediate those
that pose the greatest risk. But when there are so many to fix, with each being scored using different
scales, it is hard for ICT managers to convert this mountain of vulnerability data into actionable
information. The common vulnerability scoring system (CVSS) is an open framework that
addresses this issue. It offers the following benefits:

2 Rec. ITU-T X.1521 (04/2011)



6.1

Standardized vulnerability scores: When an organization normalizes vulnerability scores
across all of its software and hardware platforms, it can leverage a single vulnerability
management policy. This policy may be similar to a service level agreement (SLA) that
states how quickly a particular vulnerability must be validated and remediated.

Open framework: Users can be confused when a vulnerability is assigned an arbitrary
score. "Which properties gave it that score? How does it differ from the one released
yesterday?' With CVSS, anyone can see the individual characteristics used to derive a
score.

Prioritized risk: When the environmental score is computed, the vulnerability now becomes
contextual. That is, vulnerability scores are now representative of the actual risk to an
organization. Users know how important a given vulnerability is in relation to other
vulnerabilities.

CVSSdescription

CVSS is composed of three metric groups: Base, Temporal, and Environmental, each consisting of
aset of metrics, as shownin Figure 1.

- _ N Temporal 4 Environmental N
Base metric group metric group metric group
Confidentidi o identiali
] [P | | o] | | [T [y
: Integrity Remediaion Target [ntegrity
|Acoe$complexlty| | impact leve | digribution | | requirement |
| o Avalability Report Avalability
Authentication | | . 1 l
impact confidence requirement
& ) = ) J

X.1521(11)_FO1

Figure1— CVSS metric groups

These metric groups are described as follows:

Base: represents the intrinsic and fundamental characteristics of a vulnerability that are
constant over time and user environments. Base metrics are discussed in clause 6.5.

Temporal: represents the characteristics of a vulnerability that change over time but not
among user environments. Tempora metrics are discussed in clause 6.6.

Environmental: represents the characteristics of a vulnerability that are relevant and unique
to a particular user's environment. Environmental metrics are discussed in clause 6.7.

The purpose of the CVSS base group is to define and communicate the fundamental characteristics
of a vulnerability. This objective approach to characterizing vulnerabilities provides users with a
clear and intuitive representation of a vulnerability. Users can then invoke the temporal and
environmental groups to provide contextual information that more accurately reflects the risk to
their unique environment. This allows them to make more informed decisions when trying to
mitigate risks posed by the vulnerabilities.

Rec. ITU-T X.1521 (04/2011) 3



6.2 Workings of CVSS

When the base metrics are assigned values, the base equation calculates a score ranging from zero
to ten, and a vector is created, as illustrated below in Figure 2. The vector facilitates the "open”
nature of the framework. It is atext string that contains the values assigned to each metric, and it is
used to communicate exactly how the score for each vulnerability is derived. Therefore, the vector
should always be displayed with the vulnerability score. Vectors are further explained in clause 7.4.

\
|
|
|
|

| Enwronmental
[Base metncs]]j ! Temporal metncs]]j @
Optlonal

X.1521(11)_F02

Figure 2 - CVSS metrics and equations

If desired, the base score can be refined by assigning values to the temporal and environmental
metrics. Thisis useful in order to provide additional context for a vulnerability by more accurately
reflecting the risk posed by the vulnerability to a user's environment. However, this is not required.
Depending on one's purpose, the base score and vector may be sufficient.

If atemporal score is needed, the tempora equation will combine the temporal metrics with the
base score to produce atemporal score ranging from 0 to 10. Similarly, if an environmental scoreis
needed, the environmental equation will combine the environmental metrics with the temporal score
to produce an environmental score ranging from O to 10. Base, tempora and environmental
equations are fully described in clause 8.2.

6.3 CVSSscoring

Generally, the base and temporal metrics are specified by vulnerability bulletin analysts, security
product vendors, or application vendors because they typicaly have better information about the
characteristics of a vulnerability than do users. The environmental metrics, however, are specified
by users because they are best able to assess the potential impact of a vulnerability within their own
environments.

6.4 CVSSusers

Many organizations are using CV'SS, and each are finding value in different ways. Below are some
examples:

. Vulnerability bulletin providers: Both non-profit and commercial organizations are
publishing CV SS base and temporal scores and vectors in their free vulnerability bulletins.
These bulletins offer much information, including the date of discovery, systems affected
and links to vendors for patching recommendations.

. Software application vendors:. Software application vendors are providing CVSS base
scores and vectors to their customers. This helps them properly communicate the severity
of vulnerabilities in their products and helps their customers effectively manage their ICT
risk.

4 Rec. ITU-T X.1521 (04/2011)



6.5

User organizations. Many private-sector organizations are using CVSS internally to make
informed vulnerability management decisions. They use scanners or monitoring
technologies to first locate host and application vulnerabilities. They combine this data with
CV SS base, temporal and environmental scores to obtain more contextual risk information
and remediate those vulnerabilities that pose the greatest risk to their systems.

Vulnerability scanning and management: Vulnerability management organizations scan
networks for ICT vulnerabilities. They provide CVSS base scores for every vulnerability on
each host. User organizations use this critical data stream to more effectively manage their
ICT infrastructures by reducing outages and protecting against malicious and accidental
ICT threats.

Security (risk) management: Security risk management firms use CV SS scores as input to
calculating an organization's risk or threat level. These firms use sophisticated applications
that often integrate with an organization's network topology, vulnerability data, and asset
database to provide their customers with a more informed perspective of their risk level.

Researchers: The open framework of CVSS enables researches to perform statistical
analysis on vulnerabilities and vulnerability properties.

Metric groups— Base metrics

The base metric group captures the characteristics of a vulnerability that are constant with time and
across user environments. The access vector, access complexity, and authentication metrics capture
how the vulnerability is accessed and whether or not extra conditions are required to exploit it. The
three impact metrics measure how a vulnerability, if exploited, will directly affect an ICT asset,
where the impacts are independently defined as the degree of loss of confidentiality, integrity, and
availability. For example, a vulnerability could cause a partial loss of integrity and availability, but
no loss of confidentiality.

6.5.1 Accessvector (AV)

This metric reflects how the vulnerability is exploited. The possible values for this metric are listed
in Table 1. The more remote an attacker can be to attack a host, the greater the vulnerability score.

Table 1 — Access vector scoring evaluation

Metric Value Description

Local (L) A vulnerability exploitable with only local access requires the attacker to have either

physical accessto the vulnerable system or alocal (shell) account. Examples of locally
exploitable vulnerabilities are peripheral attacks such as Firewire/lUSB DMA attacks,
and local privilege escalations (e.g., sudo).

Adjacent A vulnerability exploitable with adjacent network access requires the attacker to have
network (A) access to either the broadcast or collision domain of the vulnerable software. Examples

of local networks include local |P subnet, Bluetooth, |IEEE 802.11, and local Ethernet
segment.

Network (N) A vulnerability exploitable with network access means the vulnerable software is bound

to the network stack and the attacker does not require local network access or local
access. Such avulnerability is often termed "remotely exploitable®. An example of a
network attack is an RPC buffer overflow.

Rec. ITU-T X.1521 (04/2011) 5



6.5.2 Accesscomplexity (AC)

This metric measures the complexity of the attack required to exploit the vulnerability once an
attacker has gained access to the target system. For example, consider a buffer overflow in an
Internet service: once the target system is located, the attacker can launch an exploit at will.

Other vulnerabilities, however, may require additional stepsin order to be exploited. For example, a
vulnerability in an email client is only exploited after the user downloads and opens a tainted
attachment. The possible values for this metric are listed in Table 2. The lower the required
complexity, the higher the vulnerability score.

Table 2 — Access complexity scoring evaluation

Metric value

Description

High (H)

Specialized access conditions exist. For example:

» Inmost configurations, the attacking party must already have elevated privileges or
spoof additional systemsin addition to the attacking system (e.g., DNS hijacking).

» The attack depends on socia engineering methods that would be easily detected by
knowledgeabl e people. For example, the victim must perform several suspicious or
atypical actions.

» Thevulnerable configuration is seen very rarely in practice.
» If arace condition exists, the window is very narrow.

Medium (M)

The access conditions are somewhat specialized; the following are examples:

» Theattacking party is limited to agroup of systems or users at some level of
authorization, possibly untrusted.

» Some information must be gathered before a successful attack can be launched.

» The affected configuration is non-default, and is not commonly configured (e.g., a
vulnerability present when a server performs user account authentication viaa
specific scheme, but not present for another authentication scheme).

» The attack requires a small amount of social engineering that might occasionally fool
cautious users (e.g., phishing attacks that modify aweb browsers status bar to show a
false link, having to be on someone's buddy list before sending an IM exploit).

Low (L)

Specialized access conditions or extenuating circumstances do not exist. The following
are examples:

» The affected product typically requires access to awide range of systems and users,
possibly anonymous and untrusted (e.g., Internet-facing web or mail server).

» The affected configuration is default or ubiquitous.

» The attack can be performed manually and requires little skill or additional
information gathering.

» Therace conditionisalazy one (i.e, it istechnically arace but easily winnable).

6.5.3 Authentication (Au)

This metric measures the number of times an attacker must authenticate to a target in order to
exploit a vulnerability. This metric does not gauge the strength or complexity of the authentication
process, only that an attacker is required to provide credentials before an exploit may occur. The
possible values for this metric are listed in Table 3. The fewer authentication instances that are
required, the higher the vulnerability score.

6 Rec. ITU-T X.1521 (04/2011)




Table 3 — Authentication scoring evaluation

Metric Value Description

Multiple (M) Exploiting the vulnerability requires that the attacker authenticate two or more times,
even if the same credentials are used each time. An example is an attacker
authenticating to an operating system in addition to providing credentials to access an
application hosted on that system.

Single (S) The vulnerability requires an attacker to be logged into the system (such as at a
command line or via a desktop session or web interface).

None (N) Authentication is not required to exploit the vulnerability.

The metric should be applied based on the authentication the attacker requires before launching an
attack. For example, if a mail server is vulnerable to a command that can be issued before a user
authenticates, the metric should be scored as "None" because the attacker can launch the exploit
before credentials are required. If the vulnerable command is only available after successful
authentication, then the vulnerability should be scored as "Single" or "Multiple," depending on how
many instances of authentication must occur before issuing the command.

6.5.4 Confidentiality impact (C)

This metric measures the impact on confidentiality of a successfully exploited vulnerability.
Confidentiality refersto limiting information access and disclosure to only authorized users, as well
as preventing access by, or disclosure to, unauthorized ones. The possible values for this metric are
listed in Table 4. Increased confidentiality impact increases the vulnerability score.

Table 4 — Confidentiality impact scoring evaluation

Metric Value Description
None (N) There is no impact to the confidentiality of the system.
Partia (P) Thereis considerable informational disclosure. Access to some system filesis possible,

but the attacker does not have control over what is obtained, or the scope of thelossis
constrained. An exampleis avulnerability that divulges only certain tablesin a
database.

Complete (C) Thereistotal information disclosure, resulting in all system files being revealed. The
attacker is able to read all of the system's data (memory, files, etc.).

6.5.5 Integrity impact (I)

This metric measures the impact to integrity of a successfully exploited vulnerability. Integrity
refers to the trustworthiness and guaranteed veracity of information. The possible values for this
metric are listed in Table 5. Increased integrity impact increases the vulnerability score.

Rec. ITU-T X.1521 (04/2011) 7



Table5—Integrity impact scoring evaluation

Metric Value Description
None (N) Thereisno impact to the integrity of the system.
Partia (P) Modification of some system files or information is possible, but the attacker does not

have control over what can be modified, or the scope of what the attacker can affect is
limited. For example, system or application files may be overwritten or modified, but
either the attacker has no control over which files are affected or the attacker can
modify files within only alimited context or scope.

Complete (C) There is atotal compromise of system integrity. Thereis a complete loss of system
protection, resulting in the entire system being compromised. The attacker is able to
modify any files on the target system.

6.5.6 Availability impact (A)

This metric measures the impact to availability of a successfully exploited vulnerability.
Availability refers to the accessibility of information resources. Attacks that consume network
bandwidth, processor cycles, or disk space all impact the availability of a system. The possible
values for this metric are listed in Table 6. Increased availability impact increases the vulnerability
score.

Table 6 — Availability impact scoring evaluation

Metric Value Description
None (N) There is no impact to the availability of the system.
Partia (P) Thereisreduced performance or interruptions in resource availability. An exampleisa

network-based flood attack that permits alimited number of successful connections to
an Internet service.

Complete (C) There is atotal shutdown of the affected resource. The attacker can render the resource
completely unavailable.

6.6 Temporal metrics

The threat posed by a vulnerability may change over time. Three such factors that CVSS captures
are. confirmation of the technical details of a vulnerability, the remediation status of the
vulnerability, and the availability of exploit code or techniques. Since temporal metrics are optional
they each include a metric value that has no effect on the score. This value is used when the user
feels the particular metric does not apply and wishes to "skip over" it.

6.6.1 Exploitability (E)

This metric measures the current state of exploit techniques or code availability. Public availability
of easy-to-use exploit code increases the number of potential attackers by including those who are
unskilled, thereby increasing the severity of the vulnerability.

Initialy, real-world exploitation may only be theoretical. Publication of proof of concept code,
functional exploit code, or sufficient technical details necessary to exploit the vulnerability may
follow. Furthermore, the exploit code available may progress from a proof-of-concept
demonstration to exploit code that is successful in exploiting the vulnerability consistently. In
severe cases, it may be delivered as the payload of a network-based worm or virus. The possible
values for this metric are listed in Table 7. The more easily a vulnerability can be exploited, the
higher the vulnerability score.
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Table 7 — Exploitability impact scoring evaluation

Metric value Description

Unproven (U) No exploit codeis available, or an exploit is entirely theoretical.

Proof-of- Proof-of-concept exploit code or an attack demonstration that is not practical for most
concept (POC) | systemsis available. The code or technique is not functional in al situations and may
require substantial modification by a skilled attacker.

Functional (F) | Functional exploit code is available. The code works in most situations where the
vulnerability exists.

High (H) Either the vulnerability is exploitable by functional mobile autonomous code, or no
exploit isrequired (manual trigger) and details are widely available. The code worksin
every situation, or is actively being delivered via a mobile autonomous agent (such as a
worm or Vvirus).

Not defined Assigning this value to the metric will not influence the score. It isasignal to the
(ND) equation to skip this metric.

6.6.2 Remediation level (RL)

The remediation level of a vulnerability is an important factor for prioritization. The typical
vulnerability is unpatched when initially published. Workarounds or hotfixes may offer interim
remediation until an official patch or upgrade is issued. Each of these respective stages adjusts the
temporal score downwards, reflecting the decreasing urgency as remediation becomes final. The
possible values for this metric are listed in Table 8. The less official and permanent afix, the higher
the vulnerability scoreis.

Table 8 — Remediation level scoring evaluation

Metric value Description

Officia fix (OF) A complete vendor solution is available. Either the vendor has issued an official
patch, or an upgradeis available.

Temporary fix Thereis an official but temporary fix available. This includes instances where the
(TFH vendor issues a temporary hotfix, tool, or workaround.

Workaround (W) There is an unofficial, non-vendor solution available. In some cases, users of the
affected technology will create a patch of their own or provide steps to work around
or otherwise mitigate the vulnerability.

Unavailable (U) There is either no solution available or it isimpossible to apply.

Not defined (ND) | Assigning thisvalue to the metric will not influence the score. It isasignal to the
equation to skip this metric.

6.6.3 Report confidence (RC)

This metric measures the degree of confidence in the existence of the vulnerability and the
credibility of the known technical details. Sometimes, only the existence of vulnerabilities are
publicized, but without specific details. The vulnerability may later be corroborated and then
confirmed through acknowledgement by the author or vendor of the affected technology. The
urgency of a vulnerability is higher when a vulnerability is known to exist with certainty. This
metric also suggests the level of technical knowledge available to would-be attackers. The possible
values for this metric are listed in Table 9. The more a vulnerability is validated by the vendor or
other reputable sources, the higher the score.
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Table 9 —Report confidence scoring evaluation

Metric value

Description

Unconfirmed (UC)

Thereisasingle unconfirmed source or possibly multiple conflicting reports. There
islittle confidence in the validity of the reports. An example is a rumour that
surfaces from the hacker underground.

Uncorroborated
(UR)

There are multiple non-official sources, possibly including independent security
companies or research organizations. At this point there may be conflicting technical
details or some other lingering ambiguity.

Confirmed (C)

The vulnerability has been acknowledged by the vendor or author of the affected
technology. The vulnerability may also be Confirmed when its existence is
confirmed from an external event such as publication of functional or proof-of-
concept exploit code or widespread exploitation.

Not defined (ND)

Assigning this value to the metric will not influence the score. It isasignal to the
eguation to skip this metric.

6.7

Environmental metrics

Different environments can have an immense bearing on the risk that a vulnerability poses to an
organization and its stakeholders. The CVSS environmental metric group captures the
characteristics of a vulnerability that are associated with a user's ICT environment. Since
environmental metrics are optional they each include a metric value that has no effect on the score.
Thisvalue is used when the user feels the particular metric does not apply and wishesto "skip" it.

6.7.1 Collateral damage potential (CDP)

This metric measures the potential for loss of life or physical assets through damage or theft of
property or equipment. The metric may also measure economic loss of productivity or revenue. The
possible values for this metric are listed in Table 10. Naturally, the greater the damage potential, the
higher the vulnerability score.

Table 10 — Collateral damage potential scoring evaluation

Metric Value Description

None (N) There isno potential for loss of life, physical assets, productivity or revenue.

Low (L) A successful exploit of thisvulnerability may result in slight physical or property
damage. Or, there may be a slight loss of revenue or productivity to the organization.

Low-medium A successful exploit of thisvulnerability may result in moderate physical or property

(LM) damage. Or, there may be a moderate |oss of revenue or productivity to the
organi zation.

Medium-high A successful exploit of thisvulnerability may result in significant physical or

(MH) property damage or loss. Or, there may be a significant loss of revenue or
productivity.

High (H) A successful exploit of thisvulnerability may result in catastrophic physical or

property damage and loss. Or, there may be a catastrophic loss of revenue or
productivity.

Not defined (ND)

Assigning this value to the metric will not influence the score. It isasignal to the
equation to skip this metric.

Clearly, each organization must determine for themselves the precise meaning of "slight, moderate,
significant, and catastrophic.”
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6.7.2 Target distribution (TD)

This metric measures the proportion of vulnerable systems. It is meant as an environment-specific
indicator in order to approximate the percentage of systems that could be affected by the
vulnerability. The possible values for this metric are listed in Table 11. The greater the proportion
of vulnerable systems, the higher the score.

Table 11 — Target distribution scoring evaluation

Metric Value Description

None (N) No target systems exist, or targets are so highly specialized that they only existina
laboratory setting. Effectively 0% of the environment is at risk.

Low (L) Targets exist inside the environment, but on a small scale. Between 1%-25% of the
total environment is at risk.

Medium (M) Targets exist inside the environment, but on a medium scale. Between 26%-75% of
the total environment is at risk.

High (H) Targets exist inside the environment on a considerable scale. Between 76%-100% of
the total environment is considered at risk.

Not defined (ND) | Assigning this value to the metric will not influence the score. It isasignal to the
equation to skip this metric.

6.7.3 Security requirements (CR, IR, AR)

These metrics enable the analyst to customize the CV SS score depending on the importance of the
affected ICT asset to a user's organization, measured in terms of confidentiality, integrity, and
availability, That is, if an ICT asset supports a business function for which availability is most
important, the analyst can assign a greater value to availability, relative to confidentiality and
integrity. Each security requirement has three possible values: low, medium, or high.

The full effect on the environmental score is determined by the corresponding base impact metrics
(please note that the base confidentiality, integrity and availability impact metrics, themselves, are
not changed). That is, these metrics modify the environmental score by reweighting the (base)
confidentiality, integrity, and availability impact metrics. For example, the confidentiality
impact (C) metric has increased weight if the confidentiality requirement (CR) is high. Likewise,
the confidentiality impact metric has decreased weight if the confidentiality requirement islow. The
confidentiality impact metric weighting is neutral if the confidentiality requirement is medium. This
same logic is applied to the integrity and availability requirements.

Note that the confidentiality requirement will not affect the environmental score if the (base)
confidentiality impact is set to none. Also, increasing the confidentiality requirement from medium
to high will not change the environmental score when the (base) impact metrics are set to complete.
This is because the impact sub score (part of the base score that calculates impact) is already at a
maximum value of 10.

The possible values for the security requirements are listed in Table 12. For brevity, the same table
is used for al three metrics. The greater the security requirement, the higher the score (remember
that medium is considered the default). These metrics will modify the score as much as plus or
minus 2.5.
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Table 12 — Security requirements scoring evaluation

Metric Value Description

Low (L) Loss of [confidentiality | integrity | availability] islikely to have only alimited
adverse effect on the organization or individuals associated with the organization
(e.g., employees, customers).

Medium (M) Loss of [confidentiality | integrity | availability] islikely to have a serious adverse
effect on the organization or individual s associated with the organization (e.g.,
employees, customers).

High (H) Loss of [confidentiality | integrity | availability] islikely to have a catastrophic
adverse effect on the organization or individuals associated with the organization
(e.g., employees, customers).

Not defined (ND) | Assigning thisvalue to the metric will not influence the score. It isasignal to the
equation to skip this metric.

In many organizations, ICT resources are labelled with criticality ratings based on network location,
business function, and potential for loss of revenue or life. For example, the U.S. government
assigns every unclassified ICT asset to a grouping of assets called a System. Every System must be
assigned three "potential impact" ratings to show the potential impact on the organization if the
System is compromised according to three security objectives. confidentiality, integrity, and
availability. Thus, every unclassified ICT asset in the U.S. government has a potential impact rating
of low, moderate, or high with respect to the security objectives of confidentiaity, integrity, and
availability. Thisrating system is described within Federal Information Processing Standards (FIPS)
199. CVSS follows this general model of FIPS 199, but does not require organizations to use any
particular system for assigning the low, medium, and high impact ratings.

6.8 Base, temporal, environmental vectors

Each metric in the vector consists of the abbreviated metric name, followed by a":" (colon), then
the abbreviated metric value. The vector lists these metrics in a predetermined order, using the "/"
(slash) character to separate the metrics. If atemporal or environmental metric is not to be used, it is
given a value of "ND" (not defined). The base, temporal, and environmental vectors are shown
below in Table 13.

Table 13 — Base, temporal and environmental vectors

Metric value Description
Base AV:[L,AN]J/AC:[HM,L])/Au:[M,SN]/C:[N,P,C]/I:[N,P,C]/A:[N,P,C]
Tempora E:[U,POC,F,H,ND]/RL:[OF, TF,W,U,ND]/RC:[UC,UR,C,ND]

Environmental CDP:[N,L,LM,MH,H,ND}/TD:[N,L,M,H,ND]/CR:[L,M,H,ND]/
IR:[L,M,H,NDJ/AR:[L,M,H,ND]

For example, a vulnerability with base metric values of "Access Vector: Low, Access Complexity:
Medium, Authentication: None, Confidentiality Impact: None, Integrity Impact: Partial,
Availability  Impact:  Complete’ would have the following base  vector:
"AV:L/AC:M/Au:N/C:N/I:P/A:C."
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6.9 Scoring — Guidelines
Below are guidelines that should help analysts when scoring vulnerabilities.

6.9.1 Genera

SCORING TIP #1: Vulnerability scoring should not take into account any interaction with other
vulnerabilities. That is, each vulnerability should be scored independently.

SCORING TIP #2: When scoring a vulnerability, consider the direct impact to the target host only.
For example, consider a cross-site scripting vulnerability: the impact to a user's system could be
much greater than the impact to the target host. However, this is an indirect impact. Cross-site
scripting vulnerabilities should be scored with no impact to confidentiality or availability, and
partial impact to integrity.

SCORING TIP #3: Many applications, such as Web servers, can be run with different privileges,
and scoring the impact involves making an assumption as to what privileges are used. Therefore,
vulnerabilities should be scored according to the privileges most commonly used. This may not
necessarily reflect security best practices, especialy for client applications which are often run with
root-level privileges. When uncertain as to which privileges are most common, scoring analysts
should assume a default configuration.

SCORING TIP #4: When scoring the impact of a vulnerability that has multiple exploitation
methods (attack vectors), the analyst should choose the exploitation method that causes the greatest
impact, rather than the method which is most common, or easiest to perform. For example, if
functional exploit code exists for one platform but not another, then Exploitability should be set to
"Functiona”. If two separate variants of a product are in parallel development (e.g., PHP 4.x and
PHP 5.x), and afix exists for one variant but not another, then the Remediation Level should be set
to "Unavailable".

6.9.2 Basemetrics

6.9.2.1 Accessvector

SCORING TIP #5: When a vulnerability can be exploited both locally and from the network, the
"Network" value should be chosen. When a vulnerability can be exploited both locally and from
adjacent networks, but not from remote networks, the "Adjacent Network" value should be chosen.
When a vulnerability can be exploited from the adjacent network and remote networks, the
"Network" value should be chosen.

SCORING TIP #6: Many client applications and utilities have local vulnerabilities that can be
exploited remotely either through user-complicit actions or via automated processing. For example,
decompression utilities and virus scanners automatically scan incoming email messages. Also,
helper applications (office suites, image viewers, media players, etc.) are exploited when malicious
files are exchanged via e-mail or downloaded from web sites. Therefore, analysts should score the
Access Vector of these vulnerabilities as "Network".

6.9.2.2 Authentication

SCORING TIP #7: If the vulnerability exists in an authentication scheme itself (e.g., PAM,
Kerberos) or an anonymous service (e.g., public FTP server), the metric should be scored as "None"
because the attacker can exploit the vulnerability without supplying valid credentials. Presence of a
default user account may be considered as "Single" or "Multiple" Authentication (as appropriate),
but may have Exploitability of "High" if the credentials are publicized.

SCORING TIP #8: It is important to note that the Authentication metric is different from Access
Vector. Here, authentication requirements are considered once the system has aready been
accessed. Specifically, for locally exploitable vulnerabilities, this metric should only be set to
"single” or "multiple" if authentication is needed beyond what is required to log into the system.
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An example of a locally exploitable vulnerability that requires authentication is one affecting a
database engine listening on a Unix domain socket (or some other non-network interface). If the
user must authenticate as a valid database user in order to exploit the vulnerability, then this metric
should be set to "single."

6.9.2.3 Confidentiality, integrity, availability impacts

SCORING TIP #9: Vulnerabilities that give root-level access should be scored with complete loss
of confidentiality, integrity, and availability, while vulnerabilities that give user-level access should
be scored with only partial loss of confidentiality, integrity, and availability. For example, an
integrity violation that allows an attacker to modify an operating system password file should be
scored with complete impact of confidentiality, integrity, and availability.

SCORING TIP #10: Vulnerabilities with a partial or complete loss of integrity can also cause an
impact to availability. For example, an attacker who is able to modify records can probably also
delete them.

6.10 Equations

Scoring equations and algorithms for the base, temporal and environmental metric groups are
described below. Further discussion of the origin and testing of these equations is available at
http://www.first.org/cvss. Three example use-cases of these equations are provided in
Appendix I.

6.10.1 Baseequation
The base equation is the foundation of CV SS scoring. The base equation (formulaversion 2.10) is:

BaseScore = round _to 1 decimal (((0.6*Impact)+(0.4*Exploitability)-1.5)*f (Impact))
Impact = 10.41* (1- (1-ConfImpact) * (1-IntegImpact) * (1-AvailImpact))
Exploitability = 20*AccessVector*AccessComplexity*Authentication
f (impact) = 0 if Impact=0, 1.176 otherwise
AccessVector = case AccessVector of
requires local access: 0.395
adjacent network accessible: 0.646
network accessible: 1.0
AccessComplexity = case AccessComplexity of
high: 0.35
medium: 0.61
low: 0.71
Authentication = case Authentication of
requires multiple instances of authentication: 0.45
requires single instance of authentication: 0.56
requires no authentication: 0.704

ConfImpact = case ConfidentialityImpact of
none: 0.000
partial: 0.275
complete: 0.660

IntegImpact = case IntegrityImpact of
none: 0.000
partial: 0.275
complete: 0.660

AvailImpact = case AvailabilityImpact of
none: 0.000
partial: 0.275
complete: 0.660
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6.10.2 Temporal equation

If employed, the temporal equation will combine the temporal metrics with the base score to
produce a temporal score ranging from 0O to 10. Further, the temporal score will produce a temporal
score no higher than the base score, and no greater than 33% lower than the base score. The
temporal equation is:

TemporalScore = round to 1 decimal (BaseScore*Exploitability
*RemediationLevel*ReportConfidence)
Exploitability = case Exploitability of
unproven: 0.85
proof-of-concept: 0.90
functional: 0.95
high: 1.00
not defined: 1.00
RemediationLevel = case RemediationLevel of
official-fix: 0.87
temporary-fix: 0.90
workaround: 0.95
unavailable: 1.00
not defined: 1.00
ReportConfidence = case ReportConfidence of
unconfirmed: 0.90
uncorroborated: 0.95
confirmed: 1.00
not defined: 1.00

6.10.3 Environmental equation

If employed, the environmental equation will combine the environmental metrics with the temporal
score to produce an environmental score ranging from 0 to 10. Further, this equation will produce a
score no higher than the temporal score. The environmental equation is:

EnvironmentalScore = round to 1 decimal ( (AdjustedTemporal+

(10-AdjustedTemporal) *CollateralDamagePotential) *TargetDistribution)

AdjustedTemporal = TemporalScore recomputed with the BaseScores Impact

sub-equation replaced with the AdjustedImpact equation

AdjustedImpact = min(10,10.41* (1- (1-ConfImpact*ConfReq) * (1-IntegImpact*IntegReq)
*(1-AvailImpact*AvailReq)))

CollateralDamagePotential = case CollateralDamagePotential of
none: 0.0
low:

low-medium:
medium-high:
high:

not defined:

O O O oo
o Ul WK

TargetDistribution = case TargetDistribution of
none: 0.00
low: 0.25
medium: 0.75
high: 1.00
not defined: 1.00

ConfReq = case ConfReq of
low: 0.5
medium: 1.0
high: 1.51
not defined: 1.0

IntegReq = case IntegReq of
low: 0.5
medium: 1.0
high: 1.51
not defined: 1.0
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AvailReqg = case AvailReq of
low:
medium:
high:
not defined:

PR RO
Ul
=

7 Additional resources

Appendix Il contains alist of resources that may be useful to anyone implementing CVSS. The list
contains pointers to vulnerability bulletins and several CV SS calculators. Vulnerability bulletins are
helpful when searching for detailed information about a particular vulnerability. CV SS calculators
are helpful when trying to compute your own base, temporal or environmental scores.
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Appendix |

Usage examplesfor CVSS
(This appendix does not form an integral part of this Recommendation.)

Below, examples of how CVSSisused are provided for three different vulnerabilities.

.1 CVE-2002-0392

Consider CVE-2002-0392: Apache Chunked-Encoding Memory Corruption Vulnerability. In June
2002, a vulnerability was discovered in the means by which the Apache web server handles requests
encoded using chunked encoding. The Apache Foundation reported that a successful exploit can
lead to denial of service in some cases, and in others, the execution of arbitrary code with the
privileges of the web server.

Since the vulnerability can be exploited remotely, the Access Vector is "Network”. The Access
Complexity is "Low" because no additional circumstances need to exist for this exploit to be
successful; the attacker need only craft a proper exploit message to the Apache web listener. No
authentication is required to trigger the vulnerability (any Internet user can connect to the web
server), so the Authentication metric is "None".

Since the vulnerability can be exploited using multiple methods with different outcomes, scores
need to be generated for each method and the highest used.

If the vulnerability is exploited to execute arbitrary code with the permissions of the web server,
thereby altering web content and possibly viewing local user or configuration information
(including connection settings and passwords to back-end databases), the Confidentiality and
Integrity Impact metrics are set to "Partial”. Together, these metrics result in a base score of 6.4.

If the vulnerability is exploited to cause a denial of service, the Availability Impact is set to
"Complete". Together, the metrics produce a base score of 7.8. Since this is the highest possible
base score of the exploitation options, it is used as the base score.

The base vector for this vulnerability istherefore: AV:N/AC:L/Au:N/C:N/I:N/A:C.

Exploit code is known to exist and therefore Exploitability is set to "Functiona”. The Apache
foundation has released patches for this vulnerability (available to both 1.3 and 2.0) and so
Remediation Level is "Official-Fix". Naturally, report confidence is "Confirmed". These metrics
adjust the base score to give atemporal score of 6.4.

Assuming that availability is more important than usual for the targeted systems, and depending on
the values for Collateral Damage Potential and Target Distribution, the environmental score could
vary between 0.0 ("None", "None") and 9.2 ("High", "High"). The results are summarized below.
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BASE METRIC EVALUATION SCORE
Access Vector [Network] (1.00)
Access Complexity [Low] (0.71)
Authentication [None] (0.704)
Confidentiality Impact [None] (0.00)
Integrity Impact [None] (0.00)
Availability Impact [Complete] (0.66)
BASE FORMULA BASE SCORE
Impact = 10.41*(1-(1)*(1)*(0.34)) == 6.9
Exploitability = 20*0.71*0.704*1 == 10.0
f (Impact) = 1.176
BaseScore = ((0.6*6.9) + (0.4*10.0) - 1.5)*1.176 == (7.8)
TEMPORAL METRIC EVALUATION SCORE
Exploitability [Functionall (0.95)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
TEMPORAL FORMULA TEMPORAL SCORE
round (7.8 * 0.95 * 0.87 * 1.00) == (6.4)
ENVIRONMENTAL METRIC EVALUATION SCORE
Collateral Damage Potential [None - High] {o - 0.5}
Target Distribution [None - High] {o - 1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [High] (1.51)
ENVIRONMENTAL FORMULA ENVIRONMENTAL SCORE
AdjustedImpact = min(10,10.41%(1-(1-0%1)*(1-0*1)
*(1-0.66%1.51)) == (10.0)
AdjustedBase =((0.6*10)+(0.4*10.0) - 1.5)*1.176
== (10.0)
AdjustedTemporal == (10*0.95*0.87*1.0) == (8.3)
EnvScore = round((8.3+(10-8.3)*{0-0.5})*{0-1})
== (0.00 - 9.2)

.2 CVE-2003-0818

Consider CVE-2003-0818: Microsoft Windows ASN.1 Library Integer Handling Vulnerability. In
September 2003, a vulnerability was discovered that targets the ASN.1 library of all Microsoft
operating systems. Successful exploitation of this vulnerability results in a buffer overflow
condition allowing the attacker to execute arbitrary code with administrative (System) privileges.

This is a remotely exploitable vulnerability that does not require authentication, therefore the
Access Vector is "Network™ and "Authentication” is "None". The Access Complexity is "Low"
because no additional access or specialized circumstances need to exist for the exploit to be
successful. Each of the Impact metricsis set to "Complete" because of the possibility of a complete
system compromise. Together, these metrics produce a maximum base score of 10.0.

The base vector for this vulnerability istherefore: AV:N/AC:L/Au:N/C:C/1:C/A:C.
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Known exploits do exist for this vulnerability and so Exploitability is "Functiona”. In
February 2004, Microsoft released patch M S04-007, making the Remediation Level "Official-Fix"
and the Report Confidence "Confirmed". These metrics adjust the base score to give a tempora
score of 8.3.

Assuming that availability is less important than usual for the targeted systems, and depending on
the values for Collateral Damage Potential and Target Distribution, the environmental score could
vary between 0.0 ("None", "None") and 9.0 ("High", "High"). The results are summarized below.

BASE METRIC EVALUATION SCORE
Access Vector [Network] (1.00)
Access Complexity [Low] (0.71)
Authentication [None] (0.704)
Confidentiality Impact [Complete] (0.66)
Integrity Impact [Complete] (0.66)
Availability Impact [Complete] (0.66)
FORMULA BASE SCORE
Impact = 10.41*(1-(0.34%0.34*0.34)) == 10.0
Exploitability = 20*0.71*0.704*1 == 10.0
f (Impact) = 1.176
BaseScore =((0.6*10.0)+(0.4*10.0) - 1.5)*1.176 == (10.0)
TEMPORAL METRIC EVALUATION SCORE
Exploitability [Functionall (0.95)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
FORMULA TEMPORAL SCORE
round (10.0 * 0.95 * 0.87 * 1.00) == (8.3)
ENVIRONMENTAL METRIC EVALUATION SCORE
Collateral Damage Potential [None - High] {o - 0.5}
Target Distribution [None - Highl] {o - 1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [Low] (0.5)
FORMULA ENVIRONMENTAL SCORE
AdjustedImpact = 10.41*(1-(1-0.66%*1)*(1-0.66%*1)
*(1-0.66*0.5)) == (9.6)
AdjustedBase =((0.6*9.6)+(0.4*%10.0) - 1.5)*1.176
== (9.7)
AdjustedTemporal == (9.7*0.95%0.87*1.0) == (8.0)
EnvScore = round((8.0+(10-8.0)*{0-0.5})*{0-1})
== (0.00 - 9.0)
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1.3 CVE-2003-0062

Consider CVE-2003-0062: Buffer Overflow in NOD32 Antivirus. NOD32 is an antivirus software
application developed by Eset. In February 2003, a buffer overflow vulnerability was discovered in
Linux and Unix versions prior to 1.013 that could allow local users to execute arbitrary code with
the privileges of the user executing NOD32. To trigger the buffer overflow, the attacker must wait
for (or coax) another user (possibly root) to scan adirectory path of excessive length.

Since the vulnerability is exploitable only to a user locally logged into the system, the Access
Vector is"Local". The Access Complexity is"High" because this vulnerability is not exploitable at
the attacker's whim. There is an additional layer of complexity because the attacker must wait for
another user to run the virus scanning software. Authentication is set to "None" because the attacker
does not need to authenticate to any additional system. If an administrative user were to run the
virus scan, causing the buffer overflow, then a full system compromise would be possible. Since the
most harmful case must be considered, each of the three Impact metrics is set to "Complete".
Together, these metrics produce a base score of 6.2.

The base vector for this vulnerability is therefore: AV:L/AC:H/Au:N/C:C/1:C/A:C.

Partial exploit code has been released, so the Exploitability metric is set to "Proof-Of-Concept”.
Eset has released updated software, giving a Remediation Level of "Official-Fix" and Report
Confidence of "Confirmed". These three metrics adjust the base score to give a temporal score
of 4.9.

Assuming that confidentiality, integrity, and availability are roughly equally important for the
targeted systems, and depending on the values for Collatera Damage Potential and Target
Distribution, the environmental score could vary between 0.0 ("None", "None") and 7.5 ("High",
"High"). The results are summarized below.
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Access Vector [Locall] (0.395)
Access Complexity [High] (0.35)
Authentication [None] (0.704)
Confidentiality Impact [Complete] (0.66)
Integrity Impact [Complete] (0.66)
Availability Impact [Complete] (0.66)
FORMULA BASE SCORE
Impact = 10.41 *(1-(0.34*%0.34*0.34)) == 10.0
Exploitability = 20*0.35*0.704*0.395 == 1.9

f (Impact) = 1.176

BaseScore =((0.6*10)+(0.4*1.9) - 1.5)*1.176 == (6.2)
TEMPORAL METRIC EVALUATION SCORE
Exploitability [Proof-0Of-Concept] (0.90)
Remediation Level [Official-Fix] (0.87)
Report Confidence [Confirmed] (1.00)
FORMULA TEMPORAL SCORE
round (6.2 * 0.90 * 0.87 * 1.00) == (4.9)
ENVIRONMENTAL METRIC EVALUATION SCORE
Collateral Damage Potential [None - High] {o - 0.5}
Target Distribution [None - High] {o - 1.0}
Confidentiality Req. [Medium] (1.0)
Integrity Req. [Medium] (1.0)
Availability Req. [Medium] (1.0)
FORMULA ENVIRONMENTAL SCORE

AdjustedTemporal == 4.9
EnvScore = round((4.9+(10-4.9)*{0-0.5})*{0-1})
== (0.00 - 7.5)
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Appendix [

Additional resources

(This appendix does not form an integral part of this Recommendation.)

Below, we present a list of resources that may be useful to anyone implementing CVSS.
Vulnerability bulletins are helpful when searching for detailed information about a particular
vulnerability. CVSS calculators are helpful when trying to compute your own base, temporal or
environmental scores.

Vulnerability bulletins:

The National Institute of National Institute of Standards and Technology (NIST) maintains
the National Vulnerability Database (NVD), a vulnerability bulletin website that includes
CV SS base scores. NIST provides these web-based bulletins in addition to XML feeds free
for use. They <can be found a  nhttp://nvd.nist.gov/nvd.cfm, and
http://nvd.nist.gov/download.cfm#XML, respectively.

IBM Internet Security Systems (ISS) publishes X-Force vulnerability bulletins free for use.
They include CVSS base and tempora scores and can be found at

http://xforce.iss.net/xforce/alerts.

Qualys publishes vulnerability references that include both CV SS base and temporal scores.
These can be found at http://www.qualys.com/research/alerts/.

Cisco vulnerability bulletins including CVSS base and temporal scores can be found at
http://tools.cisco.com/MySDN/Intelligence/home.x. (Note: requi res a Cisco Connection
Online account).

Tenable Network Security publishes plugins for the Nessus vulnerability scanning tool.
These plugins that include CVSS base score can be found at
http://www.nessus.org/plugins/.

JPCERT/CC and IPA maintain the Japan Vulnerability Notes (JVN), a vulnerability
bulletin website that includes CV SS base scores. JVN provides these web-based bulletins in
addition to XML feeds free for use. They can be found at http://5vndb.jvn.3p/en/, and
http://jvndb.jvn.jp/en/apis/, respectively.

CVSScalculators:

22

The NIST CVSSv2 calculator:

http://nvd.nist.gov/cvss.cfm?calculator&advaversion=2

The Information-technology Promotion Agency, Japan:
http://jvndb.jvn.jp/en/cvss/index.html
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