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 ��!e"� (L)  E5�) �  r�MIB&� ��B,s� 6) �'4"&� ]�A *+, ���61� ���M�� ��\XxI [B2�	
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.(��'�
�6 r!o�&� 

����	� (M)  E5�) �  r�MIB&� ��B,s� 6) �'4"&� ]�A ���1$ ���M�� ��\XxI [B2�	
�/�R�d~�/��B2
�] (�1+, BX�� () w$B�.(��'�
�6 r!o�&�
��!IB� (H) ��'�
�6 r!o�&� E5�) �  r�MIB&� ��B,s� 6) �'4"&� ]�A ���XK�U ���M�� ��\XxI [B2�	
�/�R�d~�/��B2
�] (�1+, BX�� () w$B�.( 
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���&� /� JK�N� �^ E. .����
� ]�A BX�� �
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�f ���E� ��M"�� �;F�-� �o[ �`M"�� m�/ 7`��� ;)f� J�Z¯K "7`�� ()*�" ��<�"��
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� $�"���� ��M' $�� ����J
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4
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����� ��`M"�� �c�F4

������� ©<�"�� .G<�;���  

8.6 ��7�:��� ��8	9��� �)(3�0�� ��;<�$�  

�� S ����� 78 $�*�4 .� T�� l�6�"� ��/�0�� ����`�� ;����� x���":"  	
� T���� :;D4� .����`�� \;����� �`����� �
 {�c�� ������ ��
���� �
/ ^�� S� .3�4���� 7�<� (7,��� ���) "/" t;� ��
����� ��<�� :
� w��;� S 3�4����

�A �`�B T��[ 
"DF� Rj1�0�� "ND" ZM�� .(t§;�� (_) ��Z���� ;^�
�� S ��1�0��� ��"�c��� �4
/���� 13  .	�':A  

 30�4�13 � ��%�J��0 ����R��0 ���6�#�� $��2�)�  

������ �	�
 ���
� 

�1A�9 AV:[L,A,N]/AC:[H,M,L]/Au:[M,S,N]/C:[N,P,C]/I:[N,P,C]/A:[N,P,C] 

Y�G E:[U,POC,F,H,ND]/RL:[OF,TF,W,U,ND]/RC:[UC,UR,C,ND] 

-��. CDP:[N,L,LM,MH,H,ND]/TD:[N,L,M,H,ND]/CR:[L,M,H,ND]/ 

IR:[L,M,H,ND]/AR:[L,M,H,ND] 

R�VI�  $�N�� .>���o  :z������� R�6���� �`�B :
���� R�N<�"� �`�B :o�<"�� T���" :������� X
/���� ������ x�B
�   :�4;D�� ()*� Rdj]� j,c! :�'���� ()*� Rdj]D���� ()*� RT� z�#�� R"7��8 :;  :����� X
/���� T����

"AV:L/AC:M/Au:N/C:N/I:P/A:C".  

9.6  ��	2
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 ���V/ ��D� e
� l���� 
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�E  (I#� @8A �
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� �������
m�/ j,c! ()*��� R;D���� �A �4;D�� m�/ ()*� z�
� �%;r�� ����.�'  

,�S+T� 3 �:$��5
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? 7I� R����06��� .� 
4
��� 7�rP� .#W
��D� jr0"4 R��
�� .��
��D�� ��2������ ����� z*P� ��%�;�E� m�/ ()*��� ���V/  $�N�� .>��� ��2����V� ���E�

 ��o zA e�� .��/��] ;I8f��   3#�4 7�rPF� =�� 7�`��� ����06�� �0D"��� ���-� Rm�N<�� ��"�f� ���J�`�� \J�;N���
 jr0"4 R��/��] ;I8f� j� ��2������ .� XA z*P� 
8*��� �
/ ^�� S� .J
�� e��D� m�/ ��2������ z���f� .� (I8 S

���#P��� ��%;�<4 zA ���V��� ��D� j���  .�����r��  
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�� ^Vr���� ����A J���  m��E .
�<"��� ~�� .� 7Z�f� �A ��/��] ;I8f� ����f� .� ��
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�E RJ
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�<�� :�"�[ jr0"4  $�N�� .>��� m�/ ��o�<' u��� =��

 .�
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��M' S J�;� �`�8 $�� 74
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,�S+T� 10 �:$��5
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 7�A S ¶�A ~� :;4� .��1�0��� ��"�c��� �4
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1.10.6 ���6�#�� ��,�
)�  

��V/ ��D� q;�P�� ��M"�� ���V/ ���A j� �4
/���� ��:����  $�N�� .>��(CVSS)A .��  �4
/���� ��:����
J�
�K�) 2.10 �s"�� m�/ jZE (�r���� :�����  

 

BaseScore = round_to_1_decimal(((0.6*Impact)+(0.4*Exploitability)-1.5)*f(Impact)) 
Impact = 10.41*(1-(1-ConfImpact)*(1-IntegImpact)*(1-AvailImpact)) 
Exploitability = 20*AccessVector*AccessComplexity*Authentication 
f(impact) = 0 if Impact=0, 1.176 otherwise 
AccessVector     = case AccessVector of 
                        requires local access: 0.395 
                        adjacent network accessible: 0.646 
                        network accessible: 1.0 
AccessComplexity = case AccessComplexity of 
                        high: 0.35 
                        medium: 0.61 
                        low: 0.71 
Authentication   = case Authentication of 
                        requires multiple instances of authentication: 0.45 
                        requires single instance of authentication: 0.56 
                        requires no authentication: 0.704 
ConfImpact       = case ConfidentialityImpact of 
                        none:             0.000 
                        partial:          0.275 
                        complete:         0.660 
IntegImpact      = case IntegrityImpact of 
                        none:             0.000 
                        partial:          0.275 
                        complete:         0.660 
AvailImpact      = case AvailabilityImpact of 
                        none:             0.000 
                        partial:          0.275 
                        complete:         0.660 

2.10.6 ����R�� ��,�
)�  

 �o[��  jZE ��"�c�� ��:���� b�`�F���l� y��;�� ��"�2 ��V/ ���'K �4
/���� ��V���� ��"�c�� 3�4���� l� G`��� 0 �10. 
�\�V/� .� ;I8*� �Z"� ·:A z�#� .�� �4
/���� ��V��� m�/ ���� .� ��"�c�� ��V��� z�E ��o m�/ %33 j� ��"�c�� ��:����� .

�s"�� m�/ :�����  

TemporalScore = round_to_1_decimal(BaseScore*Exploitability 
                *RemediationLevel*ReportConfidence) 
Exploitability   = case Exploitability of 
                        unproven:             0.85 
                        proof-of-concept:     0.90 
                        functional:           0.95 
                        high:                 1.00 
                        not defined:          1.00 
                         
RemediationLevel = case RemediationLevel of 
                        official-fix:         0.87 
                        temporary-fix:        0.90 
                        workaround:           0.95 
                        unavailable:          1.00 
                        not defined:          1.00 
                         
ReportConfidence = case ReportConfidence of 
                        unconfirmed:          0.90 
                        uncorroborated:       0.95 
                        confirmed:            1.00 
                        not defined:          1.00 
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3.10.6 ��%�J�� ��,�
)�  

 �o[�� l� y��;�� ��1�� ��V/ ���'K ��"�c�� ��V���� ��1�0�� 3�4���� l� G`��� jZE ��1�0�� ��:���� b�`�F��� 0 �10. �\�V/� 
��o m�/R .��"�c�� ��V��� m�/ ���� ��V/ ¤�"� .� ��:���� 	
� z�E �s"�� m�/ j� ��1�0�� ��:����� :�����  

EnvironmentalScore = round_to_1_decimal((AdjustedTemporal+ 
(10-AdjustedTemporal)*CollateralDamagePotential)*TargetDistribution) 
 
AdjustedTemporal = TemporalScore recomputed with the BaseScores Impact  
sub-equation replaced with the AdjustedImpact equation 
 
AdjustedImpact = min(10,10.41*(1-(1-ConfImpact*ConfReq)*(1-IntegImpact*IntegReq) 
                 *(1-AvailImpact*AvailReq))) 
 
CollateralDamagePotential = case CollateralDamagePotential of 
                                 none:            0.0 
                                 low:             0.1 
                                 low-medium:      0.3 
                                 medium-high:     0.4 
                                 high:            0.5 
                                 not defined:     0.0 
                                  
TargetDistribution        = case TargetDistribution of 
                                 none:            0.00 
                                 low:             0.25 
                                 medium:          0.75 
                                 high:            1.00 
                                 not defined:     1.00 
 
ConfReq                    = case ConfReq of 
                                 low:             0.5 
                                 medium:          1.0 
                                 high:            1.51 
                                 not defined:     1.0 
 
IntegReq                  = case IntegReq of 
                                 low:             0.5 
                                 medium:          1.0 
                                 high:            1.51 
                                 not defined:     1.0 
 
AvailReq                  = case AvailReq of 
                                 low:             0.5 
                                 medium:          1.0 
                                 high:            1.51 
                                 not defined:     1.0 

7 &�)
*+ %��$,  

 7�4
��� X��pII  
�<"�� ���4 +�] Xf \
�<� z�#� zA .#W ��E�%[ :J��� �`,�B m�/ ��M"� .>��� ��!J: 
4
O
$�N�� ��,�P����;P"� ��;]�� �`,���� .`N��� .  $�N�� .>��� ��M"�� \:
��� ��0����CVSS��;P' z�#�� . 

 $�N�� .>���^�� ���<� ������� ./ ~s0�� 
"/ \
�<�  $�% .>��l�� ��M"�� ��0��� zA �`8 .CVSS  \
�<�
.�� ����� ��1�0�� �A ��"�c�� �A �4
/���� ���V��� ��D� ����� 
"/  
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1.I CVE-2002-0392 
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�� 7������ ��(w4�[ R zo
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��� zA  $�N�� .>���
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��� �<��? ¤,��' ��
����� ����A 7#� ���V/ G%� w� R
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 �o[��� «7rF���  $�N�� .>��� w4��� ��
? ��'�o*� \:�c� ��,��P/ \;<] 
�<"��� w4��� e��� (�r�� u`D4 �J��  UV>��
�) ���#P��� ������� �A j��� �
��D�� ������� m�/�  ��'��0�� 
/��B i[ J�;�� ��`�8� 7������ ��:�
/[ ��o S

F4� ."j,c!" �`��� �'����� �4;D�� m�/ ()*��� ������ �0NF4 R(��<�����J
B �4
/�B ��V/ ���� z������� z�
� ¤�" 6,4.  

 �o[��� «7rF���  $�N�� .>���0D���w ��
�� .� z��;�� S ���� 3�4���� 	
� ¤�"�� ."7��8" �`��� ;D���� ()*� �0NF4 R
��J
B �4
/�B ��V/ 7,8��� .  �Z<��� �
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        --------------------------------------------------------- 
        BASE METRIC                 EVALUATION              SCORE 
        --------------------------------------------------------- 
        Access Vector               [Network]              (1.00) 
        Access Complexity           [Low]                  (0.71) 
        Authentication              [None]                 (0.704) 
        Confidentiality Impact      [None]                 (0.00) 
        Integrity Impact            [None]                 (0.00) 
        Availability Impact         [Complete]             (0.66) 
        --------------------------------------------------------- 
        BASE FORMULA                                   BASE SCORE 
        --------------------------------------------------------- 
        Impact = 10.41*(1-(1)*(1)*(0.34)) == 6.9 
        Exploitability = 20*0.71*0.704*1 == 10.0 
        f(Impact) = 1.176 
        BaseScore = ((0.6*6.9) + (0.4*10.0) - 1.5)*1.176 == (7.8) 
        --------------------------------------------------------- 
        --------------------------------------------------------- 
        TEMPORAL METRIC             EVALUATION              SCORE 
        --------------------------------------------------------- 
        Exploitability              [Functional]           (0.95) 
        Remediation Level           [Official-Fix]         (0.87) 
        Report Confidence           [Confirmed]            (1.00) 
        --------------------------------------------------------- 
        TEMPORAL FORMULA                           TEMPORAL SCORE 
        --------------------------------------------------------- 
        round(7.8 * 0.95 * 0.87 * 1.00)                  == (6.4) 
        --------------------------------------------------------- 
        --------------------------------------------------------- 
        ENVIRONMENTAL METRIC        EVALUATION              SCORE 
        --------------------------------------------------------- 
        Collateral Damage Potential [None - High]       {0 - 0.5} 
        Target Distribution         [None - High]       {0 - 1.0} 
        Confidentiality Req.        [Medium]                (1.0) 
        Integrity Req.              [Medium]                (1.0) 
        Availability Req.           [High]                 (1.51) 
        --------------------------------------------------------- 
        ENVIRONMENTAL FORMULA                 ENVIRONMENTAL SCORE 
        --------------------------------------------------------- 
        AdjustedImpact = min(10,10.41*(1-(1-0*1)*(1-0*1) 
                 *(1-0.66*1.51))                        == (10.0) 
        AdjustedBase =((0.6*10)+(0.4*10.0) - 1.5)*1.176 
                                                        == (10.0) 
        AdjustedTemporal == (10*0.95*0.87*1.0)           == (8.3) 
        EnvScore = round((8.3+(10-8.3)*{0-0.5})*{0-1})   
                                                  == (0.00 - 9.2) 
        --------------------------------------------------------- 

2.I CVE-2003-0818 
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        --------------------------------------------------------- 
        BASE METRIC                 EVALUATION              SCORE 
        --------------------------------------------------------- 
        Access Vector               [Network]              (1.00) 
        Access Complexity           [Low]                  (0.71) 
        Authentication              [None]                 (0.704) 
        Confidentiality Impact      [Complete]             (0.66) 
        Integrity Impact            [Complete]             (0.66) 
        Availability Impact         [Complete]             (0.66) 
        --------------------------------------------------------- 
        FORMULA                                        BASE SCORE 
        --------------------------------------------------------- 
        Impact = 10.41*(1-(0.34*0.34*0.34)) == 10.0 
        Exploitability = 20*0.71*0.704*1 == 10.0 
        f(Impact) = 1.176 
        BaseScore =((0.6*10.0)+(0.4*10.0) - 1.5)*1.176  == (10.0) 
        --------------------------------------------------------- 
  
        --------------------------------------------------------- 
        TEMPORAL METRIC             EVALUATION              SCORE 
        --------------------------------------------------------- 
        Exploitability              [Functional]           (0.95) 
        Remediation Level           [Official-Fix]         (0.87) 
        Report Confidence           [Confirmed]            (1.00) 
        --------------------------------------------------------- 
        FORMULA                                    TEMPORAL SCORE 
        --------------------------------------------------------- 
        round(10.0 * 0.95 * 0.87 * 1.00) ==                 (8.3) 
        --------------------------------------------------------- 
        --------------------------------------------------------- 
        ENVIRONMENTAL METRIC        EVALUATION              SCORE 
        --------------------------------------------------------- 
        Collateral Damage Potential [None - High]       {0 - 0.5} 
        Target Distribution         [None - High]       {0 - 1.0} 
        Confidentiality Req.        [Medium]                (1.0) 
        Integrity Req.              [Medium]                (1.0) 
        Availability Req.           [Low]                   (0.5) 
        --------------------------------------------------------- 
        FORMULA                               ENVIRONMENTAL SCORE 
        --------------------------------------------------------- 
        AdjustedImpact = 10.41*(1-(1-0.66*1)*(1-0.66*1) 
                 *(1-0.66*0.5))                          == (9.6) 
        AdjustedBase =((0.6*9.6)+(0.4*10.0) - 1.5)*1.176 
                                                         == (9.7) 
        AdjustedTemporal == (9.7*0.95*0.87*1.0)          == (8.0) 
        EnvScore = round((8.0+(10-8.0)*{0-0.5})*{0-1})   
                         ==                          (0.00 - 9.0) 
        --------------------------------------------------------- 
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3.I CVE-2003-0062 
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        --------------------------------------------------------- 
        BASE METRIC                 EVALUATION              SCORE 
        --------------------------------------------------------- 
        Access Vector               [Local]                (0.395) 
        Access Complexity           [High]                 (0.35) 
        Authentication              [None]                 (0.704) 
        Confidentiality Impact      [Complete]             (0.66) 
        Integrity Impact            [Complete]             (0.66) 
        Availability Impact         [Complete]             (0.66) 
        --------------------------------------------------------- 
        FORMULA                                        BASE SCORE 
        --------------------------------------------------------- 
        Impact = 10.41 *(1-(0.34*0.34*0.34)) == 10.0 
        Exploitability = 20*0.35*0.704*0.395 == 1.9 
        f(Impact) = 1.176 
        BaseScore =((0.6*10)+(0.4*1.9) - 1.5)*1.176      == (6.2) 
        --------------------------------------------------------- 
        --------------------------------------------------------- 
        TEMPORAL METRIC             EVALUATION              SCORE 
        --------------------------------------------------------- 
        Exploitability              [Proof-Of-Concept]     (0.90) 
        Remediation Level           [Official-Fix]         (0.87) 
        Report Confidence           [Confirmed]            (1.00) 
        --------------------------------------------------------- 
        FORMULA                                    TEMPORAL SCORE 
        --------------------------------------------------------- 
        round(6.2 * 0.90 * 0.87 * 1.00) ==                  (4.9) 
        --------------------------------------------------------- 
        --------------------------------------------------------- 
        ENVIRONMENTAL METRIC        EVALUATION              SCORE 
        --------------------------------------------------------- 
        Collateral Damage Potential [None - High]       {0 - 0.5} 
        Target Distribution         [None - High]       {0 - 1.0} 
        Confidentiality Req.        [Medium]                (1.0) 
        Integrity Req.              [Medium]                (1.0) 
        Availability Req.           [Medium]                (1.0) 
        --------------------------------------------------------- 
        FORMULA                               ENVIRONMENTAL SCORE 
        --------------------------------------------------------- 
        AdjustedTemporal == 4.9 
        EnvScore = round((4.9+(10-4.9)*{0-0.5})*{0-1})   
                                                  == (0.00 - 7.5) 
        --------------------------------------------------------- 
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