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Recommendation ITU-T X.1470

Security guidelines of web-based online customer service

Summary

Web-based online customer service is an important service for a service provider. It contains the
user's important data and provides critical operational functions of the user's services. It is the service
provider's responsibility to provide security for web-based online customer service.

Recommendation ITU-T X.1470 analyses the security threats of web-based online customer service
in three aspects: network security, system security and service security. It specifies security
guidelines of web-based online customer service and corresponding security measures. It also
proposes test procedures to verify that the specified security requirements are satisfied by
corresponding security measures.

This Recommendation can help service providers to ensure their web-based online customer
services' security and protect benefits of their users.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1470 2021-11-13 17 11.1002/1000/14803

Keywords

Security guidelines, security test, web-based online customer service.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.
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mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.
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Recommendation ITU-T X.1470

Security guidelines of web-based online customer service

1 Scope

This Recommendation analyses security threats of web-based online customer service, specifies
security guidelines and measures, and proposes testing methods to verify the security requirements
are satisfied by corresponding security measures.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ISO/IEC/IEEE 15288] ISO/IEC/IEEE 15288: 2015(E), Systems and Software Engineering —
System Life Cycle processes.

[NIST SP 800-160] NIST SP 800-160 Vol. 1: 2018, Systems Security Engineering —
Considerations for a Multidisciplinary Approach in the Engineering of
Trustworthy Secure Systems.

3 Definitions

3.1 Terms defined elsewhere
None.

3.2 Terms defined in this Recommendation
This Recommendation defines the following term:

3.2.1 web-based online customer service: A web-based interface provided by a service provider
for supporting self-services.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
API Application Programming Interface

CSRF  Cross Site Request Forgery

HTTPS Hyper Text Transfer Protocol Secure

ID Identifier

SDLC  System Development Life Cycle

SIM Subscriber Identity Module

SMS Short Message Service

SQL Structured Query Language

Rec. ITU-T X.1470 (11/2021) 1



SSH Secure Shell
XSS Cross Site Scripting

5 Conventions
None.
6 Overview

Web-based online customer service is becoming an essential service offered by service providers. A
web-based online customer service contains important data of the user (such as the user's call
records, etc.) and provides critical inputs to operational functions of the user's services (e.g.,
recharges, payments, etc.). It is the responsibility for the provider to provide secure web-based
online customer service.

6.1 System life cycle

The life cycle of a typical service (system) can be summarized as a series of stages and processes.
As shown in Figure 1, [ISO/IEC/IEEE 15288] describes the system life cycle stages as concept,
development, production, utilization, support, and retirement. The system development life cycle
(SDLC) model is helpful in order to visualize the mapping of the security requirements, control
measures and testing methods and where each of these should be applied to the entire web-based
online customer service development life cycle.
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The system architect
should analyse the
security threats
and thus put forward
the corresponding security
requirements in this stage

SDLC (System development life cycle)

l Production | [Utilization]
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Figure 1 — System development life cycle

The stages included in the SDLC model are:
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— Concept: This stage is an initial exploration, fact-finding, and planning period. It develops
preliminary system requirements and a feasible architecture and design solution.

- Development: This stage begins with sufficiently detailed technical refinements of the
system requirements, system architecture, and the security solution and transforms these
into one or more feasible products that enable one or more services during the utilization
stage.

— Production: This stage begins with the approval to produce the system-of-interest. This
stage is executed to produce or manufacture the system-of-interest, test it and produce
related enabling systems as needed.

- Utilization: This stage includes those processes related to the use of the system to provide
services, as well as monitoring performance and identifying, classifying, and reporting
anomalies, deficiencies, and failures.

- Support: This stage provides logistics, maintenance, and support services. It also includes
those processes related to providing services that support the utilization of the system-of-
interest.

— Retirement: This stage begins whenever a system-of-interest reaches its end-of-service
life. In this stage a system-of-interest and related operational and support services, and the
retirement system itself are removed.

According to [NIST SP 800-160] and [ISO/IEC/IEEE 15288], system development life cycle
processes, as shown in Figure 2, were proposed as a complement along with the SDLC model.
These processes and the six stages of the model do not have a one-to-one mapping relationship.
Instead, engineers or managers can use the necessary processes based on the actual needs of a
system during any stage.

Among processes defined in [ISO/IEC/IEEE15288], risk management and verification, shown in
bold in Figure 2, are related to system security. It is recommended to use them throughout the
system development life cycle.

Agreement Organizational Technical Technical
processes project-enabling management processes
processes processes

*+ Acquisition
* Supply

« Lite cycle model
management

« Infrastructure
management

« Portfolio
management

* Human resource
management

* Quality management

* Knowledge management

* Project planning
* Project assessment
and control
* Decision management
* Risk management
* Configuration management
* Information management
* Measurement
* Quality assurance

+ Business or mission
analysis

« Stakeholder needs and
requirements definition

« System requirements
definition

« Architecture definition

* Design definition

* System analysis

* Implementation

« Integration

* Verification

« Transition

+ Validation

* Operation

+ Maintenance

* Disposal
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Figure 2 — System development life cycle processes [ISO/IEC/IEEE15288]
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— Risk management: This process identifies and analyses security risks so that appropriate
security risk treatment is implemented. Monitoring measures should be continued to ensure
the effectiveness of the assessment of security risk management.

— Verification process: This process produces evidence to demonstrate that the system
satisfies its security requirements and security characteristics with the level of assurance
that applies to the system. The vulnerability should be obtained through demonstration,
inspection, evaluation, and testing.

Security requirements refer to the analysis result of the security risks faced by a web-based online
customer service and thus put forward corresponding security requirements. These security
requirements should be implemented throughout the entire system development life cycle. At the
same time, tests should be strictly completed during the production stage of the system development
life cycle to reduce the security risks as much as possible before it is released.

6.2 System components

Web-based online customer service consists of two parts: service scenarios and fundamental
components, as shown in Figure 3.

— Service scenarios: A series of operational sequences designed to implement the service
function.

- Fundamental components: General software used in system development, including web
frameworks, third-party components, databases, operating systems, etc.

- - . R |
i The software components of web-based online customer service |
1

I ! 1 1
[ ! !
b Service Information Commodity Subscription User identity .
1 . . . . . .
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Figure 3 — System components of web-based online customer service

6.3 Security risks

Web-based online customer service is the most common service offered by service providers. Users
can use it for information inquiry, service subscription, payment, etc. Service providers can also
exchange data and information with external platforms. However, many security risks exist in these
service scenarios, such as user information leakage, user identity fraud, transaction information
tampering, unauthorized subscription, application programming interface (API) abuse, services
vulnerabilities exploitation, and so on. For these reasons, systems or services might be attacked.
Clause 7 addresses these risks in detail.

6.4 Security requirements

To address the security risks mentioned in clause 6.3, security requirements must be considered,
including encryption of data, user identity authentication and authorization, access control, checking
input data, subscription confirmation, periodical updating against vulnerabilities of web services,
and so on. Clause 8 proposes security requirements and measures based on analysis of security
threats in some specific service scenarios.
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6.5 Security tests

To ensure a security measure is in place, is implemented as planned, and behaves as expected, tests
should be implemented before the service is released. 3GPP TS 33.117 Technical Specification
Group Services and System Aspects; Catalogue of general security assurance requirements
[b-3GPP TS 33.117] describes what a test process should be as follows:

Test plan

A test plan should be prepared to provide an overview of the security requirements for the system, a
system boundary description and the system identification. The test plan can also contain, as
supporting appendices or as references, other key security-related documents such as a risk
assessment report, contingency plan, security configurations, incident response plan and so on.

Test pre-condition

Functional documents, network topology, management documents, system-related data, user
information and so on.

Test execution steps
Tester prepares a security test. It provides the main content of security test and detailed steps.

Test expected results
System output if security requirements are met and evidence of this should be kept.

7 Security risks analysis

7.1 Security risks

Clause 6 lists concisely different scenarios and potential risks which could lead the system to be
attacked and damaged as the following:

Fundamental component vulnerabilities

Proper operation of a service provided depends on the integrity of the fundamental components of
the service system which are usually composed of the web frameworks, third-party components,
databases, operating systems, etc. The service system could be damaged due to fundamental
component vulnerabilities exploitation and viruses.

User information leakage

User information leakage could occur anywhere in the process of information transmission, storage
and inquiry. There are two methods to acquire information: One method is using tools to intercept
the packets in the transmission network and the other method is directly attacking the system to
obtain the data in storage from the provider's database.

User identity fraud

In the scenarios of system login and service subscription, etc., the attacker could disguise himself as
a normal user during interaction with provider's service system and then use the service as a legal
customer.

Transaction information tampering

The transaction information might be tampered with by an attacker to obtain extra benefits. For
example, an attacker could maliciously tamper with the service price and service type in the process
of a payment service, which would result in economic losses for both users and operators.

Rec. ITU-T X.1470 (11/2021) 5



Unauthorized subscription

The risk could lead to infringement of customers' rights. For example, the attacker could intrude on
the subscription database or disguise it as a normal subscription process to produce a false
subscription record without authorization by the user.

API abuse

This risk could lead system resources to be occupied massively, the normal operation of the service
could be affected, and customers could be harassed. For example, the abuse of a short message
service (SMS) verification code interface might cause SMS bomb events, and a frequently calling
interface would lead system resources to be exhausted quickly and normal customers could be
prevented from using services.

Unauthorized access

Attackers could obtain access to the system through the password, a system vulnerability and by
other means such as a brute-force attack from attackers.

Message replay

Attackers can capture data packets (e.g., authentication data packets or other interactive data
packets) sent to the service system and then replay them abnormally. If the service system handles
the replayed packets as normal, then the attackers can be authenticated by the service system, or
SMS bomber attacks can take place.

Denial of service

The attacker slows down or slams the service system so that the system does not serve the user
properly.

7.2 Relationship between security risks and system components

Security risks appear in particular places of the software components of a web-based online
customer service. The relationship of security risks to service scenarios is shown in Table 1.a while
the relationship between security risks and system components is shown in Table 1.b.

In Table 1.a and Table 1.b, the letter "Y" (Yes) in each cell indicates that the entity is related to a
particular security risk.

Table 1.a — Relationship of security risks to service scenario

Entities . .
Service scenario
Information Commodity Subscription User identity
Threats inquiry purchase service authentication
User
information Y Y Y Y
leakage
User identity v vy vy
fraud
Transaction
information Y Y
tampering
Unauthorized
- Y
subscription
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Table 1.a — Relationship of security risks to service scenario

Entities . .
Service scenario
Information Commodity Subscription User identity
Threats inquiry purchase service authentication
API abuse Y
Unauthorized vy vy v
access
Message replay Y Y Y Y
Dema}l of Yy Y v v
service

Table 1.b — Relationship between security risks and fundamental components

Entities
Fundamental component
Web Third-party Database Operating system
framework component
Vulnerabiliti
SQL injection Y Y Y
XSS Y Y
CSRF Y Y
File upload Y Y Y
Weak password Y Y Y Y
8 Security requirements and measures

This clause will analyse security risks identified in clause 7 through the description of various
scenarios, specify corresponding safety requirements, and corresponding test cases are provided in
clause 9 to verify whether security requirements are satisfied by security measures.

8.1 Fundamental component security

8.1.1  Issue description

Proper operation of services provided depends on the integrity of fundamental components which
are usually composed of the network, operating system middleware, database, etc.

8.1.2  Security risk analysis

Vulnerabilities of fundamental components could lead to network attacks on the service system and
failures/unavailability of service.

8.1.3  Security requirements and measures
The following measures should be taken and verified by the corresponding test case in clause 9:

Rec. ITU-T X.1470 (11/2021) 7



8.2
8.2.1

Install anti-virus software and periodically install updates for operating systems, middleware,
and databases to ensure that there are no undiscovered web vulnerabilities. Test case number
T-1-1.

Check the list of operating system services. Turn off unnecessary services, processes and
unnecessary remote access to the operating system. Test case number T-1-2.

Enable logging of the database and operating system and periodically audit logs. Test case
number T-1-3.

Configure the operating rights of the system account according to the principle of least
privilege. Test case number T-1-4.

Configure the firewall to prevent network attacks:
»  Set the access control list correctly;

» prohibit unnecessary network services.

Test case number T-1-5.

Divide the internal network of the system into isolated security domains, according to
actual needs. Test case number T-1-6.

Adopt cryptographically network protocols without known vulnerabilities for information
exchange between the user-side and server-side. Test case number T-1-7.

Information inquiry scenario

Description of service function

Users check their account balance, payment records, call records, etc. through a web-based online
customer service by themselves.

8.2.2

Security risk analysis

If the user information is not properly protected, this will risk user information leakage, denial of
service, user identity fraud and message replay attacks.

8.2.3

Security requirements and measures

The following measures should be taken and verified by the corresponding test case in clause 9:

Data packets between user-side and service-side should be labelled in some way, such as
checksum. Packets that do not comply with the rule will be discarded. Test case number
T-2-1.

Second user authentication should be used via SMS, service password (different from the
login password) or some other verification method setup in advance during querying the
call records. Test case number T-2-2.

If the authentication failure reaches a certain amount (e.g., 3 times), the account should be
locked. Test case number T-2-3.

The use of tamper-proof measures is especially valuable for the protection of key data,
including:

* username or ID;

e payment amount;

« call records;

* business types;

« user information and

« authentication result.

Test case number T-2-4.
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8.3 Commodity purchase scenario

8.3.1 Description of service function

Users purchase commodities through the service system, including recharge cards, subscriber
identity module (SIM) cards and material goods (such as mobile phones, electronic devices, etc.),
using different payment methods, including third-party payment (such as Visa Card, MasterCard,
Union pay, Alipay, etc.) and store credits.

8.3.2  Security risk analysis

If there are vulnerabilities in the payment process, there is a risk that the payment information
would be tampered with thus leading to user identity fraud or transaction information tampering.
For example, the attacker can tamper with the payment information to subscribe to the service at a
lower price. Other risks such as for example API abuse could exist.

8.3.3  Security requirements and protection measures

Protection measures including the following should be made and verified by corresponding test
cases in clause 9:

- In the process of purchase, the transaction information (including the user 1D, commodities
type and commodities amount) should be encrypted by industry-accepted algorithms. Test
case number T-3-1.

— Technical measures are required to monitor abnormal behaviours of the purchase,
including:

»  Suddenly massive subscriptions;

» Repeated payment requests and cancellations;

» Alarge number of orders without payment; etc.
Test case number T-3-2.

— Two-step verification of the service is required when abnormalities occur. Additional
authentication methods (e.g., based on an SMS) should be used to confirm the order is the
user's own operation. Test case number T-3-3.

- When payment is completed, a notification message should be sent to the user, by SMS,
voice call or e-mail. Test case number T-3-4.

— The total amount of payment should be recalculated on the server-side. Test case numbers
T-3-5 and T-3-6.

- The accomplishment of the payment should be confirmed between the server-side and the
external financial system. Test case number T-3-6.

8.4 Subscription service scenario

8.4.1 Description of service function

Users change their subscriptions through a subscription service, e.g., service subscription and
service un-subscription.

8.4.2  Security risk analysis

When a user subscribes to a service through the service portal, the subscription information
(including service type and user information) will be sent to the server. The subscription
information could be tampered with or forged by an attacker, resulting in security risks such as
unauthorized subscription.

Rec. ITU-T X.1470 (11/2021) 9



8.4.3  Security requirements and measures

The following measures should be taken and verified by the corresponding test case in clause 9:

- When a user changes a subscription through the system, the system should confirm the identity
of the user, usually by SMS verification code, or service password (when the user opens the
phone number the first time, a service password should be set, etc.). Test case number T-4-1.

— After successful service subscription, the system should remind users of the subscription
service information (including the service content, service fee, effective time, expiration
time, etc.) by SMS, voice call or email. Test case number T-4-2.

— The system should monitor the abnormal behaviours of service subscriptions, such as:
»  The number of subscriptions of a certain user increases suddenly;
» The subscription volume of a certain service changes abnormally;
» Repeated service subscriptions and cancellations, etc.
Test case number T-4-3.

8.5 User identity authentication scenario

8.5.1 Description of service function

Web-based online customer service needs to verify the user's identity before providing services. For
example, users are required to enter a password to sign in or to provide proof of identity in order to
buy a SIM card.

8.5.2  Security risk analysis

If there is a security vulnerability in the user identity verification process, an attacker can bypass the
verification process to complete the authentication, which could cause a security risk for user
identity fraud or unauthorized access.

8.5.3  Security requirements and measures

The following measures should be taken and verified by the corresponding test case in clause 9:

- When user authentication errors occur on the server-side, the system should confuse the
error message and avoid displaying software-level error prompts to the user. Test case
number T-5-1.

- Additional measures for user authentication should be set up, including:

«  The maximum number of failed validations (e.g., 3 times) should be set. If the number
of logins exceeds the number of online logins, the account should be locked. After the
account is locked, the system no longer accepts user login requests. Test case number
T-5-2.

» User account lockout time should be set. Users cannot login to the system during the
lockout time. Test case number T-5-2.

» The user should be prohibited from logging in repeatedly. If the user logs in multiple
times, the last user login session will be invalid. Test case number T-5-3.

- If the system uses a static password for user authentication, the user should be required to
set a static password according to the password complexity requirements (mix letters,
numbers and even symbols in the passwords.). Test case number T-5-4.

— The first time the user logs in, the system should verify the identity of the user and then
force the user to change the password. User authentication methods include:

» The information provided by the user when purchasing a calling card such as contacts,
email, bankcard information, etc.
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« Dynamic verification code, via SMS or voice call, etc.
Test case number T-5-5.
— The system should be able to recognize the automatic login of the machine, including:
« Setting a graphic recognition verification code;
»  Puzzle verification, etc.
Test case number T-5-6.

9 Security tests

In this clause, test cases are defined based on the security requirements and protective measures
specified in clause 8, to make sure they are properly implemented before the utilization stage.
Testers should prepare materials and test environments in accordance with the test pre-condition,
test the system in accordance with the exercise step and check whether the test results meet
expectations.

9.1 Fundamental component security

Test number: T-1-1

Test proposal:
Fundamental component security — vulnerabilities and anti-virus

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the service to be tested

Execution steps:

1. The tester scans the system for vulnerabilities to check whether there are known web vulnerabilities in
the host.

2. The tester reviews the configuration document to check whether the system regularly updates with anti-
virus software, operating systems, middleware, and databases.

Expected results:
The system has no known web vulnerabilities.

Test number: T-1-2

Test proposal:
Fundamental component security — unnecessary services

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:

1. The tester logs into the service system, views the list of operating system services to check whether
there are unnecessary services and processes and remote access to the operating system.

Expected results:
1. The system has shut down unnecessary services and processes.

2. The system has shut down unnecessary remote access.
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Test number: T-1-3

Test proposal:
Fundamental component security — log audit

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:
1. The tester checks whether the system has started the database and operating system log function.

2. The tester reviews the security configuration document to check whether audit logs are required
periodically.

Expected results:
1. The system enables logging of the database and operating system.
2. The requirement of log audit would be implemented periodically.

Test number: T-1-4

Test proposal:
Fundamental component security — least privilege

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:

1. The tester views the permission list of system accounts to check whether the system configure the
operating rights of the system account according to the principle of least privilege

Expected results:
The system reasonably configures account permissions.

Test number: T-1-5

Test proposal:
Fundamental component security — firewall

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:

1. The tester reviews the firewall configuration and checks that the firewall is correctly configured with
the access control list.

2. The tester reviews the firewall configuration and check whether the firewall prohibits unnecessary
network service access.

Expected results:
1. The firewall sets access control list correctly.
2. The firewall prohibits unnecessary network service access.
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Test number: T-1-6

Test proposal:
Fundamental component security — security domains

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:

1. The tester checks the network topology diagrams and router/firewall configurations to detect whether
the system has been divided into security domains, and the security domain has been isolated.

Expected results:
1. The system has been divided into security domains.
2. The security domain has been isolated

Test number: T-1-7

Test Proposal:
Fundamental Component Security — security protocols

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:

1. The tester captures the communication data between the client and the server, and detects whether the
encrypted network protocols are used in the communication data.

Expected results:

The encrypted network protocols have been implemented with hyper text transfer protocol secure
(HTTPS).

9.2 Information inquiry

Test number: T-2-1

Test proposal:
Security of authentication during information query — data packet tamper-proof

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:
1. The tester tries to simulate normal user to query information

2. The tester intercepts the communication data packet between the client and the server in the process
and modifies it arbitrarily

3. The tester checks whether the server discards the modified packet

Expected results:
The system discards the modified packet.
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Test number: T-2-2

Test proposal:
Security of authentication during information query — second authentication

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate a normal user to query information.

2. The tester checks whether he can receive the message about secondary authentication (such as SMS
verification code or service password).

Expected results:
The system will perform secondary authentication before the user querying the call record.

Test number: T-2-3

Test proposal:
Security of authentication during information query — account locked

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:

1. The tester attempts to input incorrect identity information (such as incorrect username or passport)
repeatedly (such as more than 5 times) for secondary authentication.

2. The tester detects if the service system has locked the account (e.g., login failures more than three
times).

Expected results:
1. The system has locked the account when authentication failures more than three times.

Test number: T-2-4

Test proposal:
Security of authentication during information query — key data tamper-proof

Test pre-condition:
1. The documentation about the security configuration used by the service system
2. The network where the client is located can access the sever to be tested

Execution steps:

1. The tester checks the security document to see if there are measures to prevent tampering of key
information.

2. The tester intercepts the data packets between the server and the client and modifies them, then replays

them.
3. The tester checks whether the data packets have been verified on the server-side and client-side

Expected results:
The data packets have been verified.
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9.3 Commodity purchase

Test number: T-3-1

Test proposal:
Security of commodity purchase — transaction information encrypted

Test pre-Condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the process of normal commaodity purchase.
2. The tester captures the communication data packet between the client and the server in the process.

3. The tester checks whether the key information (including the user ID, commodities type and
commodities amount) in the communication data protection is encrypted by an industry-accepted
algorithm.

Expected results:
The key transaction information in the data packet has been encrypted.

Test number: T-3-2

Test proposal:
Security of commodity purchase — abnormal behaviours monitor

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the normal process of commaodity purchase.

2. The tester intercepts, modifies, forward and replays data packets between server and client sides to
simulate the abnormal process, including suddenly massive payments, repeated payment requests and
cancellations, a large number of orders without pay and so on.

3. The tester checks whether the system verifies the transaction process again.

Expected results:
The system uses different methods to verify user identity in the transaction process.

Test number: T-3-3

Test proposal:
Security of commodity purchase — two-step verification

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the normal process of commaodity purchase.

2. The tester checks whether the confirmation message is received, including SMS, voice call or e-mail,
after the payment is completed.

Expected results:
The confirmation message is received.
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Test number: T-3-4

Test proposal:
Security of commodity purchase — notification message

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the normal process of users buying goods.

2. The tester checks whether receive a notification message (such as SMS, voice call or e-mail) from the
system when the process is finished.

Expected results:
The notification message is received.

Test number: T-3-5

Test proposal:
Security of commodity purchase — total amount recalculated

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the normal process of commodity purchase.

2. The tester intercepts and modifies the total amount of payment before the client side send to the sever,
then, replays the modified data pockets.

3. The tester checks whether the system recalculates the total amount.

Expected results:
The system recalculates the total amount of payment.

Test number: T-3-6

Test proposal:
Security of commaodity purchase — total amount recalculated

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the normal process of commaodity purchase.

2. The tester intercepts and modifies the total amount of payment in the data packets between server and
client sides, then, replays the modified data pockets.

3. The tester checks whether the system recalculates the total amount.

Expected results:
The system recalculates the total amount of payment.
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Test number: T-3-7

Test proposal:
Security of commodity purchase — external financial system confirmed

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester intercepts the communication data between the server and the external financial system.
2. The tester checks whether the accomplishment of payment is confirmed between them.

Expected results:
The accomplishment of payment has been confirmed between the server and the external financial system

94 Subscription service

Test number: T-4-1

Test proposal:
Security of subscription service — identity confirmation

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester simulates users to change a subscription through the system.
2. The tester detects whether the system authenticates the user who modifies the subscription service.

Expected results:
The system confirms the user's identity, by SMS verification code, or service password.

Test number: T-4-2

Test proposal:
Security of subscription service — subscription service information

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester completes the entire normal subscription service process.
2. The tester detects whether the system sends subscription service information to remind the users.

Expected results

The system sends subscription service information (including the service content, service fee, effective
time, expiration time, etc.).
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Test number: T-4-3

Test proposal:
Security of subscription service — abnormal user behaviours

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tries to simulate the normal process of the subscription service.

2. The tester intercepts, modifies, forward and replays data packets between server and client sides to
simulate the abnormal process in order to simulate abnormal user subscription behaviours including
suddenly massive increased or decreased subscriptions, repeated service subscriptions and
cancellations, etc.

3. The tester detects whether the system prompts abnormal subscription behaviour.

Expected results:
The system monitors abnormal subscription behaviours.

9.5 User identity authentication

Test number: T-5-1

Test proposal:
Security of user identity authentication — error message display

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester logged into the system with the wrong user identity or special characters.
2. The tester checks whether the system confuses the error message.

3. The tester checks whether the login error message given by the system contains software-level
information.

Expected results:
The error message does not contain software-level information.

Test number: T-5-2

Test proposal:
Security of user identity authentication — user authentication measures

Test pre-condition:
1. The documentation about the security configuration used by the service system repeatedly.
2. The network where the client is located can access the sever to be tested.

Execution steps:

1. The tester logged into the system with the wrong user identity.

2. The tester checks whether the system locks the account after multiple login failures (e.g., more than 3
times).

3. The tester tried to log in to the system again after the system locked the account.

4. The tester records the time that the system can log in again after the account is locked.
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Expected results:
1. The system locks the account and prohibits the account from trying to log in again.

2. The duration that the system locks the account should be long enough (for example, no less than 5
minutes).

Test number: T-5-3

Test proposal:
Security of user identity authentication — multi-login

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:

1. The tester completes the normal login process.

2. The tester tries to log in to the system again with the same account through another client.
3. The tester checks whether the last login session is still valid.

Expected results:
The original login session is no longer valid.

Test number: T-5-4

Test proposal:
Security of user identity authentication — static password

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester tried to set a static password.

2. The tester checks whether a static password is required according to the password complexity
requirements.

Expected results:
The static password meets the password complexity requirements.

Test number: T-5-5

Test proposal:
Security of user identity authentication — password change

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:

1. The tester creates a new account and uses this account to log in to the system.

2. The tester detects whether the system authenticates the user who logs in for the first time.
3. The tester detects whether the system forces the user to change the password.

Expected results:
1. The system authenticates the user who logs in for the first time.
2. The system forces the user to change the password.
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Test number: T-5-6

Test proposal:
Security of user identity authentication — automatic login

Test pre-condition:
1. The documentation about the security configuration used by the service system.
2. The network where the client is located can access the sever to be tested.

Execution steps:
1. The tester visits the authentication page of the system.

2. The tester checks whether there is a graphic verification code or other mechanisms to i man-machine
identification on the page.

Expected results:
There is a graphic verification code or other mechanisms for man-machine identification on the page.
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