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Recommendation ITU-T X.1453 

Security threats and requirements for video management systems 

 

 

 

Summary 

A video management system (VMS) is the core of the video surveillance systems used for public 

safety, traffic monitoring, etc. Basically, a VMS receives video from cameras and allows a user to 

view that video either live or recorded. Currently, emerging VMS approaches incorporate more and 

more intelligence into their design, including video analytics and access control.  

As a VMS is networked, it is fully exposed to various vulnerabilities such as those faced by Internet 

web services and can easily be a target of cyberattacks.  

Recommendation ITU-T X.1453 analyses the security threats to server platform based VMSs running 

on an IP network and specifies security requirements to counteract the identified security threats. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 
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Recommendation ITU-T X.1453 

Security threats and requirements for video management systems 

1 Scope 

This Recommendation identifies security threats and specifies security requirements for a video 

management system (VMS) based on a server platform that receives video from cameras, which are 

one type of Internet of things (IoT) devices, and allows users to view that video either live or recorded. 

This Recommendation covers the following: 

– Analysis of the architecture of a VMS based on a server platform; 

– Analysis of security threats faced by such VMSs; 

– Security requirements to counteract the identified threats. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following term defined elsewhere: 

3.1.1 video surveillance system [b-ITU-T H.626]: A telecommunication service focusing on 

video (including audio and image) application technology, which is used to remotely capture 

multimedia (such as audio, video, image, alarm signal, etc.) and present them to the end user in a 

user-friendly manner, based on a managed broadband network with ensured quality, security and 

reliability. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 video management system: An essential part of any video surveillance system that allows 

users to view multiple cameras, record and analyse video streams, and set tampering alerts and motion 

detection alerts. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

DDoS Distributed Denial of Service  

IDS Intrusion Detection System 

IoT Internet of Things 

IP Internet Protocol 



 

2 Rec. ITU-T X.1453 (01/2022) 

IPS Intrusion Prevention System 

NVR Network Video Recorder 

VMS Video Management System 

5 Conventions 

In this Recommendation: 

The keywords "is required" indicate a requirement which must be strictly followed and from which 

no deviation is permitted if conformance to this Recommendation is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but not absolutely 

required. Thus, fulfilment to this requirement needs not be present to claim conformance to this 

Recommendation. 

6 Video management system  

The IoT has been growing rapidly across the world over the past few years. IoT based video 

surveillance systems enable users to view activity taking place in a remote location and to capture at 

will images that may be of interest. The use cases of these systems vary widely, ranging from law 

enforcement and crime prevention to safety in transportation and traffic monitoring. VMSs is the core 

of video surveillance systems used for public safety and traffic monitoring systems. Basically, a VMS 

receives video from cameras and allows users to view that video either live or recorded. Currently 

emerging VMS approaches incorporate more and more intelligence into their design, including video 

analytics and access control.  

As VMS is networked, it is fully exposed to various vulnerabilities, such as those faced by Internet 

web services, and can be a target of cyberattack.  

A typical IoT based video surveillance system consists of multiple security cameras, a VMS and 

client devices for the user to view the video. VMS allows users to record and view live video from 

multiple security cameras, to monitor alarms, to control cameras and to retrieve recordings from 

archives. An IoT based VMS is more expandable and flexible than an analogue based system, and it 

allows users to control devices that make up the video surveillance system anywhere on the network. 

VMS can support many different features as follows:  

– Simultaneous viewing; 

– Recording of video and audio;  

– Video search and playback; 

– Intelligent video analytics; 

– Camera management; 

– Event management; 

– Alarm management. 

There are two different types of hardware platforms for a networked VMS: a VMS based on a server 

platform involves one or more servers that run a video management software program, or a network 

video recorder (NVR) based VMS. A VMS is a combination of video software and hardware. Video 

management software can be mounted on NVR hardware or installed on server hardware. Video 

management software mounted on an NVR is used to perform simple tasks such as recording and 

monitoring of video footage in a confined area, whereas video management software installed on a 

server remotely controls many cameras distributed in various locations, stores and manages video, 

and also provides intelligent video analytics to automatically detect events. In general, an NVR based 

VMS refers to a VMS with only one NVR used, whereas a server based VMS refers to a VMS with 
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one or more servers which controls numerous cameras and provides extended analytical services. 

This Recommendation addresses only VMSs based on server platforms. 

To analyse VMS security, an architecture is defined to identify all entities related to the video 

surveillance based on a VMS and clarify the relationship between the entities. The functional 

architecture of a VMS for video surveillance applications is shown in Figure 1. 

 

Figure 1 – Simplified functional VMS architecture 

Video surveillance systems have five types of major entities: cameras, storage servers, management 

servers, video analytics servers and client devices. A VMS at the core of a video surveillance system 

is composed of a management server, a storage server and a video analytics server. There are four 

relationships between the entities shown in Figure 1, as follows: between a camera and the 

management server, between the management server and a client device, between the management 

server and the storage server, and between the management server and the video analytics server.  

The VMS is connected to the cameras and client devices via a network. The management server, the 

storage server and the video analytics server are usually located in the same network. The client 

devices are typically connected to an open network, such as the Internet, for extended remote 

monitoring. 

The management server is the centre of the VMS. It controls and manages all entities in video 

surveillance systems, including camera settings and storage parameters. The storage server records 

video from the cameras that are attached to them and stores the metadata created by the video 

analytics server. The video analytics server analyses moving objects in a video stream and creates 

metadata to describe the activities and events that are identified. The video analytics server generates 

two forms of metadata, event metadata and alert metadata. Each event or alert is composed of multiple 

metadata messages that contain various attributes about a detected change or motion segment in a 

video feed. 

7 Security threats 

7.1 Threats to the interface between the management server and camera 

The main task of the interface between the management server and camera is to collect video from 

the camera, adjust the camera settings and control the cameras to rotate, tilt and zoom. Data 

transferred via these interfaces is an attacker's main target. An attacker can damage the VMS by 

intercepting, falsifying and replaying the data. Another target for attackers is the denial of the VMS 

by launching a distributed denial of service (DDoS) attack against the cameras and the management 

server. 

Threats to the interface between management server and camera are as follows: 

• Unauthorized access: An attack that gains access to the camera using someone else's account 

or another access method. Unauthorized access to the camera can cause disclosure of 
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sensitive information, video modification and illegal use of resources. For example, once an 

attacker has accessed the camera, video data can be illegally collected, and real-time 

monitoring of the video data can result in privacy concerns. 

• Network eavesdropping: An attack that captures video data transmitted from the network and 

reads the video content in search of sensitive information such as faces and car licence plates. 

• Denial of service: An attack that tries to run malicious code on the management server or the 

cameras with the objective of flooding the target with massive data or service requests. With 

this attack, VMSs can be slowed down or stopped. 

• Falsification of video data: An attacker blocks the video data, and then sends falsified video 

data to the management server. The attack can cause interference with the normal operation 

of the VMS. 

• Falsification of control data: An attacker blocks the control data for adjusting camera settings, 

and then sends falsified control data to the cameras. The attack can cause interference with 

the normal camera control functions. 

• Insider threats: Where humans are involved, there is always a risk of individuals acting in a 

malicious or careless manner that puts the VMS at risk. Users sharing an "administrator" 

password or leaving credentials in unsecure locations, careless or inadequately trained users, 

or malicious actions by disgruntled users will always pose a significant threat. 

7.2 Threats to the interface between the management server and client device 

The main task of the interface between the management server and client device is to provide 

interfaces to view live video and access recorded videos. 

Threats to the interface between management server and client device are as follows: 

• Unauthorized access: An attack that gains access to the client device using someone else's 

account or another access method. Unauthorized access to the client device can cause 

disclosure of sensitive information and illegal use of resources. For example, once an attacker 

has accessed the client device, video data can be illegally collected and real-time monitoring 

of the video data can result in privacy concerns. 

• Network eavesdropping: An attack that captures video data transmitted from the network and 

reads the video content in search of sensitive information such as faces, car licence plates or 

any other kind of sensitive information. 

• Denial of service: An attack that tries to run malicious code on the management server or the 

client devices with the objective of flooding the target with massive data or service requests. 

With this attack, a VMS can be slowed down or stopped. 

• Falsification of video data: An attacker blocks the video data, and then sends falsified video 

data to the client devices. The attack can cause interference with the normal operation of the 

VMS. 

• Falsification of control data: An attacker blocks the control data for adjusting camera settings, 

and then sends falsified control data to the management server. The attack can cause 

interference with the user's normal video monitoring. 

• Insider threats: Where humans are involved, there is always a risk of individuals acting in a 

malicious or careless manner that puts the VMS at risk. Users sharing an "administrator" 

password or leaving credentials in unsecure locations, careless or inadequately trained users, 

or malicious actions by disgruntled users will always pose a significant threat. 

7.3 Threats to the interface between the management server and storage server 

The main task of the interface between the management server and storage server is to provide 

interfaces to record/view the video and the metadata. 
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The management server and the storage server are usually located in the same network or are 

connected via a dedicated line. Even if only the management server is connected to the public 

network, a hacker can exploit the security vulnerabilities of the management server to illegally access 

the storage server. 

Threats to the interface between management server and storage server are as follows: 

• Unauthorized access: An attack that gains access to the management server using someone 

else's account or another access method to access data stored in the storage server. 

Unauthorized access to the storage server can cause the disclosure of sensitive information 

and illegal use of resources. 

• Disclosure of data: An attack that illegally accesses video content stored in the server and 

reads sensitive information such as faces and licence plates. An attacker can disclose data 

that have not been protected. 

• Injection and modification of data: An attack that illegally modifies the stored video data by 

injecting them with impure data, degrading in this way the reliability of the video 

information. 

• Insider threats: Where humans are involved, there is always a risk of individuals acting in a 

malicious or careless manner that puts the VMS at risk. Users sharing an "administrator" 

password or leaving credentials in unsecure locations, careless or inadequately trained users, 

or malicious actions by disgruntled users will always pose a significant threat. 

7.4 Threats to the interface between the management server and video analytics server 

The main task of the interface between management server and video analytics server is to transmit 

video to analyse moving objects in video data, and metadata to describe the activities and events that 

are identified in the video analytics server.  

The management server and the video analytics server are usually located in the same network or are 

connected via a dedicated line. Even only the management server is connected to the public network, 

an attacker can exploit the security vulnerability of the management server to illegally access the 

video analytics server. 

Threats to the interface between the management server and video analytics server are as follows: 

• Unauthorized access: An attack that gains access to the management server using someone 

else's account or another access method to access data stored in the video analytics server. 

Unauthorized access to the video analysis server can lead to malfunctions, which reduces the 

reliability of the video analysis server. 

• Disclosure of data: An attack that illegally accesses video content stored on the server and 

reads sensitive information such as faces and licence plates. An attacker can disclose data 

that have not been protected. 

• Injection and modification of data: An attack that illegally modifies the video data or 

metadata by injecting them with impure data, degrading in this way the reliability of the video 

analysis server. For example, once an attacker has illegally accessed the management server, 

the attacker can illegally obtain permissions for an unauthorized person by replacing the 

stored authorized person's facial data with an unauthorized person's facial data. 

• Insider threats: Where humans are involved, there is always a risk of individuals acting in a 

malicious or careless manner that puts the VMS at risk. Users sharing an "administrator" 

password, or leaving credentials in unsecure locations, careless or inadequately trained users, 

or malicious actions by disgruntled users will always pose a significant threat. 
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7.5 Relationship between security threats and entities inside/outside VMS 

The security threats target specific places between the entities in Figure 1. The relationship of security 

threats and entities inside/outside VMS is shown in Table 1, where an open circle in a cell indicates 

that the entity is related to the particular security threat. 

Table 1 – Relationship between security requirements and entities 

 

Entities 

 

Threats 

Between VMS 

and cameras  

VMS 

Between VMS 

and client 

devices 

Between the 

management server 

and the storage 

server 

Between the 

management server 

and the video 

analytics server 

Network eavesdropping ○   ○ 

Unauthorized access ○ ○ ○ ○ 

Denial of service ○   ○ 

Disclosure of data  ○ ○  

Injection and 

modification of data 
○ ○ ○ ○ 

Insider threats ○ ○ ○ ○ 

8 Security requirements 

8.1 Confidentiality 

Confidentiality ensures that data content cannot be read by unauthorized entities. Even if some data 

are eavesdropped and an attacker discloses it, their confidentiality can be ensured. 

Confidentiality is required for sensitive data, whether for storage or transmission. Sensitive data 

include video data, command data controlling the operation of cameras and data stored on the storage 

server. 

• Confidentiality is required to ensure that video data transmitted on the network cannot be read 

by unauthorized entities. 

• Confidentiality is required to ensure that command data controlling the operation of cameras 

transmitted on the network cannot be read by unauthorized entities. 

• Confidentiality is recommended to ensure that data stored on the storage server and the video 

analytics server cannot be read by unauthorized entities. 

8.2 Integrity 

Integrity ensures that data, once transmitted, do not differ from that at the source. It is required that 

the original stored data should not be changed after authorized access. 

• Integrity is required to ensure that the video data transmitted from camera are original data 

without forgery. 

• Integrity is recommended to ensure that the stored video data are original data without forgery. 

• Integrity is recommended to ensure that the exported video data for criminal investigation, etc. 

are original data that have not been altered. 
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8.3 User and device authentication 

Authentication is required to confirm the identities of users and devices. Authentication ensures the 

validity of the claimed identities of the entities participating in video surveillance and provides 

assurance that an unauthorized entity is not attempting to masquerade as an authorized entity.  

• User authentication is required to ensure that a user is a legitimate administrator allowed to 

access the servers in the VMS for central video management. 

• User authentication is required to ensure that a user is a legitimate user of a client device and 

is allowed to remotely view the video data. 

• Device authentication is recommended to ensure that a device is a legitimate client device 

allowed to remotely connect to the VMS. 

• Device authentication is recommended to ensure that a camera is a legitimate camera allowed 

to be connected to the VMS. 

8.4 Access control 

Access control is required to ensure that only authorized users are allowed to access appropriate 

resources participating in video surveillance. Even though administrators are involved in the 

privileged group that is permitted to maintain and control the video surveillance system, it is 

recommended that each individual user be granted a different access right. 

• Access control is required to ensure that only authorized users are allowed to access the 

management server according to their access privileges in the video surveillance system. The 

types of access include real-time video monitoring, recorded video playback and remote 

camera control.  

• Access control is required to ensure that only authorized client device users are allowed to 

access the video surveillance according to their access privileges. The types of access include 

real-time video monitoring and recorded video playback. 

8.5 Intrusion prevention 

Intrusion prevention is required to protect the entities of the VMS, the stored video data and the 

services from internal and external illegal access attempts. Intrusion prevention in a VMS can be 

categorized into the logical method and the physical method. The logical intrusion prevention method 

protects system resources from attacks that use an IP based network. The physical intrusion 

prevention method protects system resources from physical illegal access. 

• Logical intrusion prevention is required to ensure that system resources are protected from 

attacks that use an IP based network, allowing the video surveillance to operate normally. 

Network security systems used for logical intrusion prevention include an intrusion detection 

system (IDS) and intrusion prevention system (IPS). It is better to use a dedicated network 

security system rather than a system implemented inside the VMS. 

• Physical intrusion prevention is required to ensure that only legitimate users identified 

through user authentication can enter the security operation centre where the VMS has been 

installed.  

8.6 Relationship between security requirements and security threats 

The relationship between security requirements and security threats is shown in Table 2, where an 

open circle in a cell indicates that a particular security requirement should be satisfied in order to 

remove or mitigate the specific threat. 
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Table 2 – Relationship between security requirements and threats 

 Security requirements 

Confidentiality Integrity 
User/device 

authentication 

Access 

control 

Intrusion 

prevention 

S
ecu

rity
 th

rea
ts 

VMS 

Unauthorized access   ○ ○  

Disclosure of data ○     

Modification/injection  ○    

Insider threats   ○ ○  

DOS     ○ 

Between 

VMS 

and 

cameras 

Unauthorized access   ○ ○  

Eavesdropping ○     

DOS     ○ 

Modification/injection  ○    

Insider threats   ○ ○  

Between 

VMS 

and 

client 

devices 

Unauthorized access   ○ ○  

Eavesdropping ○     

DOS     ○ 

Modification/injection  ○    

Insider threats   ○ ○  
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