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Recommendation ITU-T X.1409

Security services based on distributed ledger technology

Summary

Distributed ledger technology (DLT) features include immutability, data sharing, decentralization,
and tamper-resistance. Certain security services can benefit from the decentralized nodes of DLT to
solve problems such as single point of failure, bottleneck performance and tampering.

Recommendation ITU-T X.1409 identifies aspects to be evaluated before delivering a security
service based on DLT and provides examples to implement four security services which could be
delivered based on DLT, namely:

. DLT-based public-key certificate management;
. DLT-based software defined perimeter;

. DLT-based threat intelligence sharing; and

. DLT-based security audit.

History
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Rec. ITU-T X.1409 (07/2022) i


http://handle.itu.int/11.1002/1000/15035
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall” or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.

ii Rec. ITU-T X.1409 (07/2022)


http://www.itu.int/ITU-T/ipr/

Table of Contents

Page
1 {0l 0] oS T ST U PO URT PR URORRPPN 1
2 R EIBINICES. ... ettt bbbt bbb 1
3 =] g o] 1RSSR 1
3.1 Terms defined EISEWNEIE ..........ccveii i 1
3.2 Terms defined in this Recommendation...........ccccceevevveveniinninene e 2
4 ADbDreviations and aCrONYIMS .........coiiiiiieiie e e e nreas 2
5 (@00 11Y7=] 11 o] SRRSO 3
6 OVEIVIBW ..ttt bbb e bt a e b e bt e s s b e et e e sbeehe e beennenbeenbeenne s 3
7 Evaluation on whether to deliver a security service based on DLT ......ccccoecevvriiinnne 3
8 DLT-based public-key certificate management.............ccccevveiiieiie s 4
8.1 BaSIC CONCEPL ...t 4
8.2 Brief deSCrIPLION .......c.viiiie e 4
9 DLT-based software defined perimeter..........cccoveeiieie e 6
9.1 BaSIC CONCEPL....coiiiiiie ittt e e e era e 6
9.2 Brief deSCrIPLION .......c.viiiie e 6
10 DLT-based threat intelligence SNaring...........ccccevveieiieeie e 7
10.1 BaSIC CONCEPL....uviieieieee ettt te e sraesreenee 7
10.2 Brief deSCriptioN ......c.ooiii i 8
11 DLT-based SECUTILY QUAIT .......ccoiiieiirieie e 8
111 BaSIC CONCEPL....uviieieieee ettt te e sraesreenee 8
11.2 Brief deSCIIPLION ......oiiiie e 9
Annex A — DLT-based public-key certificate management methods............cccccoveriniiiinnnne 10
Al Revoke, suspend, resume or renew an existing public-key certificate........... 10
A2 Verification of a public-key certificate at the relying party ..........ccccecvvenee 10
A3 Storage OPtIMIZALION........ccveiieiiee e 11
Annex B — Authentication and authorization by DLT-based software defined perimeter ...... 13
B.1 Authorization by nodes in the DLT SYStEM......ccoccoiiriiinienieiee e 13
B.2 AUthOrization DY ASDPHS ........ccciiiiiiiiiiieee e 14
Appendix | — Using DLT for security services: Challenges and benefits...........ccccccccevvennnann 16
1.1 Using DLT for public-key certificate management...........ccccceeevenencnennnnnne 16
1.2 Using DLT for software defined perimeter..........cccoovvivevieeienieevnecieseeseenns 16
1.3 Using DLT for threat intelligence sharing...........ccccoocevivevienieninin e 17
1.4 Using DLT for security audit ............cccovveiieiieiieiiec e 18
Appendix Il — H(e)NB device authentication and verification by public-key certificate
identifier — Two use cases of DLT-based public-key certificate management
=] Yo PSSR 19
1.1 H(e)NB device authentiCation ............cccoveveeieiieni e 19

Rec. ITU-T X.1409 (07/2022) iii



1.2 Verification by the public-key certificate identifier...........cccccoecevvevivernnenne. 20
Appendix I11 — Developer access to private cloud network as a use case of DLT-based

software defined PEriMELEr SEIVICE ........coviieiieiesie e 21
Appendix IV — Architecture and use case of DLT-based threat intelligence sharing

0] 11 (] 10 USROS 23

V.1 DLT-based threat intelligence sharing platform architecture.............cccccoc.... 23

IV.2  Threat intelligence sharing and rating .........ccoccovererenenieniisieeese e 24
Appendix V — Architecture and use case of DLT-based security audit platform................... 26

V.1 DLT-based security audit platform architeCture.............cccceoevenencncniinnnne 26

V.2 Public-key certificate audit...........ccoovviiiiiiiiie e 26
BIBIOGIAPNY ... 28

iv Rec. ITU-T X.1409 (07/2022)



Introduction

Some traditional (in this Recommendation ‘traditional’ means 'not using DLT") security services face
challenges such as single point of failure problem, bottleneck performance and tampering.
Distributed ledger technology (DLT) features include immutability, data sharing, decentralization
and tamper-resistance. As a tamper-resistant and auditable technology that is resilient to systemic
failures, DLT supplies decentralized solutions to these challenges. Decentralized nodes of DLT
could be used to solve single point of failure and bottleneck performance problems. DLT could also
be used to improve cooperation among participants.

This Recommendation identifies aspects to be evaluated before delivering a security service based
on DLT, and provides examples to implement four security services which could be delivered based
on DLT, namely:

. DLT-based public-key certificate management;
. DL T-based software defined perimeter;

. DLT-based threat intelligence sharing; and

. DLT-based security audit.
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Recommendation ITU-T X.1409

Security services based on distributed ledger technology

1 Scope

This Recommendation identifies aspects to be evaluated before delivering a security service based
on distributed ledger technology (DLT), and provides examples to implement four security services
which could be delivered based on DLT, namely:

. DLT-based public-key certificate management;
. DLT-based software defined perimeter;

. DLT-based threat intelligence sharing; and

. DLT-based security audit.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.509] Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information
technology — Open Systems Interconnection — The Directory: Public-key and
attribute certificate frameworks.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 accepting host [b-SDP Spec 1.0]: A host accepts the communication from the initiating
host after the controller authenticates and authorizes the connection.

3.1.2 Dblockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally
recorded data arranged as a successively growing chain of blocks with each block cryptographically
linked and hardened against tampering and revision.

3.1.3 certificate revocation list (CRL) [ITU-T X.509]: A signed list indicating a set of public-
key certificates that are no longer considered valid by the issuing certificate authority. In addition to
the generic term certificate revocation list (CRL), some specific CRL types are defined for CRLs
that cover particular scopes.

3.1.4 distributed ledger [b-ITU-T X.1400]: A type of ledger that is shared, replicated, and
synchronized in a distributed and decentralized manner.

3.1.5 distributed ledger technology (DLT) network [b-ISO 22739]: Network of DLT nodes
which make up a DLT system.

3.1.6 DLT oracle [b-ITU-T X.1400]: A service that supplies information to a distributed ledger
using data from outside of the distributed ledger system.

3.1.7 DLT system [b-ITU-T X.1400]: A system that implements a distributed ledger.
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3.1.8 genesis block [b-ITU-T X.1400]: The first block in a blockchain that serves to initialize the
blockchain.

3.1.9 initiating host [b-SDP Spec 1.0]: A host that initiates communication to the controller and
to the accepting hosts.

3.1.10 ledger [b-ITU-T X.1400]: Information store that keeps final and definitive (immutable)
records of transactions.

3.1.11 node [b-ITU-T X.1400]: Device or process that participates in a distributed ledger network.
3.1.12 transaction [b-ITU-T X.1400]: Whole of the exchange of information between nodes. A
transaction is uniquely identified by a transaction identifier.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 DLT client: A client to access the distributed ledger technology (DLT) system.

3.2.2  resume (a certificate): An action to make a suspended certificate active.

3.2.3 software defined perimeter (SDP): A security framework that gives application owners
the ability to deploy perimeter functionality where needed in order to isolate services from
unsecured networks. It replaces physical appliances with logical components that operate under the
control of the application owner and provides access to application infrastructure only after device
attestation and identity verification.

NOTE - Definition is adapted from [b-SDP Spec 1.0].

3.2.4 software defined perimeter (SDP) controller: A controller that determines which SDP
hosts can communicate with each other. It may relay information to external authentication services
such as attestation, geo-location and identity servers.

NOTE — Definition is adapted from [b-SDP Spec 1.0].
3.2.5 suspend (a certificate): An action to cause a certificate to temporarily cease to be active.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
ASDPH Accepting SDP Host

CRL Certificate Revocation List
DDoS Distributed Denial of Service
DLT Distributed Ledger Technology
H(e)NB Home NodeB or Home eNodeB
ISDPH Initiating SDP Host

OCSP Online Certificate Status Protocol
P2P Point to Point

PKI Public Key Infrastructure

SAML Security Assertion Markup Language
SDP Software Defined Perimeter

SeGW Security Gateway

TLS Transport Layer Security
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URL Uniform Resource Locator

5 Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended™ indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6 Overview

This Recommendation analyses four kinds of typical security services that could benefit from the
deployment of distributed ledger technology (DLT): public-key certificate management, software
defined perimeter, threat intelligence sharing and security audit. The challenges to these traditional
(in this Recommendation ‘traditional' means 'not using DLT") security services and the benefits of
delivered security services based on DLT are analysed in Appendix I.

Each of the example DLT-based security services is described with the basic concept and a brief
description. The basic concept provides the main idea of the DLT-based security service, such as
the participants in the DLT system, and information recorded in the DLT ledger. The brief
description shows interactions with the DLT system, and considerations related to the storage cost
of the DLT nodes. The interactions indicate how the DLT-based security service works. On one
side, the nodes send transactions to the DLT system and on the other side the nodes queries
information recorded in the DLT ledger. Blockchain, a typical distributed ledger, is recommended
to deploy these DLT-based security services.

7 Evaluation on whether to deliver a security service based on DLT

DLT features such as decentralization and tamper-resistance make it an efficient solution to certain
security problems, however, it is recommended to take comprehensive considerations into account
to deliver a security service based on DLT.

First, the security service needs to have one or more of the following characteristics matching the
capabilities of DLT:

. Multiple participants;

. Decentralized deployment and operation;

. Distribution to improve robustness or adaptability;

. Data may be tampered with or may be forged or inconsistent;
. Rules need to be made by multiple participants;

. Requirement of traceability.

Once this pre-requisite is met, it is recommended to evaluate the benefit of delivering the security
service based on DLT, including the gains of DLT over the traditional security service against the
efficiency and cost of the DLT-based solution. The aim of the evaluation is to ensure that the
challenges of a traditional security service can be solved by DLT and that DLT is beneficial to the
security service.
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Next, it is recommended to consider the performance requirements of the security service, which
may help to choose adaptive DLT components. Main concerns may include transaction delay,
handing capacity, business scale, bandwidth utilization caused by point to point (P2P)
communication, read-only and append-only data, resource consumption restrictions, etc.

It is recommended to use DLT if the evaluation results about the security services are positive.

8 DL T-based public-key certificate management

8.1 Basic concept

In a DLT-based public-key certificate management system, public-key certificates issued by
certification authorities are recorded into the ledger after verification and consensus among its
participants in this DLT system. The public-key certificates will be trusted by the participants in the
DLT system once they are recorded in the ledger.

Figure 1 illustrates the participants of a DLT-based public-key certificate management system. The
validator nodes are peer to peer nodes in the distributed ledger network which are responsible for
the verification of the submitted public-key certificates, generation of new blocks and maintenance
of the ledger. They could be operators, vendors, certification authorities [ITU-T X.509], etc. The
user nodes and relying parties [ITU-T X.509] connect to the system as DLT clients via the validator

nodes.
User Relying
node party
Validator node Validator node Relying
(vendor) n party

X.1409(22)
Figure 1 — Participants of the DL T-based public-key certificate management system

DLT system

Validator node
(certification
authority)

Validator node
(operator)

NOTE - This Recommendation focuses on the traditional public-key certificates issued by traditional
certification authorities. At the time of publication, work on a Recommendation complimentary to
[ITU-T X.509] was under development to define a decentralized public key infrastructure (PKI) in such a
way that PKI domains will be able to be federated possibly worldwide. This Recommendation recommends
using the public-key certificates, syntax and migration methods that will be defined in the future
Recommendation once it is published.

8.2 Brief description

8.2.1 Publication of a public-key certificate

The public-key certificate user is required to obtain a public-key certificate issued by the
certification authority. The public-key certificate can be published into the ledger in the following
process:

1) The public-key certificate is required to be generated by the certification authorities. The
private key related to the public-key certificate is required to be kept securely by the public-
key certificate user.

2) The user node submits the public-key certificate and the certificate's-status-publish request
to one or multiple validator nodes in the DLT network. The request contains the public-key
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certificate, its status, intermediate public-key certificates, and root public-key certificate.
The validator node receiving the request publishes the certificate's-status-publish request to
other validator nodes in the DLT network. The transport layer security (TLS) protocol
[b-IETF RFC 8446] is recommended to protect the communications between different
nodes, including user nodes, validator nodes and relying parties.

3) The validator nodes in the DLT network verify the request including the public-key
certificate and the certificate's status when they receive the request. Each validator node is
recommended to verify the request. A list of trusted certification authorities needs to be
defined by the participants. The verification includes the check of basic public-key
certificates, processing intermediate certificates, explicit policy indicator processing, as
defined in [ITU-T X.509]. The policy could be defined by the participants. Optionally, a list
of distinguished names [ITU-T X.509] for designated public-key certificates can be defined
to ensure only the public-key certificates in the list can be recorded into the ledger.

NOTE — The consensus mechanism relates to the core layer of the distributed ledgers
[b-ITU-T FG DLT D3.1], which has not been included in this Recommendation.

4) When the request is verified as valid, the validator node generates a new block containing
the public-key certificate and the certificate's status, or the public-key certificate's identifier
(i.e., hash value) and the certificate's status in the request. The public-key certificate's status
is recommended to be "normal”. Then it sends the new block to other nodes in the DLT
network.

The system is recommended to have the capability to revoke, suspend, resume and renew an
existing public-key certificate. The methods are defined in clause A.1.

The requests to publish, revoke, suspend and resume a public-key certificate can be seen as
different kinds of transactions. Multiple public-key certificates and their statuses from different
kinds of requests are recommended to be recorded by a validator node who receives them in a
designated time period into one block. The sequence of the public-key certificates and their status is
recommended to reflect the sequence of the request. The validator nodes receive and retain all kinds
of the above requests in a designated time period. They verify the received requests, generate a new
block based on the consensus method and then publish the new block into the DLT network. The
new block contains the verified public-key certificates and their statuses from multiple requests in
the time period. The public-key certificates are recommended to be recorded into the block
according to the time sequence of the requests. Then the blocks are linked into blockchain
according to the time sequence of the requests.

The relying party is recommended to have the capability to verify the public-key certificate with the
help of a DLT ledger. The verification methods are defined in clause A.2.

8.2.2  Storage of public-key certificates

The time to record the public-key certificates into the DLT ledger could reflect the public-key
certificate validity. Use of the X.509 public-key certificates [ITU-T X.509] is required. The validity
field of the public-key certificate could be omitted, if it is assumed that the public-key certificate is
valid only if it is recorded in the DLT ledger and the status is "normal”. The public-key certificate
with no validity field and the expected validity information could be contained in the public-key
certificate publish request (short for public-key certificate and the certificate's-status-publish
request). The validity information could be used to determine the validity period of the public-key
certificate. The validator nodes in the DLT-based public-key certificate management system find
the start time of the validity period from the validity information in the received public-key
certificate publish request and verify the submitted public-key certificate as in step 3 of publishing a
public-key certificate in clause 8.2.1. After the start time of the validity period, according to the
verification result, the verified public-key certificate can be recorded into the DLT using the method
in step 4 of the process of publishing a public-key certificate described in clause 8.2.1.
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The public-key certificate has an expiration date. When the public-key certificate expires, or is
revoked, the public-key certificate is invalid and will no longer be trusted. The public-key
certificate storage optimization is recommended to be supported as defined in clause A.3.

Use cases can be found in Appendix I1.

9 DLT-based software defined perimeter

9.1

Software defined perimeter (SDP) is a security framework that gives application owners the ability
to deploy perimeter functionality where needed in order to isolate services from unsecured
networks. It replaces physical appliances with logical components that operate under the control of
the application owner and provides access to application infrastructure only after device attestation
and identity verification. SDP controller is responsible for collecting authorization policies of
accepting SDP hosts (ASDPHs, e.g., devices or services deployed in a cloud network), and then
authenticating and authorizing the initiating SDP hosts (ISDPHSs, e.g., user's terminals) according to
the policies [b-SDP Spec 1.0].

By using DLT, SDP controllers, ISDPHs and ASDPHSs can connect to each other to form a DLT
network, as shown in Figure 2. ISDPHs and ASDPHs work as DLT clients. ASDPHSs publish their
authorization policies into the DLT ledger. The SDP controllers are peer to peer nodes in the
distributed ledger network to verify and endorse the information recorded into the DLT ledger.
When ISDPHs request access to ASDPHSs, the nodes in the DLT system could perform access
control [b-1TU-T X.1252] by using DLT-based SDP according to the policies recorded in the DLT
ledger.

Basic concept

DLT system
SDP SDP
controller controller
P N — T
i [ 1 Authentication |
>< L Er? ii Y T ! server |
SDP SDpP
controller controller
X.1409(22)

Figure 2 — Participants of the DLT-based SDP system

The information recorded in the ledger can be accessed by all the participants in the system. Some
ASDPHs may prefer not to publish their detailed authentication policies, since the policies may
reflect the characteristics or privacy of their services. Based on this consideration, the function of
authorization could be implemented by the nodes in the DLT system and by the ASDPHSs
themselves.

9.2

9.21

The SDP controllers are peer to peer nodes in the DLT system. They authenticate ASDPHSs, collect
the authorization policies, and then authenticate and authorize the ISDPHs according to the policies.
The detailed operations are defined in clause B.1.

Brief description

Authorization by nodes in the DLT system

1) It is recommended that the ASDPHSs authenticate and submit the supported authorization
policies to the nodes in the DLT system.
2) It is recommended that each ISDPH authenticate to the nodes in the DLT system.
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3) It is recommended that the ISDPH initiate access connection to and obtain the access
service from the ASDPH listed in the authorized list.

9.2.2 Authorization by ASDPHSs

The nodes in the DLT system authenticate the ISDPHSs and verify and endorse the attributes of the
ISDPHs. The verified information and attributes are recorded into the DLT ledger. The ASDPHSs
authenticate and authorize the ISDPHSs according to the endorsement recorded in the DLT ledger
and their policies. The detailed operations are defined in clause B.2.

1) It is recommended that the ISDPH authenticate to the nodes in the DLT system.
2) It is recommended that the ISDPH initiate access connection to the ASDPH.
3) It is recommended that the ASDPH authorize the ISDPH according to the endorsement

recorded in the DLT ledger.

9.2.3  Support for multiple authentication services

Multiple authentication services (e.g., PKI [ITU-T X.509], security assertion markup language
(SAML) [b-IETF RFC 7522], OpenID [b-OpenID], OAuth [b-IETF RFC 6749]) are supported in
SDP. The nodes in the DLT system are required to authenticate the ISDPH with the help of other
entities, such as authentication servers. These entities are responsible for the verification of the
ISDPH's authentication credential and attributes. The nodes in the DLT system may also rely on
information provided by external servers such as attestation, geolocation and/or identity servers.

In such cases, it is recommended that the nodes in the DLT system send the authentication request
received from the ISDPH to a proxy node in the DLT system. The proxy node is a special DLT
node which could connect entities outside the DLT system, and supply information to a distributed
ledger using data outside the distributed ledger system (i.e., DLT oracle).

The proxy node is recommended to forward the authentication credential and the attributes in the
authentication request to corresponding entities, such as authentication servers or attribute
attestation servers, according to the proxy's policy. These entities authenticate the credential and
attest the attributes respectively and make their own decisions. Each entity will sign the decision
using its private key, and then feedback the decision and the signature to the proxy. Then the proxy
forwards them to the nodes in the DLT system. The nodes in the DLT system will decide on the
authentication credential and the attributes, according to the authentication and authorization policy,
and the feedback from the proxy.

A use case can be found in Appendix IlI.

10 DLT-based threat intelligence sharing

10.1  Basic concept

DLT-based threat intelligence sharing aims to establish trust among threat intelligence providers for
a better use of threat intelligence. It could provide a method to share and evaluate threat
intelligence, and even provide information for a fine-grained charging method.
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Figure 3 — Participants in DLT-based threat intelligence sharing system

The DLT system consists of threat intelligence providers, threat intelligence operators and
telecommunication network operators, as shown in Figure 3. The threat intelligence providers could
also act as DLT clients to submit threat intelligence to the DLT system, and then the threat
intelligence and its source can be recorded into the ledger. The threat intelligence user acts as a
DLT client and it could query and use the threat intelligence in the DLT system. The authorized
participants could feedback and evaluate the threat intelligence. A referenced architecture of the
DLT-based threat intelligence sharing system can be found in clause 1V.1.

10.2

10.2.1
1

2)
3)

10.2.2
1)
2)

3)

4)

Brief description

Threat intelligence submission

A threat intelligence provider generates threat intelligence. It is recommended that the
threat intelligence includes information of the malicious IP address, domain name, uniform
resource locator (URL), security incident and the vulnerability. A method to collect and
process threat intelligence can be found in [b-ITU-T X.1217].

The threat intelligence is submitted to the DLT system by the threat intelligence providers.
It is recommended that the threat intelligence be recorded into the ledger after consensus.
The format of the threat intelligence is specified in [b-ITU-T X.1217].

Threat intelligence feedback

Threat intelligence user queries certain threat intelligence from the DLT system.

The threat intelligence user generates a feedback after the usage of the intelligence, and
sends the feedback to the DLT system.

The DLT system generates a description about the threat intelligence and its provider, such
as the credibility and quality of threat intelligence provider, etc., by using an existing
description recorded in the ledger and the feedback from the user.

It is recommended that the new description be recorded into the ledger after consensus.

A use case can be found in clause 1V.2.

11

111

DL T-based security audit

Basic concept

A DLT-based security audit aims to enhance security of logs and make a decentralized audit
available to all participants. The logs are stored in the log servers, while the hash values of the logs
could be recorded into the DLT ledger. This could ensure the integrity of the logs since some
specific logs could be recorded into the DLT ledger, which make the decentralized audit available.
The log servers and devices could act as the DLT clients to submit the logs into the DLT system.
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The auditors could be the nodes in the DLT system. They could also act as DLT clients, as shown in
Figure 4.

DLT system
Log server Auditor | Auditor Auditor
Devices Auditor Auditor Auditor
X.1409(22)

Figure 4 — Participants of the DL T-based security audit system

11.2  Brief description

11.2.1 Log submission

It is recommended that the log server and device be able to submit logs or their hashes into the DLT
system.

1) It is required that the logs to be stored in the log server when they are generated. It is
recommended that the hash values of the logs be submitted to the DLT system. For the
specific logs (e.g., the volume of the logs is small), it is recommended that the logs be
submitted to the DLT system.

2) It is recommended that the nodes in the DLT-based security audit system verify the
submitted hash values or the logs, according to the verification policy of the audit
scenarios.

3) It is recommended that the hash values or logs be recorded into the ledger after verification

and consensus.

The logs recorded in the ledger could be used for a decentralized audit. For example, the operation
on each public-key certificate could be logged and audited. The operations to generate, revoke,
suspend, resume and renew a public-key certificate are recorded in the logs. It is recommended that
the public-key certificate and the operations be recorded into the DLT ledger to enable audit. A
detailed method can be found in clause V.

11.2.2 Log retention storage

There is usually a desired retention period for logs, because of storage expense. The logs can be
deleted after the retention period. Based on this consideration, the storage of the ledger in the DLT
nodes can be optimized when necessary.

Once the records in some continuous blocks of the DLT nodes exceed the retention period and can
be deleted, it is recommended that an optimized block be generated based on the block information
(such as the header and the records) of the original blocks to be deleted.

The optimized blocks are stored in the DLT nodes to formalize an optimized blockchain. The
header of each optimized block is required to contain the header's hash value of the previous block.
The genesis block in the optimized blockchain could be the same as that of the original blockchain.
For the first optimized block in the optimized blockchain, the header is required to contain the
header's hash value of the genesis block in the optimized blockchain. For the other optimized
blocks, the header of the newly generated optimized block may optionally contain the hash value of
the previous block to reflect the integrity of transactions. The body of each optimized block
contains the hash value or the header's hash value of the last block in the original continuous blocks
to be deleted. When the optimized block is generated, the original blocks to be deleted in the DLT
nodes could be deleted. Then, the optimized blockchain contains the original genesis block,
optimized blocks and none of the deleted original blocks. It is recommended, when there is a need,
to back up the logs and the original blocks.
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Annex A

DLT-based public-key certificate management methods
(This annex forms an integral part of this Recommendation.)

Al Revoke, suspend, resume or renew an existing public-key certificate

User needs to be able to revoke, suspend, resume or renew a public-key certificate to the
certification authority [ITU-T X.509], and get the feedback from the certification authority, before
the actions in the DLT-based public-key certificate management system.

1) A user node submits a public-key certificate management request (i.e., revoking,
suspending or resuming request) to a validator node in the DLT-based public-key certificate
management system. The request contains the feedback from the certification authority and
the new status. The validator node will forward the request to multiple validator nodes in
the DLT system.

2) The validator nodes in the DLT network receive and verify the user's request, and then
record the new status into the DLT ledger after consensus. The new status reflects the result
for the user's public-key certificate management request.

Multiple DLT-based public-key certificate management systems could form a composed
DLT-based public-key certificate system while keeping their own ledgers. In such a case, a proxy
node could be deployed by each of them to connect and communicate with the multiple systems in
the composed system. The proxy node could be a validator node. The DLT-based public-key
certificate system in which the user resides can be called as the user's host system. The proxy node
of the user's host system forwards the user's public-key certificate management request and the
result of the request (i.e., new status in the ledger) in the user's host system to the other proxy nodes.
Each of the proxy nodes forwards the received request and result to the DLT-based public-key
certificate system it resides in, and records the new status into the DLT ledger based on the received
request and result.

The procedure to renew a public-key certificate comprises the procedures to publish a new public-
key certificate and to revoke an existing public-key certificate. However, the distinguished names
[ITU-T X.509] of the two public-key certificates are required to be the same. It is recommended
that the request be signed by the private key corresponding to the public-key certificate to be
renewed.

A.2  Verification of a public-key certificate at the relying party

When a relying party in the DLT network receives a public-key certificate or its identifier (i.e., a
hash value), the relying party has to verify the public-key certificate. If the relying party maintains
the DLT ledger, the verification can be done locally. Otherwise, the verification has to be done by
the help of validator nodes in the DLT network. The procedures are as follows:

1) The relying party sends a certificate-verification-request to one or multiple validator nodes
in the DLT network. The request contains the public-key certificate to be verified or its
identifier.

2) The validator node verifies the public-key certificate in the received request, gets the

verification result and feedbacks the verification result to the relying party. Then the relying
party checks the public-key certificate by using the methods defined in [ITU-T X.509].

When the public-key certificate verification request is received, the validator node searches
the stored blocks of the ledger and checks whether there is a block recording the public-key
certificate in the request or not.
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If the block exists, the validator node locates the public-key certificate or the certificate's
identifier and its status in the block. When the latest status in the block is "normal”, the
validator node obtains the result that the public-key certificate is valid. When the latest
status in the block is "revoked" or "suspended”, the validator node obtains the result that the
public-key certificate is invalid.

If the block does not exist, the validator node sends a public-key certificate inquiry request
to the DLT network. The request contains the public-key certificate's identifier. Another
node in the DLT network which maintains the complete public-key certificate verifies the
public-key certificate according to the identifier, and then feedbacks the public-key
certificate and the verification result to the relying party via the corresponding validator
node.

The relying party is recommended to use the verification service from a trusted party. It is
recommended to protect the communication between the relying party and the verification node.

A3 Storage optimization

Public-key certificates recorded in the DLT ledger will consume considerable amounts of storage
expense with the increased number of public-key certificates. Public-key certificate has an
expiration date. When a public-key certificate expires, or is revoked, it is invalid and will no longer
be trusted. When all the public-key certificates in a block are invalid, the body of the block can be
deleted. The header of the block remains to ensure the integrity of the ledger, as shown in
Figure A.1. The hash pointer to the right is a hash pointer to the latest added block. The Merkle root
hash in the header keeps the integrity of the body. The previous header hash (i.e., H(previous
header)) keeps the integrity of the blocks. Due to this characteristic, the storage space of validator
nodes could be optimized if needed. An example is shown in Figure A.2.

Block i Blocki+ 1
Header Header
Hash [ H(Previous header) ‘ Hash | H(Previous header) ‘ Hash
| Merkle root hash B | Merkle root hash )
[ \
Merkle Merkle
root root
hash Body hash Body
i Transaction ‘ ‘ Transaction ‘
i Transaction ‘ ’ Transaction ‘

X.1409(22)

Figure A.1 — The blocks (H() means a hash algorithm)
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Figure A.2 — An example of the optimized storage of blocks

When the ledger records complete public-key certificates, the optimization could be done by the
validator nodes themselves.

When the ledger records public-key certificate identifiers such as hash values, the optimization
needs the help from another node, which backs up all the public-key certificates recorded in every
block of each validator node. The node could be called a full node or backup node.

The backup node checks its stored blocks and public-key certificates periodically and verifies the
status and expiration date of the public-key certificates recorded in each block, to determine
whether all the public-key certificates recorded in a block are invalid or not. If it is determined that
all the public-key certificates recorded in the block are invalid, the backup node sends an
optimization notice containing deletion information to all the validator nodes. The deletion
information contains the identifier of the block, and optionally contains all the public-key
certificates recorded in the block. Every validator node verifies the deletion information to
determine whether all the public-key certificates recorded in the block its stored are invalid. When it
is determined that they are all invalid, the validator node deletes the body of the block
corresponding to the identifier.
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B.1

Annex B

Authentication and authorization by DL T-based software defined perimeter

(This annex forms an integral part of this Recommendation.)

Authorization by nodes in the DLT system

SDP controller nodes in the DLT system authenticate ASDPHSs, collect the authorization policies,
and then authenticate and authorize the ISDPHSs according to the policies, as shown in Figure B.1.

1)

2)

ISDPH ASDPH DLT nodes DLT ledger

Registration request
(host information,
connection policy)

Authentication request
(authentication credential, attributes)

Search the ledger and

Authentication response deter l_nine a list of
(list of authorized ASDPHs, signatures) ¢ authorized ASDPHs

Connection request
(list of authorized
ASDPHEs, signatures)

Connection response

X.1409(22)
Figure B.1 — Authorization by nodes in the DLT system

ASDPH registers itself to and submits the supported authorization policies to the node in
the DLT system.

ASDPH sends a registration request to an SDP controller node in the DLT system. The
registration request contains the ASDPH's host information (IP address, port, protocol, etc.)
and supported policies for ISDPH's connection. It is recommended that the policies include
the login identity, IP address, geo-position of the ISDPH, and the verification/endorsement
policies of the DLT system. The host information and supported authorization policies are
required to be signed by the ASDPH. It is recommended to include the signature in the
registration request.

The registration request will be verified by the nodes in the DLT system and then be
recorded into the DLT ledger after verification and consensus.

ISDPH authenticates itself to an SDP controller node in the DLT system.

ISDPH sends an authentication request containing its authentication credential and
attributes (identity, IP address, geo-position, etc.) to an SDP controller node in the DLT
system. The SDP controller node forwards the authentication request to multiple SDP
controller nodes in the DLT system.
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3)

B.2

The SDP controller nodes in the DLT system verify the authentication request submitted by
the ISDPH. After verification, the nodes search the DLT ledger and determine a list of
ASDPHs which the ISDPH is authorized to access. Then the nodes send the authorized list
of ASDPHs to the ISDPH. Each ASDPH in the list will be signed by one or multiple nodes
in the DLT system, according to the ASDPH's authorization policy or the
verification/endorsement policy of the DLT node.

Otherwise, the nodes in the DLT system will verify the authentication request submitted by
the ISDPH and feedback the authentication result to the ISDPH. This happens when the
authentication is implemented by the designated nodes. If the authentication is successful,
the ISDPH queries the authorized list of ASDPHs which the ISDPH is authorized to access
by sending the authentication result to the nodes in the DLT system. The nodes verify the
authentication result in the query. When the authentication result is verified to be
successful, the nodes query the authorized list of ASDPHSs (i.e., by a smart contract) and
then record the list into the DLT ledger.

An ISDPH initiates an access to and obtains the access service from a specific ASDPH
listed in the authorized list recorded in the DLT ledger.

The ISDPH sends the initial access connection request to the ASDPH. The request contains
the signatures signed by one or multiple nodes in the DLT system in the previous step for
the ASDPH which is in the authorized ASDPHs list. If the ASDPH is in the list, it verifies
the signature according to the supported connection policy and responds to the ISDPH after
successful verification.

When there are no signatures in the initial access connection request message, the ASDPH
queries and determines the authorized list of ASDPHSs for the ISDPH in the DLT ledger.
The ASDPH will respond and provide access service to the ISDPH only if the ASDPH is in
the list.

Authorization by ASDPHSs

The nodes in the DLT system authenticate the ISDPHSs, verify and endorse the attributes of the
ISDPHs. The verified information and attributes are recorded into the DLT ledger. The ASDPHSs
authenticate and authorize the ISDPHSs according to the endorsement recorded in the DLT ledger
and their policies, as shown in Figure B.2.

14

ISDPH ASDPH DLT nodes DLT ledger

Authentication request
(credential, attributes, etc)

Recording into DLT ledger
(IDs/public keys/attributes
of ISDPHs)

A 4

Authentication response

A

Connection request

Finds the ISDPH's identity and attributes

A
A 4

Connection response
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Figure B.2 — Authorization by ASDPHSs
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1)

2)

3)

ISDPH authenticates itself to the nodes in the DLT system.

ISDPH sends an authentication request containing its authentication credential and
attributes to the nodes in the DLT system. The authentication credential contains the
ISDPH's identity (i.e., derived from the public key of the ISDPH). The request will be
authenticated and attested by the nodes (such as SDP controllers) in the DLT system. After
authentication and attestation, the ISDPH's identity, attributes in the request and their
validity period will be recorded into the DLT ledger.

An ISDPH initiates access connection to an ASDPH.

The ISDPH sends an access connection request containing its authentication information to
the ASDPH. During implementation, the authentication information could be the signature
of the timestamp or a nonce, which is signed by the ISDPH's private key. When it is a
signature of a nonce, the ISDPH needs to send another access connection request before the
above request. Then the ASDPH provides a nonce and feedbacks the nonce to the ISDPH,
according to the indicators in the request. The authentication information also contains the
index to identify the record location of the ISDPH's identity and attributes recorded in the
DLT ledger.

The ASDPH authorizes the ISDPH with the help of the information recorded in the DLT
ledger.

The ASDPH finds the ISDPH's identity recorded in the DLT ledger by using the index in
the authentication information, and then verifies the signature by using the corresponding
public key. The ISDPH is verified only if the signature is valid, and the public key is
consistent to the ISDPH's identity.

After verification, the ASDPH finds the ISDPH's attributes in the DLT ledger according to
the ISDPH's identity. The ASDPH sends the decision for the access connection to the
ISDPH as the feedback for the access control [b-ITU-T X.1252] request, while the decision
is made according to the ISDPH's attributes and ASDPH's policy.
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Appendix |

Using DLT for security services: Challenges and benefits
(This appendix does not form an integral part of this Recommendation.)

1.1 Using DLT for public-key certificate management

.L1.1 Challenges

The main challenges of traditional public-key certificate management are as follows.

. Single point of failure: Centralized certification authority is the root of trust. Once a
certification authority is compromised, the public-key certificates issued by this
certification authority will be insecure and cannot be used any longer.

. CRL/OCSP service unavailable due to intranet implementation: This occurs if devices are
deployed in the operator's core network with no connection to the Internet, which means
both CRL and online certificate status protocol (OCSP) services are unavailable. The
system will not be as secure as expected.

. No previsioned trust anchor: Devices in mobile networks prefer to use the public-key
certificate issued by the operator's certification authority due to the cost. Devices when
manufactured may not be provisioned with the trust anchor of the operator's certification
authority, since it is not known where they will be deployed, nor in which operator's
network they will be used. The reason behind this issue is the lack of trust among
manufacturers, vendors and operators.

1.1.2  Benefits

The DLT-based public-key certificate management can benefit from the feature of decentralization,
tamper-resistance and non-repudiation.

There is no centralized node in the DLT. The ledger is recorded in a decentralized manner. Even if
some of the nodes are compromised, the ledger will not be tampered with. Thus, DLT could
improve the robustness of PKI, and avoid a single point of failure.

An edge entity, which is deployed on the edge of the intranet and Internet, could be launched to
provide a public-key certificate's status inquiry service for the intranet. The edge entity could
provide a public-key certificate inquiry service for devices in the operator's core network.

NOTE - This Recommendation focuses on the traditional public-key certificates which contain CRL or

OCSP information. A Recommendation under development, which is complimentary to [ITU-T X.509], will
not use CRL or OCSP for public-key certificate revocation checking.

1.2 Using DLT for software defined perimeter

1.2.1  Challenges

SDP is a set of a network security isolation framework capable of on-demand dynamic
configuration. Connectivity in an SDP is based on a need-to-know model, in which device posture
and identity are verified before access to application infrastructure (e.g., enterprise application,
private cloud and hybrid cloud) is granted. This can isolate the network and services to be protected
from an insecure environment in order to mitigate the most common network-based attacks.

In its simplest form, the architecture of the SDP consists of two components: SDP hosts and SDP
controllers. SDP hosts can either initiate connections (initiating SDP hosts, ISDPH) or accept
connections (accepting SDP hosts, ASDPH). These actions are managed by interactions with the
SDP controllers via a control channel, as shown in Figure I.1.
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Figure 1.1 — Architecture and workflow of SDP [b-SDP Spec 1.0]

The SDP controller will authenticate the initiating SDP host (ISDPH) and determine which SDP
hosts can communicate with each other. The controller is centralized and exposed in the external
network. It may be vulnerable to distributed denial of service (DDoS) attacks and become the
bottleneck of the system. A single point of failure of the SDP controller may paralyse the whole
SDP service and render it unavailable.

1.2.2  Benefits

The function of SDP controllers could be implemented by using DLT. Then the decentralized nodes
in DLT may prevent DDoS attacks. The access records could be recorded into the ledger. This may
be helpful to audit the system.

1.3 Using DLT for threat intelligence sharing

1.3.1 Challenges

There are many scattered threat intelligence providers, most of which are independent. Integration
of threat intelligence is needed to perform deep analysis in order to find valuable or elusive attack
events. Much work is needed to integrate the threat intelligence provided by different providers.

The threat intelligence providers may have different capabilities, and the quality of threat
intelligence from different providers varies. Some of the threat intelligence may be fake, so all
intelligence needs further verification.

There is no evaluation of threat intelligence. Providers may have less motivation to publish threat
intelligence for free. On the other hand, the motivation to pay for threat intelligence may be lower
unless it is evaluated to be genuine and useful.

1.3.2 Benefits

A DLT-based threat intelligence sharing platform can help to establish trust among participants in
the platform. All the threat intelligence providers connected to the DLT-based platform could
publish the threat intelligence to the platform. The threat intelligence recorded in the ledger is
tamper-resistant. Participants who have joined the DLT-based threat intelligence sharing platform
could access the record in the ledger, which may help to integrate the scatter of threat intelligence
from different providers.

The participants could query and use the threat intelligence and submit feedback to the platform.
The feedback could be recorded into the ledger, which could be used to evaluate the quality of the
threat intelligence and identify fake information.
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The querying of the threat intelligence could be recorded into the ledger. This could help to
establish a fine-grained charging method and increase the motivation to publish more threat
intelligence.

1.4 Using DLT for security audit

.41 Challenges

Traditional log-based audit mechanisms are mostly centralized. They place a high reliance on the
security of the individual log server. If the log server is compromised, the logs may be tampered
with or destroyed, and the security of the logs cannot be guaranteed. The centralized system may
lead to a severe vulnerability to single point of failure attacks.

1.4.2 Benefits

The security of the log audit may benefit from the DLT's characteristic of decentralization and
tamper-resistance. The feature of decentralization makes the audit available in the nodes of multiple
participants. This makes decentralized local audit possible. In some use cases, it can be used to
achieve local verification based on the logs recorded in the ledger. The feature of tamper-resistance
ensures the integrity of the logs. Tampering with the logs could be detected.
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Appendix 11

H(e)NB device authentication and verification by public-key certificate identifier

1.1

— Two use cases of DL T-based public-key certificate management service

(This appendix does not form an integral part of this Recommendation.)

H(e)NB device authentication

Home NodeB or Home eNodeB (H(e)NB) [b-3GPP TS 33.320] has to be provisioned with a public-
key certificate which will be used to authenticate the H(e)NB to the security gateway (SeGW).

Figure 11.1 shows the flow of H(e)NB device authentication by using a DLT-based public-key
certificate management system.

1)

2)

3)

4)

The H(e)NB sends its public-key certificate or public-key certificate identifier to the SeGW
in the authentication request.

The SeGW verifies the H(e)NB's public-key certificate based on the received authentication
request. The SeGW sends an inquiry message to the DLT-based public-key certificate
management system so as to inquire about the public-key certificate or the certificate's
status. The inquiry may contain the public-key certificate or the public-key certificate
identifier derived from the received authentication request.

The DLT-based public-key certificate management system finds the inquired public-key
certificate and its status, by using the public-key certificate or the public-key certificate
identifier. The response to SeGW could contain the public-key certificate and/or its status,
according to the inquiry. If the authentication request contains the public-key certificate, the
response could only contain the status. If the authentication request contains the public-key
certificate identifier and no certificate, the response is recommended to contain the public-
key certificate and its status.

SeGW verifies the H(e)NB's public-key certificate only if the certificate's status is normal.
Otherwise, the verification will fail. Then, the SeGW sends the authentication response to
the H(e)NB.

H(e)NB SeGW public-key certificate

DLT-based PKI
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Authentication request
H(e)NB's public-key certificate or certificate identifier
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public-key certificate or certificate identifier

»

Find the public-key
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Figure 11.1 — Public-key certificate verification in H(e)NB device authentication
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1.2 Verification by the public-key certificate identifier

In many protocols supporting PKI technology, such as TLS [b-IETF RFC 8446], the entity public-
key certificate and the intermediate public-key certificates need to be transmitted to the relying
party. By using DLT-based public-key certificate management system, the public-key certificate
identifier instead of the entity public-key certificate can be transmitted between the user and the

relying party.

Figure 11.2 shows the flow to verify a public-key certificate at the relying party by using the public-

key certificate identifier.

1) The public-key certificate user sends the public-key certificate identifier to the relying party

in the request (for example, the ClientHello message in TLS protocol).

2) The relying party has to verify the public-key certificate by checking the public-key
certificate in the DLT ledger. The relying party sends a public-key certificate verification
request to the DLT system (such as a validator node). The validator node locates and

verifies the public-key certificate.

a) Case I: If the validator node keeps all the public-key certificates in the DLT ledger, the

verification can be done locally.

b) Case Il: If the validator node does not keep all the public-key certificates in the DLT
ledger, it needs to transmit the request to a full node, which keeps all the public-key
certificates. The full node checks, verifies the public-key certificate and feedbacks the
result to the validator node.

3) The verification node feedbacks the result to the relying party.

4) The relying party checks the public-key certificate by using the methods defined in

[ITU-T X.509].

Certificate user

(public-key certificate
identifier)

Response
(public-key certificate,

| status, verification result)

Relying party

Certificate

verification request
(public-key certificate

identifier)

Validator node Full node

Locate and verify
the public-key
certificate

Response

(public-key ce:rtiﬁcate,
| status, verification result)

Public-key certificate
inquiry request
(public-key certificate
identifier)

____________

,,,,,,,,,,,,

»
>

Locate and verify

certificate

Response
(public-key certificate,
_ status, verification result)

<

<

:
1
|l
I
1
1
1
the publickey | !
i
i
1
|

X.1409(22)

Figure 11.2 — Verification of a public-key certificate at the relying party
by using the public-key certificate identifier
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Appendix 11

Developer access to private cloud network as a use case
of DL T-based software defined perimeter service

(This appendix does not form an integral part of this Recommendation.)

Figure 111.1 shows a scenario of developers accessing a private cloud network. Developers Alice
(IH_A) and Bob (IH_A) have to access to servers in the cloud. Alice is in a coffee shop, while Bob
is in the corporate headquarter. According to the access policy, both Alice and Bob could access
AH_A and AH_B. However, AH_B could only be accessed in the corporate HQ. All the nodes
including ISDPHs and ASDPHs could access the DLT-based SDP.

Private cloud network

\{Tm---C 22x-._| DLT-based
SDP

Coffee shop @ Corporate
B headquater

Alice Bob

H A H B

Figure 111.1 — Developer access to a private cloud network

X.1409(22)

1) The ASDPHs authenticate to and submit the supported authorization policies to the nodes
in the DLT system.

AH_A and AH_B send their registration requests containing ASDPH's host information (IP address,
port) and supported policies to the DLT system. The policy of AH_A includes the login identity of
the ISDPH. The policy of AH_B includes the login identity, IP address and geolocation of the
ISDPH. AH_B could designate the node to verify the request of ISDPHs. For example, the
geolocation of the ISDPH needs to be verified by some capable nodes.

The ASDPH's host information and supported policies will be recorded into the DLT ledger after
verification and consensus.

2) Each ISDPH authenticates to the nodes in the DLT system.

IH_A and IH_B send authentication requests containing authentication credentials and attributes
(identity, IP address, geo-position, etc) to the nodes in the DLT system.

The nodes in the DLT system verify the authentication request submitted by the ISDPH. After
verification, the nodes search the DLT ledger and determine a list of ASDPHs which the ISDPH is
authorized to access. The authorized list of IH_A contains AH_A. The authorized list of IH_ B
contains AH_A and AH_B. Then the nodes send the authorized list of ASDPHs to ISDPH. The lists
will be recorded into the ledger.
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3) The ISDPH initiates access connection to the ASDPH listed in the authorized list.

IH_A sends an initial access connection request to the AH_A. AH_A queries and determines the
authorized list of ASDPHs for IH_A in the DLT ledger. AH_A is in the list, so it responds and
provides access service to IH_A.
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V.1

Appendix 1V

Architecture and use case of DL T-based threat intelligence sharing platform

(This appendix does not form an integral part of this Recommendation.)

DLT-based threat intelligence sharing platform architecture

Figure IV.1 shows the architecture of a DLT-based threat intelligence sharing platform. The
resource layer contains the necessary resources, such as DLT nodes and networks, to run a DLT
system. DLT nodes contain the storage and computation resources. The network provides
interconnection for the DLT nodes. The protocol layer includes account management and
consensus. The resource layer and protocol layer are similar to those in [b-ITU-T FG DLT D3.1].

The function layer contains the function to manage and query the threat intelligence.

Threat intelligence submission: This module deals with the information submitted by the
threat intelligence providers and records it into the ledger. The threat intelligence providers
submit the threat intelligence into the platform. The threat intelligence and its source is
recommended to be recorded into the ledger.

Threat intelligence format: This module verifies the format and ensures the threat
intelligence is recorded in a standard format.

Threat intelligence feedback: The feedback module is optional to be used to evaluate the
threat intelligence. Some tags could be defined to identify the quality of the threat
intelligence and be used as the feedback.

Permission control: Permission control is recommended when a participant in the platform
queries the threat intelligence. The rules and policies could be defined by the threat
intelligence providers.

Record query: When the participant in the platform queries the threat intelligence, the query
record is recommended to be recorded into the ledger. The record could be used to charge
for the query, and then increase the incentive of the providers to submit more threat
intelligence.

The API layer defines the interface to submit, feedback and query the threat intelligence.

Threat intelligence submission interface: This interface is used by threat intelligence
providers to submit threat intelligence.

Threat intelligence feedback interface: This interface is used by the participants to evaluate
threat intelligence. Only the participants who have previously required the threat
intelligence can feedback and evaluate it.

Threat intelligence query interface: This interface is used by participants to query the threat
intelligence.

The management function aims to manage the whole DLT system so as to ensure the sustainable
and secure running of the DLT system. The functions consist of permission control, operation
management, node management, etc.
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Figure IVV.1 — A DLT-based threat intelligence sharing platform architecture

IV.2  Threat intelligence sharing and rating

Threat intelligence providers and threat intelligence users can share and rate threat intelligence by
using the DLT-based threat intelligence sharing platform. The nodes of DLT can be the professional
threat intelligence manufacturer, antivirus manufacturer, anti-APT manufacturer, detection product
manufacturer, free intelligence alliance, intelligence agency, industry alliance, customer,
government, operator, finial institution, etc.

Figure 1V.2 shows the flow of threat intelligence sharing and rating by using a DLT-based platform.
It is composed of some entities and their interactions from Interaction 1 to Interaction 6.

PP ~P~P

1. Generate threat intelligence 3. Call and query threat 5. Verify threat intelligence
intelligence

2. Publish threat intelligence 4. Apply threat intelligence 6. Threat intelligence rating
Intelligence Industry Government Operator Financial
agency alliance institution
X.1409(22)

Figure 1V.2 — DLT-based threat intelligence sharing and rating
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The entity nodes consist of the threat intelligence providers and threat intelligence users. The
providers could submit threat intelligence to the DLT-based platform, and then the threat
intelligence and its source would be recorded into the ledger. The participants could query and use
the threat intelligence. The authorized participants could feedback and evaluate the threat
intelligence.

The data recorded in the ledger includes node role, threat intelligence, threat intelligence usage
record, information source credibility and contribution rate.

The data is verified by threat intelligence users, such as governments, operators and financial
institutions. They cross-validate the value of intelligence information.

As for updating data, all the verification nodes participate together. For valuable threat intelligence,
they consistently update its usage records and the credibility and contribution rate of threat
intelligence sources. Meanwhile, corresponding point rewards are subsequently established.

The smart contract automatically calculates the credibility and contribution rate of threat
intelligence sources so as to achieve threat intelligence source ratings.
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Appendix V

Architecture and use case of DL T-based security audit platform
(This appendix does not form an integral part of this Recommendation.)

V.1

Figure V.1 illustrates a DLT-based security audit platform architecture. The resource layer, the
protocol layer and the management function are the same as those of the DLT-based threat
intelligence sharing platform described in Appendix IV. The function layer contains the functions to
record the logs into the DLT ledger and the functions to implement audit.

DLT-based security audit platform architecture

. Log submission: This module deals with the submitted logs. It is used when the specific
logs need to be recorded into the ledger and to be audit decentralized.

. Log hash value submission: This module is used if the hash values of the logs need to be
recorded into the ledger. It is recommended to verify the hash value.

. Permission control: Permission control is recommended when a participant in the platform
queries the logs.

. Log record query: The logs and the hash values of the logs recorded in the ledger are

queried to implement audit.

The API layer defines the interfaces to submit the logs and hash values, and the interface to query
the logs for audit.

API layer Management
L T o hash val function
¥ J o .
0g SUbIISsion Og hash vaiue Audit interface
interface submission interface
Permission
Function Layer control
Log management Audit inquery
Log Log hash value Permission | | Log record e
submission submission control query Operation
management
. vy
Protocol layer
| Account | ‘ Consensus ‘ —
Node
management
Resource layer &
| DLT nodes | ‘ Network ‘
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Figure V.1 — A DLT-based security audit platform architecture

V.2

The core of public key infrastructure is the ecosystem of a certification authority which is
responsible for issuing and maintaining certification authority public-key certificates. The security
issues in the certification authority audit (i.e., whether it could effectively and efficiently resist
public-key certificate forgery and tamper attacks) is pivotal in this procedure. Log-based public-key
certificate audit allows website users and domain owners to identity mistakenly or maliciously
issued public-key certificates and identify certification authorities that have gone rogue through a
system of public-key certificate logs, monitors and auditors. In existing centralized solutions, the
data security still depends on an individual log server that is chosen to synchronize public-key

Public-key certificate audit
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certificates. Figure V.2 illustrates an overview of a DLT-based public-key certificate audit. In this
case, there are three types of operations on public-key certificates, i.e., certificate registration,
certificate update and certificate revocation.
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Figure V.2 — Overview of a DLT-based public-key certificate audit

In Figure V.2, a client is the entity who intends to establish TLS [b-IETF RFC 8446] connections
with a domain. A domain usually refers to a website, which obtains a public-key certificate from a
certification authority for secure connections. Certification authorities generate and sign public-key
certificates. Bookkeepers store the operations in blocks and maintain the ledger. The DLT works in
a permission mode which means that only authorized nodes can participate in public-key certificate
management.

The public-key certificate audit procedure is as follows:

1) A domain requests a public-key certificate operation from a certification authority, such as
public-key certificate registration, update or revocation.

2) After the public-key certification authority finishes the requested certification operation, it
signs the operation and broadcasts it to all bookkeepers.

3) A client validates a public-key certificate with the assistance of bookkeepers.
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