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Recommendation ITU-T X.1407

Security requirements for digital integrity proofing service based on distributed
ledger technology

Summary

Recommendation X.1407 specifies the security threats and requirements in digital integrity proofing
based on distributed ledger technology (DLT).

The original proof protected is stored in the off-chain. The hashed data values are stored in the
on-chain. Recommendation ITU-T X.1407 analyses the security threats to the digital integrity proofing
services based on DLT, namely, proof registration and proof provenance. This Recommendation also
describes the security requirements that could address security threats.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1407 2022-01-07 17 11.1002/1000/14800

Keywords

Digital integrity proofing, distributed ledger technologies, security threats and requirements.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.
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protected by patents/software copyrights, which may be required to implement this Recommendation.
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strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.
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Recommendation ITU-T X.1407

Security requirements for digital integrity proofing service based on distributed
ledger technology

1 Scope

This Recommendation specifies the security threats and requirements for digital proofing of the
integrity of an entity based on distributed ledger technology (DLT). The DLT-based digital integrity
proofing platform provides services for distributing, querying, and tracking digital proof of the
integrity of an entity using distributed ledger technologies.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1401] Recommendation ITU-T X.1401 (2019), Security threats to distributed ledger
technology.

[ITU-T X.1402] Recommendation ITU-T X.1402 (2020), Security framework for distributed
ledger technology.

[ITU-T X.1404] Recommendation ITU-T X.1404 (2020), Security assurance for distributed
ledger technology.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined in section 1.4 of [b-1SO 23257], and
elsewhere:

3.1.1 distributed ledger [b-ITU-T X.1400]: A type of ledger that is shared, replicated, and
synchronized in a distributed and decentralized manner.

3.1.2 distributed ledger technologies (DLTs) [b-ISO 22739]: Technology that enables the
operation and use of distributed ledgers.

3.1.3 distributed ledger technology platform [b-ISO 22739]: Set of processing, storage and
communication entities which together provide the capabilities of the DLT system on each DLT node.

3.1.4 integrity [b-ISO 13491-2]: Property that data has not been altered or destroyed in an
unauthorized manner.

3.1.5 ledger [b-ITU-T X.1400]: Information store that keeps final and definitive (immutable)
records of transactions.

3.1.6 smart contract [b-1SO 22739]: Computer program stored in a DLT system wherein the
outcome of any execution of the program is recorded on the distributed ledger.
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3.1.7 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident which can result in harm

to a system or organization.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations

This Recommendation uses the following abbreviations and acronyms:

DDoS Distributed Denial of Service

DLT Distributed Ledger Technology

PoS Proof of Stake
PoW  Proof of Work

PBFT Practical Byzantine Fault Tolerance

5 Conventions

This Recommendation applies the following verbal forms for the expression of provisions:

a) "Shall" indicates a requirement,

b) "Should" indicates a recommendation,

C) "May" indicates permission,

d) "Can" indicates a possibility and a capability.
6 Overview

The process of proving the integrity of certain data is a challenge in case the data is scattered across
different systems. Also, the process of checking the integrity may require searching in many
databases, systems, or manually in hard copies. This situation suffers from the absence of the
complete history of the transaction; as a result, this could lead to delays, additional efforts and costs,
and incorrect decision making. DLT is a tamper-proof, decentralized ledger that establishes a level of
trust necessary for the exchange of value without the use of intermediaries. It relies on decentralized
databases that provide integrity, collaborative, transparent, verifiable, and auditable records for all
transactions. Thus, the traceable, tamper-proof features of DLT enables a solution for digital integrity
proofing where the original data cannot be fraudulently created or compromised without a way to

detect the changes.

DLT-based digital integrity proofing platform

. Business
(| serviee K
- platform

Digital integrity Digital integrity
proof registration proof provenance
DLT-based proof SDK

i

Third-party support service
CA, time service, etc.

Litigation
service

_____________

X.1407(22)

Figure 1 — llustration of digital integrity proofing based on DLT
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The basic scenarios on DLT-based digital integrity proof platforms involve proof registration and
proof provenance. The user on the business service platform initiates a digital proof service call and
registers the proof onto the DLT and stores the hash of the extracted digital signature through the IP
proof registration contract. The process of checking the integrity of the proof depends on checking
the hash value of the proof and comparing the hash with the hashes stored on the DLT. Moreover, to
guarantee the legal use of a digital proof and protect the rights of the user, a digital proof querying
and checking service is provided for forensics on online litigation.

Although the traceable, tamper-proof features of DLT enable better control and exploit the integrity
of the records, there are security threats present in adopting DLT. Some threats are directed at users,
some at digital proof, and others at proof registration and provenance processes. Therefore, it is
necessary and useful to summarize security threats in different categories based on analyses of the
activities involved in DLT-based digital integrity proof. Based on the analysis of these threats, a set
of security requirements is identified.

7 Stakeholders and processes for DLT-based digital integrity proofing

7.1 Stakeholders

7.1.1 Internal stakeholders

Internal stakeholders should include:

a) User

b) Business service platform

C) DLT-based digital integrity proofing platform.

7.1.2 External stakeholders
External stakeholders include:

a) Third-party support services, including organizations that provide CA certificate issuance,
time service and other services;
b) Regulatory agencies, including national judicial agencies, and other litigation-related

organizations.

7.2 Processes of DLT-based digital integrity proofing

7.2.1 Digital integrity proof registration

The key processes of digital integrity proof registration on the DLT include:

a) The user interacts with the business service platform and may generate the needs to protect
the authenticity of the business-related information, the business platform sends the extracted
features of the original information to the DLT-based digital integrity proofing platform;

b) The DLT-based digital integrity proofing platform generates electronic evidence with the
extracted features, time stamp, and other necessary information;

C) The DLT-based digital integrity proofing platform generates a unique hash value for the
electronic evidence through cryptographic hash functions (such as SHA256);

d) The business service platform generates a digital signature for the hash value with the owner's
private key;

e) The business service platform submits the proof record to the smart contract address on the
distributed ledgers;

f) The DLT-based digital integrity proofing platform checks whether the digital signature and

information are complete and executes the smart contract and generates a record in the ledger;
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9) The proof registration is packaged into a new block and the new block is broadcast to the
network.

7.2.2 Digital integrity proof provenance

The key process of digital integrity proof provenance include:
a) The user queries the digital integrity proof on the distributed ledgers;

b) In case of online litigation, the litigation platform conducts forensics for the digital proof
based on the records on the distributed ledgers.

8 Security threats for DLT-based digital integrity proofing

This clause analyses security threats to the stakeholders, i.e., user, DLT-based digital integrity proof
platform, and the processes involved in DLT-based digital integrity proofing, namely, digital integrity
proof registration, and digital integrity proof provenance. Threats to protocol, network and data
components in DLT-based applications are described in detail in [ITU-T X.1401].

8.1 Security threats w.r.t user

8.1.1 User identity fraud

Registered users make illegal requests using false identities to obtain permissions that do not match
their identity.

8.1.2 Private key leakage

The threats of private key leakage in a registry mainly include software client attacks and physical
attacks (e.g., exposure of printed keys to others). The leakage of a private key enables other users to
enter the DLT-based proof platform, compromising its security. The private key leak threat is
described in detail in clause 6.3.2 of [ITU-T X.1401].

8.1.3 Private key loss

The threats of private key loss mainly include malware attacks, physical attacks (e.g., loss of private
keys printed on paper), etc. These behaviours may lead to the disclosure of user privacy which allows
malicious users to enter the DLT-based proof platform and destroy its security. The private key loss
threat is described in detail in clause 6.3.3 of [ITU-T X.1401].

8.1.4 Privacy disclosure

The proof information of the owner may involve sensitive personal information such as name and ID
information, and there may exist a problem of user privacy leakage during the proof registration
process. The privacy disclosure threat is described in detail in clause 6.3.1 of [ITU-T X.1401].

8.2 Security threats w.r.t proof registration

8.2.1 Proof fraud

According to the feature extraction algorithm of digital proof, attackers could construct different
feature values of similar content to the original document. In this way, attackers could write illegal
content in distributed ledgers.

8.2.2  Proof tampering

The malicious user may tamper with the proof of the original document or destroy the integrity and
availability of the proof, thereby resulting in writing the tampered proof into the distributed ledgers.
Asymmetric encryption algorithm attacks can result in insecure transmission and storage. The
asymmetric encryption algorithm attack is described in detail in clause 6.1.5 of [ITU-T X.1401].
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8.2.3 Timestamp dependence attack

Attacks may manipulate the timestamp service of the DLT-based proof platform, resulting in the
platform being unable to keep the sequence of proof registration events accurately, thus lacking the
capability to provide an effective forensics basis for the provenance of proof.

8.2.4 519% attack

When attackers master more than 51% of the computing power, they can construct a new chain. The
new chain can invalidate the main chain proof. Furthermore, a 51% attack may result in the successful
registration of the infringer. The 51% attack is described in detail in clause 6.1.1 of [ITU-T X.1401].

8.2.5 Briber attack

When attackers with sufficient resources bribe nodes with voting rights, they can damage the rights
and interests of a proof distributed ledger network. In this way, attackers write illegal proof
information in the proof distributed ledger network. A bribing attack is described in detail in
clause 6.1.1 of [ITU-T X.1401].

8.2.6  Block-withholding attack

On a DLT-based proof platform based on the proof of work (PoW) consensus algorithm, an attacker
can keep a block they mined and mines the next block in secret if the attacker has enough power. By
releasing more than one block when other miners generate a block, the attacker can make other miners
waste their power. The target of the attack is a platform operator that accepts zero validation. It can
invalidate the main chain proof. It may also result in the successful registration of the infringer. The
block-withholding attack is described in detail in clause 6.1.1 of [ITU-T X.1401].

8.2.7  Chain-hopping attack

An attacker can switch between various blockchains by taking advantage of the difficult adjustment
algorithms of the chain. It can lead to an unfair reward toward the attackers with a loss to the other
users. It may also cause a considerable increase in the effective computing power in the mining pool.
It may also result in the successful registration of the infringer. The chain-hopping attack is described
in detail in clause 6.1.1 of [ITU-T X.1401].

8.2.8 Distributed denial of service attack

On a DLT-based proof platform, an attacker can disenable the network through distributed denial of
service (DDoS) attacks, with sybil attack and eclipse attack being the common methods. This may
result in the successful registration of malicious proof. The sybil attack is described in detail in
clause 6.2.3 and the eclipse in clause 6.2.1 of [ITU-T X.1401].

8.2.9 BGP hijacking attack

An attacker can take advantage of the hijacked border gateway protocol and the network nodes of the
distributed ledgers gets divided into two or more parts. As a result, the DLT is split into two or more
parallel chains. At this time, the proof registration and the malicious proof registration can be done
on parallel branches. After the attack stops, the proof distributed ledger is reunified with the longest
main chain, other branches are discarded, and all proof records on these chains become invalid which
can result in the successful registration of malicious proof.

8.3 Security threats w.r.t proof provenance

8.3.1 Malicious information writing attack

All transaction data in the DLT are non-removable. Once the information is written into the DLT it
cannot be deleted. Attackers may write malicious information in the distributed ledgers by launching
smart contract attacks, e.g., mishandled exceptions attacks, as described in detail in clause 6.1.2 of
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[ITU-T X.1401]. The platform generates new blocks which lead to spam block attacks, thereby
affecting the performance of a DLT-based proof platform.

8.3.2 Proof information disclosure

In proof provenance, an algorithm should be used to encrypt and store proof information. It is
important to ensure the security of the encryption algorithm. Asymmetric encryption algorithm
attacks can result in an insecure state of the DLT-based proof platform. The asymmetric encryption
algorithm attack is described in detail in clause 6.1.5 of [ITU-T X.1401].

9 Security requirements for DLT-based digital integrity proofing

This clause describes security requirements for DLT-based digital integrity proofing based on the
analysis of security threats outlined in clause 7. In addition, this clause describes the security
requirements for the stakeholders, i.e., user, digital integrity proofing platform, and processes
involved in DLT-based digital integrity proofing services, namely, digital proof registration, and
digital proof provenance. The requirements for the security of data, network, consensus and
application are described in detail in clauses 8.1 to 8.4 of [ITU-T X.1402].

9.1 Security requirements for a user

9.1.1 Protection of user identity

The following security requirements related to the avoidance of identity fraud are defined for DLT-
based digital integrity proofing platform.

a) The DLT-based digital integrity proofing platform should specify the operating authority of
different users. The platform should allow the user to use the private key to sign the
information and send it to the DLT. The DLT should recover the public key based on the
signature, identify the users based on the public key, and authenticate user operations;

b) When a user registers into the platform, the platform shall first audit the user's identity
information and may then allocate a label to each user;

c) The DLT-based digital integrity proofing platform should write all the operations of each
user into the distributed ledgers;

d) The DLT-based digital integrity proofing platform should require the provision of an identity
authentication function for each proof registration, including access control, password, digital
signature and biometric recognition, etc.

9.1.2 Private key protection

The following security requirements related to private key protection are defined for DLT-based proof
platform.

a) The DLT-based digital integrity proofing platform should prevent private key leakage — a
DLT-based proof platform operator should prevent malicious code from intruding into its
client;

b) The DLT-based digital integrity proofing platform should prevent private key loss — users of
a DLT-based proof platform should keep the private key in a safe place and avoid leaving
the private keys on easily accessible non-physical and physical media (e.g., printing paper)
without any protection mechanisms — potential countermeasures include personal
identification number codes, passwords, fingerprints and other biometric information, etc.

9.1.3 Privacy protection

The DLT-based digital integrity proofing platform should adopt relevant security protection measures
in the information processing links of collection, storage, use, sharing, transfer, public disclosure,
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etc., to prevent illegal collection, abuse, and leakage of owner information, and to maximize the
protection of the legitimate rights and interests of the owner.

9.2 Security requirements for proof registration

9.2.1 Avoidance of proof fraud

The following security requirements related to avoidance of digital proof fraud are defined for a DLT-
based proof platform.

a) The DLT-based proof platform should provide consensus algorithms with a level of security
assurance (LoSA) and a consensus mechanism strength (CMS) [ITU-T X.1404], e.g.,
practical byzantine fault tolerance (PBFT), to avoid digital proof forgery;

b) The DLT-based proof platform should monitor the effective computing power of the
network, to detect abnormal changes and to prevent chain-hopping attacks;

C) The DLT-based proof platform should enhance the difficulty of eigenvalue construction
algorithms while ensuring that the operating efficiency of the system is within a reasonable
range.

9.2.2 Avoidance of proof tampering

The following security requirements related to the avoidance of digital proof tampering are defined
for a DLT-based proof platform.

a) The DLT-based proof platform should use encrypted hardware;

b) The DLT-based proof platform should use encryption algorithms to ensure the secure
transmission of proof information. The related third-party services should use encryption
algorithms to ensure the secure storage of proof information. The platform and related third-
party services should choose appropriate encryption algorithms, which should have a
compromise between security and computing cost, and key length — it might choose to
increase the length of keys to offset the risks caused by the increasing computing power.

9.2.3 Protection of proof registration

The following security requirements related to registration security control are defined for a DLT-
based proof platform.

a) The DLT-based digital integrity proofing platform shall synchronise to a trusted third-party
time service;

b) The DLT-based digital integrity proofing platform should provide warnings of security
attack, vulnerability, malicious code, threat analysis and data leakage, as well as other threat
intelligence information, and identify the problems existing in the platform through
vulnerability scanning and automated security testing;

c) The DLT-based digital integrity proofing platform should provide identity authentication and
access control to mitigate security attack risks, e.g., malicious tampering and remote attack;

d) For mobile applications, the DLT-based digital integrity proofing platform should provide
security protection methods, e.g., reinforcement and source confusion to prevent reverse
analysis, decompilation and embedding of malicious code;

e) The platform can use the monitoring point technology to write to the client through hard
coding so that the client will accept all of the effective transactions before the monitoring
point, thereby preventing 51% attack — the monitoring point should: introduce an improved
proof of stake (PoS) consensus mechanism with margin and penalty measures; set a time
stamp for the transaction; set third-party reliable node authentication to authenticate identity;
and not accept zero confirmation;
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f)

9)

9.3
9.3.1

The platform can deploy port filtering for abnormal traffic cleaning, cloud security defence,
and high defence for domain name system (DNS) resolution in the system to provide secure
implementation, and should regulate data block size to avoid spam attacks;

The DLT-based digital integrity proofing platform should provide evidence collection and
tracing of security incidents, analyse the reasons and provide methods to contain attacks.

Security requirements for proof provenance

Prevention against malicious information writing

To ensure the security of proof provenance the DLT-based digital integrity proofing platform should:

a)
b)

c)
d)

e)

f)

9.3.2

regulate the size of the data block to prevent nodes from generating spam blocks;

ensure that unauthorized and anonymous entities cannot search or access account data and
transaction data in distributed ledger system nodes;

use libraries that guarantee calculation safety, such as SafeMath;

perform code reviewing to avoid integer flow and mishandled exceptions to prevent attacks
in smart contracts;

use unpredictable random generators to prevent malicious users to control the outcomes of
the smart contracts;

The design of access control during program development should be as strict as possible to
prevent the ownership of smart contract functions from being tampered with by attackers to
obtain the highest operating authority.

Protection of proof information

To ensure the security of proof information the DLT-based digital integrity proofing platform should:

a)
b)

use encrypted hardware to store the proof information of off-chain;

choose appropriate encryption algorithms which should have a compromise between security
and computing cost, and key length — it might choose to increase the length of the keys to
offset the risks caused by increasing the computing power;

use an effective access control mechanism to ensure controllable access to proof information.
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Appendix |

Use case of e-invoice based on distributed ledger technology
(This appendix does not form an integral part of this Recommendation.)

Under the consensus mechanism only invoices written by tax authorities can be verified and
approved, and invoices written by any other nodes cannot be confirmed, thus ensuring the authenticity
of invoices. With smart contracts, transactions and invoicing occur simultaneously, and consumer
payments and invoicing takes place seamlessly. An overview is given in Figure I.1. For details, please
refer to [b-IEEE 2142.1-2021] Recommended practice for e-invoice business using blockchain
technology.
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Figure 1.1 — Use case overview of DLT-based electronic invoice

The use case of electronic invoices based on distributed ledger technology by medical institutions is
described as follows:

a) Medical institutions register an account on the blockchain, connect to the DLT-based
invoicing system and set the invoicing conditions on the chain

b) The medical institution issues a prescription

c) The user completes the payment of medical expenses with a prescription

d) The user receives a detailed list of medical expenses after the payment is completed

e) The user applies for invoicing

f) The user successfully obtains a blockchain electronic invoice

9) Users can scan the code on the mobile terminal to receive and view the blockchain electronic
invoice

h) The mobile terminal can push reimbursement messages, and users can use the blockchain

electronic invoice to complete the circulation and reimbursement on the chain.

The invoicing process based on the payment may include the following phases:
— Phase A: transaction
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- Phase B: invoice issuance
- Phase C: reimbursement
- Phase D: tax clearance

Phase A. Transaction Phase B. Invoice issuance ° Phase C. Reimbursement °

Phase D. TAX clearance

Customer (Buyer) Wallet Enterprise (Buyer)
B5. User authorize to store
he the invoice to the wallet C1. Reimbursement request e D1. TAX clearance
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. Q) Y/,,
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TAX deductible SN,
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@ ‘

@— A2. Generate order B3. Invoice issued m C3. Verification m

AS. payment B2. Digital signed request
Payment Seller TAX Admin@Seller TAX Admin@Buyer
platform X.1407(22)

Figure 1.2 — Use case flow chart of DLT-based electronic invoice

In the transaction phase, when the customer (i.e., buyer) places an order, the service provider (i.e.,
seller) generates the order over the payment platform, the payment platform then confirms the order
after the customer authorization is received, and the receipt is generated when the payment is
processed. The receipt could be in the form of a payment block over a payment chain or a record in a
centralized database.

In the invoice issuance phase, the invoice is issued by the origin TAX admin of the merchant based
on the customer's request from the customer's wallet for instance, and the payment receipt is used as
the unspent transaction output (UTXO) for the invoice issuance. The participating nodes include the
core consensus nodes anchored on the core layer of the ledger as well as the simplified payment
verification (SPV) nodes, such as the merchant node, personal wallet node, etc.

In the reimbursement phase, the customer associating enterprise (CAE) as an SPV node verifies the
invoice when the customer initiates the reimbursement process, and the invoice in the personal wallet
is repaid as a UTXO.

In the TAX clearance process, the destination TAX admin nodes and the CAE SPV node join the
process, the invoice is used as UTXO to repay the VAT.

There are several advantages to the electronic invoice system using DLT as follows:

1. Ensure that the invoice is authentic and the whole process of invoice collection, invoice
issuing, circulation, entry, reimbursement is traceable.

2. The invoice data is tamper-proof and the tax bureau, the billing party, the circulation party,
and the reimbursement party participate jointly in the bookkeeping process.

3. DLT-based e-invoice does not need tax-disk and special equipment. For traditional invoices,

it requires multiple tax-disks for each store in the case of chain stores; The DLT-based e-
invoice is automatically reimbursed by the ERP and the number of stores does not bring
additional cost.
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For traditional invoices, if the number of invoices approved by the tax authorities cannot
meet the business needs due to a temporary increase in business volume, the taxpayer may
apply for additional invoices to the tax authorities. However, DLT-based invoices are
supplied on demand and do not need additional application processes.

It takes time and effort to collect and purchase traditional invoice papers from the tax bureau;
while DLT-based e-invoices are paper free.
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Appendix 11

Use case for verification of academic certificates based on distributed ledger
technology

(This appendix does not form an integral part of this Recommendation.)

Verification of certificates is a time-consuming process as it may require days or weeks. Employers
are concerned about the authentication of qualifications and spend considerable time communicating
with universities to verify the integrity of certificates and to ensure applicants hold an impeccable
qualification. Blockchain will provide transparency and simplify sharing the authenticated certificates
with a variety of employers or any other parties.

Employers can prove the integrity of the academic certificate by using DLT. DLT provides a recognized
secure source to store students' qualifications, accessible by a variety of institutions and universities. It
provides a persistent public record, safeguarded against changes to the institution or loss of its private
records.

This pattern consists of the following components:

Users

— Issuer (University)

- Recipient (Students)

- Verifier (Employers)

Systems

- The nodes of universities.

- Blockchain platform

- The certificates hashes
- Electronic certificate file

The process of checking the integrity of the certificate depends on checking the hash value of the
certificate and comparing the hash with the hashes stored in the blockchain as displayed in Figure 11.1.
The steps include:

— University issues a new electronic certificate for a student and uploads the file into DLT.
— DLT hashes and stores the file of the certificate.

- To show proof of integrity, the student or employer uploads the document of the certificate
into the DLT platform.

— DLT generates the hash for the document and then compares the generated hash value with
the hashes stored on the blockchain.

- If the generated hash match one of the hashes stored in the blockchain then the certificate is
authentic.
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Figure 11.1 — Use case overview of DLT-based verification of academic certificate

Benefits of using DLT to authenticate the academic certificates:

DLT solves the current difficulties in the validation and authentication process.
DLT can group all the universities in one single platform.
DLT technology encourages employers to work with universities systematically.

DLT helps save and share authentic and integral information as one source of truth.
— DLT saves time, cost, and effort.
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