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Summary 

Recommendation ITU-T X.1406 identifies security threats to online voting systems using distributed 

ledger technology (DLT) based on telecommunication or information and communication technology 

(ICT) infrastructure. 

Recommendation ITU-T X.1406 proposes a reference model for such online voting systems and 

analyses security threats in online voting processes described in the models. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 
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mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 
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Introduction 

Distributed ledger technology (DLT) is emerging with great potential to enable innovative financial 

or non-financial decentralized services (e.g., identity management, credit management, crowd 

funding, peer-to-peer insurance, smart contracts, supply chain management, online voting and 

medical records) that eliminate the need for third party intermediaries. All these services using DLT 

are based on telecommunication or information and communication technology (ICT) infrastructure. 

An online voting system that uses DLT is a successful use case for non-financial services in many 

countries. The use of DLT for online voting services offers opportunities to enhance growth and 

development of the telecommunication or ICT market. Online voting systems using DLT can provide 

benefits to the telecommunication or ICT industry by making it the indispensable infrastructure for 

future online voting services. 

Therefore, online voting systems using DLT will have a profound impact on telecommunication or 

ICT users and industries including telecommunication or ICT service providers. 

Recently, many countries (e.g., Denmark, Estonia, Republic of Korea, Spain, Ukraine and the USA) 

have implemented online voting systems using DLT based on telecommunication or ICT 

infrastructure. However, there are potential security threats in online voting processes using DLT 

[b-SR_NIA_KR]. 

This Recommendation proposes a reference model and security considerations for online voting 

systems using DLT based on telecommunication or ICT infrastructure and focuses on security threats 

that can be categorized as: threats to data confidentiality, data integrity and service availability; 

unauthorized access to information systems; and malicious behaviour in online voting processes on 

the grounds of the model. 
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Recommendation ITU-T X.1406 

Security threats to online voting systems using distributed ledger technology 

1 Scope 

This Recommendation identifies security threats to online voting systems that use distributed ledger 

technology (DLT) based on telecommunication or information and communication technology (ICT) 

infrastructure. This Recommendation focuses on online voting systems with databases (DBs) based 

on client or server and private distributed ledger networks (DLNs) based on telecommunication or 

ICT infrastructure. 

This Recommendation does not consider paper-based electronic voting systems (e.g., punch card 

voting machines) or direct-recording electronic voting systems. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1400] Recommendation ITU-T X.1400 (2020), Terms and definitions for distributed 

ledger technology. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 block [ITU-T X.1400]: Individual data unit of a blockchain, composed of a collection of 

transactions and a block header. 

NOTE – A block may be immutable and considered as the digital entity described in clause 3.2.2 of 

[b-ITU-T X.1255], however, it can be applied to other networks or other computational facilities. 

3.1.2 consensus mechanism [ITU-T X.1400]: Rules and procedures by which consensus is 

reached. 

3.1.3 distributed ledger [ITU-T X.1400]: A type of ledger that is shared, replicated, and 

synchronized in a distributed and decentralized manner. 

3.1.4 node [ITU-T X.1400]: Device or process that participates in a distributed ledger network. 

NOTE – Nodes can store a complete or partial replica of the distributed ledger. 

3.1.5 repudiation [b-ISO/IEC 20944-1]: Denial by one of the entities involved in a 

communication of having participated in all or part of the communication. 

3.1.6 smart contract [ITU-T X.1400]: A program written on a distributed ledger system which 

encodes the rules for specific types of distributed ledger system transactions in a way that can be 

validated, and triggered by specific conditions. 

3.1.7 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident, which can result in harm 

to a system or organization. 
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3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 online voting: Voting using electronic means based on telecommunication or ICT 

infrastructure to either aid or deal with the tasks of casting and counting votes. 

3.2.2 distributed ledger network (DLN): Network of distributed ledger technology nodes that 

make up a distributed ledger system. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

APT Advanced Persistent Threat 

DB Database 

DDoS Distributed Denial of Service 

DLN Distributed Ledger Network 

DLT Distributed Ledger Technology 

IT Information Technology 

PC Personal Computer 

PII Personally Identifiable Information 

QR Quick Response 

URL Uniform Resource Locator 

5 Conventions 

None. 

6 Model and security considerations of online voting systems using DLT 

As shown in Figure 1, in the reference model of an online voting system that uses DLT proposed in 

this Recommendation, the main components are: voting client (voter); election administrator; 

candidates; election observers; voting server; voter list server; and a private DLN that has nodes 

[ITU-T X.1400], a consensus mechanism [ITU-T X.1400], etc. 
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6.1 Model of online voting systems using DLT 

 

Figure 1 – Model of online voting system 

As shown in Figure 1, the process of online voting in the reference model is as follows: 

• step 1: the voting server identifies and authenticates a voter under the non-DLT domain; 

• step 2: the voting server verifies a voter against the voters list under the non-DLT domain; 

• step 3: the election administrator generates a ballot paper under the non-DLT domain; 

• step 4: the voting server offers a ballot paper to a voter under the non-DLT domain; 

• step 5: a voter casts a vote using a voting client under the non-DLT domain; 

• step 6: the voting server requests the DLN to store vote information and an audit log, the 

DLN then stores vote information and the audit log by interaction between the non-DLT 

domain and DLT domain, see Figure 2 for more details; 

• step 7: the election administrator, candidates and election observers request the DLN to 

extract vote information, the DLN then sends vote information to them by interaction 

between the non-DLT domain and DLT domain; and, 

• step 8: the election administrator, candidates and election observers count votes under the 

non-DLT domain. 

As shown in steps 7 and 8 of Figure 1, the election administrator could use a smart contract to extract 

vote information from a node on the DLN and to count the votes. The smart contract has the authority 

to retrieve vote information stored in the form of a distributed ledger from the node. 

As shown in Figure 1, online voting systems using DLT consist of both a DLT domain and a non-

DLT domain. The non-DLT domain includes a voting client (voter), DB server (voters list), voting 

server and election administrator. In the DLT domain, participants with nodes in the DLN should 

include at least an election administrator, candidates and election observers. 
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Figure 2 – Consensus process under online voting system 

As shown in Figure 2, the consensus process under the online voting system in Figure 1 is as follows: 

• step 1: the voting server requests voting verification from a node on the DLN with vote 

information and an audit log as voting data; 

• step 2: the node on the DLN responds to the voting verification request; 

• step 3: the voting server requests voting data storage from the node on the DLN; 

• step 4: the node on the DLN makes a new block [ITU-T X.1400] storing the vote information 

and the audit log; 

• step 5: the node on the DLN shares the new block with the other nodes on the DLN; 

• step 6: each node on the DLN verifies the new block; 

• step 7: each node on the DLN appends the new block to the previous block; and, 

• step 8: the node on the DLN responds to the voting data storage request. 

The vote information should include the candidate selection. The audit log should include at least: 

• a timestamp to authenticate the voter; 

• the authentication result (success or failure); 

• a timestamp to verify the voter; 

• the verification result (success or failure); 

• a timestamp to generate a ballot paper; 

• the generation result (success or failure); 

• a timestamp to cast a vote; and, 

• the result of casting a vote (success or failure). 

As shown in Figure 3, the process for vote counting of an online voting system in Figure 1 is as 

follows: 

• step 1: the election administrator, candidates and election observers request extraction of vote 

information from nodes on the DLN; 

• step 2: each node on the DLN retrieves vote information; 

• step 3: each node on the DLN responds with vote information to the election administrator, 

candidates and election observers; 

• step 4: the election administrator, candidates and election observers count the votes; and,  
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• step 5: the election administrator, candidates and election observers mutually verify vote 

count results. 

 

Figure 3 – 'Counting vote process' of online voting system 

There are two types of key data in an online voting system: personally identifiable information (PII); 

and voting data. The PII is used to verify whether a voter is valid before voting. Voting data includes 

vote information and audit logs. Online voting systems using DLT should protect both PII and voting 

data as significant information assets. 

As shown in Figure 4, when identifying and authenticating a voter and verifying whether a voter is 

valid before voting, the PII flow in the online voting system in Figure 1 is as follows: 

• step 1: a voter sends PII to the voting server to verify identity; 

• step 2: the voting server responds to the voter with the identification and authentication result, 

the voting server does not store the PII of the voter; 

• step 3: the voting server sends the PII of the voter to the DB server, which maintains a list of 

valid voters; 

• step 4: the DB server verifies the voter by comparison with the list of valid voters and then 

discards the PII of the voter; and, 

• step 5: the DB server responds with the verification result to the voting server. 
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Figure 4 – PII flow in online voting system 

As shown in Figure 5, when casting a vote, the voting data flow in the online voting system in Figure 1 

is as follows: 

• step 1: a voter sends vote information to the voting server; 

• step 2: the voting server sends the vote information and audit log to a node on the DLN; 

• step 3: all nodes on the DLN store the vote information and audit log as voting data; and, 

• step 4: the node responds with the result from stored voting data to the voting server, which 

then responds with it to the voter. 

 

Figure 5 – Voting data flow when casting a vote 
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As shown in Figure 6, when counting the votes, the voting data flow under the online voting system 

in Figure 1 is as follows: 

• step 1: the election administrator, candidates and election observers request vote information 

as voting data from each node on the DLN; 

• step 2: each node on the DLN retrieves the vote information; 

• step 3: each node on the DLN sends the vote information as voting data to the election 

administrator, candidates and election observers; and, 

• step 4: the election administrator, candidates and election observers count the votes and then 

mutually verify the results of counting the votes, and discard the vote information. 

 

Figure 6 – Voting data flow when counting votes 

6.2 Security considerations of online voting systems using DLT 

Security considerations of an online voting service based on DLT should be identified. Security 

considerations of data confidentiality; verifiability; robustness; receipt-free status; correctness; 

integrity; uniqueness; voter authentication; coercion resistance; and zero trust are helpful to the 

development of countermeasures against identified security threats. 

6.2.1 Data confidentiality 

To protect information from access by unauthorized parties, an online voting system must build in 

safeguards for data input, storage, access and use. 

6.2.2 Verifiability 

In an online voting system, the ballot result should be verified after voting by voters. The online 

voting system should provide two kinds of verifiability: individual verifiability, which involves voters 

verifying their own vote after voting; and universal verifiability, which entails verification of whether 

the final voting tally has been computed correctly. 

6.2.3 Robustness 

Robustness is the ability of an online voting system to cope with errors during execution and 

erroneous input. An online voting system with robustness should guarantee that the final tally should 

be correctly computed even in the presence of faulty behaviour from a number of parties. 
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6.2.4 Receipt-free status 

Receipt-free status of an online voting system ensures not only that voters can keep their vote private, 

but also that individuals must keep it private. This means that voters do not have the ability to prove 

to any third party that they have cast a particular vote. Voters should neither obtain nor be able to 

construct a receipt proving the content of their vote. In a receipt-free voting scheme, voters cannot 

prove their vote to anyone; this makes vote-buying impractical. 

6.2.5 Correctness 

Correctness of an online voting system means that it records and counts all votes and shall do it 

correctly. 

6.2.6 Integrity 

Integrity of an online voting system prevents any attacker tampering with data during the whole 

voting process (i.e., votes should not be modified, forged or deleted without detection). 

6.2.7 Uniqueness 

Uniqueness of an online voting system ensures that only one vote per user is counted. 

6.2.8 Voter authentication 

Voter authentication of an online voting system ensures that voters must identify themselves to be 

entitled to vote and no one can imitate other voters to vote. 

6.2.9 Coercion resistance 

Coercion resistance of an online voting system means that it is infeasible for anyone to determine 

whether a voter complies with coercion demands. A coercion resistant online voting system offers 

not only receipt-free status, but also defence against randomization, forced abstention and simulation 

attacks – all potentially in the face of corruption of a minority of tallying authorities. 

6.2.10 Zero trust status 

Zero trust status of an online voting system means that a voter does not need to trust anyone, including 

other voters and voting authorities, to ensure data confidentiality, integrity and correctness of the 

voting process. 

7 Security threats in the online voting process 

Potential security threats that could occur during the online voting service using DLT should be 

identified. Security threats are categorized as: threats to data confidentiality, data integrity or service 

availability; unauthorized access to information system; and malicious behaviour. 

7.1 Threats to data confidentiality 

Threats to data confidentiality due to security incidents (e.g., advanced persistent threat (APT) 

attacks) and information technology (IT) disasters (e.g., human error), which target key information 

systems that make up online voting systems using DLT, should be identified. 

7.1.1 Disclosure of PII of a voter during transmission 

• As a voting server identifies and authenticates a voter, the PII of the voter could be disclosed 

during transmission between a voting client (e.g., personal computer (PC) or smart phone) 

and the voting server. 

• As a voting server verifies whether a voter is valid, the PII of the voter could be disclosed 

during transmission between the voting server and the DB server with the list of valid voters. 
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7.1.2 Disclosure of vote information and audit log during transmission 

• As a voter casts a vote, vote information could be disclosed during transmission between a 

voting client (e.g., PC or smart phone) and voting server. 

• As a voting server stores vote information and its audit log as voting data in a distributed 

ledger, the voting data could be disclosed during transmission between the voting server and 

a node on a DLN. 

• As one node shares vote information and audit log as voting data with other nodes on a DLN, 

the voting data could be disclosed during transmission among nodes on the DLN. 

7.1.3 Disclosure of voters list from database 

A massive list of valid voters could be disclosed from a DB server running a vulnerable operating 

system or DB application. 

7.1.4 Disclosure of vote information and audit logs from a database on a DLN 

Massive vote information and audit logs as voting data could be disclosed from a node running a 

vulnerable operating system or DB application on a DLN. 

7.2 Threats to data integrity 

Threats to data integrity due to security incidents (e.g., APT attacks) and IT disasters (e.g., human 

error), which target key information systems that make up online voting systems using DLT should 

be identified. 

7.2.1 Tampering with a ballot paper during transmission 

• Ballot papers generated by an election administrator could be tampered with during 

transmission between an election administrator client (e.g., PC) and a voting server. 

• As a voter tries to cast a vote, a ballot paper could be tampered with during transmission 

between a voting client (e.g., PC or smart phone) and a voting server. 

7.2.2 Tampering with vote information and audit log during transmission 

• As a voter casts a vote, vote information could be tampered with during transmission between 

a voting client (e.g., PC or smart phone) and a voting server. 

• As a voting server tries to store vote information and its audit log as voting data in a 

distributed ledger, voting data could be tampered with during transmission between the 

voting server and a node on the DLN. 

• As one node shares vote information and its audit log as voting data with other nodes on a 

DLN, the voting data could be tampered with during transmission among nodes on DLN. 

7.2.3 Tampering with vote information and its audit log in a database on a DLN 

Massive vote information and audit logs as voting data could be removed from a node running a 

vulnerable operating system or DB application on a DLN. 

7.2.4 Tampering with a database voters list 

A massive list of valid voters could be tampered with by a DB server running a vulnerable operating 

system or DB application. 

7.3 Threats to service availability 

Threats to service availability due to security incidents (e.g., APT attacks) and IT disasters (e.g., 

human errors), which target key information systems that make up online voting systems using DLT, 

should be identified. 
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7.3.1 Reduced service continuity of a DLN 

The availability of a DLN that processes (replicates, shares, synchronizes, etc.) massive vote 

information and audit logs as voting data with a consensus mechanism could be reduced by a 

distributed denial of service (DDoS) attack on the network infrastructure. 

7.3.2 Reduced service continuity of nodes on DLN 

The availability of nodes on a DLN that maintain massive vote information and audit logs as voting 

data could be reduced by a DDoS attack on the operating system or DB application. 

7.3.3 Reduced service continuity of voting 

• The availability of a voting server that identifies, authenticates and verifies a voter could be 

reduced by a DDoS attack on the operating system or application. 

• The availability of a DB server that maintains a massive list of valid voters could be reduced 

by a DDoS attack on the operating system or DB application. 

7.4 Unauthorized access to an information system 

Unauthorized access due to security incidents (e.g., APT attacks) and IT disasters (e.g., human error), 

which target key information systems that make up online voting systems using DLT, should be 

identified. 

7.4.1 Unauthorized access to a voters list in a database 

Unauthorized access could occur to a voter list server or DB that stores and retrieves massive personal 

data of voters. 

7.4.2 Unauthorized access to a voting server 

Unauthorized access could occur to a voting server that provides voting services to voters, an election 

administrator, voter list server and DLN revealing voter identification and verification, voting rights 

verification, electronic ballot creation and transmission, audit log creation and transmission, etc. 

7.4.3 Unauthorized access to nodes on a DLN 

• Unauthorized access could occur to the DLN infrastructure (e.g., network devices and lines) 

that transmits to replicate, share and synchronize massive critical data (e.g., vote information 

and audit logs) consensually among nodes. 

• Unauthorized access could occur to nodes that are key components of the DLN, which stores 

and maintains massive critical data (e.g., vote information and audit logs). 

7.5 Malicious behaviour 

Voters, election administrators, election-related stakeholders (e.g., supporters of candidates, etc.), 

software developers, and so on, who could behave maliciously should be identified. 

7.5.1 Repudiation of ballot generation by an election administrator 

An election administrator could repudiate without authority the generation of electronic ballots 

provided to voters using voting clients (e.g., PCs or smart phones) through a voting server. 

7.5.2 Multiple voting by a voter 

A voter could exercise multiple voting using voting clients (e.g., PC or smart phone) through a voting 

server. 

7.5.3 Repudiation of voting by a voter 

A voter could repudiate without authority the voting (e.g., selection of a candidate) on an electronic 

ballot using a voting client (e.g., PC or smart phone). 
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7.5.4 Casting a vote under coercion 

A voter could be coerced to make an unwanted voting choice (e.g., selection of a candidate). 

7.5.5 Infection with malware 

• Malware could be inserted during the development and distribution of software related to 

online voting systems using DLT (e.g., voting software for voter, critical information transfer 

modules and software for counting the votes). 

• Voting clients (e.g., PCs or smart phones) used by voters and election management clients 

(e.g., PCs) used by election administrators could be infected with malware. 

7.5.6 Fraudulent voting 

There could be fraudulent voting with a stolen identity. 

7.5.7 Bribery attack 

Attackers could affect the result of the vote by bribing the voter. Bribery is hard to prevent in real 

world voting. However, cryptography can be used to make online voting system receipt-free, thus, 

preventing bribery attacks. 

7.5.8 Randomization attack 

In a randomization attack, an attacker coerces voters by requiring that they submit randomly 

composed balloting material. In this attack, the attacker is unable to know which candidate voters 

vote for. As a result, the attacker nullifies the voter choice with a large probability. 

7.5.9 Forced-abstention attack 

A forced-abstention attack is related to that in clause 7.5.8. In this case, the attacker coerces voters 

by demanding that they refrain from voting. If attackers can see who has voted, they can use this 

information to threaten and effectively bar voters from participation. 

7.5.10 Collusion attack 

A collusion attack involves multiple parties (including voters and some voting authorities) 

cooperating to break the security of the online voting system. 
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Appendix I 

 

Use cases of online voting systems using distributed ledger technology 

(This appendix does not form an integral part of this Recommendation.) 

This appendix references three use cases of a DLT-based online voting system: 

The government of the Republic of Korea conducted a proof-of-concept to demonstrate the 

prevention of voter fraud in vote casting and counting, and the ability for direct voter verification of 

their vote; The Istanbul Technical University proposed a proof-of-concept and successfully 

demonstrated that disadvantages of conventional physical elections such as waiting times can be 

greatly reduced; and Plymouth University (United Kingdom) proposed a proof-of-concept to 

demonstrate voter anonymity based on a multi-tiered architecture operating two distinct blockchains. 

I.1 Use case in the Republic of Korea 

In 2018, the government of the Republic of Korea (National Election Commission) implemented a 

DLT-based online voting service demonstration project that uses DLT to prevent tampering with 

voting and counting results, and to enable stakeholders to directly verify the result. [b-PR_NEC_KR] 

As shown in Figure I.1, voters whose identities have been verified can vote through the online voting 

system provided by the National Election Commission and verify the results of voting after the vote. 

Participants with nodes in the DLN consist of the National Election Commission, candidates and 

election observers. 

 

Figure I.1 – Online voting service in the Republic of Korea 

As the voting data is distributed by and stored on DLT, online voting is enhanced in transparency and 

security because tampering with the voting result is actually impossible even if a cyberattack occurs. 

As shown in Figure I.2, the main components of the online voting system in Republic of Korea are 

the voting client (voter), election administrator, vote-counting server, voting server, voter list server 

and DLT systems, which have nodes, a consensus protocol, etc. The DLT system stores encrypted 
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vote information and audit logs as voting data. As voting data is anonymized, the DLT system stores 

vote information and audit logs that cannot be used to identify voters. 

 

Figure I.2 – Diagram of online voting system in the Republic of Korea 

Figure I.2 is a schematic diagram of the online voting system as follows: 

• step 1: the voting server identifies and authenticates a voter under the non-DLT domain; 

• step 2: the voting server verifies a voter against the voters list under the non-DLT domain; 

• step 3: the election administrator generates a ballot paper under the non-DLT domain; 

• step 4: the voting server offers a ballot paper to a voter under the non-DLT domain; 

• step 5: a voter casts a vote using a voting client under the non-DLT domain; 

• step 6: the voting server requests the DLT systems to store vote information and audit log by 

interaction between the non-DLT domain and DLT domain; 

• step 7: the DLT systems check invalid votes by smart contract and then store vote information 

and audit log by interaction between the non-DLT domain and DLT domain; and, 

• step 8: the DLT system with anonymized voting data counts the votes by smart contract and 

then sends the result to the vote-counting server. 

There are several advantages to the online voting system using DLT in the Republic of Korea, namely 

to ensure: 

• integrity of voting data using the DLT systems in which stakeholders (e.g., election 

administrator, candidates and election observers) participate as nodes; 

• accuracy of voting results and the validity of votes using a smart contract; 

• anonymous voting for privacy using a DLT system with anonymized voting data; and, 

• re-voting using the digital signature of a voter if necessary. 
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I.2 Use case in Turkey [b-PR_TR] 

Istanbul Technical University in Istanbul, Turkey proposed an online voting system using DLT to 

eliminate disadvantages of conventional elections. Security and data integrity of votes are provided 

and waiting time for vote counting decreased significantly. 

As shown in Figure I.3, this use case of an online voting system is about the citizen and government. 

Government in this system only authorizes citizens who can vote or prevents citizens who have 

already voted in that election from voting again. Also, government and citizens determine the 

candidates that will be participating in that election. The ballot box information, candidates and 

citizen ballot box relation are provided by the government, which is the trusted party in elections. The 

vote of a citizen is added to the DLT system, so that any vote has a guarantee from the system of 

being immutable. Since the DLT system contains all citizen votes anonymously at the end of the 

election, the official results are announced within minutes after the election terminates. Any 

concerned third party can get vote counts to be sure that voting can really be trusted.  

 

Figure I.3 – Online voting system in Turkey 

As shown in Figure I.4, the structure of the system has levels. The number of levels in the system 

differs according to the necessities of the country. In order to provide a fast, consistent and secure 

system, the system is designed with an architecture containing levels. The level number (e.g., level 

0, level 1, etc.) will change from country to country according to the features of that country. The 

rationale for using an architecture containing levels is explained later in detail. Furthermore, the 

consensus of the system is satisfied using delegated proof of stake (DPoS) algorithms. 
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Figure I.4 – Architecture of online voting system in Turkey 

If the whole country is represented by a single DLT system, synchronization of the system would 

have performance issues due to the vast number of ballots and the distance between voting centres. 

Distance in connected systems is always cause of latency. For a system that includes the whole 

country under the same DLT system, latency between two voting centres would be a big problem, 

because for Turkey, expected latency would be at least 100 ms. This is a huge value for a system that 

consists of 10 000 centres, at which there would be simultaneous voting. In this case, synchronization 

of the system would take lots of time. So, in order to decrease latency, the DLT systems are distributed 

over levels. There will be different DLT systems at each level, from lowest to highest, and 

connections between levels will be provided by a secure system. 

At the lowest level, there will be a DLT system that consists of nodes (servers in voting centres) 

where citizens will vote in an election. Due to the relatively small number of nodes in the system, 

synchronization will take an affordable amount of time at the lowest level. When the number of nodes 

is arranged in a good pattern (i.e., DLT system overload will not cause enormous latency), the system 

will perform well. A citizen will go to the voting centre and enter the system with the identity that is 

provided by the government. The construction of a system that works on the government system that 

will hold citizen data for a specified election is under consideration. If a citizen has not yet voted, 

they will be able to cast their ballot for one of the candidates. Candidate details will be held in a DB 

stored in a government-related system. When the authentication process is satisfied, a citizen will 

vote by choosing one proposed candidate or a blank vote for those who do not want to vote for any 

of the candidates. In this system, proposed candidates will be taken from a DB that includes relations 

between ballot boxes and candidates. Thus, there will be only appropriate candidates. Most 

authentication systems used across government-related systems are managed by an e-government 

system. When a user passes the authentication phase, it will be apparent whether a vote has previously 

been cast. If a citizen has not yet voted, the citizen will choose a desired candidate according to the 

steps explained in the foregoing. 

At the second lowest level, there will be a cluster of DLT systems that stores data that are coming 

from the level below. In this level, DLT facilities make the system consistent. For Turkey, it is 

considered that two levels will be enough. The system at the second level can have about 700 nodes, 
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considering the population of the country. That greatly improves performance of the system because 

the number of connected nodes in this structure decreases considerably. Additionally, if the number 

of the nodes at the second or upper levels is increased, performance increases exponentially. For a 

country that has more citizens, the number of levels can be increased in order to decrease collisions 

between transactions. Consequently, system can be considered as scalable. 

Communication between levels is ensured using communication protocols. Periodic communication 

is needed. So, there will be a time delay between level synchronization. Because, if each vote was 

considered instantly, there would be a huge bottleneck. This synchronization will provide consistency 

through the system. For Turkey, this synchronization time should be 5 min i.e., at the end of each 

5 min period, each node cluster will send DLT system data to the upper level node. At this level, data 

will be synchronized between nodes using a different synchronization algorithm. A two-levelled 

example is shown in Figure I.4. There are voting centres that use the same DLT system in their 

selected area. Also, voting centres can deploy numerous voting servers. Moreover, all level 1 nodes 

use the same DLT system. 

The vote centres are DLT system nodes. There will be a file at each node (voting centre) that stores 

the number of data that indicates the number of votes accepted from the upper level at the previous 

synchronization step. At every specified time interval, voting will be stopped for a very short time 

period (it is expected to be 1 min for Turkey) in order to synchronize DLT system data between levels. 

When the data arrives at an upper level from lower DLT system nodes, it will be checked in order to 

satisfy consistency. 

If data consistency is ensured, a flag indicates the data is accepted. At this point, nodes at level 0 

await an answer from level 1 (and level 1 from level 2, so on). If a flag indicates the votes are accepted, 

the files at each node (voting centres) will be updated. So, nodes at the lower level of two will always 

know how many votes have been accepted at the upper level. Additionally, data will be added to the 

DLT system at the level at which data has arrived (if the communication is between level 0 level 1, 

the indicated level is level 1). This data will be considered as a transaction block, i.e., all new votes 

(votes coming after previously added votes) are considered as a vote cluster and as an array in 

computer scientific terms. This vote cluster will be a block that will be added to the DLT system. 

In the synchronization phase, if the data coming to the upper level from different servers are 

inconsistent, that is a case that should be considered with care. If consensus cannot be satisfied, the 

data will not be accepted by the higher of the two levels and a "decline" flag will be sent to the lower 

one. In this case, the same data should be resent to the upper level. Until consistency is satisfied, this 

procedure will continue, to satisfy consistency at each level. 

All nodes at the lower levels know that the data is accepted if the answer so states; in which case, 

they can continue working. However, in order to satisfy consistency through the system, delays 

between synchronizations should be arranged very carefully. If the delay between levels is a short 

amount of time, the time spent for synchronization may increase greatly. In contrast, if the delay is a 

long amount of time, the data to be sent between levels acquires an enormous size and data transfer 

is a problem. So, in order not to create a bottleneck in the system, this delay between levels should 

be chosen carefully. With well-designed synchronization times between levels, a high performance 

providing a consistent system is obtained. 

I.3 Use case in the United Kingdom [b-PR_UK] 

Plymouth University, United Kingdom, has proposed an architecture to solve the issues of digital 

voting by using blockchain technology. The voting mechanism and architecture, and voting process 

are as follows. 

Figure I.5 shows the network is a multi-tiered, decentralized infrastructure that houses two distinct 

blockchains; the network is divided into three abstract tiers: national; constituency; and local. 
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The local tier contains all digital polling stations across the country, each of which is associated with 

a constituency node. A local node is set up only to communicate with other local nodes under the 

associated constituency node and the constituency node itself. The constituency tier contains all nodes 

deemed to be at a constituency level. These nodes would be directly connected to each other and to a 

subset of polling stations depending on location. The national tier is a collection of nodes that are not 

tied to location, their sole purpose is to mine transactions and add blocks to the vote blockchain. All 

constituency nodes communicate to a national node and national nodes can communicate with each 

other. 

Independent bodies will monitor and audit the voting process. These bodies will host or have access 

to a national node and will be able to verify that the unencrypted results match the encrypted votes. 

Individuals and organizations can volunteer to be a national node. These applications are processed 

by the government to ensure that they meet the minimum requirements set by a governing body. 

As part of the design, there is an encryption method based on public and private keys and a structure 

is implemented in which the data is segregated within the blockchain. This segregation has been 

achieved by getting the constituency level nodes to generate key pairs. The public keys are then 

distributed to the connected polling station nodes, which then use the public key to encrypt any vote 

made at that polling station. The data is then stored in an encrypted format within the blockchain and 

propagates out to the entire network. 
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Figure I.5 – Overview of node architecture [b-PR_UK] 

Due to the fact that each constituency will have a different public key means that chunks of data 

within the blockchain will be encrypted differently to a chunk of data next to it. The method has been 

applied to prevent any one person being able to decrypt the voting data before the voting deadline 

expires. If a hacker manages to get hold of a constituency private key, they would only be able to 

decrypt certain sections of the blockchain, so would never know the full outcome of the vote. Once 

the voting deadline has passed, the software within the constituency nodes publishes the private keys 

to allow the blockchain network to decrypt the data, which in turn means the votes can then be 

counted. 

When it is time to vote, authentication of a user requires three distinct pieces of evidence: their 

identification number (e.g., United Kingdom citizens have national insurance numbers); the password 

supplied on registration; and their ballot card, which contains a QR code. As there are two methods 

of voting (web browser, physical polling station), the way the user will input the authentication details 

shall differ; however, in order to vote, they are required to provide all three pieces of information. It 

is also important to note that each user will have been registered in a certain constituency, so they 

will only be able to vote at a local polling station within that constituency or via the Internet at the 
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uniform resource locator (URL) provided on the ballot card. (Each constituency is to be equipped 

with its own web server and URL to ensure votes are aggregated within the right network.) 

As shown in Figure I.6, behind the scenes, the polling station will consult the voter blockchain to 

ensure the voter has not already used their vote. If the user does the right to vote, then the station will 

allow the user to continue to the voting screen. If not, the system will respond to the user 

appropriately. 

 

Figure I.6 – Diagram of voting architecture [b-PR_UK] 

After selecting their vote (from the selection of options including abstention) and then confirming the 

submission, the vote will become a transaction, it will be encrypted with the public key of the relevant 

constituency. This transaction is then passed to the constituency node, where it is added to a block 

and the update is then pushed to all other nodes connected to that particular constituency node. The 

connected nodes then pass the data on to their peers until the whole network is updated. Once the 

vote has been confirmed, the polling station will then generate a transaction to remove the vote of the 

user within the voter blockchain. It is important to note that there are two distinct blockchains being 

held: one which contains transactions relating to which users have registered and which users still 

have a vote; the second containing the contents of the vote (such as what party was voted for). 

Through the use of these two distinct blockchains, voter anonymity when selecting their vote can be 

ensured. 
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