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Recommendation ITU-T X.1404

Security assurance for distributed ledger technology

Summary

Recommendation ITU-T X.1404 defines three levels of security assurance for the distributed ledger
technology (DLT) in order to facilitate design and development of security assurance mechanisms. It
further defines ten security assurance components encompassing the security assurance and specifies
criteria and guidelines for achieving each of the three levels of a security assurance component.
Finally, it also provides a mapping between specific threats and security assurance components and a
mapping between specific security capabilities and security assurance components.

Distributed ledger technology (DLT) is defined as a shared digital ledger, which is a continually
updated list of all transactions. The assurance of DLT is defined as the degree of confidence that the
process or deliverable meets defined characteristics or objectives. An assurance level could be
considered as a quantitative expression of assurance agreed among the relevant parties.

There is a need for specifying criteria and guidelines for achieving each of the three levels of a
security assurance component: data integrity, data confidentiality, credential management, identity
proofing of users, entity authentication, authorization, data obfuscation, consensus mechanism
strength, smart contract and personally identifiable information (PI1) data protection. To facilitate the
design and development of security assurance mechanisms, this Recommendation is based on three
levels of security assurance.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1404 2020-10-29 17 11.1002/1000/14450

Keywords

Consensus mechanism, distributed ledger technology, integrity, proof of work, security assurance.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T X.1404

Security assurance for distributed ledger technology

1 Scope

This Recommendation defines three levels of security assurance for the distributed ledger
technology (DLT). It further defines ten security assurance components encompassing security
assurance and specifies criteria and guidelines for achieving each of the three levels of a security
assurance component. Finally, it also provides a mapping between specific threats and security
assurance components and a mapping between specific security capabilities and security assurance
components.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1401] Recommendation ITU-T X.1401 (2019), Security threats of distributed ledger
technology.

[ITU-T X.1402] Recommendation ITU-T X.1402 (2020), Security framework for distributed
ledger technology.

[ISO/IEC 27034-3] ISO/IEC 27034-3:2018, Information technology — Application security — Part
3: Application security management process.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 block [b-ITU-T X.1400]: Individual data unit of a blockchain (see clause 3.1.2), composed
of a collection of transactions and a block header.

3.1.2 blockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally
recorded data arranged as a successively growing chain of blocks with each block cryptographically
linked and hardened against tampering and revision.

3.1.3 Byzantine fault tolerance [b-ITU-T X.1400]: Property that enables a system to continue
operating properly even if some of its components fail or existence of intentional bad actors.

3.1.4 consensus [b-ITU-T X.1400]: Agreement that a set of transactions is valid.

3.1.5 consensus mechanism [b-ITU-T X.1400]: Rules and procedures by which consensus is
reached.

3.1.6  control [b-ISO/IEC 27000]: Measure that is modifying risk.
NOTE 1 - Controls include any process, policy, device, practice, or other actions which modify risk.
NOTE 2 — Controls may not always exert the intended or assumed modifying effect.
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3.1.7 credentials [b-ITU-T X.1311]: Set of security-related information consisting of keys,
keying materials, and cryptographic algorithm-related parameters permitting successful interaction
with a security system.

3.1.8 data integrity [b-1TU-T X.800]: The property that data has not been altered or destroyed in
an unauthorized manner.

3.1.9 distributed ledger [b-ITU-T X.1400]: A type of ledger, that is shared, replicated, and
synchronized in a distributed manner.

3.1.10 distributed ledger technology [b-ISO 22739]: Technology that enables the operation and
use of distributed ledgers.

NOTE — This is the technology underlying Bitcoin and other crypto currencies.

3.1.11 hardware security module [b-1SO 13491-1]: Secure cryptographic device that provides a

set of secure cryptographic services, e.g., key generation, cryptogram creation, PIN translation, and
certificate signing.

3.1.12 hash function [b-NISTIR 8202]: A function that maps a bit string of arbitrary length to a
fixed-length bit string. Approved hash functions satisfy the following properties:

1. One-way: It is computationally infeasible to find any input that maps to any pre-specified
output, and
2. Collision resistant: It is computationally infeasible to find any two distinct inputs that map

to the same output

3.1.13 identity proofing [b-ISO/IEC 24760-1]: Verification based on identity evidence aimed at
achieving a specific level of assurance.

NOTE 1 — Identity proofing is typically performed as part of enrolment. Identity evidence can also be needed
during maintenance of registered identity information, e.g., recovery of a user account.

NOTE 2 — Typically, identity proofing involves a verification of provided identity information and can
include uniqueness checks, possibly based on biometric techniques.

NOTE 3 — Verification for identity proofing is usually based on an enrolment policy that includes
specification of the verification criteria of the identity evidence to be provided by the entity.

NOTE 4 — The verified identity information obtained when performing identity proofing can be included in
the registration and can serve to facilitate future identification of the entity.

3.1.14 node [b-ITU-T X.1400]: Device or process that participates in a distributed ledger network.
NOTE — A node can store a complete or partial replica of the distributed ledger.

3.1.15 off-chain [b-1SO/TC 307]: Related to a blockchain system, but located, performed or run
outside that blockchain system.

3.1.16 on-chain [b-ISO/TC 307]: Located, performed or run inside a blockchain system

3.1.17 personally identifiable information (PII) [b-ISO/IEC 29100]: Any information that (a)
can be used to identify the PII principal to whom such information relates, or (b) is or might be
directly or indirectly linked to a PII principal.

NOTE —To determine whether a PII principal is identifiable, account should be taken of all the means which

can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that
natural person.

3.1.18 proof of stake [b-ITU-T X.1400]: Consensus process, where an existing stake in the
distributed ledger system (e.g., the amount of that currency that you hold) is used to reach
CONSensus.

3.1.19 proof of work [b-ITU-T X.1400]: Consensus process to solve a difficult (costly, time-
consuming) problem that produces a result that is easy for others to correctly verify.
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NOTE — Producing a proof of work can be a random process with low probability so that a lot of trial and
error is required on average before a valid proof of work is generated. Bitcoin uses the Hash cash proof of
work system.

3.1.20 secure cryptographic device [b-1SO 13491-1]: Device that provides physically and
logically protected cryptographic services and storage such as a PIN entry device (PED) or
hardware security module (HSM), and which may be integrated into a larger system, such as an
automated teller machine (ATM) or point of sale (POS) terminal.

3.1.21 security assurance [b-ISO/IEC TR 15443-1]: Grounds for justified confidence that a claim
about meeting security objectives has been or will be achieved.

3.1.22 smart contract [b-ITU-T X.1400]: Program written on the distributed ledger system which
encodes the rules for specific types of distributed ledger system transactions in a way that can be
validated and triggered by specific conditions.

3.1.23 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident, which may result in
harm to a system or organization.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 DLT actor: Actors involved in the distributed ledger technology (DLT) system.

3.2.2 DLT service provider: A service provider that offers a distributed ledger technology
(DLT) based service to another by means of one of its provided service interfaces.

3.2.3 DLT user: A user that consumes or uses a service provided by another component. A
component may be a provider of some services and a consumer of others.

3.24 DLT user group: A set of users in a distributed ledger technology (DLT) system.

3.2.5  Security assurance component: One of the different parts of which a security assurance is
composed.

3.2.6  security assurance level: Degree of confidence in security assurance.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AC Access Control

ATM Automated Teller Machine

CM  Credential Management

CMS Consensus Mechanism Strength
DC Data Confidentiality

DI Data Integrity

DLT Distributed Ledger Technology
DO Data Obfuscation

DP P1I Data protection

EA Entity Authentication

HSM  Hardware Security Module

IP Identity Proofing

LoSA Level of Security Assurance
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Pl Personally Identifiable Information
POS  Point Of Sale

PowW  Proof of Work

SC Smart Contract

5 Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords "is prohibited from" indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6 Overview of security assurance for DLT

This clause specifies three levels of security assurance (LoSA) for each security assurance
component: low, medium and high. The security assurance components of interest include data
integrity (DI), data confidentiality (DC), credential management (CM), identity proofing (IdP) of
users, entity authentication (EA), access control (AC), data obfuscation (DO), consensus
mechanism strength (CMS), smart contract (SC) and personally identifiable information (PII) data
protection (DP). Each LoSA describes the degree of confidence in the respective process leading up
to and including the relevant process itself.

6.1 Level of security assurance

Table 1 provides the overall concept for security assurance comprising objectives and description
for each assurance level. Based on this concept described in Table 1, the different assurance
components will be described in clause 8.

Table 1 — Overall concept of the LoSA of DLT

Level Objectives Description
LoSAl - To achieve low level of security Minimal confidence in the respective security
low assurance assurance component of DLT.
LoSA2 — To achieve medium level of Some confidence in the respective security
medium security assurance assurance component of DLT.
LOSA3 - To achieve high level of security High confidence in the respective security assurance
high assurance component of DLT.

4 Rec. ITU-T X.1404 (10/2020)



6.2 Selecting the appropriate level of security assurance

Selection of the appropriate LoSA should be based on a risk assessment of the transactions or
services based on DLT. By mapping impact levels to LoSAs, organizations managing DLT and
providing services based on DLT can determine what LoSA they require. Table 2 indicates possible
consequences and potential impacts of security failure of the various LoSAs.

Table 2 — Overall concept of the LoSA of DLT

Potential impact of security
Possible consequences of security failure by LoSA
failure
1 2 3
Inconvenience, dls'gress or damage to Low Substantial High
standing or reputation
Financial loss or agency liability Low Substantial High
Harm to the organization, its programs N/A Low/Substantial High
or public interests
Personal safety N/A Low Substantial/High
Civil or criminal violations Min Low/Substantial High

NOTE — N/A=Not Applicable; Low=Low; Sub=Substantial; High=High

Determination of what constitutes low, substantial, and high risk depends on the risk criteria defined
by the organization using this Recommendation for each of the possible consequences.

The risk assessment of a transaction may be conducted as a part of an organization's overall
information security risk assessment (e.g., [b-ISO/IEC 27001]) and should focus on the specific
need for security in the transactions being contemplated. The risk assessment shall address risk
related to the security assurance component. The results of the risk assessment shall be compared to
the three LoSAs. The LoSA that best matches the results of the risk assessment shall be selected.

7 DLT actors

The actors involved in the DLT include users, DLT nodes, DLT service providers, and user groups.
These actors may belong to a single organization or separate organizations. Figure 1 illustrates
actors in DLT.
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Figure 1 — Actors in DLT

A node is an individual system within the distributed ledger. Some of nodes are called a full node
which stores the ledger data, passes along the data to other nodes, and ensures that newly added
blocks are valid. A service provider is a component that offers a DLT based service to another by
means of one of its provided service interfaces. A user is a component that consumes or uses a
service provided by another component. A component may be a provider of some services and a
consumer of others. A user group is a set of users in the DLT system.

A distributed ledger is an electronic data that has been replicated, shared, synchronized and stored
by consensus in physically separate multiple places (e.g., states, organizations, etc.).

8 Security assurance for DLT

Clause 8 specifies criteria and guidelines for achieving each of three levels of a certain security
assurance component: data integrity, data confidentiality, credential management, identity proofing
of users, entity authentication, access control, data obfuscation, consensus mechanism strength,
smart contract and Pl data protection.

The criteria are incremental, that is, criteria for the lower level of security assurance will be
included those for the higher level of security assurance.

8.1 Data integrity

There are many consensus algorithms (e.g., proof of stake, proof of work, etc.) that help provide
agreement that a set of transactions is valid. Integrity of a distributed ledger could be preserved by
using a consensus algorithm and its associated hash function, which is a critical component to
implement consensus mechanism. Hashing is a process of calculating a relatively unique output
(also referred to as a hash digest) for an input of nearly any size (e.g., a file, text, image, etc.). Hash
functions are designed to be one-way; calculating the hash digest of an input is simple but
reconstructing the input from the digest is significantly more difficult and collision-resistant so that
it is computationally infeasible to find two inputs which result in the same digest. Additionally, the
smallest change of input, even a single bit, will result in a completely different output hash digest.

A block consisting of hash chains is an append-only data structure where data are bundled into
blocks that include a hash digest of the previous block's data within the newest block. This data
structure provides evidence of tampering because any modification to a block's data will change the
hash digest recorded by the following block.

A Merkle tree [b-Merkle] is a data structure where the data are hashed and combined until there is
only a singular root hash that represents the entire structure.
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Blocks are chained together through each block containing the hash value of the former block in
every block, thus forming the distributed ledgers. If a previously published block was tampered
with, it would have a different hash. This in turn would cause all subsequent blocks to also have
different hashes since they include the hash of the previous block. This makes it possible to easily
detect and reject any changes to previously published blocks by checking the hash value.

There are three types of threats to data integrity in a DLT system:
1) an attacker violates data integrity by directly altering (part of) the DLT system;

2) a set of federated members updates blocks without informing the other members;
3) multiple federations of members collude to a malicious altering of (part of) the DLT
system.

Once data has been written in a block, if we assume a majority of nodes or stakeholders are honest,
the probability of data alteration decreases exponentially over time. Data integrity is indeed strictly
related to this probability. The less likely that data can be tampered with, the stronger the integrity
guarantees that can be claimed. However, being dependent on time introduces critical risks to data
integrity. Data integrity on DLT cannot be simply seen as a simple property, but it should be as a
more complex, quantitative concept. This amounts to taking multiple factors into account, including
the time elapsed and parties' awareness.

The assurance level of data integrity mainly depends on the strength of hash functions which are
used to calculate the Merkle tree.

LoSA for data integrity can apply to any type of DLT: permission or permissionless DLT. Table 3
provides a LoSA for data integrity.

Table 3 — LoSA for data integrity

Security assurance level for data integrity

LoSA[DI]1 | « The Merkle tree is used to generate a hash structure in a hierarchical manner for all
transaction data.

« Hash functions for generating Merkle tree root data, which is publicly available and
safe from existing cryptanalysis attacks are used to generate the Merkle tree's root
data.

LoSA[DI]2 | e The datain each block of a DLT database is stamped with a time stamp.

e The digital signature is used to prove the origin and integrity of the data and protect
the recipient node of the data against forgery of third parties.

» Hash functions and digital signature which are publicly available and safe from
existing cryptanalysis attacks and are selected from lists of approved hash functions
by authoritative entities are used.

LoSA[DI] 3 | « Hash functions and digital signature which are which are secure against both
guantum and classical computers are used. The digital signature is used to protect the
sender node against forgery of the recipient node.

e Itis recommended for multi-signature with more than one key to be used to authorize
a DLT transaction.

8.2 Data confidentiality

The assurance level of data confidentiality depends on the strength of the cryptographic algorithm.
If encrypted data are stored in the distributed ledger, the strength of the cryptography algorithm is
critical to data confidentiality.

Rec. ITU-T X.1404 (10/2020) 7



Table 4 provides a LoSA for data confidentiality. LOSA for data confidentiality can apply to any
type of distributed ledger technology: permission or permissionless DLT. A risk assessment is
carried out to identify the required level of protection which will help determine the necessary type,
strength and quality of cryptographic algorithm to be used.

Table 4 — LoSA for data confidentiality

Security assurance level for data confidentiality

e Symmetric encryption is used to defend against data leakage risk.

LoSA[DC] 1 |« Encryption algorithms which are publicly available and safe from existing well-
known cryptanalysis attacks are used.

e Asymmetric encryption is used based on the public and private key of the node.
¢ Encryption algorithms which are publicly available and safe from existing well-

LoSA[DC] 2 known cryptanalysis attacks and are selected from lists of approved algorithms by
authoritative entities are used.
¢ Encryption algorithms which are secure against both quantum and classical
LoSA[DC] 3 computers are used.

8.3 Credential management

A credential is an object or data structure that binds an identity - via an identifier or identifiers - and
(optionally) additional attributes, to at least one authenticator possessed and controlled by a DLT
user.

LoSA for credential management can apply to any type of distributed ledger technology: permission
or permissionless DLT. Table 5 provides a LoSA for DLT credential management.

Table 5 — LoSA for credential management

Security assurance level for credential management

¢ Credential information such as private key is managed in secure storage methods.

LoSA[CM] 1 | « Credentials are stored in clear text, hard-coded in the software, or stored in plain-text
on local machines.

» Credentials are stored in cipher-text on local machines encrypted with a password or
LoSA[CM] 2 other external storage device encrypted with a password.

e Credentials are stored in a hardware security module (HSM) with additional access
LoSA[CM] 3 control such as fingerprint.

At LoSA[CM]3, credentials are stored in a hardware security module (HSM) to achieve a high level
of assurance. This is required when a large scale of damage is expected. LOSA[CM]3 is highly
resistant to key extortion attacks or key disclosure. For example, a credential that is used on a DLT
associated with expensive transactions may require LOSA[CM]3. Key pairs can be generated or
stored within HSM. When an application raises a query for the use of the private key, the HSM
performs the query within the HSM, then sends the output of the query.
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8.4 Identity proofing of user

Identity proofing (IP) establishes that a subject is who they claim to be. In case IP is required
especially for the permissioned distributed ledger, Table 6 provides a LoSA for DLT IP.

Table 6 — LoSA for identity proofing of user

Security assurance level for identity proofing

e There is no requirement to link the applicant to a specific real-life identity.

e Any attributes provided in conjunction with the subject's activities are self-asserted or

LoSA[IP] 1 are to be treated as self-asserted.

o Self-asserted attributes are neither validated nor verified.

 Either remote or in-person identity proofing is required.

¢ Identifying attributes to have been verified in person or remotely.

LoSA[IP12 |, There is evidence that supports the real-world existence of the claimed identity and

verifies that the applicant is appropriately associated with this real-world identity.

e In-person identity proofing is required.

e There is physical presence which is required for identity proofing.

LoSA[IP]3 |, Identifying attributes are verified by an authorized and trained credential service

provider representative.

8.5 Entity authentication

Digital authentication is the process of determining the validity of one or more authenticators used
to claim a digital identity. in the case entity authentication is required, especially for a permissioned
DLT system, Table 7 provides a LoSA for DLT authentication.

Table 7 — LoSA for entity authentication

Security assurance level for entity authentication

e This level should provide some assurance that the claimant controls an authenticator

registered to the subscriber.

LOSA[EAIT |, The nodes in the distributed ledger can be authenticated by a trusted third party.

e Asingle factor authentication mechanism is required.

e This level should provide some assurance that the claimant controls an authenticator
registered to the subscriber.

e Atrusted certificate authority (CA) can be used to issue certificates for every node
LoSA[EA] 2 joining the DLT system to prevent Sybil attack.

e A two-factor authentication mechanism using a wide range of available
authentication technologies is required.
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Table 7 — LoSA for entity authentication

Security assurance level for entity authentication

» This level should provide some assurance that the claimant controls an authenticator
registered to the subscriber.

¢ Nodes can store some trustworthy Internet protocol addresses and deploy a
mechanism to check the misbehaving nodes in the DLT network to prevent an eclipse
attack.

e A two-factor authentication mechanism with the use of tamper-resistant hardware
devices for the storage of all secret or private cryptographic keys is used for entity
authentication.

LoSA[EA] 3

For LoSA for entity authentication, a single factor authentication mechanism is LoSA[EA]L
regardless of the use of tamper-resistant hardware devices.

8.6 Access control

Access control is a term used to describe the capability to restrict the use of services accessing data
to users who have been previously authorised. Authorization is the right or permission that is
granted to an entity to access a system resource. In the case access control is required to write data
in the ledgers, especially for the permissioned distributed ledger, Table 8 provides a LoSA for DLT
access control.

Table 8 — LoSA for access control

Security assurance level for access control

LoSA[AC] 1 e A simple access control list is used for accessing distributed ledgers.

e Arrole-based access control is used to allow access of the node to the permissioned
LoSA[AC] 2 distributed ledger.

» A fine-grained access control, such as attributed control mechanisms is used to allow
LoSA[AC] 3 access of the node to the distributed ledger based on the attributed control
mechanism.

8.7 Data obfuscation

De-identification is a general term for any process of removing the association between a set of
identifying attributes and the data subject. In case where data obfuscation is required, Table 9
provides a LoSA for DLT data obfuscation.

Table 9 — LoSA for data obfuscation

Security assurance level for data obfuscation

LoSA[DO] 1 | * De-identified data are stored in the distributed ledgers.

LoSA[DO] 2 | ° Encrypted de-identified data are stored in the distributed ledgers.
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Table 9 — LoSA for data obfuscation

Security assurance level for data obfuscation

¢ Hashed value of data and link to the real data are stored in on-chain in the distributed
ledgers.

LoSA[DO] 3 | » The real data are stored off-chain and it stores encrypted PIl with a strong encryption
algorithm.

8.8 Consensus mechanism
A consensus mechanism is the rules and procedures by which consensus is reached.

A key aspect of DLT technology is determining which user validates the next block. This is
achieved through implementing one of many possible consensus mechanisms. For permissionless
DLT networks, there are generally many nodes competing at the same time to validating the next
block.

There are typical examples of consensus mechanisms: Proof of work, proof of stake, and Byzantine
fault tolerant-based [b-NISTIR 8202].

In the proof of work (PoW) consensus model, a node validates the next block by being the first to
solve a computationally intensive puzzle. The solution to this puzzle is the "proof" they have
performed the work. In PoW, any node (miner) needs to solve a difficult cryptographic puzzle to
produce a hash value nonce which is smaller than the whole information in order to collect
transactions and/or propose a block which will be potentially included in the distributed ledger. The
probability of validating a new block depends on the instantaneous computational power devoted to
the task. As a reward for validating a block, the node (miner) will receive a certain amount of crypto
asset and transaction fees.

A proof of stake is a consensus process, where an existing stake in distributed ledger system (e.g.,
the amount of that currency that a user holds) is used to reach consensus. The proof of stake (PoS)
is based on the idea that the more stakes that a user has invested into the system, the more likely
they will want the system to succeed, and the less likely they will want to subvert it. For example,
the stake is often an amount of crypto asset that the DLT user has invested into the system.

In a distributed ledger system, some nodes may behave abnormally and thus cause a Byzantine fault
to the system. A Byzantine fault tolerant (BFT)-based consensus algorithm is designed and
implemented to solve the Byzantine fault problem, and it ensures the distributed ledger system
functions normally even with abnormal nodes involved in the network. In BFT-based consensus, all
nodes in the network need to participate in the consensus process which performs multiple rounds
of voting and communication to reach consensus on a block. So, it is more compatible with small
systems with limited nodes. Meanwhile, since BFT requires that all participants agree on the list of
participants in the network, the protocol is normally only used in permissioned blockchains. For
permissioned DLT, the BFT-based consensus algorithm is deterministic, and it is a more
conventional approach, compared with the POW consensus mechanism in permissionless DLT. A
BFT-based distributed ledger system can offer better consistency and lower latency.

LoSA for DLT consensus mechanism can apply to any type of distributed ledger technology:
permission or permissionless DLT. Table 10 provides a LoSA for DLT consensus mechanism.
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Table 10 — LoSA for DLT consensus mechanism

Security assurance level for consensus mechanism

LoSA[CMS] 1

It is required for a consensus mechanism to detect tampering.

It is recommended for DLT consensus mechanisms to expand the computing power
or stake resources as much as possible to prevent and to defend against 51% attack.

LoSA[CMS] 2

A consensus mechanism to resist tampering is required.

Data consistency and accuracy are maintained when the number of malicious nodes
(referred to as the Byzantine fault tolerance) does not exceed the theoretical value.

It is recommended for DLT consensus mechanisms to have a capability to defend
against self-mining attack, such as Freshness preferred, randomly choose, and
ZeroBlock described in clause 9.4.3 of [ITU-T X.1402].

LoSA[CMS] 3

Specific solution is used to identify data tampering when the number of malicious
nodes exceeds the theoretical value.

It is required for DLT consensus mechanisms to have a capability to defend double-

spending attack, such as such as listening periods, inserting observers, and
forwarding double spending attempts in clause 9.4.4 of [ITU-T X.1402].

8.9 Smart contract

A smart contract is a program written on the distributed ledger system which encodes the rules for
specific types of distributed ledger system transactions in a way that can be validated, and triggered
by specific conditions (e.g., Ethereum's smart contracts, Hyperledger Fabric's chain-code). The
smart contract is automatically executed by nodes within the distributed ledger system. The results

of the execution are validated by consensus and recorded on the distributed ledger.

Smart contract automation reduces costs, lowers risks of errors, mitigates risks of fraud and

potentially streamlines many business processes.

LoSA for DLT smart contracts can apply to any type of distributed ledger technology: permission

or permissionless DLT. Table 11 provides a LoSA for DLT smart contract.

Table 11 — LoSA for DLT smart contract

Security assurance level for smart contract

LoSA[SC] 1

The smart contract is required to be developed to comply with secure design and
secure coding practices as defined in [ISO/IEC 27034-3]. The smart contract should
be checked with open source based publicly available security audit tool.

LoSA[SC] 2

The smart contract developer should be checked with static and dynamic analysis-
based security audit tool.

The smart contract is required to be securely verified before installation into nodes,
e.g., installation package code signature verification.

It is recommended to customize highly controlled or simplified virtual machines to
run smart contracts by having a capability such that accessing system resources,
accessing memory directly and interacting with file systems should be forbidden in
the customized virtual machine, described in clause 9.5.4 of [ITU-T X.1402].
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Table 11 — LoSA for DLT smart contract

Security assurance level for smart contract

e The smart contract developer should be checked with a dynamic analysis security
LoSA[SC] 3 audit tool recommended by publicly authorized organizations.

8.10  Personally identifiable information (PI1) data protections

In theory, a distributed ledger system can have two types of storage to store PlI, on-chain storage
and off-chain storage, although on-chain storage is strongly discouraged.

When PII data are stored on-chain, it may lead to negative effects, i.e., direct or indirect
identification of a PII principal, as the distributed ledger increases in size and as transactions are
added, and the accumulated data within the distributed ledger itself is used to link to external
databases. In addition, advanced analysis and profiling capabilities can also lead to direct or indirect
identification of a PII principal.

An intermediary practice holds that symmetric encryption is mandated by the system's design to
store data on the distributed ledger [b-FG DLT D4.1]. As the on-chain data can be accessed by
anyone who has permission for the ledger, this case introduces a risk of data breach stored in DLT
exposed to threats such as loss of keys, brute force attack or cryptanalysis attack.

Where PII is held off-chain, privacy and PIl protection can be addressed by adopting the
[b-1SO/IEC 29100] approach. DLT systems typically use hashes of data to allow the actual data to
be held off-chain while a record of the data, confirming the existence of the data at a certain
moment in time and its provenance and authenticity and enabling verification of its integrity, is held
on the distributed ledger. This facilitates large related data to be held off-chain while the integrity of
the data referenced is maintained using the hashing function on the data. Identifiers can be used to
point to PIl held off-chain, where these identifiers are not derived from the data itself and can
probably only have a one-way relationship.

LoSA for DLT PII data protection can apply to any type of distributed ledger technology:
permission or permissionless DLT. Table 12 provides a LoSA for DLT PII data protection.

Table 12 — LoSA for DLT PII data protection

Security assurance level for data protection

LoSA[DP] 1 e The capability of DLT system is to store Pl in the off-chain with appropriate access
control and to store hashed value of that Pl in the on-chain.
LoSA[DP] 2 e The capabll _|ty of DLT system is configured to store data containing PII encrypted
off-chain with access control.
e The capability of DLT system is configured to store data containing PII encrypted
LoSA[DP] 3 L
off-chain with granular access control on stored data
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9 Threats and capabilities related to DLT security assurance

The threats and controls for distributed ledger technology are described in [ITU-T X.1401] and
[ITU-T X.1402], respectively. The specific threat is described in clause 5 of [ITU-T X.1401], and
the capability in clause 9 of [ITU-T X.1402]. The relation between threats and security assurance
components are described in Annex A.
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Annex A

Mapping between threat items and security assurance components
(This annex forms an integral part of this Recommendation.)

Table A.1 provides mapping between security assurance components in this Recommendation and
the threat items in [ITU-T X.1401].

Table A.1 — Mapping between security assurance components and threat items

Assurance component in this Threat item in [ITU-T X.1401]
Recommendation

6.1.1 Consensus mechanism threat

6.1.3 Virtual machine threat

6.1.4 Cryptographic hash algorithm threat

6.1.5 Asymmetric cryptographic algorithm threat
6.1.6 Threat from practical Quantum computers
6.1.2 Smart contract threats

8.1 Data integrity

6.1.5 Asymmetric cryptographic algorithm threat
8.2 Data confidentiality 6.1.6 Threat from practical Quantum computers
6.3.4 Transaction threats

6.3.1 Account data and transaction data threat
8.3 Credential management 6.3.2 Private key leakage threat
6.3.3 Private key loss threat

8.4 Identity proofing of users 6.2.3 Node identity threats

6.2.1 Node routing table threat

6.2.3 Node identity threat

6.3.1 Account data and transaction data threat
6.3.2 Private key leakage threat

8.5 Entity authentication

8.6 Access control 6.3.1 Account data and transaction data threat
8.7 Data obfuscation 6.3.1 Account data and transaction data threat
8.7 Consensus mechanism 6.1.1 Consensus mechanism threats

6.1.2 Smart contract threat
8.9 Smart contract . .
6.1.3 Virtual machine threats

8.10 P11 data protection 6.3.1 Account data and transaction data threat
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Table A.2 provides mapping between security assurance components in this Recommendation and
the capabilities in [ITU-T X.1402].

Table A.2 — Mapping between security assurance components and security capabilities

Assurance components in this Security capabilities in [ITU-T X.1402]
Recommendation

9.2.1 Merkle tree

9.2.2 Time stamp

8.1 Data integrity 9.2.3 Digital signature

9.4.1 Consensus mechanism
9.5.3 Multi-signature

8.2 Data confidentiality 9.2.4 Data encryption
8.3 Credential management 9.2.5 Security storage
8.4 Identity proofing of user 9.5.1 Identity Authentication

9.3.1 Routing attack defence
9.3.2 Sybil attack defence
9.3.3 Eclipse attack defence
9.5.3 Multi-signature

8.5 Entity authentication

8.6 Access control 9.5.2 Authorization

8.7 Data obfuscation 9.5 Application security

9.4.1 Consensus mechanism

9.4.2 51% attack defence

9.4.3 Selfish mining attack defence
9.4.4 Double-spending attack defence

8.8 Consensus mechanism

8.9 Smart contract 9.5.4 Smart contract security design
9.2.1 Merkle tree
9.2.4 Data encryption

8.10 P11 data protection
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