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Recommendation ITU-T X.1403

Security guidelines for using distributed ledger technology for decentralized
identity management

Summary

Distributed ledger technology (DLT) and its specific implementations such as blockchain offer a
unique opportunity for utilizing a trust infrastructure and a platform that could be useful in enabling
trusted federation for exchanging identity attributes and identity information. Recommendation
ITU-T X.1403 provides a telecom-specific privacy and security considerations for using DLT data in
identity management.
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Recommendation ITU-T X.1403

Security guidelines for using distributed ledger technology for decentralized
identity management

1 Scope

Distributed ledger technology (DLT) provides a trusted infrastructure that is useful for enabling
decentralized identity management systems for the exchange of identity attributes and identity
information.

This Recommendation provides an overview of using DLT for decentralized identity management.
The scope of the work includes:

— a brief overview of using distributed ledgers for the management of identity and identity data,
— discussion on security benefits of decentralized identity,

— guidance concerning necessary controls that should be used to mitigate threats to identity
data.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1252] Recommendation ITU-T X.1252 (2010), Baseline identity management terms
and definitions.

[ITU-T X.1254] Recommendation ITU-T X.1254 (2012), Entity authentication assurance
framework.

[ITU-T X.1277] Recommendation ITU-T X.1277 (2018), Universal authentication framework.

[ITU-T X.1278] Recommendation ITU-T X.1278 (2018), Client to authenticator
protocol/Universal 2-factor framework.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1 claim [ITU-T X.1252]: To state as being the case, without being able to give proof.

3.1.2 credential [ITU-T X.1252]: A set of data presented as evidence of a claimed identity and/or
entitlements.

3.1.3 DID document [b-W3C-2]: A set of data describing the DID subject, including mechanisms,
such as public keys and pseudonymous biometrics, that the DID subject can use to authenticate itself
and prove their association with the DID.

3.1.4 entity [ITU-T X.1252]: Something that has separate and distinct existence and that can be
identified in a context.
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3.1.5 federation [ITU-T X.1252]: An association of users, service providers, and identity service
providers.

3.1.6 identity service provider (IdSP) [ITU-T X.1252]: An entity that verifies, maintains,
manages, and may create and assign identity information of other entities.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 decentralized identifier (DID): A globally unique identifier that does not require a
centralized registration authority because it is registered with distributed ledger technology (DLT) or
other form of decentralized systems.

NOTE — Based on definition from [b-W3C-2].

3.2.2 DID subject: The entity the DID document is about. That is, the entity identified by the DID
and described by the DID document.

NOTE — Based on definition from [b-W3C-2].

3.2.3 key-chain: Refers to the task of securing the storage of private keys or data on a trusted
hardware unit in a device.

3.2.4 service endpoint: A distributed ledger address at which a service operates on behalf of a
DID subject. Examples of specific services include discovery services, social networks, file storage
services, and verifiable claim repository services. Service endpoints might also be provided by a
generalized data interchange protocol, such as extensible data interchange.

NOTE - Based on definition from [b-W3C-2].

3.25 trust framework: A legally enforceable set of specifications, rules, and agreements that
governs an identity system.

3.2.6 wallet (identity wallet): An application that primarily allows a user to hold identifiers and
credentials by storing the corresponding private keys on the user device.

3.2.7 zero knowledge proof: A proof that uses special cryptography and a master secret to permit
selective disclosure of information in a set of claims. A zero knowledge proof proves that some or all
of the data in a set of claims is true without revealing any additional information, including the identity
of the prover.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

DDO DID Document

DID Decentralized Identifier

DIdAm Decentralized Identity and Access Management
DLT Distributed Ledger Technology

I[dAM Identity Access and Management

IdSP Identity Service Provider

IT Information Technology

PKI Public Key Infrastructure

Pl Personally Identifiable Information

RP Relying Party
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SAML Security Assertion Markup Language

SP Service Provider

SSI Self-Sovereign Identity
SSO Single Sign On

URL Uniform Resource Locator
5 Conventions

This Recommendation applies the following verbal forms for the expression of provisions:

a) "Shall" indicates a requirement,

b) "Should" indicates a recommendation,

C) "May" indicates a permission,

d) "Can" indicates a possibility and a capability.
6 Towards decentralized digital identity

Distributed ledger technology plays a critical role in advancing the evolution and maturity of
decentralized identity systems.

The proliferation of mobile devices and the Internet of things increases the pressure on traditional
identity and access management systems (IdAMSs) to evolve towards agile and intelligent platforms
that are capable of supporting mobile and cloud-based systems.

Traditional identity management systems are built on top of centralized authorities such as corporate
directory services, certificate authorities or domain name registries. Each of these organizationally
centralized authorities serves as their own trust domains. In a traditional IdAM system, centralized
authority could represent a single point of failure. Identity federation [ITU-T X.1252] emerged as a
stopgap solution that enabled IdAM systems to work across systems with different organizations
controlling their own domains.

The emergence of DLT provides an opportunity for the development of decentralized identity and
access management (DIdAm) solutions. DLT provides a means for the management of trust without
a centralized authority thus avoiding any single point of failure. Furthermore, DLT enables any entity
to create and manage its own identifiers on any number of distributed ledgers.

Digital identity models have been continually evolving in order to meet changing business needs.
There are three basic identity models as described in clause 6.

6.1 Centralized identity model

This is the oldest digital identity model and currently the most used [ITU-T X.1252]. In a centralized
identity model, organizations act as identity service providers (IdSP). In this model, an organization
establishes a point-to-point trusted relationship with each of its users. This model is a traditional,
siloed model whereby, an organization issues a credential to a user that allows the user to access
services of this organization.

In this model each organization acts as an 1dSP. The organization manages the user's digital identity
and decides on the accepted trust relationships. Trust between the user and the IdSP is typically
established through use of shared secrets such as use of a username and a password. In some cases,
shared secrets are augmented with multi-factor authentications such as hardware tokens, biometrics
or FIDO [ITU-T X.1277] and [ITU-T X.1278] based solutions.
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In a centralized model, the IdSP can store and collect data about users. The data can be monetized,
shared or sold to other parties based on the identity service provider's (IdSP)'s business model. Users
have to trust the 1dSP to do the right thing when it comes to managing their data. Although end users
benefit from the organization's services, in most cases they do not have control over the management
of their own identities, personal data or their personal identity attributes. In this model, the IdSP is
the owner of the users' identity. Users do not have the ability to port their data to other providers.

Centralized identity model requires a user to create and manage separate credentials for each of his
business relationship with each IdSP. An organization requires the creation of these credentials before
a user is permitted access to its resources. This model overwhelms user with many online identities.
The lack of mutual authentication at login make this model vulnerable to phishing and credential
harvesting attacks. The model encourages user to reuse passwords, which lead to further security risks
and vulnerabilities.

The centralized model places a burden on IdSP when it comes to the life cycle management of
identity. In particular, the model requires each 1dSP to perform identity vetting [ITU-T X.1254] as
part of the identity enrolment phase in the identity life cycle management. Identity vetting is needed
in order to establish a level of trust in the claimed identity. This process may be repeated during the
whole life cycle of a given identity. This step is problematic from a user perspective since the
centralized model requires user to go through the identity vetting step separately with each identity
provider. Additionality, data breach threat increases the risks of account-takeover due to the reliance
of organizations on centralized data stores that are targeted by hackers on a regular basis.

6.2 Federated identity model

Organizations have realized the limitations of centralized identity model as discussed in clause 6.1
and have acted to develop federated identity model to address these challenges. The federated identity
model aims to reduce the burden on users by enabling them to use their identity from one domain in
another domain. The security assertion markup language (SAML) [ITU-T X.1242] provides more
convenience for individuals with single sign on (SSO) functionality.

Federated identity management systems can provide authentication and authorization capabilities
across organizational and system boundaries. It requires the establishment of business and trust
agreements so that a user identity at one provider is recognized by other providers (members of the
federation). In general, a trust agreement also includes a contractual agreement on data ownership,
usage of personally identifiable information (PIl) and compliance [ITU-T X.1242].

Federation model benefits the user since an identity service provider usually provides a single sign-
on experience to a user. It reduces the number of separate credentials that a user needs to maintain
and acquire. In this model, relying parties participating in the federation, including their users, are
dependent on the availability of a given 1dSP's services and its willingness to stay in the federation.

As with the centralized identity model, authentication in the federation model is not mutual and
suffers from the same limitations.

6.3 Decentralized identity model

Decentralized identity could be implemented using DLT or other emerging standard based
technologies like verifiable claims [b-W3C-1] and decentralized identifiers (DIDs) [b-Sovrin],
[b-W3C-1] and [b-W3C-2]. A decentralized identity model can build on top of a distributed ledger
(DLT) and a relationship between a user and an organization [b-Sovrin] and [b-W3C-17]. In this
model, the user and the organization are peers.

Decentralized identity allows users to assume control and ownership over their identities. The degree
of ownership can vary depending on the decentralized model. In particular, in a self-sovereign identity
(SSI) model, it assumes that entities would be able to have control of their own digital identity.
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Most identity solutions today have limited support for control over identity, transparency and
portability, as identity providers with proprietary systems facilitate such solutions. An identity system
fully compliant with an SSI model may exist in the near future, but this does not preclude the need to
define its founding principles as discussed in clauses 6.3.1 and 6.3.2. Using DLT for decentralized
identity management is further discussed in clause 7.

6.3.1 Decentralized identifiers

DIDs [b-W3C-2] are a type of identifier for verifiable, decentralized identity systems. The format of
DIDs allow them to be under the control of the DID subject, which makes them independent from
any centralized registry, identity provider, or a certificate authority. DIDs are uniform resource
locators (URLS) that relate a DID subject to means for trustable interactions with that subject. The
standard elements of a DID document (DDO) [b-W3C-2] include:

1) DID (for self-description)

2) Set of public keys (for verification)

3) Set of authentication protocols (for authentication)
4) Set of service endpoints (for interaction)

5) Timestamp (for audit history)

6) Signature (for integrity)

The task of resolving a DID [b-W3C-2] results with a DDO, which is a simple document that describe
how to use that specific DID. Each DID document contains at least three elements: cryptographic
material, authentication suites, and service endpoints. Cryptographic material combined with
authentication suites provide a set of mechanisms to authenticate a DID subject (which is the user
that is related to the DDO). Examples of authentication options are public keys and pseudonymous
biometric protocols. Service endpoints enable trusted communications with the DID subject.

To use a DID [b-W3C-2] with a particular distributed ledger, it is required that a DID method be
defined. The DID method specification can be based on [b-RFC 8141]. A DID method specifies the
set of rules that govern how a DID is registered, resolved, updated and revoked on a specific DLT.
All DIDs are specified and resolved on a distributed ledger.

The use of a DLT-based DID [b-W3C-2] reduces the dependence on centralized registries for
identifiers as well as centralized certificate authorities for key management. As DIDs reside on a
distributed ledger, each entity may serve as its own trust domain resulting in a decentralized trust
infrastructure. This creates an interoperability bridge between the worlds of centralized, federated,
and decentralized identifiers.

DID has a public and private cryptographic key pair [b-W3C-2]. The ownership of a DID is proven
by cryptographic algorithms that relies on a private key, which only the owner of the DID should
possess. Hence, DIDs can be published, changed, queried or deleted. Since each DLT may have its
own implementation of the DID method, there will be, in practice, different implementations of the
"create, read, update and delete (CRUD)" operations for the DID.

6.3.2 Verifiable credentials

Verifiable credential [b-W3C-1] solves the problem of exchanging credentials such as driver's
license, proofs of age, education qualification and healthcare data, over a communication network in
a way that is verifiable yet protects individual PII. In this approach, credentials are composed of
statements called verifiable claims. Verifiable claims [b-W3C-1] are useful when an entity needs to
prove that they are, for example:

. Above a certain age,
. Capable of driving a particular motor vehicle,
. Require a particular medication,
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. Trained and certified as an electrician,

. Professionally licensed to practice medicine,

. Cleared to travel internationally.

The verifiable credential ecosystem is composed of four primary roles:

1) The issuer, who issues verifiable credentials about a specific subject,

2) The holder, who stores credentials on behalf of a subject. Holders are typically also the
subject of a credential,

3) The verifier, who requests a profile of the subject. A profile contains a specific set of
credentials. The verifier confirms that the credentials provided in the profile are fit-for-
purpose,

4) The identifier registry, which is a mechanism that is used to issue identifiers for the subjects.

A claim [b-W3C-1] is a statement about a subject, expressed as a subject-property-value relationship.
Claims may be merged together to express a graph of information about a particular subject.

When an issuer sends data to a holder, it bundles a set of claims into a data structure called a credential
and digitally signs the data structure [b-W3C-1]. When a verifier requests data from a holder, the
holder typically bundles a set of credentials into a data structure called a profile and digitally signs
the data structure [b-W3C-1].

7 Decentralized identity using DLT

Decentralized identity can be perceived as an identity that is anchored by a DLT. In this approach,
zero knowledge proof [b-W3C-1] can link identities in a universally discoverable manner. A
decentralized identity allows a user to prove his or her identity once to a trusted third party and store
the proof of their identifier ina DLT. The DLT acts as the identity trust vault. The DLT offers identity
infrastructure services in support of peer-to-peer communications, DLT based public key
infrastructure (PKI1) services and verifiable claim exchange protocols among others.

Decentralized identity allows users to access services in a straightforward process. For example, a
user interacts with an 1dSP that in return uses a DLT to create a user DID that points to a DLT location
that the user can use. This step is transparent to the end user. This step is equivalent to creating a pair
of private and public keys for the user. The private key is stored with the user in some form of a
digital wallet. The corresponding public key is stored on the DLT. The public key acts as a wallet
identifier (aka user identity on the DLT) and is hashed and securely stored in the ledger. As part of
the services offered by a DLT, claims can be issued and signed for a particular user by DLT issuers
and provided to the user. These claims can be stored in the user's wallet.

In this model, a user can access a service by presenting their identifier to a service provider in the
form of a token. The service provider verifies the identity by comparing the hash values of identifiers
with their corresponding hash records that is stored on the DLT. The service provider grants or reject
access based on the verification result.

7.1 Wallet initiation

The work in [b-Sovrin] and [b-W3C-1] provides an example of interactions in support of an
identity-based service. A user decides to interact using the decentralized identity services of a DLT
based identity trust system. In this regard, the DLT provides services to enable the end user to
establish a DID and a relationship with the ledger. The task of establishing a DID for the user
concludes by saving a ledger address for that user and the creation of public private key pairs for
interacting with the user. The ledger can also provide services that can be used to create the DID
document and establish the required document links as specified by the user. The ledger provides
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core identity services that enable services to discover how to interact with the user wallet in order to
make enquiries about available claims under the user control.

The act of creating a DID on the ledger leads to the creation of a wallet to be used by the user to
provide verified claims to the relying party (RP). The wallet holds the user's private keys, public keys
and other identity profiles as determined by the DID method. The use of zero knowledge techniques
[b-Sovrin] ensures that claims can be verified in a manner that is PIl preserving and in line with the
current usage of traditional paper-based credentials and documents. For example, a user can prove
their age with a driving licence at an establishment without the need of the issuing authority of the
driving licence participating in the transaction. The wallet can be a virtual wallet where one part of
the wallet is on the user mobile device and another part of the wallet could be in the cloud. This
configuration enables the creation of agents to act on behalf of the user and perform services without
the need for the direct involvement of the user.

The following steps are relevant to the process:

1) DID register: The user downloads the wallet that is associated with the DLT service provider
and register their DID on the ledger. The DLT generates the private and public key pairs
associated with the identity wallet. An address is created and stored on the DLT as part of
the registration process.

2) Identity initiation: For a DLT to be used in decentralized identity systems, a trust framework
Is assumed to exist that specifies a list of available identity services for the participants. In
this regard, a user can rely on the availability of an issuer (a trusted party) that can validate
the identity of the users. Initially, users can start with self-asserted claims. Users can then
build on their wallet initial claims to collect additional claims from multiple providers to
include in their wallet and to enhance their identity validity within the system. Every
relationship is protected by mutual DID between the issuer, the holder (user) and the verifier.

3) Verification: If a holder (user) wants to access a service from a relying party, the RP (verifier)
will request the user to provide access to available claims in their wallet. The verifier then
consults with the DLT in order to validate the signed claims by using the public keys
corresponding to the DID as stated in the transaction. The system assumes that the wallet is
the source of truth in terms of the knowledge of the holder's private keys. The system assumes
that appropriate authentication has occurred to ensure that the legitimate wallet owner is the
entity that is performing the transaction.

4) Claim validation: The RP uses the provided claims from the wallet to verify the user's identity
and attribute using the DLT PKI based signature and hash validation techniques.
5) Authorization: RP determines what services can be accessed based on the result of identity

verifications.

7.2 DID resolution and authentication

The DID concept [b-W3C-2] can facilitate the creation of a universal resolver [b-DIF] for any DID.
The universal resolver can participate in an interoperable DID authentication layer. DID
authentication enable an identity owner to take control of a DID during its interaction with a RP. This
requires the following steps to be executed by the relying party:

1) The relying party resolves the identity owner's DID on a DLT to a DID document,

2) The relying party attempts to authenticate the identity owner using the authentication
object(s) found in the DID document on the DLT,
3) The authentication object(s) may include or make reference to a public key object, in cases

where the identity owner's proof is established as a cryptographic signature.
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7.3 Benefits of using DLT for decentralized identity and access management system
(DIdAmM)

The use of DLT as a trust framework for decentralized identity systems paves the way for providers
to design frameworks that allows providers to act as a middleware abstraction layer between the user
and various ledgers. These interactions require traditional identity and access management systems
to establish proper framework to support decentralized systems. In essence, the merger of centralized
and decentralized systems can be referenced as decentralized identity management system (DIdAmM)
[b-Angelov et al.]. In this regard, a DIdAm [b-Angelov et al.] is a system of systems that can interact
with many DLTs that support decentralized identity models based on DIDs. This is depicted in
Figure 1.

Identifier

relationship
management
Identity DLT Identity and
networks relationships
Identifier creation Relationship data
and maintenance and attributes
DIdAm
[ssuing user
verifiable claims PII data
Service Off ledger
providers depository

e X.1403(20)_F01
DIdAm : Decentralized identity and access management system (20).

Figure 1 — DIdAm framework

The components of a DIJAm using DLT are:

1) Decentralized identity owner: This is an entity that manages its decentralized identities using
services offered by DIdJAm across multiple ledgers.
2) Service providers (SPs): The issuers who offer services to identity owners (bootstrapping

identity). For example, government agencies such as the department of motor vehicle or
private companies like financial institutions.

3) Off ledger identity depository: This is a database in which the user identity attributes, claims
and general information are stored. The user is in control of where the data should be stored.
This is typically data that is PIl sensitive and should be stored off ledger. The depository
should provide the ability to read and write the data at the discretion of the user.

4) Identity systems that are based on DLT can be thought of as separate identity systems with
different trust boundaries and cryptography keys. Therefore, the DIJAm must facilitate
interactions across ledgers on behalf of the user.

The services of the DIdAm can be performed internally by the enterprise or some third party can play
the role of such providers.
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7.3.1  Support of decentralized identity across multiple DLT ledgers

There are many interface requirements [b-Angelov et al.] that is needed to support decentralized
identity using DIDs across multiple DLT. The difficulty arises due to varying requirements of the
trust framework such as the type of DLT whether it is public or private. The DIdAm should be able
to support the user irrespective of the user preferences for the type of communication access network
that they are using. Figure 1 shows the DIdJAm in the capacity of a unified interface towards the
identity owner, being able to operate on multiple ledgers.

DIdAm [b-Angelov et al.] acts as an abstraction layer to the end user. It enables the user to interact
with many DLTs while using a single virtual interface. DIJAm will also act as an abstraction layer to
the enterprise where legacy based IdM systems can interact with it in support of centralized 1dM
internal functions. A benefit of this abstraction would be the ability of a user to manage identities on
any number of ledgers. This will enable the user to create relationships with providers and be able to
have better control over their identity.

7.3.2  Support for identity services

In traditional IdAm systems the identity service provider is able to attest to a relying party for the
identity of a user. The DIdJAm [b-Angelov et al.] should be able to support this role in particular to
be backward compatible with legacy systems. The following actions can support the attestation
requirement:

1) The DIdAm should act as a trusted partner. It should ensure that the identity owner acquires
accurate and valid assertions through correct verifiable claims procedures for issuers.
2) Reduce identity vetting friction for users. Typically, a user will need to go through an identity

vetting stage with each issuer. A properly designed DIdAm can help the user to overcome
this limitation by being an active trusted participant in the interaction.

3) Real time data validation. Inaccurate data is a problem in legacy systems. This problem can
be alleviated by the DIdAm through the offering of services that help relying parties in
determining that the user attributes are not stale.

4) Consent management. Consent is an integral part of compliance. The DIJAm can offer
services to users and relying parties to ensure that consent compliance is accounted for.

7.3.3  Managing key chain

The term key-chain refers to the task of securing the storage of the private keys associated with a
wallet on the user device. There is a direct one to one relationship between DID, verifiable credential
and service provider. The device can be a mobile device or a browser-based device. Since in this
current security model, access to private keys is used for validating the user's identity. The task of
protecting the key pairs is crucial for the prevention of identity fraud attacks. In dealing with multiple
DID over many DLTs, users are faced with the task of protecting a collection of private keys that are
used to unlock their identities across the whole identity space.

The key-chain is the structure where the private key corresponding to the user DIDs are securely
stored. It is a structure that is owned by the identity owner and is in control of the private keys that
translates to owning the DIDs. A DIdAm should be able to manage the key chain on behalf of the
user. In particular:

1) The user should be able to use the key chain functionality and storage while operating within
the domain of the DIdAm.

2) Management of keys should be under the control of the user.

3) Access to the key-chain should be managed and auditable.

4) Services that enable user to save and restore wallet could be offered by the DIdAm.
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8 Security guidelines for using DLT for DIdAm

Decentralized identity solves some of the key issues associated with centralized and federated identity
models. Distributed ledger technology is vulnerable to cybersecurity risks. Security risks include
those resulting from human errors such as software coding errors.

In general, user DID(s) should not be published on a permissionless ledger even if in some cases there
might be a need to have a unique 1D made available for all its users. However, data that help users to
trust the ledger such as IdSP public keys, revocation lists, and data that enhance interoperability such
as variable credential schemas can be made to be public information on ledgers.

This clause address security benefits, challenges and security risks for decentralized identity models.

8.1 Distributed ledger security considerations

There are two broad types of distributed ledgers, which are categorized as permissionless and
permissioned. Permissionless ledgers allow any entity to access, view, propose new data or validate
existing data on the ledger as long as they are following the ledger established protocols. The ledger
ensures the confidentiality, integrity, availability and consistency of the data with consensus protocols
to create trust among participants who may not trust each other. In general, permissionless ledgers
operate without any central authority.

A permissioned ledger is a system that is comprised of trusted parties that are granted usage rights as
needed for their role in the trust framework. In this model, selected participants can change the ledger
data. Depending on the trust agreements, some ledger can allow open read access to the ledger.

Permissionless ledger ensures trust through consensus protocols that are computational expenses and
does have a direct impact on the throughput and performance of an identity system running on them.
On the other hand, permissioned ledgers rely on trust among the ledger creators to ensure that the
security of the ledger data including identity data. Permissioned ledgers are generally faster and more
economical than permissionless ledgers.

8.2 Benefits of using DID for DLT

Decentralized identity provides the following benefits:

1) Identity portability: Decentralized DID ensure control by individuals over their digital
identities. It eliminates the reliance on centralized 1dSP. In theory, individuals can own,
control and manage their own identifiers and their relationships.

2) Encourages relationship-based identity services: DID enable entities to establish digital
identifiers for almost all relationships. Pairwise, pseudonymous DIDs preserve PII.
3) Minimize security risk: DID requires the owners of an identifier to prove ownership by

demonstrating knowledge of the private key associated with the corresponding public key.
Claim validation is checked dynamically on the DLT in real time. Validation can be done
without the need to centralized servers, which reduces the attack surface.

4) Cost distribution: Identity validation on a DLT can benefit from the ability of using DID to
re-use identity proofing across the DLT participants. This reduce the cost and enhance
security.

5) P11 by design: Decentralized sovereign DID services distribute the risk resulting from using
central data stores for storing user information and hence it increases the difficulty for
attackers.

6) Consented and tracked sharing of personal data: DID provide the ability of sharing data
between users and providers based upon agreed policies, which improves the user ability to
protect their data.
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7) Dynamic and improved federation: The use of DID within a DLT extend trust to all
organizations participating in the ecosystem. Participants can focus on providing services as
opposed to focusing on the details of the federation and how to set it up.

8) Fault tolerance: The decentralized nature of DLT provides a level of fault tolerance and
infrastructure resilience.
8.3 Threats and vulnerabilities

Distributed ledgers have inherited capabilities that mitigates cybersecurity risk to an information and
communication technology system. Examples of improved security features are:

1) Increased system resiliency: the distributed architecture of a DLT that prevents it from being
a single point of failure.

2) Improved robustness: consensus mechanisms improve the overall integrity of distributed
ledgers, because consensus among participants is required before accepting any new data in
the ledger.

3) Improved transparency: It is more difficult for malware to work within DLT since the system

have many separate layers of security at the ledger infrastructure level.

Decentralized identity systems that are built using DLT will inherit the security risks from those
technologies. In addition, there are additional risks for using DLT for identity management.

8.3.1 Identity data management

CRUD stands for Create-Read-Update-Delete. These are the basic operations of traditional storage
database. In DLT, specifically with permissioned blockchain, implementations entities cannot delete
written transactions on a blockchain. Even updating existing transactions cannot be done, since they
are immutable. Therefore the 'CRUD' operations cannot be considered as a normal operation for
handling user data.

Instead, operations on blockchain can be described as CRAB: Create, Retrieve, Append and Burn.
The Append, which replaces Update, means that implementers can only append new transactions to
a blockchain technology, therefore changing the ‘world state’ (sum of all past events/transactions up
until now). The Burn operation in CRAB means that you throw away the encryption keys, so you are
unable to append new transactions or make any further change to the ledger state of the asset.

It is therefore important to pay careful attention to writing personal data ona DLT or blockchain since
the data cannot be taken out or be forgotten in the future. In this regard, it is best to write the data off
chain with pointers in the DLT to the outside data. However, storing data off ledger also has
drawbacks. In particular:

. The benefit of transparency is reduced since users will not know if they are not authorized to
access the off-ledger data.
. The benefit of data-ownership with blockchain is reduced since once the data is off ledger, it

can be owned by any entity that can access it.

8.3.2 DID key linkability

There is a potential for DIDs to be correlated. This can happen if the same DID is used among more
than one relationship. DLT ledgers can mitigate this risk by using pairwise unique DIDs for
relationships. This means that each pair of used DID is different for every relationship. In this scenario
each DID acts as a pseudonym [b-W3C-2]. A pseudonymous DID need only be shared with more
than one party when the DID subject explicitly authorizes correlation between those parties.
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As a point of caution, even pseudonymous DIDs can be correlated [b-W3C-2] if the data in the
corresponding DID documents can be correlated. For example, using common service endpoints
names in multiple DID documents can be used to correlate information about the same DID.
Therefore, the DID document for a pseudonymous DID also needs to use pairwise unique public keys.

8.3.3 DID key protection

The management of private keys is important. If a master key is stored in a non-secure location even
on a single device, then identity theft is likely to occur. Use of secure storage facilities on devices
should be a requirement.

8.3.4  PII preserving techniques

It is recommended that there should be no storage of sensitive information on the ledger. The advent
of quantum computing will ensure that every two-way encryption technique can be cracked over time,
the aim is to never store any sensitive information on the ledger.

Although hashes are one-way functions, they can be potentially sensitive since hackers have
unlimited time to try to brute-force the digest. For this reason, there should be no hashes stored on
the ledger.

Instead of storing raw data such as date of birth on the ledger, answers to questions stating, for
example, that an individual is above 21 years old could be stored within a smart contract on a ledger.
It can be seen as a claim complying to a requirement.

It is recommended to store only hashes of private or sensitive data on the DLT. PII data should not
be stored on the ledger even if it is encrypted. Sensitive data should be stored off-ledger and should
be exchanged between approved entities that need to consume the data. This approach reduces the
risk that a DLT breach will result in the loss of sensitive data. Secure peer-to-peer technology should
be used for data exchanges supporting off ledger access. Appropriate off ledger data storage
techniques should be used including plans for data archiving and recovery. For example, if an identity
owner claims that they are a licensed insurance provider, that claim can be verified by an entity that
plays the trusted provider role in the decentralized identity system and the proof is stored on the DLT
in a hashed form. The proof can be the hash of the digitally signed claim from the claimant. The
security of the off-ledger depository should be ensured.

8.3.,5 Vendor lock-in

Ledgers can be standardized, however software components are specific to a given solution and could
be proprietary and non-interoperable.

8.3.6 Identity-based attacks

A distributed ledger is vulnerable to identity-based attacks similar to those targeting traditional
information technology infrastructure, such as spoofing and Sybil attacks. Malicious actors can
deploy such attacks to take over a majority of the nodes in a ledger. If successful, an attacker can
undermine the consensus validation and distributed architecture protections of a ledger. This risk can
be mitigated using strong authentication solutions for cloud-based directory services.

8.3.7 Communication network effects

The distributed structure of DLT can create operational problems when dealing with the involvement
of many players each with their own communication infrastructure protection solutions. This structure
poses challenges in managing identities, access control, security configuration, PKI key storage and
management.
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DLT operations requires running nodes that use differing communication network topologies,
software code and protocols which may be vulnerable to security threats. The impact of these threats
varies depending on the nature of the DLT (private or public). As such, identity management systems
and identity data are vulnerable to communication network level attacks that target the DLT.
Designers of identity management systems should take into consideration communication network
level issues that include:

1) Impact on identity data in the event that the DLT consensus algorithm fails.

2) How to deal with DLT or blockchain collisions?

3) What is the disaster recovery plan for identity data?

4) What are the threats to identity data in the event that a small group of participants control the

DLT consensus mechanisms?

8.3.8 Identity data encryption

Identity data stored off ledger is considered confidential and private for the identity owner. The user
should be able to get help from the ledger for assistance with encrypting data whether in bulk or
during transmission in particular when sharing data among various providers.

8.3.9 Backup

There are risks to the user when it comes to protecting its device and its content in terms of verifiable
claims or private keys and personal data.

There is a need for proper data recovery and restoration for the user wallet.

Additionally, the user will need assurance that their data is protected and backed up on the ledger.
Techniques that ensure no data corruption or loss should be available as services to the end user.

8.3.10 Smart contracts

The use of smart contracts may be required in the implementation of decentralized identity systems.
Smart contracts are written by developers using computer programming languages. These programs
are susceptible to development and programming errors in particular as the complexity of smart
contracts increases. The uncertainties with the accuracy of smart contracts requires the development
of governance framework that ensures the decentralized identity systems have proper processes and
procedures to address any limitations resulting from inaccurate smart contract whether it was
intentional or non-intentional.

8.3.11 DLT certificate management

Identity management systems include the task of managing the identity life cycle which include
identity vetting tasks. Identity management related tasks include creating, issuing, storing, revoking
and replacing credentials and fraud detection.

The use of certificates in the ledgers poses some unique challenges to security practitioners. In
decentralized identity systems, there is a higher price to be paid for lost or misplaced private keys
than traditional access systems. For example, if a user wallet private keys are lost then the user's
access to their DLT is permanently disabled. Greater damage will occur if the keys are stolen, since
proving passion of private keys is equivalent to identity theft. The difficulty of the recovery
mechanisms is also a function of the nature of the DLT. It is easier to deal with these issues in private
ledgers as opposed to permissionless ones that require consensus on transactions.
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These issues should be included in the design of governance systems for DLT since there are no
central authority for handling fraud or technical difficulties. This requires trust governance
frameworks to ensure that all states of an identity life cycle are covered from the onset and proper
procedures are agreed upon by DLT participant beforehand in the support of identity recovery
services such as: key life cycle management, what parts of a block pay load is encrypted, how are
keys revoked, how are private keys protected and recovered, and what happens if fraud is detected.
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