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Security-related misbehaviour detection mechanism using big data for connected 

vehicles 

 

 

 

Summary  

Recommendation ITU-T X.1376 describes a security-related misbehaviour detection mechanism for 

connected vehicles to help stakeholders to utilize automotive data to improve vehicle security. 

As connectivity of vehicles increases, the number of vulnerabilities is rising due to the development 

of complex technology. These vulnerabilities bring more threats to connected vehicles. Analysis of a 

large amount of automotive data is very useful for assessing security of connected vehicles. 
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The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 
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prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T X.1376 

Security-related misbehaviour detection mechanism using big data for 

connected vehicles 

1 Scope 

This Recommendation describes a security-related misbehaviour detection mechanism for connected 

vehicles. The mechanism includes the following steps. 

a) Data capture. Specification of the types of data and information that can be captured from 

different sources, including automotive, infrastructure, original equipment manufacturers 

(OEMs) and suppliers, for misbehaviour detection. Data capture methods and procedures lie 

outside the scope of this Recommendation. 

b) Detection. Analysis of the data captured to detect misbehaviour. 

This Recommendation applies to connected vehicles to detect misbehaviour by designers and security 

solution providers. Notification utilization methods lie outside the scope of this Recommendation. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

None. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 misbehaviour: Act of providing false or misleading data, operating in such a fashion as to 

impede other service recipients or to operate outside of their authorized scope. Misbehaviour may 

arise from internal, or external components to the vehicular system. 

NOTE 1 – Based on [b-ISO/TR 17427-4]. 

NOTE 2 – Misbehaviour includes suspicious behaviour as in wrong message types or frequencies, invalid 

logins and unauthorized access, or incorrect signed or encrypted messages, either purposeful or unintended. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ADAS Advanced Driver Assistance System 

ABS Anti-skid Braking System 

AEB Autonomous Emergency Braking 
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API Application Programming Interface 

CAN Controller Area Network 

GNSS Global Navigation Satellite System 

ITS Intelligent Transportation System 

IP Internet Protocol 

LiDAR Light Detection and Ranging 

MCU Microcontroller Unit 

OEM Original Equipment Manufacturer 

TCU Telematics Control Unit 

URL Uniform Resource Locator 

5 Conventions 

None. 

6 Model of misbehaviour detection mechanism 

Figure 1 provides the model of misbehaviour detection mechanism for connected vehicles. The 

mechanism includes two steps, data capture and detection, which are implemented by two systems. 

 

Figure 1 – Model of misbehaviour detection mechanism 

Since data capture methods and procedures lie outside the scope of this Recommendation, the data 

capture system (e.g., data filtering and data cleaning) in Figure 1 is just an informative example of a 

practical implementation of misbehaviour detection. 

Data from the capture system are sent to the detection system, and the data capture processed 

according to the types described in clause 7. 

The data capture system includes the following modules: 

a) data collection: collection of data for detection from different sources, e.g., service provider, 

body system and sensors; 

b) data filtering: filter captured data based on data classification; 

c) data cleaning: perform deduplication and noise-reduction operations for captured data. 
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The detection system includes the following modules: 

a) data selection: select data sets based on different misbehaviour detection methods, then send 

them to the detection engine; 

b) detection engine: detect misbehaviour based on detection methods, then send decision results 

to optimization and notification, as appropriate; 

c) optimization: use the detection results from the detection engine to improve data selection, 

detection engine and data capturing. 

Notification is a module that sends the outputs from the detection engine to stakeholders. It does not 

lie within the scope of this Recommendation. 

7 Data capture 

Data capture usually includes data capturing, data cleaning and data filtering. Since data capture 

methods and procedures lie outside the scope of this Recommendation, only data types used in the 

detection procedure are specified. Any personal sensitive data should be protected with proper 

technologies such as anonymization, which lies outside the scope of this Recommendation. 

Based on data and information captured from different sources, this clause specifies the types used in 

the misbehaviour detection mechanism, namely status data, control data and intelligence data, as 

shown in Table 1. 

 

Table 1 – Data types 

Type Subtype Data sources Data examples 

Status dataa 

Application or service 

data 

Content provider or service 

provider 
Infotainment data 

Map service data Navigation, positioning 

Mobile application data Application-related data 

Vehicle status 

Safety system 

Anti-skid braking system 

(ABS), airbag, autonomous 

emergency braking (AEB), 

advanced driver assistance 

systems (ADASs) 

Body system Door, window, wiper 

Chassis system Torque, corner 

Power system 
Speed, rotational speed, throttle 

valve, stalls 

Environmental 

sensors 

Radar Millimetre wave radar 

Light detection and ranging 

(LiDAR) 

Point cloud 

Ultrasonic sensors Distance 

Camera Surrounding image 

Intelligent transportation 

system (ITS) sensors 
Roadside facilities sign 

Control datab 
Local control In-vehicle controller Open door, close door 

Remote control Automation, telematics Remote diagnosis 
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Table 1 – Data types 

Type Subtype Data sources Data examples 

Intelligence 

datac 

Internal intelligence 

data 

Security research, testing 

results 

Vulnerabilities, bugs, internal 

cybersecurity events 

External sharing 

intelligence data 

Customer, supplier, 

community, conference or 

literature, web 

Internet protocol (IP) address, 

hash values, uniform resource 

locator (URL), domain name, 

common vulnerabilities and 

exposures (CVE), etc. 

a Data and information related to the status of vehicles, applications, services, sensors and other facilities 

in an ITS. 
b Data and information used to control vehicles, applications, services, sensors and other facilities in an 

ITS. 
c Data and information related to cybersecurity obtained from outside an ITS. It is assumed that the 

sources of the data have the right level of integrity. 

8 Detection 

The detection module mainly consists of data selection, detection engine and optimization. As shown 

in Figure 2, based on data and information from different sources, the detection engine uses big data 

analysis to identify misbehaviour. Optimization uses misbehaviours to optimize data selection and 

the detection engine makes misbehaviour detection more accurate and efficient. 

 

Figure 2 – Procedure of detection 

8.1 Data selection 

Based on the various data requirements of detection methods, the data selection module classifies 

data into different data sets according to the requirements of detection engines, as shown in Figure 3. 

The input into the data selection module is data from the capture system. 
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Figure 3 – Procedure of data selection 

8.2 Detection engine 

The detection engine consists of two submodules: detection methods; and decision. When the data 

sets come into the detection methods submodule, methods will transform them into behaviour traits. 

Then the decision submodule makes a decision based on the behaviour traits. Decision results have 

three different types: blocked; suspicious; and allowed. A blocked result means it is anomalous; a 

suspicious result means that it cannot be determined whether the data are denied or secure; and an 

allowed result means the data are secure. 

8.2.1 Detection methods 

The detection methods submodule is a set of different detection methods. Based on the data types 

classified in clause 7, four methods have been designed to detect misbehaviour using these data. 

8.2.1.1 Status chain detection 

The status chain contains a series of correlated status data. In the status chain, change in one datum 

causes other data to change at the same time. 

Some characteristics of a status chain follow: 

a) node: a service or an application in an ITS that is relevant to an action; 

b) flow: the direction and path of changing data made by an action. 

Status data are generated in an ITS and a context can be created with these data. Data value also 

follows a certain trend and fluctuates within a certain range. 

In essence, the status chain can be divided into two models: line and branch. The two models are as 

follows: 

1) line: each node has only one node that receives its signal; 

2) branch: one node generates two or more status data at the same time, then sends them to 

different nodes. 

In the line model of a status chain, the nodes only have a one-way connection. See Figure 4. 



 

6 Rec. ITU-T X.1376 (01/2021) 

 

Figure 4 – Line model of status chain 

S: status 

In the branch model of a status chain, the nodes can be forked into two or more relevant line models. 

See Figure 5. 

 

Figure 5 – Branch model of status chain 

Thus, the traits of each node include: 

i) the context in the status chain; 

ii) the value and trend of each node. 

The traits from the nodes in the status chain are obtained, and then sent to the scoring function. 

8.2.1.2 Control flow detection 

The control flow contains a series of correlated control data. In the control flow, one control command 

can be made up of multiple sub-control-commands and will affect multiple systems. 

Some characteristics of control flow to describe control command execution follow: 

a) node: a service or an application in the ITS that is relevant to an action; 

b) flow: the direction and path of changing data made by an action. 

When a control action proceeds, control-related data will pass through control-related nodes and form 

a control flow. 

Every control node works stably and regularly in an ITS. When many nodes work together, the control 

flow is also stable in behaviour, due to the prescribed period, the determined types and number of 

messages. 

In essence, control flow can be divided into two models: line and branch. The two models are as 

follows: 

1) line: each node has only one node that receives its signal; 

2) branch: one node generates two or more control data at the same time, then sends them to 

different nodes. 

In the line model control flow, the nodes only have one-way connection. See Figure 6. 

 

Figure 6 – Line model of control flow  

C: control 
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In the branch model control flow, the nodes can be forked into two or more relevant line models. 

See Figure 7. 

 

Figure 7 – Branch model of control flow 

8.2.1.3 Time series detection 

A time series is used to describe data that change according to type. As long as the data are in 

accordance with the types, then time series detection can be used. 

The changing trend of time series data has four types: 

a) tendency: the data change with time or independent variables, showing a relatively slow and 

long-term trend of the same nature of continuous rise, fall or staying the same, but the change 

range may not be equal; 

b) periodicity: a factor gradually shows repeated characteristics over time, including peaks and 

troughs; 

c) randomness: the data are randomly changing, but the overall situation is statistical; 

d) superposition: the actual change is a superposition or combination of several changes. 

Some characteristics of time series behaviours follow: 

1) node: a service or an application in the ITS that is relevant to time series data; 

2) flow: indicates time chronologically. 

Many data belong to time series data, e.g., controller area network (CAN) messages. The data model 

can be established with one or more types of data to find the misbehaviour. See Figure 8. 

 

Figure 8 – Line model of time series  

T: time 

8.2.1.4 Associative intelligence detection 

For the associative intelligence detection method, misbehaviour can be detected directly or indirectly. 

Associative intelligence data can therefore be divided into two categories: direct and indirect. 

Direct associative intelligence: misbehaviour can be detected directly based on this intelligence, e.g., 

external vulnerabilities report, internal cybersecurity research and common vulnerabilities disclosure. 

Indirect associative intelligence: misbehaviour cannot be detected directly based on this intelligence, 

since such intelligence is used to describe normal events, e.g., bug fixing, new feature release, 

software update and chip replacement. Combining indirect associative intelligence with other data 

captured, misbehaviour can be detected. 

8.2.2 Decision 

This clause introduces the decision submodule procedure shown in Figure 9. 
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Figure 9 – Procedure in decision submodule 

The decision submodule is used to determine the results from detection methods. It includes two 

functions: scoring and human analysis. The scoring function determines the data type by behaviour 

traits, then scores it. If misbehaviour such as a hijacking or tampering attack happens, it deviates from 

the stability baseline. If the score cannot meet the allowed or blocked threshold, it will be classed as 

suspicious. Human analysts will then intervene and help to make a decision until the score meets the 

allowed or blocked threshold. 

8.3 Optimization 

Optimization is a feedback module, which receives data from the detection engine and uses them to 

optimize it. See Figure 10. 

 

Figure 10 – Procedure in optimization 

8.3.1 Optimization for detection engine 

The trait is the key value in every transmitted datum in the flow. At the beginning of misbehaviour 

detection, stability baselines are generated by normal traits from the normal environment. The scoring 

function is initialized. 

The detection engine is optimized by its outputs. Detection methods are added, modified or deleted 

in order to improve detection efficiency; the scoring function is also optimized by the addition of new 

knowledge derived from human analysis. 

8.3.2 Optimization for data selection 

The data sets are added, modified or deleted in order to improve detection accuracy. 

8.3.3 Optimization for data capturing 

The data captured are added, modified or deleted in order to improve detection accuracy. 
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Appendix I 

 

Use cases of different detection methods 

(This appendix does not form an integral part of this Recommendation.) 

This appendix provides use cases of how to detect misbehaviour according to different detection 

methods in clause 8.2.1. 

I.1 Status chain case 

This is a status chain detection case for clause 8.2.1.1. 

A vehicle has a communication module to get access to the Internet called a telematics control unit 

(TCU). A TCU does not run all the time, so it switches into low power mode after the engine of 

vehicle is stopped to save power. Before the low power mode, it sends the status of vehicle to the 

vehicle gateway (backend service), which synchronizes this status to the TCU status cache. The 

command service then gets this status from the TCU status cache. When a user sends a command to 

their vehicle, the command service reacts according to the TCU status. If the TCU is in the low power 

mode, the command service sends a request to the wakeup service, which then wakes up the TCU. 

Figure I.1 shows normal behaviour. Table I.1 shows the status data involved in this normal behaviour. 

 

Figure I.1 – Normal behaviour of status chain 

When attackers want to figure out this procedure, they will try to modify the TCU status to see the 

different behaviours that the command service exhibits. There will then be a difference between the 

TCU status cache and the vehicle gateway. 

In this case, status chain detection can detect misbehaviour by comparing the vehicle status in the 

vehicle gateway and the TCU status in the TCU status cache. If their statuses are different, this is a 

misbehaviour. The TCU cannot be in low power mode when the vehicle is running. 

Table I.1 – Vehicle driving status data 

Node Data 

Vehicle gateway Vehicle status 

TCU status cache TCU status 

Command service TCU status 
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I.2 Control flow case 

This is a control flow detection case for clause 8.2.1.2. 

When a user wants to control the vehicle remotely, it is necessary to use the application installed on 

the user's smartphone to trigger the function. The application will generate an operation log. Then the 

application will send a request to the back-end application programming interface (API) service, 

which will record this request in the access log. The API service will then pre-treat the request and 

forward it to the vehicle endpoint, e.g., the TCU. The TCU will invoke a microcontroller unit (MCU) 

with the transceiver and send a command to the relevant executor. Finally, the actuator will execute 

the control command from the user side. See Figure I.3. Table I.2 shows the control data involved in 

this normal behaviour. 

 

Figure I.2 – Normal behaviour of control flow 

In this case, the TCU sends messages to the MCU only when the API service asks. If the MCU is 

invoked from an abnormal path, there will be no operation log in the mobile application and API 

service. Then misbehaviour is detected. 

Table I.2 – Telematics control data 

Node Data 

Mobile application Operation log 

API service Access log 

TCU Received data 

MCU Invoking log 

Executor Executor log 

I.3 Time series case 

This is a time series detection case for clause 8.2.1.3. 

In this case, the TCU sends the position of the vehicle to the backend service periodically. 

See Figure I.3. 
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Figure I.3 – Normal time series of position 

If a global navigation satellite system (GNSS) sensor is in a spoofing situation, the position 

information and interval will have an obvious difference to previous data. See Figure I.4. 

  

Figure I.4 – Misbehaviour time series of position 

Table I.3 shows the common time series data in the vehicle. 

Table I.3 – Automated sensor time series data 

Node Data 

Backend Service Latitude, interval 

I.4 Associative intelligence detection case 

There are two associative intelligence detection cases for clause 8.2.1.4, so two use cases are 

provided, one for each. 
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I.4.1 Direct associative intelligence detection case 

Detecting misbehaviour based on direct associative intelligence is the easier way in a connected 

vehicle. All forms of direct associative intelligence point to misbehaviour directly, e.g., IP address, 

domain name, URL, internal cybersecurity research and external vulnerabilities report. Any of these 

data include an absolute trait to detect misbehaviour. 

Table I.4 shows the common direct associative intelligences in the ITS. 

Table I.4 – Direct associative intelligence detection data 

Node Data 

In-vehicle infotainment system 

IP address 

URL 

Domain name 

Intelligence database 
External vulnerabilities report 

Internal cybersecurity research 

I.4.2 Indirect associative intelligence detection case 

Indirect associative intelligence cannot be used to detect misbehaviour independently, but it can be 

combined with other intelligence sources. In some circumstances, a single vulnerability cannot be 

exploited, but an attacker can utilize several vulnerabilities to build an exploitation chain to achieve 

exploitation. For example, not every vendor fixes vulnerabilities so that they cannot be exploited. 

When the detection engine receives a new technical report about chaining, [b-CVE-2017-11906] and 

[b-CVE-2017-11907] can reach arbitrary code execution; the version of the browser in the in-vehicle 

infotainment system is captured for use together with intelligent data to detect misbehaviour. 

Table I.5 shows the common indirect associative intelligences in the ITS. 

Table I.5 – Indirect associative intelligence detection data 

Node Data 

Intelligence database 
In-vehicle infotainment system 

External technical report 
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