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<message protocol="1.0" version="1.0.2" type="diagnose" subtype="submit"
sessionid="{7316A97D-8C04-428B-B498-0F51087A1093}" ownerid="0id9%987239487"
messageid="{BBCE3B0B-2A10-443A-97D0-EF4650457422}" trustlevel="3">

<Vehicle name="vehicleName" model="modelName" modelid="mid34987130"
vehicleid="vid0987234" locale="CH"”/>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
017>

<Module moduleid="{66E6F81E-F293-4531-B2FC-A93F177373AA}" version="1.3.23.0"
nextversion=""/>

<Hash algorithm="SHA-256">hash data here</Hash>

</Module>

<Module moduleid="{4D168B58-26FA-4157-9703-A431D99C8438}" version="2.4.34.0"
nextversion=""/>

<Hash algorithm="SHA-256">hash data here</Hash>

</Module>

</Device>

<Device name="device2" type="ECU" model="modell" id="did0987234"hwversion="HC-
027>

<Module moduleid="{70628FDC-2282-4B2F-8A36-13445DED587A}" version="3.5.45.0"
nextversion=""/>

<Hash algorithm="SHA-256">hash data here</Hash>

</Module>

</Device>

<IssuedTime "1903-07-01T00:00:00z2"/>

<ExpirationTime "1903-07-01T00:00:00Z"/>

</message>
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<message protocol="1.0" version="1.0.2" type="diagnose" subtype="receipt"
sessionid="{7316A97D-8C04-428B-B498-0F51087A1093}" ownerid="0id987239487"
messageid="{E313159C-2081-4A10-B61D-4F81D074D54F}" trustlevel="3"
status="yes”>

<IssuedTime "1903-07-01T00:00:00Z"/>

<ExpirationTime "1903-07-01T00:00:00Z"/>

</message>
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s RS . BEBEZABEICER
ZFR I RR, WRA MG
i i) PRI 7 i (AL ) 2R AR R 44 PR
modelid | ZEAMIE Y 4 FR
vehicleid | ¥ 75l i R ML 0L e U 3 bR 1R
XIE | FrXEE R
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26 —update_check (iER) JHETEHIR

P SR ik
Y WA IR 42 R

deviceid | VA4 Hllidk R /AL R 5 IR bR iR
hwversion AR R A

- BUE RS, BFETILER
_ moduleid | FEHAR IR — Pl E VR G 3E P/ A RS B A R (A B 1R
A ZAF R A
nextversion | SRR HSEHLBET I RRCAS, 32 SR AE B A IR) R AK Bl B9 2,
IssuedTime - A B B R LI [A]

ExpirationTime - 2 B A BOH

7 - update_check (GEXR) HERH

<message protocol="1.0" version="1.0.2" type="update check" subtype="request"
sessionid="{19622672-A025-4500-B26A-BB626BC61C62}" ownerid="0id987239487"
messageid="{4604A6C9-F72F-452B-ABA5-94168CCD8FD6}" trustlevel="3">

<Vehicle name="vehicleName" model="modelName" modelid="mid34987130"
vehicleid="vid0987234" locale="CH"/>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
01">

<Module moduleid="{1F6EDD6C-17D4-461B-8403-1E240E26464E}" version="1.3.23.0"
nextversion=""/>

<Module moduleid="{4D168B58-26FA-4157-9703-A431D99C8438}" version="2.4.34.0"
nextversion=""/>

</Device>

<Device name="device2" type="ECU" model="modell" id="did0987234"hwversion="HC-
027>

<Module moduleid="{70628FDC-2282-4B2F-8A36-13445DED587A}" version="3.5.45.0"
nextversion=""/>

</Device>

<IssuedTime "1903-07-01T00:00:00Z"/>

<ExpirationTime "1903-07-01T00:00:00Z"/>

</message>

7.2.3.2 update check (ER) 48
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T B B A B i — Bk S, VMG Trupdate_check CIR1R ) 1 B o () 25 Y54
B 5 — AN NI R
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9 — update_check ([EIR) JH B KB

<message protocol="1.0" version="1.0.2" type="update check" subtype="response
" sessionid="{19622672-A025-4500-B26A-BB626BC61C62}" ownerid="01id987239487"
messageid="{4604A6C9-F72F-452B-ABA5-94168CCD8FD6}" trustlevel="3">

<Vehicle name="vehicleName" model="modelName" modelid="mid34987130"
vehicleid="vid0987234" locale="CH”/>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
01”>

<Module moduleid="{1F6EDD6C-17D4-461B-8403-1E240E26464E}" version="1.3.23.0"
nextversion="" status="ok">

<Urls>

<Url codebase="http://updatel.server/this/is/an/example/url/"/>

<Url codebase="http://update2.server/this/is/an/example/url/"/>

<Url codebase="http://update3.server/this/is/an/example/url/"/>

</Urls>

<Manifest version="1.4.0">

<Packages>

<Package name="modulel.bin" size="589" description="This update provides ...”>
<Hash algorithm="SHA-256">hash data here</Hash>

</Package>

</Packages>

<Actions>

<Action arguments="--argument-for-installation" event="install"/>
</Actions>

</Manifest>

</Module>

<Module moduleid="{4D168B58-26FA-4157-9703-A431D99C8438}" version="2.4.34.0"
nextversion="" status="noupdate">

</Module>

</Device>

<Device name="device2" type="ECU" model="modell" id="did0987234"hwversion="HC-
027>

<Module moduleid="{70628FDC-2282-4B2F-8A36-13445DED587A}" version="3.5.45.0"
nextversion="" status="noupdate">

</Module>

</Device>

<IssuedTime "1903-07-01T00:00:00Z"/>

<ExpirationTime "1903-07-01T00:00:00Z"/>

</message>
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11 — update_report (3£32) JHB=H

<message protocol="1.0" version="1.0.2" type="update report" subtype="submit"
sessionid="{9AFFEB5A-F36B-4E05-819F-5BDCD3A0E3EC}" ownerid="0id987239487"
messageid="{3F7A6438-8306-447E-A1BB-99CED4C2B6AD}" trustlevel="3">

<Vehicle name="vehicleName" modelid="mid34987130" type="ECU" model="modelName"
vid="vid0987234" locale="CH"/>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
01”>

<Module moduleid="{1F6EDD6C-17D4-461B-8403-1E240E26464E}" version="1.4.0"
nextversion="" status="ok">

<Hash algorithm="SHA-256">hash data here</ModuleHash>

</Module>

<Module moduleid="{4D168B58-26FA-4157-9703-A431D99C8438}" wversion="2.4.34.0"
nextversion="" status="ok">

<Hash algorithm="SHA-256">hash data here</ModuleHash>

</Module>

</Device>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
027>

<Module moduleid="{70628FDC-2282-4B2F-8A36-13445DED587A}" version="3.5.45.0"
nextversion="" status="ok”>

<Hash algorithm="SHA-256">hash data here</ModuleHash>

</Module>

</Device>

<IssuedTime "1903-07-01T00:00:00Z2"/>

<ExpirationTime "1903-07-01T00:00:00z"/>

</message>
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%13 —update_report ([FI$R) JHBRHI

<message protocol="1.0" version="1.0.2" type="update report" subtype="receipt"
sessionid="{9AFFEB5A-F36B-4E05-819F-5BDCD3A0E3EC}" ownerid="0id987239487"
messageid="{B5585708-6BDA-4B07-B2CB-5E9241F63271}" trustlevel="3">

<Vehicle name="vehicleName" model="modelName" modelid="mid34987130"
vehicleid="vid0987234" locale="CH"”/>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
01”>

<Module moduleid="{1F6EDD6C-17D4-461B-8403-1E240E26464E}" version="1.4.0"
nextversion="" status="ok"/>

<Module moduleid="{4D168B58-26FA-4157-9703-A431D99C8438}" version="2.4.34.0"
nextversion="" status="ok"/>

</Device>

<Device name="devicel" type="ECU" model="modell" id="did0987234"hwversion="HB-
027>

<Module moduleid="{70628FDC-2282-4B2F-8A36-13445DED587A}" version="3.5.45.0"
nextversion="" status="ok"/>

</Module>

</Device>

<IssuedTime "1903-07-01T00:00:00Z"/>

<ExpirationTime "1903-07-01T00:00:00z"/>

</message>
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[b-1SO/IEC 9797-1]

[b-1SO/IEC 9797-2]

[b-1SO/IEC 9797-3]

[b-1SO/IEC 29192-2]

[b-1SO/IEC 29192-5]

[b-JASO TP15002]

[b-FIPS-202]

[b-1SO 14229]

[b-1SO 13400]
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Recommendation ITU-T F.749.1 (2015), Functional requirements for
vehicle gateways.

ISO/IEC 9797-1:2011, Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 1: Mechanisms using a
block cipher.
<http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=50375>
ISO/IEC 9797-2:2011, Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 2: Mechanisms using a
dedicated hash-function.
<http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=51618>
ISO/IEC 9797-3:2011, Information technology — Security techniques —
Message Authentication Codes (MACs) — Part 3: Mechanisms using a
universal hash-function.
<http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=51619>
ISO/IEC 29192-2:2012, Information technology — Security techniques —
Lightweight cryptography — Part 2: Block ciphers.
<http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue detail.htm?csnumber=56552>
ISO/IEC 29192-5:2016, Information technology — Security techniques —
Lightweight cryptography — Part 5: Hash-functions.
<http://www.iso.org/iso/home/store/catalogue_tc/catalogue detail.htm?csnumber=67173>
JASO TP15002:2015, Guideline for automotive information security
analysis.

Federal Information Processing Standards Publication-202 (2015), SHA-3
Standard: Permutation-Based Hash and Extendable-Output Functions.
National Institute of Standards and Technology,
<http://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf>

ISO 14229-1:2013, Road vehicles —Unified diagnostic services (UDS) —
Part 1: Specification and requirements

Road vehicles — Diagnostic communication over Internet Protocol (DolP)
— Part 1: General information and use case definition
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