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Recommendation ITU-T X.1367 

Standard format for Internet of things (IoT) error logs for  

security incident operations 

 

 

 

Summary 

There are two issues to handle security incidents from the Internet of things (IoT) ecosystem: The first 

is the incompatibility of protocols between computer networks using transmission control 

protocol/Internet protocol (TCP/IP) and IoT edge devices. The second is the lack of compatibility of 

error codes among edge device manufacturers. 

Recommendation ITU-T X.1367 specifies a standardized error log format that can be placed in a 

protocol payload, such as syslog (see IETF RFC 5424) to be used for converting an error log 

information issued by an edge device to the standard error log format.  

This Recommendation also specifies a standardized error code table to solve the second issue. As a 

result, security incidents across computer networks and networks for IoT edge devices can be 

integrally managed. 
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Recommendation ITU-T X.1367 

Standard format for Internet of things (IoT) error logs for  

security incident operations 

1 Scope 

This Recommendation specifies a standardized error format for Internet of things (IoT) error logs that 

can be placed in a protocol payload, such as syslog [b-IETF RFC 5424] for converting an error log 

information issued by an edge device to the standard error log format.  

This Recommendation also specifies a standardized error code table to solve the lack of compatibility 

of error codes among edge device manufacturers. As a result, security incidents across computer 

networks and networks for IoT edge devices can be integrally managed. 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 actuator [b-ITU-T Y.4109]: A device performing physical actions caused by an input signal. 

3.1.2 attack [b-ISO 13491-1]: Attempt by an adversary on the device to obtain or modify sensitive 

information or a service they are not authorized to obtain or modify. 

3.1.3 authentication [b-ITU-T X.1277]: Authentication is the process in which a user employs their 

FIDO authenticator to prove possession of a registered key to a relying party. 

3.1.4 authorization [b-ITU-T X.800]: The granting of rights, which includes the granting of access 

based on access rights. 

3.1.5 device [b-ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 

with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, 

data capture, data storage and data processing. 

3.1.6 Internet of things (IoT) [b-ITU-T Y.4000]: A global infrastructure for the information 

society, enabling advanced services by interconnecting (physical and virtual) things based on existing 

and evolving interoperable information and communication technologies. 

3.1.7 human/machine interface (HMI) [b-ITU-T H.320]: Human-machine interface between 

user and terminal/system which consists of a physical section (electro-acoustic, electro-optic 

transducer, keys, etc.) and a logical section dealing with functional operation states. 

3.1.8 malware [b-ISO/IEC 27033-1]: Malicious software designed specifically to damage or 

disrupt a system, attacking confidentiality, integrity and/or availability. 

3.1.9 sensor [b-ITU-T Y.4105]: An electronic device that senses a physical condition or chemical 

compound and delivers an electronic signal proportional to the observed characteristic. 

3.1.10 thing [b-ITU-T Y.4000]: With regard to the Internet of things, this is an object of the physical 

world (physical things) or the information world (virtual things), which is capable of being identified 

and integrated into communication networks. 
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3.1.11 vulnerability [b-ISO/IEC 27000]: Weakness of an asset or control that can be exploited by 

one or more threats. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 certification: Third-party attestation related to products, processes, systems or persons. 

NOTE – Based on the definition in [b-ISO/IEC 17000]. 

3.2.2 command and control (C&C) server: A server that sends commands to and controls 

computers (botnets) that have become bots after being infected with malware. 

3.2.3 encryption: The cryptographic transformation of data to produce ciphertext. 

NOTE – Based on the definition of encipherment in [b-ITU-T X.800], which treats encryption as its synonym. 

3.2.4 Internet of things edge device: A terminal device of the IoT ecosystem that collects data 

from the real world with sensors or effects the real world with actuators. 

3.2.5 Internet of things gateway (IoTGW): A device that connects a network for IoT edge 

devices and widely available computer networks, such as the Internet. 

3.2.6 microcontroller unit (MCU): an embedded microprocessor that integrates arithmetic units, 

memory units, and input/output ports into one integrated circuit. 

3.2.7  security incident response team (SIRT): A team that receives, investigates, and responds 

to reports on "security incidents". 

3.2.8 security operations centre (SOC): A division that monitors the status of computers and 

networks in the organization and responds after detecting signs of malicious activities. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

C&C Command and Control 

FW Firewall 

HMI Human/Machine Interface 

ID Identifier 

IDS Intrusion Detection System 

IoT Internet of Things 

IoTGW Internet of Things Gateway 

IP Internet Protocol 

JSON JavaScript Object Notation 

LAN Local Area Network 

MCU Microcontroller Unit 

PC Personal Computer 

SIRT Security Incident Response Team 

SOC Security Operation Centre 

TCP Transmission Control Protocol 
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5 Conventions 

None. 

6 General 

6.1 Current error handling on an IoT ecosystem 

In the context of error handling in IoT, if one of the components in an IoT system such as sensor or 

actuator goes out of order, an error code will be issued and recorded in an error log. If the error rarely 

occurs, no correction is needed. However, if the error continues to occur, the component should be 

replaced to fix the problem. 

Figure 1 shows a typical IoT ecosystem consisting of IoT components such as microcontroller units 

(MCUs) associated with sensors and actuators, an Internet of things gateway (IoTGW) and a cloud. 

 

Figure 1 – Typical IoT ecosystem 

The communication among IoTGW, MCU1, and MCU2 in Figure 1 is based on a dedicated protocol 

(see note) for the system. The MCU1-sensor and MCU2-actuator are examples of IoT edge devices. 

In this case, the IoTGW transmits a request to MCUs and the MCUs respond to the IoTGW with log 

information. The IoTGW also communicates with the cloud (a back-end system).  

NOTE – A dedicated protocol can be one for big networks, such as oneM2M [b-oneM2M], ECHONET Lite 

[b-ISO/IEC 14543-4-3], or can be one for small networks such as SPI [b-SPI], I2C [b-UM10204], Bluetooth 

[b-IEEE 802.15.1], Zigbee [b-IEEE 802.15.4], or a proprietary protocol designed only for this IoT system. 

To manage an IoT ecosystem appropriately, because IoT edge devices sometimes break down, the 

IoT ecosystem needs to handle errors. Such systems handle error logs with error codes and initiate 

fixes. On the other hand, some systems analyse error logs stored with error codes to collate statistical 

information for their own improvement and even to handle security incidents. However, it is hard to 

unify the error logs of every IoT ecosystem and syslog [b-IETF RFC 5424]. 

6.2 Overview 

To effectively respond to incidents, the provision of adequate capabilities for collecting and analysing 

error log information from components of the IoT ecosystem is key. However, the following concerns 

are recognized in the case of the IoT ecosystem. 

1) There is a standardized procedure including the process for incident handing, by use of syslog 

[b-IETF RFC 5424], to collect log information from network devices. However, there is no 

such procedure for the IoT ecosystem. 

2) IoT error log information cannot be stored in a single component of the IoT ecosystem, i.e., 

such log information should be collected by the back-end system (e.g., the cloud) or IoT edge 

system (e.g., an IoTGW) depending on the IoT ecosystem configuration. 

3) Correlation analysis of error log information among different IoT components is difficult, 

because there is no standardized error log format. 
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4) Without a method of dealing with error log information, the IoT ecosystem will not be able 

to effectively maintain its IoT service. 

This Recommendation describes a basic IoT system architecture for collecting IoT error logs to be 

used in incident-handling operations. It specifies standardized error codes and an error log format. By 

converting error codes adopted by each IoT ecosystem manufacturer into standardized error codes, 

the status of multiple IoT ecosystems can be more effectively monitored. Moreover, in the process of 

converting an error code to a standardized error code, the situation in which the error occurred is also 

recorded in associated error logs. As a result, security incidents can be handled across multiple IoT 

ecosystems. (see an example in Appendix I, clause I.4, multiple IoT ecosystem).  

7 Standard error log format for the IoT environment 

Because of poor computer resources, it can be difficult for IoT edge devices to implement new 

functions for handing IoT error logs. However, an IoTGW normally have better computer resources 

to do so. Requests and responses are often exchanged between IoTGW and cloud systems, and such 

communications include IoT error log information. Therefore, in this Recommendation it is required 

for an IoTGW to generate standardized error log information and to communicate it to cloud systems.  

7.1 Basic structure of error log format 

An IoT error log has the format described in Figure 2 by using JavaScript object notation (JSON) 

with regular expression. This format can be transformed for use by syslog or XML (see note). 

Examples of this format are described in Appendix I. 

NOTE – This Recommendation does not define the length of every attribution value. The agreement between 

the sender and the receiver of the error log on the length of each attribute value will be needed in advance. 

{ 

 "Timestamp": 

        "^([0-9]{4})-(1[0-2]|0[1-9])-(3[01]|0[1-9]|[12][0-9])T 

          (2[0-3]|[01][0-9]):([0-5][0-9]):([0-5][0-9])(\.[0-9]{+})Z$", 

  "Reporter": {}, 

  "Protocol": String, 

  "Requester": {}, 

  "Responder": {}, 

  "Error Code": "/^[0-9A-F]^{+}$/", 

  "Error Message": String, 

  "Description": String | {}, 

} 

Figure 2 – Elements of an error record 

In most cases, the reporter of this error log is the IoTGW. Attributes used in this format are defined 

in clause 7.2. 

7.2 Basic attributes 

The following attributes are elements for error log information. 

a) Timestamp: A timestamp (see note) is required for the issue of an error log. For example, in 

the case of 20 September 2018 – 13 h 25 min and 51 s, the timestamp should be described as 

"2018-09-20T13:25:51.0Z." [b-ISO 8601-1]. 

NOTE – "Timestamp" is mandatory, even though the transmission protocol carrying an error log specified by 

this Recommendation also has a timestamp field, because timestamp usually changes between problem 

occurrence and the transfer time. 

b) Reporter: The IoT component which converts a device's error code to a standard error code 

and sending it to the cloud. The detailed description is in Figure 3. 
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"Reporter":{ 

    "IP Address": 

        "(^(?:(?:25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.){3} 

              (?:25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)$) 

         |(^(?:[A-F0-9]{1,4}:){7}[A-F0-9]{1,4}$)" 

} 

Figure 3 – Elements of reporter 

1) Internet protocol (IP) address: The unique identifier (ID) of the reporter on the Ethernet. 

c) Protocol: Protocol name used among IoTGW and IoT edge devices.  

d) Requester or responder: The IoT component which sends a request to an IoT edge device or 

an IoT component which replies to a request. The detailed description is in Figure 4.  

"Requester(or Responder)": { 

    "Unique ID": string, 

    "Transmitted Code": "( [0-9A-F])^{+}} 

Figure 4 – Elements of requester and responder 

1) Unique ID (optional): This is a unique number or a unique code related to each device 

defined by the protocol of the IoT edge device network. 

2) Transmitted code (optional): Content of data transmitted. It is expressed in hexadecimals. 

3) It should be expressed as in Figure 5 when an error occurs without Requester or 

Responder, like a sensor device sending data periodically without being requested. 

"Requester(or Responder)": {} 

Figure 5 – The case of no requester or no responder 

e) Error code, error message: Error code and error message are specified in Annex A. 

f) Description (optional): Any sentences, phrases and sub-elements of JSON can be expressed, 

if notification of the situation of IoT edge devices or their networks is required.  

The error message can be omitted if communication bandwidth is narrow or storage size is limited. 

The description can be omitted if it is not necessary to write any additional text. 
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Annex A 

 

Error code and error message 

(This annex forms an integral part of this Recommendation.) 

Error code and error message are specified in Table A.1. 

Table A.1 – Error code and error message 

Code Message Description 

 No Error (0x00-0x0F) 

0x00 No Error No error occurs. 

 Communication (0x10-0x1F) 

0x10 No Response No response even though the request requires any responses. 

0x11 Communication Failed Some problems for failing communication. 

0x12 Link Down A network interface link is down. 

0x1E Extended Reasons Prefix code for extended reasons. 

0x1F Other Communication 

Reasons 

Other reasons related to communication. 

 Security (0x20-0x2F) 

0x20 Authentication Failed Some problems of the authentication. 

0x21 Certification Failed Some problems of the certification. 

0x22 Encryption Failed Some problems of the encryption. 

0x23 Authorization Failed Some problems of the authorization. 

0x2E Extended Reasons Prefix code for extended reasons. 

0x2F Other Security Reasons Other reasons related to the authentication, the certification, the 

encryption or the authorization. 

 Command (0x30-0x3F) 

0x30 Invalid Command The command is undefined or invalid. 

0x31 Invalid Argument The argument is out of range or invalid. 

0x3E Extended Reasons Prefix code for extended reasons. 

0x3F Other Command 

Reasons 

Other reasons related to the command. 

 Device (0x40-0x4F) 

0x40 Device Broken A part of the device has unrecoverably broken. 

0x41 Device Failed A part of the device has failed but is recoverable. 

0x42 Out of Resources Running out of storage, memory, and any computing resources. 

0x4E Extended Reasons Prefix code for extended reasons. 

0x4F Other Device Reasons  Other reasons related to the device. 

 Reserved for future extension (0x50-0xDF) 

 Reserved for private applications (0xE0-0xEF)  

 Others (0xF0-0xFF) 

0xFF Other Reasons Other reasons except for the above reasons. 
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Appendix I  

 

Examples of how to utilize error logs for incident operations 

(This appendix does not form an integral part of this Recommendation.) 

I.1 Attacker sends a random binary string to an edge device through IoTGW 

Figure I.1 shows an attacker sending a random binary string to MCU1 and its reaction. The head of 

the random binary string "01000001" identifies device No. 0001 and function No. 0100. In other 

words, the attacker tries to attack function No. 0100 of device No. 0001. MCU1 cannot understand 

"3A459187F43CDDE5." So it responds "000003FF (unknown command)" to device No. 0000 

(IoTGW). 

 

Figure I.1 – Attacker sends a random binary string to MCU1 

After IoTGW receives "000003FF" from MCU1, IoTGW builds the following log and send it to a log 

server on the cloud. See Figure I.2. 

{ 

    "Timestamp":"2018-08-28T09:34:55.0Z", 

    "Reporter": { "IP Address": "192.168.2.11"}, 

    "Protocol": "ABC company protocol",  

    "Requester": { 

        "Unique ID": "0000", 

        "Transmitted Code": "010000013A459187F43CdDE5" 

    }, 

    "Responder": { 

        "Unique ID": "0001", 

        "Transmitted Code": "000003FF" 

    }, 

    "Error Code": "30", 

    "Error Message": "Invalid Command", 

} 

Figure I.2 – IoT error log for a bad request (example) 

I.2 Attacker sends an incorrect certification to an edge device through a compromised 

IoTGW 

Figure I.3 shows an attacker sending an incorrect certification to MCU2 through a compromised 

IoTGW and its reaction. MCU2 identifies that the certification is invalid. So, it responds 
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"00000010000c (certificate verification error)" to device No. 0000 (an IoTGW). However, the 

IoTGW is compromised. The IoTGW will never send an error log to the log server on the cloud. The 

intrusion detection system (IDS) sends an IoT error log instead of the IoTGW. 

 

Figure I.3 – Attacker sends a faked certification code 

The attacker sends a faked certification code to MCU2, but MCU2 cannot recognize it. So, MCU2 

sends "00000010000c (Certificate verification error)." The IoTGW ignores the response message 

from MCU2, because the attacker has compromised it previously. However, if the system has an IDS, 

the IDS constructs the IoT error log in Figure I.4 instead of the IoTGW. In this case, IDS becomes a 

reporter. 

{ 

    "Timestamp":"2018-08-28T09:34:55.0Z", 

    "Reporter": { "IP Address": "192.168.100.249"}, 

    "Protocol": "EEE Company’s protocol",  

    "Requester": { 

        "Unique Name": "0000", 

        "Transmitted Code": "02000100... (Faked certification codes)" 

    }, 

    "Responder": { 

        "Unique Name": "0002", 

        "Transmitted Code": "000000000010000c " 

    }, 

    "Error Code": "21", 

    "Error Message": "Certification Failed", 

    "Description": { 

        "Status": "This message was sent from IDS not IoTGW” 

    }, 

} 

Figure I.4 – IoT error log for a certificate verification error (example) 

I.3 Attacker physically breaks a sensor device that regularly sends data without any 

request 

Figure I.5 shows an attacker physically breaking MCU1, which regularly sends data without any 

request. MCU1 cannot send any data after that. In this case, the IoTGW detects an abnormal situation 

related to MCU1, and sends the IoT error log shown in Figure I.6. 
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Figure I.5 – Attacker physically breaks MCU1 

{ 

    "Timestamp":"2018-08-28T09:34:55.0Z", 

    "Reporter": { "IP Address": "192.168.10.254"}, 

    "Protocol": "ZZZ Company’s protocol",  

    "Requester": {}, 

    "Responder": { 

        "Unique Name": "0002", 

        "Transmitted Code": "" 

    }, 

    "Error Code": "11", 

    "Error Message": "Communication Failed", 

    "Description": { 

        "Responder stopped sending data." 

    }, 

} 

Figure I.6 – IoT error log sent for losing a communication (example) 

I.4 How to use the IoT logs in an incident response 

A factory has three IoT ecosystems on the same local area network (LAN) as shown in Figure I.7. 
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Figure I.7 – Multiple IoT ecosystems in a factory 

In this case, an attacker can easily attack each device, as shown in Figure I.8. If there are no IoT error 

logs, it is hard for a security incident response team (SIRT) to identify the footprints of the attacker, 

because the SIRT cannot unify non-standard IoT logs from each IoT ecosystem. 

 

Figure I.8 – Attacker targets all IoT ecosystems at the same time 

If these IoT ecosystems use the standard IoT error log format, the SIRT can easily unify all IoT error 

logs as shown in Figure I.9, as well as unifying syslog. The footprints of the attacker can then be 

identified. 
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Figure I.9 – Unify and analyse all IoT error logs 
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Appendix II 

 

Prospective security incident response using Internet of things error log 

(This appendix does not form an integral part of this Recommendation.) 

The standard IoT error log described in this Recommendation can be used for security incident 

response for an IoT ecosystem. Figure II.1 shows a flow of incident detection using IoT error log. 

 

Figure II.1 – Incident detection using IoT error log 

(1) Malware somehow infects a human/machine interface (HMI), e.g., a desktop personal 

computer (PC). 

(2) Malware receives commands from the command and control (C&C) server. A firewall (FW), 

IDS or proxy may record a log of communication between the malware and the C&C server.  

(3) Malware looks for a vulnerability of the IoT edge device. The IoT edge device sends many 

error codes to the IoTGW, because the malware tries to frequently send commands with 

various parameters. Almost always their parameters are incorrect for the IoT edge device. 

(4) For every IoT error code sent, the IoTGW sends an IoT error log in the format specified in 

this Recommendation to the FW or IDS using the syslog protocol. 

(5) A proxy also sends communication logs using the syslog protocol to the FW or IDS, which 

sends all logs, including the IoT error log, with the syslog protocol to a security operation 

centre (SOC) or SIRT. 

Security analysts in SOC or SIRT may not respond to a single IoT error log which is not related to 

other IoT error logs. They, however, may notice an abnormal situation if the SOC or SIRT receives 

a large number of IoT error logs continuously, because this could be due to an attacker looking for an 

IoT system vulnerability.  

This Recommendation allows SOC or SIRT analysts to detect attacks on IoT edge devices, because 

the SOC or SIRT receives IoT error codes in the standard IoT error log format. They will then check 

other related logs, including communications between the malware and the C&C server, and notify 

factory operator to separate this HMI desktop PC from a LAN or remove the malware from the HMI 

desktop PC. 
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