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{

"Timestamp":

"A([0-9]1{4})-(1[0-2]110[1-9])-(3[01][0[1-9]I[12][0-9)T
(2[0-311[01]1[0-91):([0-51[0-91):([0-5]110-91) (\.[0=-9]{+})zs",
"Reporter": {},
"Protocol": String,
"Requester": {},
"Responder": {},
"Error Code": "/A[0-9A-F]1 M {+}s/",
"Error Message": String,
"Description": String | {},
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TE — “RFERRIC T ASREIVER, R A WA RUE BB R H S AR P OB N AR S 7 B,

NI TRD AR AT 38 7 i JUA A A% A8 I [) 22 8] e A2 AR A

b) et U5 R A B R A B B9 b v A R AU TR A8 B 2 i D R I LA .
Ak WK 3.

"Reporter":{

"Ip Address":
" (?2:(2:25[0-5]112[0-41[0-9]11[01]12[0-9][0-9]12)\.) {3}
(2:25[0-5]112[0-4]1[0-9]11[01]12[0-9]1[0-9]2)8%)
[ (~(2:[A-F0-9]1{1,4}:) {7} [A-FO-01(1,4}s)"
}
B 3-HRETER
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c) P 7€ 10TGW FIHIHE N 321 25 1% 4% 2 845 FH B L 44 R

d) TR IT RIS T5 s (A E a2 5 5 4% 3R 3 SR B A B X 2 A B [ A7 SR ) A Bk TR 4
. FEAIREIR LI 4.

"Requester (or Responder) ": {
"Unique ID": string,
"Transmitted Code": " ( [0-9A-F])"{+}}

Bl 4 - TERTGMBINTTER
1) ME—ID (Alig) : X2 5PN G 4% I 2% DIMALSE SCHIBEA B8 AR 50 1 ME— 2h
7 B ME— AT
2) ALEAED (ATE) - ARREER NS, HT SRR,
3) AEWEAERITERIE N T BN KA RIS, NAnE] 5 BN, WS AL AR B AE
B T SR AR 0 JE 0 1 A B s — A
"Requester (or Responder)": {}
B 5 — A TE R 75 B A B L5 IR L
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f) Yl (ATa) « Gn SR W AN IR M 10 S 5 & B I 25 O 00, 7T BLERIA JSON AT
i 7)1 FIEM T IT R .

Un O AE A S B AT A S AR, AT DUE ISR IRV 2 o W R IeAT 0 B 5 AR AT PRI 5L
A%, AT P IR
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0x22 | JIna KK T (21 1)
0x23 | #ZALRIK BRI T 19
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Ox2F | HoAth 2z 4z 5 A HISUE A N s AR S A5 A .
fir4 (0x30-0x3F)
0x30 | R4 A A LETERK
0x31 | JEiESH A R FE B RK
Ox3E | ¥ EBJRA I R IR B R AR
Ox3F | HAthir 45 A ity A A 1) HoAth R IA
B4 (0x40-0x4F)
0x40 | BE&IR WAM—Ha EWIR, LikBE.
Ox41 | & WA 3 s, (HARE
0x42 | HEIEAE FERAE M AR AT T 5 208
Ox4E | ¥ 2R A I i DR ) T 28 AR
OX4F | A 2% J5 A &M H AR A
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1.1 HEHEED 10TGW [ % Bt& AR IXRENL — 2] 747 8

K118 7R B 2 [r MCUL KR 32 Bl ML — 33 ) 7 137 B Q2 Ja 38 I OB, o BEATL — 3k i) 7 75 2
“01000001” 17 FR1R00015 ¥ & 101005 DiRg . H#Hefr)idiii, B il B H00015 &% %
101005 ThfE. MCULLLFEAR “3A459187F43CDDES” , [, ‘& “000003FF (%
A 7 [[100005 %4 (1oTGW) i Hi 913 .

010000013A45
9187F43CDDE5

MCUI H s
e — 1 TGw 1t B T2 .
‘[‘ 1]
H & / S0060arF MCU2 H PAT S
X.1367(20)_FI.1

R

A 1.1 - By | MCUL &I FENL — 3] 7457 &
7E10TGWMMCULYZZ] “000003FF” J5, loTGWHZLL T HEHEH K% =H i HE
M52, WEL2.

{
"Timestamp":"2018-08-28T09:34:55.02",

"Reporter": { "Ip Address": "192.168.2.11"},

"Protocol": "ABC company protocol",

"Requester": {
"Unique ID": "0ooQ",
"Transmitted Code": "010000013A459187F43CdDES"

by

"Responder": {
"Unique ID": "ooo1",
"Transmitted Code": "000003FE"

}y

"Error Code": "30",

"Error Message": "Invalid Command",

B 1.2 - #RTERPBMERHE OB
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1.2 BEEH BT ZHN 10TCW MR R & RIEAN ER AR

B3R R B il i 2 1 i 10 TGW R MCU2 A& A IE A I IE & 5 & B [ Y. . MCU2iH
BIHDAETERL, K, BL 00000010000 GUEHIRIFAE %) 7 M00005 %4 (loTGW) it
B8, {HIoTGWLEAZ RN E . 10TGWKIZA M =imf HERS B RIEHIZHE. AMRK
WMAZ (IDS) & KREVEMERHE, MMIEI0TGW,

02000100
(DRI IAEACRD )

MCUI H 3%

4 MCU2 AT R

00000010000c
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G 12 R INTIEN

B 1.3 - By RIENIE NIRRT
W5 & [ MCU2 K 3% Dy i A IEAC RS, {HMCU2 £ T LLiR Bl . Bk, MCU2 Kk i%
“00000010000c CilF FEFEER) 7 o 10TGWZRE K [ MCU2 [Fl Rl &, BRI 3 i
SR HIR . AR, TR RGAIDS, MIDSS7E B L4rh R @Yyt SR 0 &, mdE
I0TGW. TEXFEN T, IDSAE NS T7.

{
"Timestamp":"2018-08-28T09:34:55.0z2",

"Reporter": { "IP Address": "192.168.100.249"},

"Protocol": "EEE Company’ s protocol",

"Requester": {
"Unique Name" : "0oo0Qo",
"Transmitted Code": "02000100... (Faked certification codes) "

b

"Responder": {
"Unique Name" : "ooo2",
"Transmitted Code": "000000000010000c "

by

"Error Code": "21",

"Error Message": "Certification Failed",

"Description": {
"Status": "This message was sent from IDS not IoTGW”

b,

B 14 - IEPRAEE RN ERE & G
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1.3 A KRR T R AR IE SR R 9 R IA S A% B as BL

1.5 75 By 5 S B O e 5 AR R 33 3R 1 52 1A 2 B IIMCUL. bR, MCULARER
EAETEAE . PSS T, 10TGW AR I 5MCULA G R 500,  IFRIE L6 Kk

P IR H
\/&]

1CUI H I s |

e ToT GW uks 33 SR
H&

A 1.5 — B SERRAR MCUL

MC.UZ H AT 38 |
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"Timestamp":"2018-08-28T09:34:55.02",

"Reporter": { "IP Address": "192.168.10.254"},
"Protocol": "ZZ7Z Company’s protocol",
"Requester": {},
"Responder": {
"Unique Name" : "ooo02",
"Transmitted Code": "
by
"Error Code": "iiv,
"Error Message": "Communication Failed",
"Description": {
"Responder stopped sending data."

b,

& 1.6 - AR EBRETMRZNYBRMEREE RED

1.4 GnfeE S B AR F BRI H
MELTEIR, — KT AEF— DR (LAND) BB =R A S R 58
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W‘TA' \‘ R .
LY = ({ l— W |8 'i GW \ é
o B Y. i‘ LAY

X.1367(20)_FI.8
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