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Recommendation ITU-T X.1366

Aggregate message authentication schemes for Internet of things environment

Summary

The number of Internet of things (I0T) devices is increasing, and in the near future there will be an
enormous number of devices connected to the IoT network including 5G. Recommendation
ITU-T X.1366 specifies two message authentication schemes. One is an aggregate message
authentication (AMA) scheme for 10T as a basic mechanism. The other is an interactive aggregate
message authentication (IAMA) scheme with interactive protocol in a lightweight and secure manner.
Both aggregate message authentication schemes can be applied for ensuring "entity (identity)
authentication" as well as for ensuring "message authentication". These schemes may not be applicable
in all use cases for utilizing 10T devices, but they are quite effective and suitable for use cases in the
following conditions where:

. Message authentication is required from tens to tens of thousands of 10T devices.

. Data or message being handled for an authentication process that occurs frequently and
intermittently.

For example, "surveillance applications for use of image data" and "remote telemetry” such as
monitoring of plant or factory operations and health monitoring are the typical candidates of use cases
for these schemes.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1366 2020-09-03 17 11.1002/1000/14262

Keywords

Aggregate message authentication, AMA, loT.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/
11830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1366
Aggregate message authentication schemes for Internet of things environment

1 Scope

This Recommendation specifies two message authentication schemes. One is an aggregate message
authentication (AMA) scheme for 10T as a basic mechanism. The other is an interactive aggregate
message authentication (IAMA) scheme with interactive protocol in a lightweight and secure manner.
Both aggregate message authentication schemes can be applied for ensuring “entity (identity)
authentication" as well as for ensuring "message authentication”.

How to implement these schemes in a specific 10T environment, as well as aggregate signature
technologies are outside the scope of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following term defined elsewhere:

3.1.1 message authentication code (MAC) [b-ITU-T X.813]: A cryptographic check value that
is used to provide data origin authentication and data integrity.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 message authentication: A property that guarantees that a message has not been modified
while in transit to ensure data integrity, and allows the receiving party to verify the source of the
message.

3.2.2 aggregate message authentication (AMA): A property that allows multiple message
authentication codes, generated by multiple senders, to be aggregated into a shorter authentication
code that can still be verified by a recipient who has the secret keys of the senders.

3.2.3 authentication tags: A piece of data to be used for message authentication.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

AGT Adaptive Group Testing protocol
AMA Aggregate Message Authentication
AMAC Aggregate Message Authentication Code
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IAMA Interactive Aggregate Message Authentication

loT Internet of Things

MAC Message Authentication Code
XOR Exclusive OR operation

5 Conventions

None.

6 Overview and basic concept

6.1 Overview

The number of Internet of things (1oT) devices is continually increasing, and in the near future there
will be an enormous number of devices connected to the 10T network including 5G. This
Recommendation provides a lightweight and secure authentication system that can be applied in such
a situation.

Message authentication code (MAC) is one of the most fundamental cryptographic primitives, and
the MAC can be used as a lightweight cryptographic primitive for message authentication. However,
as shown in Figure 1, in current 10T systems, for messages sent from IoT devices, authentication tags
(see clause 3.2.3) are individually generated at the 10T device side, and each message with a generated
tag is basically verified by a verification process on the receiver side. The major problem recognized
in this current 10T scenario is that the load of existing authentication and verification processes is
increasing in proportion to the increase in the number of 10T devices.

Aggregate message authentication code (AMAC) is an existing technology that allows for the
compression of multiple MAC tags on multiple messages generated by different devices into a single
aggregate tag without compromising security (see Appendix I1). The advantage of AMAC lies in the
fact that the size of an aggregate tag is much smaller than the combined total sizes of MAC tags, and
hence it will be useful in applications in mobile networks or 10T networks where many devices
sending messages are connected. Specifically, AMAC can be used in applications to make networks
using MACs more efficient. However, this method cannot identify invalid messages among the
multiple messages once these messages are regarded as invalid using an aggregate-tag in AMAC in
general. In this Recommendation, the existing AMAC scheme is extended so that it allows to
compress multiple MAC tags with detection capability to specify invalid messages.

4 ™

Receiver

[oT device 1

Mess .
essage e Message and tag ' Verification

OK/NG
IoT device 2
Message Tagging Message and tag W Verification

OK/NG

[oT device n

Mess .
essage T Message and tag ' vVerification

\_ OK/NG )

X.1366(20)_F01

L

Figure 1 — One-to-one authentication system (conventional system)
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6.2 Basic concept of aggregate message authentication system

6.2.1 General

Figure 2 shows the basic scheme of aggregate message authentication (AMA) proposed in this
Recommendation. An aggregation node is installed into an 10T network system for aggregating MAC
tags/authentication tags without changing the input-formats or structures of the existing MACSs in the
network. The aggregation node compresses multiple MAC tags attached in multiple messages
generated by different devices into a single aggregate tag without compromising security, and the
aggregate tag is transmitted through a main channel to a receiver to conduct verification processes
for the tag. The receiver checks the validity of multiple messages by using the aggregate tag and can
identify invalid messages or data from the aggregate tag. This technique is effective in reducing the
volume of data transmitted when the size of the aggregate tag is much smaller than the total size of
the multiple MAC tags.

This Recommendation describes an AMA scheme for 10T as a basic mechanism and an interactive
AMA (IAMA) scheme to explain how the aggregation and verification processes are performed. In
the AMA scheme, only the main channel from the aggregation node to the receiver is used to transmit
the aggregate tag. The aggregation and verification algorithms of the AMA scheme is specified in
clause 7. In the IAMA scheme, a feedback channel that is an authenticated channel with low
bandwidth from the receiver to the aggregation node is also used in addition to the main channel. By
transmitting a verification result from the receiver to the aggregation node through the feedback
channel, the aggregation node can compress the MAC tags more effectively than the AMA in
clause 7. An interactive protocol between the aggregation node and receiver is executed for
verification as specified in clause 8.

[oT device |
Message . Message and ta
. Tagging : . 4 Receiver h
__Feedback channel __
IoT device 2 v X ’ \\‘\‘
Mess: ) Mess dt Main channel
essage Tagging CISage anc g, Aggregation g Verification
Messages and aggregated tag
rF 3
List of
ToT device n invalid data

Message . Message and tag \ )
Tagging X.1366(20)_F02

Figure 2 — Basic concept of aggregate message authentication system

NOTE - In a situation where multiple devices send privacy data by using Encrypt-then-MAC schemes, the
aggregation technique in this Recommendation can be applied to compress multiple MAC-tags.

In this Recommendation, there are four processes that are used to perform AMA and IAMA schemes:
key generation, tagging, aggregation and verification as follows:

1) Key generation takes as input a security parameter and an ID, and produces a secret key for
the ID.

2) Tagging takes a message, an ID, and a secret key corresponding to the ID as input, and
outputs a tag.

3) Aggregation takes multiple tuples of 1Ds, messages, and tags from multiple devices as input,

and produces a tuple of aggregate tags as output.
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4) Verification takes all secret keys, multiple pairs of IDs and messages from multiple devices,
and a tuple of aggregate tags as input. It specifies invalid messages, and outputs a list of IDs
of devices whose messages are invalid.

7 Aggregate message authentication

7.1 General

The AMAC scheme outlined in this Recommendation provides the functionalities of both aggregating
multiple MAC-tags into a shorter tag and identifying invalid messages from it. This clause explains
how the four algorithms: key generation, tagging, aggregation and verification are constructed to
generate an AMAC.

7.2 Specific notation
In this Recommendation, the following specific notations are used:
n: Number of devices.
d: Number of invalid messages from devices.
id: 1D of adevice. Let ID = {id,, id,, ..., id,} be the set of all IDs.
m: Message.

k;q: Secretkey of a device id. For simplicity, k; denotes the secret key corresponding
to id; instead of k;q;.

F(): MAC function which takes a secret key and a message as input and outputs a
MAC tag.

G = (g;;): d-disjunct matrix with u rows and n columns. The matrix G has entries in {0,1},
and columns are indexed by IDs, id;, id,, ..., id,. G is said to be d-disjunct, if
the Boolean sums of any d columns of G does not contain any other column,
where x = (xq, x5, ..., Xy,) contains y = (V1,V,, ..., W) if x; =y; for every
1<i<u

1(G,i): Thesetofj(1<j<mn)suchthatg;; =1forevery i =1,2,..,u.
@: Bitwise XOR (exclusive OR) operation.
H(): Hash function.

7.3 Algorithm specification

To cover wider applications, two kinds of aggregate MACs with detecting functionality are provided.
One is XOR-based (clause 7.3.1) and the other is based on a hash function (clause 7.3.2).

7.3.1 XOR-based construction
7.3.1.1 Key generation
For each id , this process generates a random key. It is denoted by k.

7.3.1.2 Tagging

Tagging takes a message, an ID, and a secret key corresponding to the ID, denoted by id, m, k;4,
respectively, as input, and outputs a MAC tag t which is computed by F (k;4, m).

7.3.1.3  Aggregation

Aggregation takes IDs, messages, and their MAC tags from n devices as input which is denoted by
(idy, mq, ty), ..., (idy, my, t,,) . For each i (1 <i <u), take bitwise XOR of MAC tags whose
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corresponding IDs are included in I(G, i) and define it as T;, namely T; = @ je(6,i\t;- Then, output
(Ty,T,, ..., T,) as an aggregate tag.

7.3.1.4  Verification

Verification takes all the secret keys denoted by (k, ..., k;,), multiple pairs of IDs and messages from
n devices denoted by (id{, m,), ..., (id,, m,), and an aggregate tag denoted by (Ty,T>, ..., Tp,) as
input. Then, it outputs a list J after the following procedure.

Step 1: ] « {idy, id,, ..., id,}
Step 2: Fori = 1,2, ...,u, do the following:
IfT; = @jei(entj. then ] « J \ {id;} forall j € I(G, ).

7.3.2 Hash-based construction

7.3.2.1 Key generation

For each id , this process generates a random key. It is denoted by k;,;.

7.3.2.2 Tagging

Tagging takes a message, an ID, and a secret key corresponding to the ID, denoted by id, m, k;4,
respectively, as input, and outputs a MAC tag t which is computed by F (k;4, m).

7.3.2.3  Aggregation

Aggregation takes IDs, messages, and their MAC tags from n devices as input which is denoted by
(idy, my, ty), ..., (idy,, my, t,,). For each i (1 < i < u), compute a hash value of MAC tags whose
corresponding IDs are included in (G, i) and define it as T;, namely T; = H(t;,,t;,,...) where
1(G,i) ={j1, )z - JWith1l < j; <j, < -

Then, output (T;, T, ..., T,,) as an aggregate tag.
7.3.2.4  Verification

Verification takes all the secret keys denoted by (k;, ..., k;,), multiple pairs of IDs and messages from
n devices denoted by (id;,m,), ..., (id,, m,), and an aggregate tag denoted by (T, T, ..., T;,) as
input. Then, it outputs a list J after the following procedure.
Step 1: ] « {id,, id,, ..., id,}
Step 2: Fori = 1,2, ...,u, do the following:
IfT; = H(tj,, tj,,...) where I(G, i) = {jy, )2, ...} with 1 < j; < j, <+,
then J « ]\ {id;} forallj € I(G, ).

8 Interactive aggregate message authentication

8.1 General

The IAMA scheme proposed in this Recommendation provides the functionality so that IAMA can
identify invalid messages with a smaller amount of tag size than those of the AMA scheme in clause 7.
An IAMA scheme consists of two algorithms, key generation and tagging, and an interactive protocol
between aggregation and verification. This clause explains how those algorithms and the protocol are
constructed.
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8.2 Specific notation

In this Recommendation, the following specific notations are used:
n: Number of devices.
d: Number of invalid messages from devices.
id: ID of adevice. Let ID = {id,, id,, ..., id,} be the set of all IDs.
m: Message.
k;q - Secretkey of a device id. For simplicity, k; denotes the secret key corresponding
to id; instead of k;g, .
F(): MAC function which takes a secret key and a message as input and outputs a
MAC tag.
AGT: Adaptive group testing protocol.
@: Bitwise XOR (exclusive OR) operation.
H(): Hash function.

8.3 Specification of interactive protocol

An IAMA can be constructed from a MAC function F() and an AGT, see Appendix Ill for adaptive
group testing. Such constructions are presented here by using two kinds of operations, XOR or a hash
function as presented in the constructions of AMA.

8.3.1 XOR-based construction
8.3.1.1 Key generation

For each id , this process generates a random key. It is denoted by k;,;.

8.3.1.2 Tagging

Tagging takes a message, an ID, and a secret key corresponding to the ID, denoted by id, m, k;4,
respectively, as input, and outputs a MAC tag t which is computed by F (k;4, m).

8.3.1.3  Aggregation and verification

Aggregation and verification are constructed based on an AGT protocol as shown in Figure 3.
Aggregation takes the whole set of IDs ID = {id,, id,, ..., id, }, messages, and their MAC tags from
n devices as input which is denoted by (m4,t;),...,(m,, t,), where (m;,t;) (1<i<n) is a
message-tag pair corresponding to id;. Verification takes the whole set of IDs ID and all secret keys
k; (1 <i<n) corresponding to id;. First, aggregation selects a subset S € ID, generates an
aggregated tag Tg by compressing MAC tags of S: T can be generated by taking XOR of MAC tags,
Ts = @jest; . Then, Aggregation sends Tg with messages (my,...,m,) to verification. Next,
verification sets J = ID, and checks validity of T by using secret keys of S: Ts is regarded as valid if
Ts = @jest;, Where t; = F(kj, m;); otherwise, T is regarded as invalid. If Ts is valid, set ] « J\ S.
Verification sends the checking result of T (i.e., one-bit information) to aggregation. Then,
aggregation selects another subset S’ < ID, generates an aggregated tag Ts, by compressing MAC
tags of ', and sends Ty, to verification. Verification checks validity of T, by using secret keys of S’;
If T, is valid, /] « J \ S’. Verification sends the checking result of T, to aggregation. After repeating
the above procedures between aggregation and verification, verification finally outputs a list / which
consists of IDs of devices whose messages are invalid.
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p | Aggregation : Verification

.

—_— Output: List of invalid devices

X.1366(20)_F03

Figure 3 — Interactive protocol between aggregation and verification
8.3.2 Hash-based construction

8.3.2.1  Key generation

For each id , this process generates a random key. It is denoted by k;4.
8.3.2.2 Tagging

Tagging takes a message, an ID, and a secret key corresponding to the 1D, denoted by id, m, k;4,
respectively, as input, and outputs a MAC tag t which is computed by F (k;4, m).

8.3.2.3  Aggregation and verification

Aggregation and verification are constructed based on an AGT protocol as shown in Figure 3.
Aggregation takes the whole set of IDs ID = {id,, id,, ..., id,}, messages, and their MAC tags from
n devices as input which is denoted by (m4,t,),...,(m,, t,), where (m;,t;) (1<i<n) is a
message-tag pair corresponding to id;. Verification takes the whole set of IDs ID and all secret keys
k; (1 <i<n) corresponding to id;. First, aggregation selects a subset S € ID, generates an
aggregated tag Ts by computing a hash value Ts = H(t;,,t;,,...) Where S = {idjl, id;,, }
with 1 < j; < j, < ---. Then, aggregation sends Ts with messages (m,, ..., m,,) to verification. Next,
verification sets / = ID, and checks validity of T by using secret keys of S: T is regarded as valid if
Ts = H(t;,, tj,,...), Where t; = F(k;, m;); otherwise, Ty is regarded as invalid. If T is valid,
set ] « J \ S. Verification sends the checking result of T (i.e., one-bit information) to aggregation.
Then, aggregation selects another subset S’ € ID, generates an aggregated tag T, by compressing
MAC tags of S’, and sends T, to verification. Verification checks validity of T, by using secret keys
of S'; If Ty, is valid, ] « J \ S’. Verification sends the checking result of T, to aggregation. After
repeating the above procedures between aggregation and verification, verification finally outputs a
list ] which consists of IDs of devices whose messages are invalid.

Rec. ITU-T X.1366 (09/2020) 7



Annex A

Guidance and limitations
(This annex forms an integral part of this Recommendation.)

Al Guidance on use of aggregate message authentication (AMA)

This Recommendation discusses the applicability of embedding an aggregate node into existing
message authentication code (MAC) protocols without changing the input-formats or network
connections of underlying MACs. In addition, aggregation is a keyless procedure, and does not need
maintenance of any secret key in the aggregation node. Furthermore, the aggregation is executed only
by computing bitwise XOR operations or hash functions, and hence, the AMA schemes in this
Recommendation are suitable to use for authentication in a lightweight manner.

In the aggregation processing described in clause 7, a d-disjunct matrix needs to be generated and
stored. Several methods such as those described in [b-TMO5] to generate d-disjunct matrices are
known, and it is also possible to use a compressed form of a d-disjunct matrix as described in
[b-MK19]. This Recommendation proposes utilizing those techniques even in AMA schemes. For a
d-disjunct matrix with u rows and n columns, the AMA scheme is more effective than the traditional

one-to-one authentication if u < n: and more effective if d « V/n.

NOTE — Security levels of AMA (or IAMA) schemes constructed by bitwise XOR or hash functions are
described here according to schemes described in [b-HS18] and [b-SS19]. There are three kinds of security
notions, unforgeability, identifiability-completeness, and identifiability-(weak)-soundness: Unforgeability
guarantees that no message can be forged; Identifiability-completeness guarantees that any valid message is
judged as valid by the scheme; Identifiability-soundness guarantees that any invalid message is judged as
invalid by the scheme, while identifiability-weak-soundness is the same as identifiability-soundness except
that an adversary is supposed to obtain no valid MAC-tags and to corrupt no devices before attacking. The
weak-soundness is still useful in applications, since it covers message tampering.

Security levels of AMA (or IAMA) schemes in this Recommendation are described as follows.
XOR-based construction meets unforgeability, identifiability-completeness, and identifiability-weak-
soundness if the underlying MAC meets unforgeability. Hash-based construction meets
unforgeability, identifiability-completeness, and identifiability-soundness, if the underlying MAC
meets unforgeability and the hash function is regarded as a random function.

A.2 Limitations of the use of AMA

This Recommendation assumes that the number of invalid messages is at most d in AMA schemes,
and this parameter is set as a system parameter. This means that there is a need to estimate the number
d beforehand.

What happens if the number of invalid messages exceeds the assumed value d? In this case,
verification finally outputs a list J that contains more than d 1Ds of devices; the IDs of devices that
had sent invalid messages are included in the list J; but, some IDs of devices that had not sent invalid
messages may also be included in the list J. In this case, it is recommended to set up a larger value d
for the AMA scheme again.
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Annex B

Combination with existing one-to-one authentication protocols

(This annex forms an integral part of this Recommendation.)

AMA (or IAMA) schemes in this Recommendation can be utilized in combination with the traditional
one-to-one authentication. The traditional one-to-one authentication is understood as the AMA
scheme where the underlying disjunct matrix is the identity matrix. For n = n; + n, devices, if it is
preferable to aggregate only n,; MAC-tags among n MAC-tags, do the following: apply an AMA

(or IAMA) scheme for the n; devices, and apply the one-to-one authentication for the other n,
devices, as shown in Figure B.1.

IoT device /
Data Tagging Authenticated data Receiver
Feedback channel
n, devices . e
. ~
IoT device Authenticated
Data . data . Main channel
Tagging Aggregation

Verification

IoT device List of
Data Tagging Authenticated data invalid data
. .
n, devices . Y )
IoT device X.1366(20)_FB.1
Data Tagping Authenticated data

Figure B.1 — Combination with one-to-one authentication protocols
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Appendix |

Use cases on the use of AMA
(This appendix does not form an integral part of this Recommendation.)

1.1 Introduction

The aggregate message authentication scheme can be applied for ensuring entity (identity)
authentication as well as for ensuring message authentication. Furthermore, the scheme may not be
applicable in all use cases for utilizing Internet of things (IoT) devices. Specifically, this scheme is
quite effective and suitable for use cases in the following conditions:

. Message authentication is required from tens to tens of thousands of 10T devices.

. The data/message being handled for the authentication process occurs frequently and
intermittently.

The following are examples of applications that it can be specifically assumed would utilize the
aggregate authentication technology:

a) Applications for concisely and frequently sending data/messages such as semi-movie (still
image) data
» Surveillance applications using image data

b) Applications for remote telemetry:

» Applications for monitoring of factory operations

* Audience dynamics surveying applications

« Health monitoring applications such as Citizen Marathon for example

« Applications for management of facilities such as streetlights installed in urban areas
» Applications for traffic monitoring

» Applications for river level monitoring

By applying this aggregate authentication technology in the above 10T applications, the efficiency of
message transmission and authentication processing in the entire 10T system can be dramatically
improved.

The following use cases are examples for utilizing this aggregate authentication scheme specified in
this Recommendation.

1.2 Use case-1: Theme parks and leisure centres

In the case of parks and leisure centres, etc., it can be assumed that there are between 1 000 to 10 000
visitors at the same time. That is, thousands of visitors who have appropriate privileges for use of
attractions in the park/centre that may need to be verified at the same time. In this case, an aggregated
authentication scheme may be perfectly suitable to perform efficient authorization management. As
shown in Figure 1.1, aggregate servers can be in each attraction facility to collect and aggregate
authentication tags for requesting verification from the back-end authentication server.

More specifically, visitors purchase in advance an admission ticket in which information on events,
attractions admission, and web services to be provided are embedded in chips. This technology is
widely used in marathons. Wristbands with embedded chips can be also considered as an alternative
to admission tickets.

At the event venue main gate or at individual gates for each attraction, the contents of the entrance
ticket are read, aggregated using aggregate authentication technology, and sent to the aggregate
authentication server.
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The aggregate authentication server centre analyses the service contents and requirements provided
to visitors, informs various attraction venues and web service providers, and uses it for analysis and
prediction of congestion. After verification, visitors can utilize various registered web services using
their own smartphones or glass-type wearable devices for example.

Admission control and/or
priority control of event
venues such as theme
parks and leisure centre
can be implemented using
aggregate authentication
technology.

wwwww
11T

TICKET}
—

Thousands to /\

tens of thousands

of visitors - q
. ® Various attractions
[ ]
Theme park/
leisure centre ]
)

Figure 1.1 — Aggregate authentication scheme in theme parks and leisure centres

[H

X.1366(20)_F1.1

1.3 Use case-2: Surveillance sensors

1.3.1 General

In order to be alerted to and intervene at an early stage in natural disasters and accidents/incidents,
monitoring of activities using surveillance sensors such as cameras for 10T devices can be a use case
of the aggregate authentication schemes provided by this Recommendation. In this case, quasi-video
or still images captured by a number of surveillance cameras are sent to a surveillance centre in almost
real time (or periodically) but it is important to ensure the reliability and integrity of the data being
sent.

However, when the number of surveillance sensors becomes very high, it is no longer efficient to
verify an authentication code with the image data from each camera by checking the authentication
code of each camera one by one. In such an environment, the aggregate authentication scheme is
effective. Authentication codes with data can be aggregated in the aggregate servers before being sent
to the surveillance centre, so that the entire 10T system can provide efficient authentication and
communications. The number of aggregation servers is dependent on the number of surveillance
sensors. Figure 1.2 shows surveillance sensors in an aggregate authentication scheme.
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various places
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Figure 1.2 — Surveillance sensors in an aggregate authentication scheme

1.3.2  Specific use cases
1) Monitoring of living environments such as communities and housing

Living environment information from various sensors such as surveillance cameras attached to
apartment block buildings, smart communities, private homes, etc., is aggregated at a gateway
(10T hub) and transmitted to a centre server using aggregation authentication technology.

The centre will analyse the information received, and use it to help monitoring the living environment,
predicting abnormalities and failures, responding promptly, and preventing crime and disasters.

More specifically, data captured in various environmental sensors, home appliance sensors,
surveillance cameras, door/window opening/closing status sensors, gas/water/electricity
infrastructure operation status sensors, elevator monitoring sensors, etc., are sent to external centres.
Aggregation authentication schemes using both terminal authentication and data authentication are
effective as an authentication means for collecting diverse and large amounts of data and transmitting
the data efficiently.

2) Maintenance and monitoring of social infrastructure, disaster response

The maintenance and management of social infrastructure such as bridges, tunnels, and roads using
loT is being introduced in various fields, and it is widely expected that 10T services will play an
extremely important role in achieving safe and secure society in the near future. For example, in the
cases of aging bridges and elevated roads, relevant data such as strains, vibrations, displacement,
inclination, etc., and video information is captured in detail by various sensors. The volume of data
which should be sent to the centre is becoming extremely large.

Currently the aggregate authentication method is proving very effective as one of the measures used
to improve the efficiency of wireless Internet circuit use and to avoid congestion. In addition to the
maintenance and management of these social infrastructures, it is also possible to apply the aggregate
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authentication method to the gateway of the 10T system for use of systems for the constant monitoring
of water levels and flow changes in rivers and lakes in agricultural environments.

3) Disaster prevention systems using surveillance cameras

Surveillance cameras are installed and operated for various purposes including crime prevention and
disaster prevention at various places all over the world. Generally, in a network that handles image
and audio information, it is necessary to continuously transmit a large amount of data to the centre
side, and it is effective to apply an aggregation authentication technique for efficient transmission.
That is, it is possible to improve communication efficiency between the 10T device and the loT
gateway and between the loT gateway and the centre by applying the aggregate authentication
method.

4) Logistics monitoring, improving the efficiency of transportation systems

In logistics and transportation business systems, 10T systems are increasingly utilized for improving
the efficiency and high functionality of the business. For example, a solution that precisely manages
status information of goods and packages from shipping to delivery is being put to practical use in
various fields. In such a system, more stable and efficient logistics management can be achieved by
applying aggregate authentication technology to the system that sends various sensor information on
all packages to the center. It is also conceivable to provide an I0oT gateway for vehicles such as cars
equipped with an enormous number of sensors and apply aggregate authentication technology at the
vehicle gateway for transportation systems.
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Appendix 11

Related activities on AMA schemes
(This appendix does not form an integral part of this Recommendation.)

An AMA scheme, that differs from the scheme described in clause 7, was first proposed by Katz and
Lindell in [b-KLO08] and allows aggregation of multiple MAC-tags of multiple messages into a shorter
tag. Specifically, Katz and Lindell [b-KL08] formalized the model and security of AMA and provided
the simple construction of AMA by taking bitwise XOR of all MAC tags. It is possible to verify the
validity of multiple messages with only a shorter single tag, however, it is generally impossible to
identify invalid messages in their AMA scheme once multiple messages are judged invalid with
respect to the single tag. The AMA schemes in this Recommendation achieve both the functionalities
of aggregating multiple MAC-tags into a shorter tag and identifying invalid messages from it. The
AMA code provided in clause 7 of this Recommendation is based [b-HS18], while the interactive
authentication protocol for use of AMA provided in clause 8 is based on [b-SS19].
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Appendix 11

Adaptive group testing protocol
(This appendix does not form an integral part of this Recommendation.)

Group testing, as discussed in [b-DHO00], is a method for specifying special items called defectives
among a large number of whole items using a small number of tests rather than carrying out individual
testing for each item.

In the following example of group testing protocol shown in Figure 111.1, it is supposed that there are
total of n items of which there are d defectives.

In adaptive group testing, tests can be carried out several times such that a subset of items to be tested
can be selected after observing the results of the previous test. A competitive group testing is an
adaptive group testing which does not need to know the number d of defectives beforehand.

- > Input: All verification-data
Input: All item-data —
> X . Y >
_‘> Output: List of defectives

X.1366(20)_FIIl.1

Figure 111.1 — Adaptive group testing protocol

Formally, adaptive group testing is an interactive protocol between X and Y as shown in Figure I11.1.

X takes the whole set of IDs ID = {id,,id,,...,id,} and all item-data data; (1<i<n)
corresponding to id;. Y takes the whole set of IDs ID and all verification-data ans; (1 <i <n)
corresponding to id;. First, X selects a subset S € ID, generates testg by compressing item-data of
S, and sends testg to Y. Next, Y sets ] = ID, and checks validity of testg by using verification-data
of S. If testg is valid, set /] « J \ S. Y sends the checking result of testg (i.e., one-bit information) to
X. Then, X selects another subset of ID, and repeat the procedures between X and Y. After repeating
the above procedures between X and Y, Y finally outputs a list /] which consists of IDs of defectives.

For instance, adaptive group testing protocols include the binary search, the rake-and-winnow
algorithm [b-EGHO07], Li's multi-stage algorithm [b-Li62], and the digging algorithm described in
clause 4.6 of [b-DHO00].
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