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Summary

Recommendation ITU-T X.1364 analyses potential deployment schemes and typical application scenarios for narrowband Internet of things (NB-IoT). It specifies security threats and requirements specific to the NB-IoT deployments and establishes a security framework for the operator to safeguard new NB-IoT technology applications.

Current developments in telecommunication technology in the mobile communication domain, are leading to changes in communication patterns from person-to-person to person-to-thing and thing-to-thing, making inevitable the evolution to the Internet of things.

Compared to short distance communication technologies such as Bluetooth, ZigBee and others, cellular mobile networks characterized by wide coverage, mobility and extensive connections that bring richer application scenarios will become the main interconnection technology of IoT.

NB-IoT is based on cellular mobile network technology, using a bandwidth of approximately only 180 KHz. It may be deployed on global system for mobile communication (GSM) networks, universal mobile telecommunications system (UMTS) networks or long-term evolution (LTE) networks directly to reduce costs and achieve a smooth upgrade.

Based on its low power dissipation, wide coverage, low cost and high capacity, NB-IoT is expected to be massively adopted by operators with wide application in multiple vertical industries.

As a new technology, NB-IoT has its own characteristics that may bring new security issues. In order to ensure security of NB-IoT deployments and applications, security threats and relevant security requirements specific to NB-IoT need to be analysed and an overall security framework for NB-IoT needs to be established.
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Recommendation ITU-T X.1364

Security requirements and framework for narrowband Internet of things

1 Scope

This Recommendation analyses potential deployment schemes and typical application scenarios for narrowband Internet of things (NB-IoT). It specifies security threats and requirements specific to NB-IoT deployments and establishes a security framework for operators to safeguard applications of this new NB-IoT technology.

2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ETSI TS 123 401] ETSI TS 123 401 V15.8.0 (2019-10), LTE; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (3GPP TS 23.401 version 15.8.0 Release 15).

[ETSI TS 123 501] ETSI TS 123 501 V15.6.0 (2019-10), 5G; System architecture for the 5G System (5GS) (3GPP TS 23.501 version 15.6.0 Release 15).

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1 authentication [b-ITU-T X.1141]: The process of determining whether someone or something is, in fact, who or what it is declared to be within a degree of confidence.

3.1.2 capability [b-ITU-T X.1145]: An ability that a system or an equipment provides for offering a service.

3.1.3 cellular IoT [ETSI TS 123 401]: Cellular network supporting low complexity and low throughput devices for a network of Things. Cellular IoT supports both IP and Non-IP traffic.

3.1.4 data integrity [b-ITU-T X.800]: The property that data has not been altered or destroyed in an unauthorized manner.

3.1.5 encryption [b-ITU-T X.800]: The cryptographic transformation of data (see cryptography) to produce cipher text.

NOTE – Encipherment may be irreversible, in which case the corresponding decipherment process cannot feasibly be performed.

3.1.6 entity [b-ITU-T X.1252]: Something that has separate and distinct existence and that can be identified in context.

NOTE – An entity can be a physical person, an animal, a juridical person, an organization, an active or passive thing, a device, software application, service etc. or a group of these entities. In the context of telecommunications, examples of entities include access points, subscribers, users, network elements, networks, software applications, services and devices, interfaces, etc.

3.1.7 evolved packet core [b-ITU-T Q.1743]: A framework for an evolution or migration of the 3GPP system to a higher-data-rate, lower-latency, packet-optimized system that supports, multiple RATs.

3.1.8 evolved packet system [b-ITU-T Q.1743]: An evolution of the 3G UMTS characterized by higher-data-rate, lower-latency, packet-optimized system that supports multiple RATs. The evolved packet system comprises the evolved packet core together with the evolved radio access network (E-UTRA and E-UTRAN).

3.1.9 key management [b-ITU-T X.800]: The generation, storage, distribution, deletion, archiving and application of keys in accordance with a security policy.

3.1.10 narrowband-IoT [ETSI TS 123 401]: A 3GPP Radio Access Technology that forms part of Cellular IoT. It allows access to network services via E-UTRA with a channel bandwidth limited to 180 kHz (corresponding to one PRB). Unless otherwise indicated in a clause, Narrowband-IoT is a subset of E-UTRAN.

3.1.11 threat [b-ITU-T X.800]: A potential violation of security.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 CIoT serving gateway node (C-SGN): The cellular Internet of things (CIoT) serving gateway node (C-SGN) is a combined node evolved packet core (EPC) implementation option that minimizes the number of physical entities by collocating evolved packet system (EPS) entities in the control and user planes paths (e.g., mobility management entity (MME), serving gateway (S-GW) and packet data network gateway (P-GW), which may be preferred in CIoT deployments.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.2 evolved node b (eNodeB): A wireless access node that hosts functions for radio resource management, uplink data decompression and encryption of user data stream, routing of user plane data etc.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.3 evolved universal terrestrial radio access network (E-UTRAN): A radio access network, its functions include header compression and user plane ciphering, MME selection, uplink and downlink bearer level rate enforcement, bearer level admission control, congestion control etc.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.4 home subscriber server (HSS): A mobile core network element with the functions of user's subscription information storage and management.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.5 mobility management entity (MME): A mobile core network element with the functions of tracking area list management, user equipment (UE) location mapping, serving gateway (S-WG) and packet data network gateway (P-WG) selection, handover selection, authentication, authorization, bearer management etc.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.6 packet data network gateway (P-WG): A mobile core network element with the functions of per-user based packet filtering, user equipment (UE) Internet Protocol (IP) address allocation, transport level packet marking, service level charging etc.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.7 service capability exposure function (SCEF): A mobile core network element with the functions of authentication and authorization, exposed service capabilities discover, policy management, network parameter configuration etc.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

3.2.8 serving gateway (S-WG): A mobile core network element with the functions of the local mobility anchor point for inter-eNodeB handover, mobility anchoring for inter-3GPP mobility, packet routing and forwarding, transport level packet marking, accounting for inter-operator charging etc.

NOTE – The functions listed in this definition refer to [ETSI TS 123 401].

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

3G 3rd Generation

3GPP 3rd Generation Partnership Project

CDMA Code Division Multiple Access

CIoT Cellular Internet of Things

C-SGN CIoT Serving Gateway Node

DDoS Distributed Denial of Service

EPC Evolved Packet Core

eNodeB Evolved Node B

EPS Evolved Packet System

E-UTRAN Evolved Universal Terrestrial Access Network

GSM Global System for Mobile Communication

HSS Home Subscriber Server

IMEI International Mobile Equipment Identity

IP Internet Protocol

LTE Long Term Evolution

MME Mobility Management Entity

NB-IoT Narrowband Internet of Things

P-GW Packet Data Network Gateway

RAT Radio Access Technology

SCEF Service Capability Exposure Function

S-GW Serving Gateway

SMS Short Message Service

SIM Subscriber Identification Module

UE User Equipment

UMTS Universal Mobile Telecommunications System

UTRA Universal Terrestrial Radio Access

5 Conventions

None.

6 Overview of NB-IoT

Current developments in telecommunication technology in mobile communication domain are leading to changes in communication patterns from person-to-person to person-to-thing and thing-to-thing, making inevitable the evolution to the Internet of things (IoT).

Compared to short distance communication technologies such as Bluetooth, Zigbee and others, cellular mobile networks characterized by wide coverage, mobility and extensive connections that bring richer application scenarios will become the main interconnection technology of IoT.

NB-IoT is based on cellular mobile network that uses a bandwidth of approximately only 180 KHz. It could be deployed on global system for mobile communication (GSM) networks, universal mobile telecommunications system (UMTS) networks or long-term evolution (LTE) networks directly to reduce costs and achieve a smooth upgrade.

Typical characteristics of NB-IoT include:

– low power dissipation: NB-IoT devices could be used for five to ten years;

– wide coverage: in the same band, the NB-IoT has 15 to 20 dB gain compared to the current network, and a coverage area up to 100 times greater;

– high capacity: a single NB-IoT sector could support about 100,000 devices;

– low cost: the price of one NB-IoT device is about 5 US dollars.

Based on its low power dissipation, widely coverage, low cost and high capacity, it is expected that NB-IoT will be massively adopted by operators with wide applications in the multiple vertical industries.

7 Deployment scheme and typical application scenarios

7.1 Deployment scheme

7.1.1 Deployment using existing mobile core network

In this deployment scenario, operators deploy NB-IoT using existing deployed 2/3/4G mobile core networks.

Elements of existing mobile core network including mobility management entity (MME), serving gateway (S-GW) and packet data network gateway (P-GW) need to be optimized for NB-IoT to support the following characteristics [ETSI TS 123 401]:

– ultra low user equipment (UE) power consumption;

– large number of devices per cell;

– narrowband spectrum radio access technologies (RATs), for instance evolved universal terrestrial radio access network (E-UTRA), universal terrestrial radio access (UTRA), GSM, CDMA2000; and

– Enhanced coverage level.
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NOTE – Existing mobile core network elements are in pink colour.

Figure 1 – Deploy by using existing mobile core network

In addition to these optimized network elements, other network elements in Figure 1, as identified in [ETSI TS 123 401], are as follows:

– evolved node b (eNodeB): this wireless access node hosts functions for radio resource management, uplink data decompression and encryption of user data stream, routing of user plane data, etc.;

– home subscriber server (HSS): stores user's subscription information, e.g., authentication parameter, location information, etc.;

– service capability exposure function (SCEF): securely expose services and capabilities which are provided by 3GPP network interfaces.

These network elements, along with their functions, support the NB-IoT services through mobile telecommunication network.

7.1.2 Deployment using a newly built dedicated mobile core network

In this deployment scenario, operators create a dedicated mobile core network newly built for NB-IoT services.

The cellular Internet of things (CIoT) serving gateway node (C-SGN) is defined by [ETSI TS 123 401].

A C-SGN supports sub-set and necessary functionalities of the existing evolved packet system (EPS) core network elements. It is a combined node of evolved packet cores (EPCs). It implements the option of minimized number of physical EPS entities; It collocates EPS entities functions both in the control plane and user plane paths. A C-SGN combines MME, P-GW and S-GW functions to provide a highly optimized CIoT solution. A C-SGN implementation supports options of its external interfaces. These interfaces correspond to the interfaces of respective EPC entities such as MME, S-GW and P-GW.
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NOTE – Newly built mobile core network elements are in blue colour.

Figure 2 – Deployment using a newly built dedicated mobile core network

In addition to these newly built network elements, other network elements in Figure 2 are as follows [ETSI TS 123 401]:

– E-UTRAN: hosts functions such as header compression and user plane ciphering, MME selection, bearer level rate enforcement, congestion control, and transport level packet marking in the uplink, etc.;

– HSS: stores and manages user's subscription information, e.g., authentication parameter, location information, etc.;

– SCEF: provides securely expose services and capabilities which provided by 3GPP network interfaces;

– short message service (SMS) router: supports to transfer attach request without combined EPS attach (request for EPS services and non-EPS services). This feature is only available to UEs that only support NB-IoT.

These network elements, along with their functions, support the NB-IoT services through mobile telecommunication network.

7.2 Typical applications

7.2.1 Remote meter reading

In this application scenario, an NB-IoT device is used to receive meter readings indicating utility consumption, e.g., water, gas, etc., and to send these results through the wireless network to utility service providers.

Using NB-IoT technology makes meter reading more convenient, more accurate and more efficient compared to the traditional manual meter reading techniques.

7.2.2 Smart parking

In this application scenario, a parking lots deploy NB-IoT devices as sensors to detect whether a parking lot has spaces available or not. This allows drivers using a smart parking application to obtain a recommended parking choice, as well as to utilize online payment for parking fees.

Using NB-IoT technology may help solve the difficulties in finding open parking lots and spaces, as well as related payment issues.

7.2.3 Smart agriculture

In this application scenario, NB-IoT devices are used as sensors to record agriculture parameters such as salinity, moisture, temperature etc. Based on these records, a farmer can obtain recommendations on watering or fertilization solutions.

Using NB-IoT technology facilitates smarter agriculture through its use of real time information analysis instead of farmer experiments in traditional agriculture practices.

8 Threats for NB-IoT

The security threat analysis of NB-IoT has two vantage points: the characteristics of NB-IoT and the functional framework view of NB-IoT layers, as described in clauses 8.1 and 8.2.

8.1 Characteristics of NB-IoT

Typical characteristics of NB-IoT include low power dissipation, high capacity, low cost and wide coverage.

8.1.1 Low power dissipation

1) Characteristics description

The features of NB-IoT devices include, low power consumption, durability and therefore less frequent need for recharging, low calculation capability, etc. The embedded systems are also lightweight and simpler.

Generally, systems that operate on traditional IoT terminal equipment have features such as strong calculation capabilities. They utilize complex network transmission protocols and strict security reinforcement solutions. Due to high power consumption, they need to be frequently recharged.

2) Threats to NB-IoT

Denial of service threats could be realized by simply consuming the resources of an NB-IoT device. Costs against software and hardware are relatively low for such attacks.

Considering the NB-IoT device features of lightweight, low power consumption and low calculation capability, data encryption during transmission for security cannot be ensured. Sometimes data may be transmitted in plain text. Therefore, there might be high security threats in authentication and data validation. For example, attackers may use unauthorized devices to communicate with base station to send forged data.

8.1.2 High capacity

1) Characteristics description

The capacity of NB-IoT is much larger than traditional IoT. For example, one NB-IoT sector could support about 100 000 devices.

2) Threats to NB-IoT

With large numbers of devices, even a slight vulnerability could cause critical influences to network security. For example, a trojan virus may infect other terminal equipments and cause network unavailability.

Considering a deployment scenario with NB-IoT devices which may use the existing mobile core network, the terminal equipment might be capable of infecting mobile core network elements such as the mobility management entity, the home subscriber server and other devices in order to influence mobile communication users. In such a case, users' access to the network may be refused, or subscribers' information may be modified to avoid telephone call, short message or data traffic fees for example.

8.1.3 Low cost

1) Characteristics description

The cost of NB-IoT devices is usually very low.

2) Threats to NB-IoT

Low device costs are enabled by using, among other things, simplified protocols. Therefore attackers could make use of vulnerabilities of these simplified protocols to implement attacks to the devices and the network.

8.1.4 Wide coverage

1) Characteristics description

The coverage of NB-IoT is much wider in reach than traditional IoT. For example, in the same band as compared to current networks, NB-IoT has 15-20 dB gain, providing an extensive coverage area of up to 100 times.

2) Threats to NB-IoT

Devices deployed at a remote location may be easily captured and exploited by attackers.

8.2 NB-IoT layer

8.2.1 Device layer

Attackers may implement attacks by duplicating subscriber identification module (SIM) cards for illegal purposes such as free network access.

Security vulnerabilities may exist in protocol stacks of newly developed lightweight terminal modules.

Existing IoT terminal equipment manufacturers may use hardware that supports Wi-Fi, Bluetooth, ZigBee and other protocols when they release new equipment that support NB-IoT. Because they may simply be adding support for NB-IoT to this equipment, it is possible that security vulnerabilities and threats may result during the progress of development. Examples could include aras such as ports for debug may not be protected properly, weak encryption algorithms may be used, failure to apply hardware update and lack of timely integrity check when needed.

8.2.2 Network layer

Network data communication hijacking tools could monitor sessions between terminal equipment and base stations to capture data packets exchanged between these components. Consequently, the communication is hijacked resulting in attackers being able to analyse security vulnerabilities through data extracted from the hijacked communication messages.

With large numbers of devices and shared mobile telecommunication networks with mobile telecommunication subscribers, the tampered-with NB-IoT devices may result in a signalling storm.

There may be risk of data disclosure due to multiple data collections by NB-IoT services, transferred on-network and processed by many network elements.

The signalling of NB-IoT core network may be forged, tampered or replay attacked due to lack of an authentication mechanism among network elements.

Multiple attacks from the Internet may harm the interface between mobile core network and the Internet. For example, in a 5G system, the interface between the mobile core network and the Internet is known as the N6 interface [ETSI TS 123 501]; this N6 interface connects the user plane function and the Internet.

8.2.3 Application layer

NB-IoT is suitable for business scenarios with static business, low sensitivity to latency, discontinuous movement and real-time data transmission.

Omissions or false alarms may occur in automatic abnormality reporting businesses (such as in a smoke alarm detector) and periodic reporting business (such as in an environmental status monitoring system). For example, if an attacker captures the smart electric meter reading a of a user, the numbers may be modified or forged, thus compromising benefits of the user.

Besides, malicious instruction could also be a risk of remote instruction business (such as smart home equipment that could be remotely turn on or off by the users).

Businesses of NB-IoT are deeply integrated with various industries and as such, are exposed to vulnerabilities such as those inherent to complicated business logics and multiple application protocols.

Services of NB-IoT may be abused, for example, by set-card separation when inserting a subscribed NB-IoT card into other device rather than NB-IoT device, or when sending spam short message by the subscribed NB-IoT card, etc.

9 Security requirements

9.1 Security requirements of terminal device

9.1.1 Physical security

Physical protection of interfaces and chips is offered by the NB-IoT terminal device, which ensures that an attacker cannot access data even if the hardware is captured.

For different interfaces, the NB-IoT terminal device supports authentication and authorization functions.

9.1.2 Update security

The system, software, hardware etc. of the NB-IoT device are required to have the capability of updating to ensure system and application security.

Protection of confidentiality and integrity for updating files is required to avoid tampering.

9.1.3 Privacy protection

Flexible privacy protection mechanisms in the NB-IoT terminal device are needed to support privacy protection based on NB-IoT service requirements.

9.2 Security requirements of networks

9.2.1 Authentication

Authentication is required to confirm identities of the NB-IoT entity using an NB-IoT service. Authentication ensures validity of claimed identities of the entity and provides assurance that the entity is not attempting to masquerade as an authorized entity.

Lightweight authentication is needed taking into consideration the characteristics of NB-IoT.

9.2.2 DDoS attack prevention

This is required to pre-deploy security mechanisms to prevent and deal with a distributed denial of service (DDoS) attack in a timely manner.

9.2.3 Network entity security

Core network entities of NB-IoT are required to support security capabilities in order to resist forgery, tampering and reply attacks.

9.3 Security requirements of applications

9.3.1 Service usage/operation compliance monitoring

Service usage/operation compliance monitoring is required to monitor peak values, total number of flows to discover abnormal service usage/operation according to requirements of NB-IoT services.

9.3.2 Service abuse prevention

Service abuse prevention through set-card separation is required by monitoring characteristics of an international mobile equipment identity (IMEI) change.

9.3.3 Identification, analyses and disposal capabilities of security threats

It is required to identify, analyse and dispose of security threats based on big data analysis of behaviour of the NB-IoT terminal device.

10 Security capabilities for NB-IoT

10.1 Security capabilities of terminal device

NB-IoT terminal device should include the following security capabilities:

– SC_terminal device 1: key management capability;

– SC_terminal device 2: cryptographic algorithm negotiation capability;

– SC_terminal device 3: data encryption capability;

– SC_terminal device 4: data integrity capability;

– SC_terminal device 5: capability of secure update, including system, software, hardware etc;

– SC_terminal device 6: capability to implement secure protocols based on lightweight cryptography.

10.2 Security capabilities of network

NB-IoT network should include the following security capabilities:

– SC_network 1: key management capability;

– SC_network 2: cryptographic algorithm negotiation capability;

– SC_network 3: data encryption capability;

– SC_network 4: data integrity capability;

– SC_network 5: access control capability to ensure that only authorized entity is allowed access to NB-IoT network elements, stored information, information flows, services and applications;

– SC_network 6: tamper detection and/or tamper prevention capability;

– SC_network 7: capability against DDoS attack;

– SC_network 8: capability to perform secure configurations;

– SC_network 9: capability of set-card separation detection.

10.3 Security capabilities of applications

Applications should include the following security capabilities:

– SC_applications 1: capability to protect against malware infection through the use of malware protection software;

– SC_applications 2: capability for service usage/operation compliance through network key indicator (e.g., peak value, total number of the flows) monitoring;

– SC_applications 3: capability for application level security to prevent security threats based on the big data analysis of the behaviour of NB-IoT terminal device.

10.4 Relationship between security capabilities and security requirements

The security capabilities listed and described in clause 10 are used to satisfy some of the security requirements specified in clause 9. The mapping of security capabilities to security requirements is shown in Table 1.

In Table 1, the symbol "√" in a cell indicates that the security requirement is related to a particular security capability. More precisely, the marked security requirement should be supported by implementation of the marked capability.

Table 1 – Illustration of relationship between security requirements and security capabilities














	Requirements

Capabilities

	Physical security
	Update security
	Privacy protection
	Authentication
	DDoS attack prevention
	Service usage/operation compliance monitoring
	Service abuse prevention
	Identify analysis and disposal capabilities of security threats


	SC_terminal device 1
	√
	 
	 
	√
	 
	 
	 
	 


	SC_terminal device 2
	√
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