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Recommendation ITU-T X.1363

Technical framework of personally identifiable information handling in Internet of things environment

 

Summary

Internet of things (IoT) devices can collect many kinds of data, including personally identifiable information (PII). Because PII data are useful for different types of services, they may be shared among multiple service providers.

It is better for users to manage their own data, including PII, in IoT environment based on their own intentions. As data usage in IoT environment with multiple service providers is complicated, user intentions for data usage should be accommodated flexibly. For example, if an IoT service provider provides the following functions, the user can appreciate that the service provider properly collects and controls data collected (including PII):

– Users can configure their own PII preferences. These preferences include a list of data allowed to be shared with other service providers.

– Collection and sharing of data are subject to controlled access based on PII preferences. Unauthorized data cannot be stored in data storage, and cannot be shared with other service providers.

– Users can check history log of data sharing among service providers. Users can also check the time at which their data has been shared.

Recommendation ITU-T X.1363 specifies a technical framework for PII handling in an IoT environment with single or multiple service providers.
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Recommendation ITU-T X.1363

Technical framework of personally identifiable information handling in Internet of things environment

1 Scope

This Recommendation specifies a technical framework of personally identifiable information (PII) handling in Internet of things (IoT) environment.

In IoT environment, some IoT devices have the capability to collect PII data. As PII data are useful for various types of services, data can be shared among multiple service providers. The technical framework specified in this Recommendation provides a mechanism to protect IoT users’ PII data when collected, shared and used by one or more IoT service providers.

2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.







	[ITU-T X.1058]

	Recommendation ITU-T X.1058 (2017) | ISO/IEC 29151:2017, Information technology– Security techniques– Code of practice for personally identifiable information protection.




	[ISO/IEC 29100]

	ISO/IEC 29100:2011, Information technology – Security techniques – Privacy framework.





3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1    authentication [b-ISO/IEC 27000]: Provision of assurance that a claimed characteristic of an entity is correct.

3.1.2    access control [b-ISO/IEC 10027]: A capability to restrict the use of services accessing data to users who have been previously authorized.

3.1.3    control [b-ISO/IEC 27000]: Measure that is modifying risk (3.1.16).

NOTE 1 – Controls include any process (3.1.15), policy (3.1.14), device, practice, or other actions which modify risk (3.1.16).

NOTE 2 – It is possible that controls not always exert the intended or assumed modifying effect.

3.1.4    device [b-ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment with the mandatory capabilities of communication and the optional capabilities of sensing, actuation, data capture, data storage and data processing.

3.1.5    Internet of things (IoT) [b-ITU-T Y.4000]: A global infrastructure for the information society, enabling advanced services by interconnecting (physical and virtual) things based on existing and evolving interoperable information and communication technologies.

NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and privacy requirements are fulfilled.

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal implications.

3.1.6    management system [b-ISO/IEC 27000]: Set of interrelated or interacting elements of an organization (3.1.10) to establish policies (3.1.14) and objectives (3.1.7) and processes (3.1.15) to achieve those objectives.

NOTE 1 – A management system can address a single discipline or several disciplines.

NOTE 2 – The system elements include the organization’s structure, roles and responsibilities, planning and operation.

NOTE 3 – The scope of a management system may include the whole of the organization, specific and identified functions of the organization, specific and identified sections of the organization, or one or more functions across a group of organizations.

3.1.7    objective [b-ISO/IEC 27000]: Result to be achieved.

NOTE 1 – An objective can be strategic, tactical, or operational.

NOTE 2 – Objectives can relate to different disciplines (such as financial, health and safety, and environmental goals) and can apply at different levels [such as strategic, organization-wide, project, product and process (3.1.15)].

NOTE 3 – An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an operational criterion, as an information security objective or by the use of other words with similar meaning (e.g. aim, goal, or target).

NOTE 4 – In the context of information security management systems, information security objectives are set by the organization, consistent with the information security policy, to achieve specific results.

3.1.8    opt-in [b-ISO/TS 17975]: Process or type of policy whereby the data subject is required to take a separate action to express specific, explicit or prior consent for a specific type of processing.

3.1.9    opt-out [b-ISO/TS 17975]: Process or type of policy whereby the data subject is required to take a separate action in order to withhold or withdraw consent from a specific type of processing.

NOTE – In the case of Opt-out, Implied Consent exists for the collecting organization to process the personal information unless the individual explicitly denies or withdraws permission. Opt-out is also a process provided by a data collecting organization in order for a data subject to deny or withdraw permission to perform a specific type of processing.

3.1.10  organization [b-ISO/IEC 27000]: Person or group of people that has its own functions with responsibilities, authorities and relationships to achieve its objectives (3.1.7).

NOTE – The concept of organization includes but is not limited to sole-trader, company, corporation, firm, enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or not, public or private.

3.1.11  personally identifiable information [ISO/IEC 29100]: Any information that (a) can be used to identify the PII principal to whom such information relates, or (b) is or might be directly or indirectly linked to a PII principal.

NOTE – To determine whether a PII principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that natural person.

3.1.12  personally identifiable information preferences [ISO/IEC 29100]: Specific choices made by a personally identifiable information (PII) principal about how their PII should be processed for a particular purpose.

3.1.13  personally identifiable information principal [ISO/IEC 29100]: Natural person to whom the personally identifiable information (PII) relates.

NOTE – Depending on the jurisdiction and the particular data protection and privacy legislation, the synonym “data subject” can also be used instead of the term “PII principal”.

3.1.14  policy [b-ISO/IEC 27000]: Intentions and direction of an organization (3.1.10), as formally expressed by its top management (3.1.18).

3.1.15  process [b-ISO/IEC 27000]: Set of interrelated or interacting activities which transforms inputs into outputs.

3.1.16  risk [b-ISO/IEC 27000]: Effect of uncertainty on objectives (3.1.7).

3.1.17  thing [b-ITU-T Y.4000]: With regard to the Internet of things, this is an object of the physical world (physical things) or the information world (virtual things), which is capable of being identified and integrated into communication networks.

3.1.18  top management [b-ISO/IEC 27000]: Person or group of people who directs and controls an organization (3.1.10) at the highest level.

NOTE 1 – Top management has the power to delegate authority and provide resources within the organization.

NOTE 2 – If the scope of the management system (3.1.6) covers only part of an organization, then top management refers to those who direct and control that part of the organization.

NOTE 3 – Top management is sometimes called executive management and can include Chief Executive Officers, Chief Financial Officers, Chief Information Officers, and similar roles.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:







	ACT

	Access Control Table




	IoT

	Internet of Things




	PII

	Personally Identifiable Information




	T&C

	Terms and Conditions





5 Conventions

None.

6 Overview

There are many types of IoT devices and some of them are capable to collect PII data. Because PII data are useful for various types of services, service providers tend to collect many kinds of PII data from users. Moreover, such collected PII data can be shared by one service provider with other service providers to collectively provide services that are more useful to users. In this case, there are two types of service providers, one who collects (PII) data from users, and the other who provides various services using data collected by other service providers.

From users’ point of view, their PII data should be handled appropriately by these service providers. It is recommended for users to specify their intentions of how their data could be handled, including PII, in the IoT environment. Because data usage situation is complicated in IoT environment with multiple service providers, user intentions for data usage should be accommodated flexibly. For example, if an IoT service provider provides the following functions, users can appreciate that this service provider collects data and handles PII data properly:

– Users can configure their own PII preferences. These preferences include a list of data that is permitted to be shared with other service providers.

– Collection and sharing of data are subject to controlled access based on PII preferences. Unauthorized data cannot be stored in data storage, cannot be shared with other service providers.

– Users can check history log of data sharing among service providers. Users can also check the time at which their data has been shared.

7 IoT service model with single or multiple service providers

Figure 1 is an IoT service model showing a service provided by one service provider. In this case, the service provider collects several kinds of data (including PII) and retains the information in a data storage that is managed by the service provider. The service provider provides various application(s) to users who provide their data (including PII) to the service provider.

[image: Image]

Figure 1 – Single service provider model

In this IoT service model, the sole service provider handles the collected data, and users use the application(s) under consented terms and conditions (T&C).

Figure 2 is a model showing multiple service providers sharing data collected from IoT devices. In this case, there are two kinds of service providers, ‘data service provider’ and ‘application service provider’. In Figure 2, Service provider A collects data (including PII) from IoT devices, and shares it with other service providers (Service provider B and Service provider C). Service provider A is categorized as ‘data service provider’, and Service providers B and C are categorized as ‘application service provider’. A service provider can be both ‘data service provider’ and ‘application service provider’.

[image: Image]

Figure 2 – Multiple service provider model

Normally, the list of data shared with other service providers is included in the T&C of a data service provider, and users need to consent to them before they can use this service provider’s service(s).

The main difference between the single service provider model and the multiple service provider model is whether data collected by IoT devices are shared with other application service providers or not. In the case of the multiple service provider model, data collected by IoT devices are transferred to other application service providers.

8 Issues concerning PII data handling by IoT services

IoT service providers should consider the following issues when handling PII data:

– Purpose of PII data collection.

In order to avoid unnecessary data collection from a user’s standpoint, users need to know the purpose of data collection and the nature of data collected for an IoT service.

– Mandatory consent to PII data collection. 

When users subscribe to an IoT service, the data service provider needs to acquire their consent to the collection of several kinds of PII data. Normally this information is written in the T&C of the data service provider, and users must consent to it before they can subscribe to the service.

– Transferring PII data to third parties.

Data collected from IoT devices can be shared with third parties, i.e., other service providers. In this case, the data service provider needs to acquire explicit consent from users on transferring their PII data to third parties before the provider can send PII data to other service providers. In most cases, users cannot control PII data transfer. For example, users cannot select third parties to which they permit their PII data to be transferred, nor configure which kinds of PII data to be shared. Moreover, users cannot know what kinds of PII data are sent to third parties.

– Opt-in and Opt-out of consent to PII data collection/transfer.

When a service employs user PII data, the data service provider needs to acquire consent from the user both to collect PII data from the user and to transfer it to the third party. Not only the timing of receipt of consent is important, but also the method of getting it (opt-in or opt-out).

9 Principles for PII data handling by IoT services

PII protection principles and controls are specified in [ISO/IEC 29100] and [ITU-T X.1058], and developed based on various existing PII protection principles in a number of countries, states and international organizations, such as the Organization for Economic Co-operation and Development (OECD) and the Asia-Pacific Economic Cooperation (APEC).

Clauses 9.1 and 9.2 list principles for handling of PII data by IoT services to satisfy these principles in [ISO/IEC 29100] and [ITU-T X.1058].

9.1 General principles for PII data handling by IoT services

PII can be used to identify, contact or locate a specific individual. Disclosure of such information can lead to identity theft or other fraudulent usages, resulting in substantial harm, embarrassment and inconvenience to individuals [b-GAO-08-343]. Therefore, handling of PII data by an IoT service should meet the following general principles:

1) Encryption of PII data

All PII stored in IoT devices or in service databases shall be encrypted. Additionally, all PII shall be encrypted during transmission within and among all IoT service components (i.e., IoT device, data storage and application).

2) Access control/authentication

If PII data are stored on IoT devices or in service databases (data storage), appropriate access controls shall apply. Authorization to access PII shall be limited solely to fulfilling the purpose of its use for which the request of consent has been made by the service provider. This purpose of use shall be included in the T&C for which the service provider has obtained user consent. Access shall also be restricted when there is a potential for link-ability among stored data sets that would result in unauthorized identification or inference of additional PII.

3) Logging

Creation of computer-readable data extracts that include PII shall be maintained in an official log including creator, date, type of information, the purpose for extraction and user. Any PII that is included in these logs (e.g. username) shall be encrypted and subject to access controls.

4) Encryption for communication

PII data shall be encrypted or masked if it is shared among multiple service providers.

5) Notification of data compromise

If PII data are compromised due to data breach, leak, misuse or mishandling at any point in an IoT service, the service provider shall notify affected users and relevant service providers immediately following discovery of the compromise.

6) Data minimization procedures for retention

Any storage of PII data, whether collected or produced as outputs of data handling carried out by a service provider, shall be limited solely to the specified purpose for which the service provider has obtained explicit consent. The service provider shall set a maximum period for retention of PII data that is limited based on the specified purpose of its use, the potential for any link-ability among stored data sets that would result in identification or inference of additional PII and any applicable national laws and regulations.

9.2 Principles for PII data handling

Data service providers that collect PII data from IoT devices also should handle them appropriately. In particular, if data are used by services and shared with other service providers, its handling should satisfy user intentions. Therefore, handling of PII data by IoT service providers should meet the following principles:

1) Explanation of purpose for PII data collection

In order to collect minimum necessary PII data from users for providing an IoT service, the service provider shall explain in the T&C the purpose of its collection and the retention period for any PII collected.

2) Explicit consent to collect and share PII data from users

When a service provider supplies services that collect PII data from users, it shall obtain explicit user consent in data collection and sharing. In particular, the service provider shall implement an opt-in model wherever possible to obtain consent.

3) Transparency of PII data usage

When PII data, including any PII produced as data handling outputs carried out by a service provider, are shared among other service providers, the service provider shall provide transparency of PII management mechanism to allow users to check their own PII data usage. The IoT service shall also provide a redress mechanism that users can employ if data misattribution occurs.

4) Control of own preference

PII data shall be handled based on PII preferences configured by users.

10 PII data handling in IoT environment

10.1 Basic framework for PII data handling in an IoT environment

Figure 3 shows a basic framework for PII data handling in an IoT environment.

First, users decide their preference for PII data handling and reflect it as their PII preference in PII preference manager. The data (including PII) provided by users are controlled based on PII preferences.

PII preferences may include the following items:

– Kinds of data collected by IoT devices – IoT devices should collect only PII data that users specifically consented to in their PII preferences.

– Timing of data collection by IoT devices (e.g., weekday between 9:00 and 17:30) – Users do not want to send their PII data any time, hence such timing needs to be configured in PII preferences.

– Permitted service providers with which PII data can be shared – Users can choose application service providers that can access their PII data. Users can also choose the kinds of PII data that application service providers can access, including data that are collected from IoT devices or produced as outputs of data handling carried out by the primary service provider.

When IoT service components such as IoT device, data storage, application, etc. start to collect and use data, they should check PII preferences and handle data accordingly.

Second, access control information is generated based on the PII preference, and the access control table (ACT) is updated by using this information.

Third, each component refers to this ACT in case it collects or transfers PII data. The access control information in ACT is used to control what kind of PII data can be transferred among IoT service components.

[image: Image]

Figure 3 – Basic framework for PII data handling

10.2 Principles for a user interface to configure PII preferences

In order to implement this basic framework, service providers should provide a user interface for users to configure their PII preferences. This user interface should meet the following principles:

1) Easy access for all users

All users shall be able to access the user interface easily. For example, the first screen of the provided services should have a link to this user interface.

2) Proper access control to the user interface

Each service user has its own PII preference. Therefore, each user shall have a unique user account and shall be authenticated in a secure manner, for example, by using two factor authentication, before allowing him/her to access his/her user account.

3) Comprehensive

The user interface shall manage all PII preferences, including both on PII collection and sharing, of one user in one place.

4) Easy to use

The user interface shall be easy and straightforward to allow users to configure their PII preferences.

11 Technical framework for PII data handling in an IoT environment

This clause shows how to apply the basic framework specified in clause 10 for PII data handling in both single and multiple service provider environments.

11.1 PII data handling of IoT services by single service provider

11.1.1  Reference model for IoT services provided by single service provider

Figure 4 is a reference model showing IoT services provided by a single service provider. In this case, one service provider provides all functions for IoT services. The service provider collects data (including PII) from IoT devices, and stores it in its data storage. Application services can be provided to users using the collected data.

[image: Image]

Figure 4 – Reference model for IoT services by single service provider

11.1.2  Technical framework for PII data handling by single service provider

Figure 5 is a technical framework showing a service provider that has a PII preference manager which manages users’ PII preferences. Users configure their PII preferences with this PII preference manager, and IoT service components, such as IoT device, data storage and application, handle PII data based on that configuration. For example, if a user wants to limit specific PII data collected from IoT devices, then as the result IoT devices should not send such PII data to data storage.

[image: Image]

Figure 5 – Technical framework for PII data handling by single service provider

11.1.3  Technical framework for PII data handling by single provider with a common PII preference management portal

When IoT services are provided by a single provider, the data collected by IoT devices are not shared with other service providers whose IoT services are not used by this user. However, it could be necessary to share some common basic items of PII preference among service providers, as it may take too much time for users to configure their PII preferences for each individual IoT service. If users can specify common PII preferences for any kinds of IoT services, configuring PII preferences for each individual service will be easier and more efficient. To implement this, there are two types of PII preference manager.

Figure 6 is a technical framework showing there are two PII preference manager components, one is still the PII preference manager located in a service provider, and the other is a PII preference management portal that is used to manage common preferences for any IoT services and for access by other service providers.

In this case, the user’s common preferences for any services are stored in the PII preference management portal, whereas his/her specific preferences for each individual service are stored in the PII preference manager managed by each service provider. When a user starts to subscribe to a new service, the local PII preference manager in the data service provider retrieves his/her common preferences from the PII preference management portal, which could be managed by a third party and configured in advance by the user. Although users still need to configure their PII preferences with the local PII preference manager for this specific service, they do not need to configure every time their common preferences that are stored in the PII preference management portal. IoT service components, such as IoT device, data storage and application, control PII data based on local preferences in the PII preference manager.
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Figure 6 – Technical framework for PII data handling on IoT services by single service provider with a common PII preference management portal

11.2 PII data handling of IoT service by multiple service providers

11.2.1  Reference model for IoT services by multiple service providers

Figure 7 is a reference model showing IoT services provided by multiple service providers. In this case, an IoT service consists of multiple service providers (application service provider and data service provider), and each application service provider provides its own service(s) to users by using data collected by other data service provider. Therefore, service providers that collect data (including PII) from IoT devices (data service provider) can be different from those that only provide services to users (application service provider). In Figure 7, there are two types of service providers, one is a ‘data service provider’ that collects data (including PII) from IoT devices and the others are ‘application service provider’ that provides application services to users using the collected data.
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Figure 1 – Reference model for IoT services by multiple service providers

11.2.2  Technical framework for PII data handling by multiple service providers

Figure 8 is a technical framework showing a data service provider has a PII preference manager and all the user preferences for handling PII data are managed at this local management component. Users configure their local preferences with the PII preference manager. IoT service components (including applications provided by other application service providers) handle PII data based on the local preferences in the data service provider’s PII preference manager.
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Figure 8 – Technical framework for PII data handling for IoT services by multiple service providers

11.2.3  Technical framework for PII data handling on IoT services by multiple service providers with a common PII preference management portal

Figure 9 is a technical framework showing multiple service providers use both PII preferences stored in a common PII preference management portal and in data service providers’ local PII preference managers.

In this case, common preferences for any services are stored in a common PII preference management portal, whereas specific preferences for each service are stored in a local PII preference manager managed by each data service provider. When a user starts to subscribe to a new service, the local PII preference manager of the service provider retrieves common preferences from the PII preference management portal. Although this user still needs to configure his/her PII preferences in the local PII preference manager, he/she does not need to configure the common PII preferences stored in the PII preference management portal repeatedly. IoT service components control PII data based on local preferences in the PII preference manager.
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Figure 9 – Technical framework for PII data handling one IoT services by multiple service providers with a common PII preference management portal
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