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PEKOMEHJIALIMN MCO-T CEPNU X

CETU IIEPEJAYH JAHHBIX, B3AUMOCBS3b OTKPBITBIX CUCTEM U BE3OITACHOCTbD

CETU [IEPEJAYM JAHHBIX OBIIEI'O ITOJIb3OBAHUM A
B3AMMOCBA3b OTKPBITHIX CUCTEM
B3AMMOJIEUCTBUE MEX]Y CETSMU
CUCTEMBI OBPABOTKIN COOBIIEHNI
CIIPABOYHUK
OPTI'AHU3AILIMA CETU BOC 1 CUCTEMHBIE ACIIEKThHI
YITIPABJIEHUE B BOC
BE30ITACHOCTb
MMPUIJIOXKXEHNW S BOC
OTKPBITAA PACITIPEAEJIEHHA ST OBPABOTKA
BE30INACHOCTb MTHOOPMAIIUU U CETEU
OO61Me aceKThI 0E€30ITaCHOCTH
besonacHocTs cereit
VYnpasnenue 6e301aCHOCTBIO
Tenebnomerpus
BE3OITACHBIE ITPUJIOXEHUA U YCIIVI'U (1)
bezomnacHocTs MHOTOAIpECHOI Iepenayn
Be3omnacHOCTh JOMAIIHUX ceTer
Be3omnacHOCTh IOJBHKHOM CBSA3U
BbesomacHocth BeO-cpennr (1)
Bbe3omacHocTh npuitoxernii (1)
BbezomnacHOCTh OIHOPAHTOBBIX CETEH
Be3onacHOCTE ceTeBOi UACHTU(DUKAIINN
bezonacunocts IPTV
BE30ITACHOCTb KUBEPITPOCTPAHCTBA
Kubepbe3omnacHOCTh
IIpoTuBoaeiicTBHE cCiaMy
VYnpasieHue onpeaeneHneM HISHTHIHOCTH
BE3OITACHBIE ITPUJIOXEHUA U YCIIVI'U (2)
CBsi3b B YpE3BBIYAHHBIX CUTYAIHIX
BezonacHOCTh MOBCEMECTHBIX CEHCOPHBIX CETeH
bezomnacHOCTh yMHBIX 3€KTpOCETEH
CepTuduiupoBaHHas JJICKTPOHHAS ITOYTa
Be3onacHocts nuTepHera Beulei (IoT)
BezonacHocTh MHTEIIIEKTYaIbHBIX TpaHcnopTHEIX cucteM (UTC)
Bbe3omacHOCTh TeXHOJIOTHU pacnpenenennoro peectpa (DLT)
Be3omacHOCTh MpHITOKeHUH (2)
BezomacHocthk BeO-cpepl (2)
OBMEH MH®OPMAILIMEM, KACAIOIENCS KUBEPBE30ITACHOCTU
0630p kubepbe30MmacHOCTH
O6meH nHpOpMaIHe 00 YA3BUMOCTH/COCTOSTHUN
OO0mMmen nHdopmanuei 0 COOBITUN/MHIMICHTE/IBPUCTHYECKUX TPaBHIIaX
O0OMeH nHpOopMAaIUe O TOTUTHKE
DBpPUCTUYECKHE MTPaBUIIa U 3aIPOC HHPOPMAITIN
Wnentudukarus 1 oOHapykeHHE
I'apanTpoBaHHBIN 0OMEH
Kubep3ammra .
BE30ITACHOCTbD OBJIAYHBIX BEIUMCJIEHNN
00630p 6€30MaCHOCTH O0JIAYHBIX BBIYUCICHUN
[IpoekTrpoBanue 0€30MACHOCTH OOJIAYHBIX BHIYHCICHUN
[epenoBoit OMBIT U PYKOBOASIIUE YKa3aHHS B 00JIACTH 00JaYHBIX BEIUMCIICHUM
Obecmiedenne 6e30MacHOCTH 00TaYHBIX BEIYUCICHIH
Jlpyrue Borpockl 6€30MmacHOCTH 00TaYHBIX BRIYUCIICHAN
KBAHTOBAJ CBA3b
TepmuHonorus
KBaHTOBBII TeHEepaTOp CllydalHBIX YUCEN
Crpyktypa 6e3omacnoctn QKDN
Ipoektupopanue b6ezomacHoctd QKDN
Mertonbl obecnieuenus 6e3omacHocT QKDN
BE30ITACHOCTbD JAHHBIX
BezomacHOCTh 6ONBIIMX TaHHBIX
3anmra JTaHHbIX
BE30OITACHOCTB CETEN IMT-2020

X.1-X.199

X.200-X.299
X.300-X.399
X.400-X.499
X.500-X.599
X.600-X.699
X.700-X.799
X.800-X.849
X.850-X.899
X.900-X.999

X.1000-X.1029
X.1030-X.1049
X.1050-X.1069
X.1080-X.1099

X.1100-X.1109
X.1110-X.1119
X.1120-X.1139
X.1140-X.1149
X.1150-X.1159
X.1160-X.1169
X.1170-X.1179
X.1180-X.1199

X.1200-X.1229
X.1230-X.1249
X.1250-X.1279

X.1300-X.1309
X.1310-X.1319
X.1330-X.1339
X.1340-X.1349
X.1350-X.1369
X.1370-X.1399
X.1400-X.1429
X.1450-X.1459
X.1470-X.1489

X.1500-X.1519
X.1520-X.1539
X.1540-X.1549
X.1550-X.1559
X.1560-X.1569
X.1570-X.1579
X.1580-X.1589
X.1590-X.1599

X.1600-X.1601
X.1602-X.1639
X.1640-X.1659
X.1660-X.1679
X.1680-X.1699

X.1700-X.1701
X.1702-X.1709
X.1710-X.1711
X.1712-X.1719
X.1720-X.1729

X.1750-X.1759
X.1770-X.1789
X.1800-X.1819

s nonyuenus 6onee nodpodHoil ungopmayuu npoceba obpawamscs k nepeunto Pexomenoayuiit MCO-T.




Pexomenganmusa MCI-T X.1352

TpeGoBanusi 6€e30MACHOCTH JJIA1 YCTPOICTB M LIJII030B HHTEPHETA Bellei

Pe3ome

B Pexomenmanimu MCO-T X.1352 onpeseneHs! ieTalbHbIC TPeOOBaHUS 110 MATH aclieKTaM 0e30MacHOCTH,
MPUMEHUMBIM K YCTpolcTBam u mnuto3am uHTepHera Bemieil (loT): ayrenTudukarms, kpunrtorpadus,
0e30macHOCTh JTaHHBIX, 0€30MacHOCTh IUIAT(MOPMBI YCTPOHCTB W (pm3myeckas O€30macHOCTh. OTH
TpeboBaHMs OCHOBAHKI Ha 3TamoHHON Moaenu loT, koropas onpenenena B Pekomermanmun MC3-T Y.4100,
u cTpykType 6e3onacnoctu loT, kotopast onpenenena B Pexkomenmaruun MCO-T X.1361.

AcniekT ayTeHTH(UKAMH BKIIOYAeT ayTeHTH(UKAIMIO IOJb30BaTeNs, Oe30IacHOe WCIONb30BaHNE
VYETHBIX JaHHBIX JUIS ayTEHTU(OUKAINH U ayTCHTU(UKAIHIO YCTPOUCTB. ACIIEKT KPHIITOrpaduy BKIIIOYAET
UCIIOJIb30BaHuEe O€30MacHbIX KPHUITOrpadUuecKuX ajJrOpuTMOB, O€30MacHOE YIpaBiCHHE KIIOYaMU H
Oe3omacHoe TeHePUPOBaHUE CIYYalHBIX Yucel. ACHEKT 0e30MacHOCTH JaHHBIX OXBAThIBAE€T OE30IACHYIO
nepefadyy ¥ XpaHCHHE JAHHBIX, YIpaBJIeHHE WHPOPMAIMOHHBIMH MOTOKAMH, O€30MacHOE YIpaBJICHHUE
ceaHCaMH U ynpaBiieHne HH(popMamuei, mo3Bosisitolei yecraHoBUTh rudHoCTh (PII). AcnekT O6e3omacHOCTH
1aTOPMbI YCTPOHCTB BKIIIOYAET MATH 3JEMEHTOB: 0e30MacHoe MporpaMMHOE oOecredeHue, 6e3onacHoe
00OHOBJICHHE, YIIpaBJIeHUE 0€30MMaCHOCTHIO, BEJICHUE )KYPHAIIOB COOBITHI U IIPOCTABIIEHHE OTMETOK BPEMEHH.
AHAIIOTUYHO acTeKT (PU3NUECKON 0E30TIaCHOCTH BKITIOUaeT Oe3onacHbi Gusndeckuii mHTEpQEiic U 3amuTy
OT HECAHKLIMOHUPOBAHHOI'O IOCTYTIA.

XpOHOJ’lOFI/lquKaﬂ CIipaBKa

Uspanne Pexomenmauus — YTBepkaeHo —MccienoBaTenbeKkast KOMUCCH Y HUKANBHBIA HICHTHGUKATOP ™
1.0 MCO-T X.1352  02.09.2022 r. 17-5 11.1002/1000/14990

KiaroueBrle cjioBa

Aytentudukarnms, Kpunrtorpadus, O0€30mMacHOCTh TaHHBIX, O0€30IaCHOCTh IHIATHOPMBI YCTPOKCTB,
0e3omacHOCTh yCTpoicTB 1 1uti030B 1o T, muto3 [oT, orenka 6e3omacuocty [oT, dhms3udeckas 6€301MacHOCTb.

Jlnst moctyna x Pekomenaannu HabepuTe B aipecHOM ToJie Barrero Be6-HaBuraropa URL http://handle.itu.int/,
[OCJIE KOTOPOTO YKaXHUTE YHUKANbHBIN naeHTuukarop Pekomenaanuu.
Hampumep: http://handle.itu.int/11.1002/1000/11830-en.
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MMPEAUCJIOBUE

MexnyHapoaHblii cor3  2iekTpocBszu (MCD) sBisercs cCHeNUalIU3UpOBaHHBIM  yupexaeHuem OpraHnuzaiuu
OO0benuaeHHbIX Haruii B 061acTy 251eKTpOCBsI3u 1 HHPOPMALMOHHO-KOMMYHUKaMOHHBIX TexHonoruid (MKT). Cexrop
cranpapruzanuu anektpocBsizu MCD (MCD-T) — mnocrosHubli opran MCD. MC3O-T orBewaer 3a u3yueHHE
TEXHUYECKHX, KCIUTYyaTallMOHHbIX U TapU(HBIX BOIPOCOB ¥ 32 BHIITYCK PekoMeH1aluii o HUM B LENSIX CTaHAapTU3alUN
JIEKTPOCBSI3U HAa BCEMUPHOH OCHOBE.

Ha BcemupHo#t accam0iiee mo cranmapTu3anud 31ekTpocBss3u (BACD), koTopas MpoBOIUTCS KaXKAble YETHIPE Tofa,
ONPEJEISIFOTCS. TEMbI Ul M3YYeHHs HccieqoBaTelbckuMu kKomuccusimMu MCD-T, koTopbie, B CBOKO OdYepe[b,
BbIpabaThIBAIOT PEKOMEHIAIIMH 110 ITUM TEMAaM.

YrBepxnenune Pexomenmannit MCO-T ocymiecTBiseTcs B COOTBETCTBHHU C MPOIEAYPOH, M3I0keHHOH B Pesomrormu 1
BACD.

B HekoTOophIx 007acTsIX MH(GOPMALMOHHBIX TEXHOJOTHH, KOTOpbIE BXOIT B KoMnereHuuro MCO-T, HeoOXonumele
CTaH/apTHl pa3pabaThIBaOTCsl Ha OCHOBE coTpyaHudecTBa ¢ ICO u MOK.

[MPUMEYAHHE

B mHacrosmieidr PexomeHmaruu  TepMUH "aIMHUHUCTpAmusa" HUCTHOJB3YETCS I KPaTKOCTH H  00O3HadaeT
KaK aJIMHHUCTPALIUIO JJIEKTPOCBS3H, TAK U IPHU3HAHHYIO SKCILUTYyaTAlMOHHYIO OPraHH3aLHUIo.

CoOmofieHue IOJOKEeHUH aaHHOM Pexomenpmanmu ocymecTsisiercss Ha J00poBONbHOM ocHOoBe. OnHAaKO JaHHAsS
PexoMeHnganusi MOXET COJEpKaTb HEKOTOpble 00s3aTeNbHbIE IOJIOXKEHUs (HampuMep, sl oOecreyeHus
(YHKIIMOHAIBHOW COBMECTUMOCTH WJIM BO3MOKHOCTH IPUMEHEHHs), U B TaKOM cilydae coOutoneHne PexoMeHnannu
JIOCTHTAeTCAd TPHU BBHINOJHEHHH BCEX YKAa3aHHBIX IOJIOKEHWH. [ BBIpaKeHHsT TpeOOBAaHUH HCIOIB3YIOTCS CIIOBA
"cenyet", "momxer" (shall) nnm HeKOTOpHIE IpyTHe 0OS3BIBAIOIINE BEIPAXKEHNUS, TaKUe Kak "00s3aH" (must), a Tarxoke UX
oTpHunaTtenbHbIe (GOPMBL. YTIOTpeOIeHNE TaKUX CJIOB HE 03HAYAET, YTO OT KaKOH-TH00 CTOPOHHBI TpedyeTcs coOMoIeHIe

MOJ0KEHUH JaHHOW PexoMeHpanuu.

[IPABA UHTEJIJIEKTYAJIbHOM COBCTBEHHOCTH

MCD oOpamaer BHUMaHHE Ha BEPOSTHOCTH TOTO, YTO MPAKTHYCCKOS NMPUMCHEHHUC WM BBHINOJIHCHUE HACTOSIICH
PexoMeHIanMu MOXET BKJIIOYATh HKCIOJB30BAHWE 3asBICHHOTO IpaBa WHTEIUIEKTyalbHOH coOcTtBeHHOCTH. MCD
HE 3aHUMAaeT KaKyr Obl TO HU OBLIO MO3UIMIO OTHOCUTEIHHO MOATBEPKIACHUS, ICHCTBUTEIHHOCTH W IPUMEHUMOCTH
3asBJICHHBIX TIPaB WHTEIICKTYalbHOW COOCTBEHHOCTH HE3aBHCHUMO OT TOTO, JIOKA3bIBAIOTCS JIM TaKKE MpaBa 4jIeHAMHU
MCD unm ApyraMy CTOpOHAMH, HE OTHOCSAIIIMMUCS K TIPOLiecCy pa3paboTku PekomeHnanum.

Ha wmomeHT ytBepxaeHus Hactosmer Pexomenmanmn MCD He monydwsl HM3BEMICHUS OO0 WHTEIUICKTYaJIbHOM
CcOOCTBEHHOCTH, 3aIIMIIIEHHON TATeHTaMH, KOTOPBIE MOTYT IMOTPeOOBAThCS IS BEITIOIHEHHS HACTOSIIeH PexoMennarmm.
Opnako Te, KTo OyIeT mpuMeHATh PekoMeHIannio, TOMHKHEI UMETh B BUIY, YTO BEIIIECKa3aHHOE MOXKET HE OTPa)xkaTh
caMyI0 TIOCIEIHIOI WH(POPMAINHNIO, U II03TOMY MM HACTOSTENHHO PEKOMEHIYeTCs oOpamaThcs K COOTBETCTBYIOIINM
6azam MCD-T, noctynHeM Ha Beb-catite MCO-T, mo agpecy http:/www.itu.int/I[TU-T/ipr/.

©ITU 2023

Bce npaBa coxpanensl. Hu onHa U3 wacTel JaHHOM ITyOJIMKAIMK HE MOXKET OBITH BOCTIPOM3BEJICHA C IIOMOIBIO KAaKUX OBl
TO HH OBLIO CPeCTB 0e3 NMpeABapUTEIHHOTO MUCEMEHHOTO pa3pemenns MCO.
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Pexomenpanua MCO-T X.1352

TpeOoBaHusi 0€30MaCHOCTH /ISl YCTPOMCTB U NIJIIO30B MHTEPHETA Bellei

1 Cdepa npumeHeHust

B mnacrosmelt PekomeHnmaumu ompeneneHbl AeTanbHble TPeOOBaHHWs MO MSATH aclekTaMm Oe30macHOCTH,
MPUMEHUMBIM K yCTpoWcTBaM M mumo3aM wuHTepHeta Bemed (IoT): ayrentudukanus, kpunrorpadus,
0€301MacHOCTD JaHHBIX, 0€30MMaCHOCTH MIAT(HOPMBI YCTPOKMCTB U (pr3HuecKas 0€30MacHOCTh. DTH TPeOOBaHUS
ocHOBaHBI Ha 3TanoHHoi Mozaenu loT, koropas onpenenena B [ITU-T Y.4100], u cTpykrype Ge30macHOCTH
IoT, xotopas onpenenena B [ITU-T X.1361].

2 CnpaBouHble MAaTEPUATIbI

VYka3zanssle HIKe Pekomennannun MCO-T u apyrue cripaBo4HbIE JOKYMEHTHI COAEPKAT MOJI0KEHHS, KOTOpBIE
ITyTEM CCHUIOK Ha HUX B JAHHOM TEKCTE COCTABIISIOT MOJOXKEHHUA HacTosmed Pekomennanuu. Ha MomeHt
nyOnuKaluKy yKa3aHHble M3laHus ObuiM AeWcTByromuMu. Bee PexoMennmanuu M Opyrue clipaBOuYHbIE
JIOKyMEHTBl MOTYT IOJBEPraThCsl MEPECMOTPY; IMOITOMY BCEM IOJIL30BATEIAIM JaHHOW PexomeHnmanuu
MpeagaraeTcsl W3y4YHTh BO3MOXKHOCTh TPUMEHEHHMS IIOCIENHEro u3AaHud PexkomeHmanuii u Apyrux
CIIPAaBOYHBIX JIOKYMEHTOB, NEpPEUYHMCICHHBIX HIbKe. llepedeHp HeMCTBYIOIMMX Ha HACTOALIMM MOMEHT
Pexomennanmit MCO-T perynspao nyonukyercs. Ccbulka Ha JIOKYMEHT, NMpPUBEJACHHBIA B HACTOSIICH
Pexomennanuu, He MpUIAET eMy Kak OTAEIBHOMY TOKYMEHTY cTaTyc Pexomennanum.

[ITU-T X.1361] Pexomenpanus MCO-T X.1361 (2018 1.), Cmpyxkmypa 6e3onacnocmu unmeprema
sewjell Ha OCHOe MOOeNU C UCNONb30BAHUEM ULTIO3A.

[ITU-T Y.4100] Pexomenmanus MCO-T Y.4100/Y.2066 (2014 r.), Obwue mpebosanus k unmepHemy

sewyell.
3 OmnpenesieHus
3.1 TepMuHbl, onpeejieHHbIE B IPYTHX TOKYMEHTAaX

B HaCTOﬂH_Ief/Jl PeKOMeHZ[aLII/II/I HCIIOJIB3YIOTCA CICAYIONINC TCPMUHBI, OTIPCACIICHHLIC B IPYTUX JOKYMCHTAX.

3.1.1 ayrentuduxamusa (authentication) [ITU-T X.1254]: OOecneueHue TapaHTUU 3asiBICHHOW
WIEHTUYHOCTHA O0OBEKTA.

3.1.2  ¢yHkumonanbHbie BO3MO:kHOCTH (capability) [b-ISO 16100-1]: HaGop ¢ynxomii u ycmyr
¢ HaOOPOM KpUTEPHEB JIsl OLEHKH Pa0OYNX XapaKTepHUCTUK UCTOUHHKA (DYHKIIMOHATBHBIX BOZMOKHOCTEH.

3.1.3 xonpuaeHuuadbHocTh (confidentiality) [b-ITU-T X.800]: CpoiicTBo, 3amuinaroiice HHHOPMALIHIO
OT 10CTyma K HEH W ee PaCKpPbITHUA HCYIIOJTHOMOYCHHBIMU JIMIIaAMH, YCTpOﬁCTBaMH WM rmpoueccaMu.

3.1.4  monHOMOYHS (credential) [b-ITU-T X.1252]: Habop JIaHHBIX, IIPEACTABIAEMBIX
KaK JIOKa3aTeJIbCTBO YTBEPKIAEMOM WICHTHYHOCTH W/VITH MIPAB.

3.1.5 cayuyaiinoe yucia0 KpunTorpadpuyeckoro kauvecrsa (cryptographic-quality random number)
[b-ITU-T X.667]: CnyuaiiHoe WM  TCEBIOCIYYalHOE  YWCIIO, TEHEPUPOBAHHOE  MEXAHHU3MOM,
o0ecreYnBaoIIMM JOCTaTOYHBIN pa30poc MHOTOKPAaTHO T'€HEPUPYEMBIX 3HAUCHHH, KOTOPOE JOJKHO OBITH
TIPUEMIIEMO TSI HCTIOIB30BaHUs B KpUnTorpadudeckoit padboTe (1 UCIIONIb3yeTCs B TaKoU paboTe).

3.1.6  xpuntorpadus (cryptography) [b-ITU-T X.800]: JIuciuminaa, BKJIOYAOIIas IPUHIIHIILI, CPEICTBA
M METONbI Ui MpeoOpa3oBaHus JaHHBIX, HEOOXOAUMOIO Il TOrO, YTOOBI CKPBITH COAEPIKAIIYIOCS B HUX
nH(OpMAINIO, MPEIOTBPATUTh MX CKPBITOE HM3MEHEHHE W/WIHM TpPEJIOTBPATHUTh MX HECAHKIIMOHHPOBAHHOE
HCIIONIb30BaHUE.

3.1.7 uexoctHocTh TaHHBIX (data integrity) [b-ITU-T X.800]: Iloka3zarens TOoro, 4To JaHHBIC HE OBUIH
WM3MEHEHBI WK Pa3pylIeHbl HECAHKIIMOHUPOBAHHBIM CIIOCOOOM.
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3.1.8 ycrpoiictBo (device) [b-ITU-T Y.4000]: [TpuMeHUTEIbHO K MHTECPHETY BEIICH 03HAYaeT 3JICMECHT
00OpyJZIOBaHMS, KOTOPBHIH o00Namaer o0O0A3aTETbHBIMH BO3MOXKHOCTSIMH CBS3M ¥ JIOTIOJHHTEILHBIMU
BO3MOXKHOCTSIMH U3MEPEHHS, CpadaThIBAHUS, a TAKXKE BBOJA, XpaHEHUS U 00pabOTKY JTaHHBIX.

3.1.9 ynpaBienue kimo4yamu (key management) [b-ITU-T X.800]: I'enepupoBanue, XpaHeHHE,
pacnpenesieHe, yJnaleHHe, apXUBUPOBAHUE U IPUMEHEHHE KII0Uel B COOTBETCTBHM CO CTpaTeruen
Oe3omacHoCTH.

3.1.10 ynpaBiieHne BHeceHHWeM wucnpapienuii (patch management) [ITU-T X.1361]: IIponecc,
BKJIIOYAOLIUH B c€0s IOJIy4yeHNe, TECTUPOBAHKUE M YCTAaHOBKY MHOXKECTBA UCIIPaB/IeHUH B HHPOPMAaLMOHHbIE
CHCTEMBI.

IMPUMEYAHUE. — M0oXHO pacCMOTPETh BO3MOXKHOCTh YIPABICHUS YSA3BUMOCTSIMU.

3.1.11 wundopmanus, NO3BOJSIIOIIAS YCTAHOBUTH JUYHOCTH (personally identifiable information (PII))
[b-ISO/IEC 29100]: JIro6as uHbopMaIs, KOTOpas: a) MOXKET ObITh HCIIOJIb30BaHA IS HACHTH(DUKAIIUH
cyonekta PII, k koTOpoMy OTHOCHTCS Takast ”HGOPMAIHS; WK b) PSIMO MITH KOCBEHHO CBsI3aHA C CYOBEKTOM
PIL

3.1.12 ¢usuueckas 6e3omacHoctb (physical security) [b-ITU-T X.800]: Mepbl, mpuHHUMaeMbIC IS
obecrniedeHus: PU3NIECKOH 3aIUTHI PECYPCOB OT YMBIIIIJICHHBIX U HEMPETHAMEPEHHBIX YIPO3.

3.1.13 nacrpoiika Oe3omacHoii koHdurypamum (secure configuration) [ITU-T X.1361]: Ilpomecc
HACTPOMKU CETEBBIX YCTPOICTB, MO3BOJISIONINN CHU3UTH YPOBEHD MMPUCYITUX TUM YCTPONCTBAM yS3BUMOCTEN
1 00eCTIeUnTh MPEIOCTaBIEHHE TOJIBKO TeX YCIYT, KOTOPbIe HEOOXOIUMBI I BHITTOJTHEHUSI MU CBOEH POJIH.

3.1.14 uumo3 6e3onacHocTH (security gateway) [ITU-T X.1361]: Touka coeAMHEHUS] MEXKTY CETSIMU, WU
MOJrpyNIaMi BHYTPH CETEH, WIIM MPOTPaMMHBIMU TPWIOKEHUSIMUA PAa3IMYHBIX JOMEHOB OE€30MAacHOCTH,
KOTOpasi MpeTHa3HaueHa JUIs 3aIUTHI CETH B Cpejie HHTEPHETA Belllel B COOTBETCTBUH C 3aJJAHHOM ITOJIMTHKON
0e30macHOCTH.

IMPUMEYAHUE. — DToT TepMUH MHOTAA 3aMEHSIOT TepMHHOM "1ntro3". Onpenenenue B3sTo u3 [b-ISO/IEC 27033-1].

3.1.15 yrpo3a (threat) [b-ISO/IEC 27000]: IToreHiuanbHasi NOPUYMHA HEKEIATEIBHOIO HHIIMICHTA,
KOTOPBIN MOXKET HAHECTH YIIIepO CUCTEME WM OpTaHU3aIlUH.

3.1.16 ysm3BumocTs (vulnerability) [b-ISO/IEC 27000]: Ctaboe MecTo akTHBa WJIH MEP KOHTPOJISL, KOTOPOE
MOJKET OBITh UCTIOIB30BAHO OJHOM MM HECKOJILKUMU YTPO3aMHU.

3.1.17 ynpasienue yszBuMocTaMH (vulnerability management) [ITU-T X.1361]: IIpouecc,
BKJTIOYAIOLIHH BBISBJICHUE, KJIacCU(PHUKALNIO, yCTPAaHEHHE U CMATYEHHE TIOCIICACTBUM ySI3BUMOCTEH.

3.2 TepmuHbl, onpe/iejeHHbIe B HacTosieil Pexomenaanun
B nacrosield PexkoMeHaimu onpeeneHbl clieayomne TEpMUHBI.

3.2.1  d¢akrop Oe3omacHocTH (security dimension): CoBokynmHOCTs Mep 0€30aCHOCTH, pa3padOTaHHBIX
17151 oOecTieueHHs] ONPEICICHHOTO acleKTa 0€30MacHOCTH CEeTeH.

3.2.2 Oe3omacHocTh miaatdopmbl ycrpoiicTB (device platform security): HaGop mep obecreuenus
0€30MacHOCTH ISl MUKPOIPOTPAMMHOTO OOCCICUeHHsI ¥ €ro (PYHKIIMOHAJIBHBIX BO3MOXKHOCTEH I10
OOHOBJICHUIO CTOPOHHETO IMPOTPAMMHOTO OOCSCIEeUeHHS W YMPABICHUIO UM IS YCTPOWCTB W IILTIO30B
WHTEpHEeTa Bellel Hapsay ¢ GYHKIMOHAILHBIMU BO3MOXHOCTSIMH TI0 MX TPOBEPKE.

[MPUMEYAHHME. - B  3aBucumoct 0T  (YHKIHOHAJIBHBIX  BO3MOXKHOCTEH  ammapaTHOro  oOecreueHHs
MHKPOIIPOTpaMMHOE 00ecIieueHNE MOKET 3aMEHSIThCS IIPOrPaMMHBIM 00ecrieueHHEM MTOBEPX ONEPALMOHHON CHCTEMBI.

3.2.3  oodyckamus (obfuscation): Pe3ynsraT omnepanuu, BBHITOHICMOW HAJ MPOTPAMMHBIM KOJOM HIIH
JAHHBIMH TIPHUKIIAJHON MPOTPaMMBI, KOTOPasi IPUBOJIHUT K TOMY, YTO MPHIIOKESHHUS MIPSTIYTCS WITA CKPBIBAIOTCS
TEM WJIX UHBIM 00pa30M, He HAHOCS yiiepOa BHIBOAY KOJIA.
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4 CoxpanieHusi # aKPOHUMbI

B nacrosielt PexkoMeHanuu UCob3yOTCs CIIEIYIONINE COKPAIIEHUS U aKPOHUMBI.

API

CAPTCHA

CoAP
DoS
F/'W
FTP
H/W
1D
IDS
IMEI

IoT
IPS
LwM2M

MAC
MCU
MQTT

oS

PII

PIN

S/W
SD
SHA
SNMP

SSA

SWD

TLS
UART

Application Programming Interface

Completely Automated Public Turing
test to tell Computers and Humans
Apart

Constrained Application Protocol
Denial of Service

Firmware

File Transfer Protocol

Hardware

Identifier

Intrusion Detection System

International Mobile Equipment
Identity

Internet of Things
Intrusion Prevention System

Lightweight Machine to Machine

Media Access Control
Microcontroller Unit

Message Queuing Telemetry
Transport

Operating System ocC

Personally Identifiable Information

Personal Identification Number

Software o
Secure Digital
Secure Hash Algorithm

Simple Network Management
Protocol

Shoulder-Surfing Attack
Serial Wire Debug
Transport Layer Security

Universal Asynchronous
Receiver/Transmitter

Wntepdeiic npukimagHoro
MIPOrpaMMHUpPOBaHUS

ITonHOCTHIO aBTOMATU3UPOBAHHBIN
OTKpBITHIN TecT ThiopuHra,
TO3BOJISIIOIIUM OTJIUYUTE JECHCTBUS
YeJloBeKa OT OIepannii KOMITbIOTepa

[IpoTokoN OrpaHUYCHHOT'O TIPUMEHEHHS
Ortka3 B 00CITy>)KHBaHUN
MuxkporporpaMMHoe oOecrieueHue
[Iporokon nepenaun Gaitaos
Ob6opynoBanue

Unentuduxarop

Cucrema oOHapYKCHHSI BTOPKCHUI

MexayHapoIHbIN uaeHTH(GUKaTOp
000pyTOBaHYSI TTOIBIIKHOM CBS3H

HurtepHer Bewei
Cucrema npenoTBpaIleHns BTOPKEHUN

O06aerueHHOEe MEKMAIITUHHOE
B3aHMOﬂeﬁCTBH€

VYnpapneHne JOCTYIIOM K Cpefie Iepeadn
briok MukpokoHTposepa

[IpoTokon nepeaayu TeIEMETPUISCKUX
JaHHBIX [TOCPEACTBOM OYEpEIH
cooOmeHni

OHCpaL{I/IOHHaH CHUCTCMaA

WNudopmarnus, no3Bosisionas ycTaHOBUTD
JIMYHOCTb

[epconanbHbIi HACHTU(HUKATTMOHHBII
HOMED

[IporpammHoe obecnieueHIe
3amuIeHHbIH TUGPOBOH HOCUTEITH
Anroput™M 06€30MIaCHOTO XEITUPOBAHUS

ITpocToii mpoTOKOJI yIIpaBIEHHUS CEThIO

Araka Thna noacMaTpuBaHUC
qgcpe3 micyo

[TpoBepka nocne10BaTeIbHOTO
uHTEpdeiica

besonacHoCTh TPaHCIIOPTHOTO YPOBHSA

YHUBEpCaIbHbIN aCHHXPOHHBIN
MpreMonepeaaTIuk
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UID Unique Identifier YHUKaJIbHBIN HICHTH(PUKATOP

UPnP Universal Plug and Play YHuBepcaabHas aBTOMAaTHIeCKas
HAaCTpOiiKa yCTpOMICTB

USB Universal Serial Bus VYHuBepcangbHas ocaea0BaTeNbHas MIMHA

5 Coryamenus

B nacrosiielt PexkoMeHaluu UCOJIb3yOTCS CIIEYIONINE COTJIalleHus.

Bcnomorarenpubiii  mnaron  "cneayer"  (should) o3mawaer TpeOoBaHHME, KOTOpOE PEKOMEHIYETCH,
HO HE SIBJSIeTCS a0COIIOTHO HEOOXOTUMBIM.

Bcnomoratenbabri rinaron "nomken" wim "tpedyercs” (shall) o3nagaer TpeboBanne, KOTOPOMY HEOOXOAMMO
HEYKOCHHUTEIILHO CJICJIOBATh U OTKJIOHCHHE OT KOTOPOTO HE JIOMYCKAETCs, €CIU OYACT CJIeNIaHO 3asBICHHE
0 COOTBETCTBUH HacTosel PexoMenamnmu.

BcnomorarenbHbiit  Tiraronm  "mMosker" (can), KOTOpBI WHOTOAa BCTpEYaeTcs B TEKCTE HACTOSIIEH
Pexomenmanum, 0003HaYaeT HAIMYNE BOZMOXKHOCTH.

Ucnonr3oBanue cnosa "cnenyet" B JlonoiaHeHnu I He HOCUT HOPMAaTUBHOTO XapakTepa.

6 0630p

Cdepa npumenenns

Koneunast Touka o3

Cerhb Odaare/ 1101

(]

AKX

i 1©

J
X.1352(22)

Hurepdeiic casa3n

Pucynok 1 — Cdepa npumenenns Tpe6oBaHuil 0€301aCHOCTH

Ha ocHoBe cpenctB 6e3omacHoctH, npemnaraeMbix B [ITU-T X.1361] u [ITU-T Y.4100], u kak omucaHo B
Homomuenun 11, TpeboBarms 6e30macHOCTH ISl yCTpaHEHUs Mpo0JIeM 1 yrpo3 B yeTpoicTBax u nurro3ax loT
(3a UCKJITFOYCHUEM CETEBBIX CHUCTEM U TIAT(OPM) OTIPEACIICHBI TT0 TIATH acTieKTaM 0e301TacHOCTH, a UMEHHO:
ayTeHTU(UKAIUs, Kpunrtorpadus, O€30MacHOCTh JIaHHBIX, O€30MacHOCTh IUIATPOPMBI  YCTPOWCTB
u pusnyeckast 6e30MacHOCTb.

AcCTeKT ayTeHTH(HKAIH BKIFOYAeT ayTeHTH(UKAIMIO MOJB30BaTeNsl, 0e30IacHoe MPUMEHEHHE yYeTHBIX
JAHHBIX JUIS ayTCHTU(UKAIUY U Ay TCHTU(PUKAIUIO YCTPOHCTB.

Acriekt kpuntorpapuu BKIIOYACT HUCIOJIb30BaHHE OE30MACHBIX KPUNTOrpaUUYECKUX alTOPUTMOB,
Oe3omacHoOe ymnpaBJieHre KIF09aMy U 0€3011acCHOE TeHepHPOBAaHUE CITyYaitHBIX YHCET.

Acniekt 0€30MacHOCTH JaHHBIX BKIIIOYaeT Oe€30MacHylo mepefady W 0Oe30macHOe XpaHEeHWE aHHBIX,
ynpasieHre HHPOPMAIIMOHHBIMU TIOTOKaMH, O€301acHOE yIpaBJIeHue ceancoM u 3amury PlI.

AcrniekT 6€301acHOCTH TIAT(OPMBI YCTPOUCTB BKITIOYAET B CE0sI MSITh AJIEMEHTOB: 0€301acHOE MMPOTPAMMHOE
obecrieuenue (I10), 6e30macHoe 0OHOBIICHHE, yIIPaBlIeHNE 0€30MaCHOCTHIO, BEJCHUE JKYPHAIOB COOBITHIA 1
MIPOCTABJICHUE OTMETOK BPEMEHH.

AHaJOTMYHO K acleKTy (U3NYecKol Oe30MacHOCTH OTHOCATCS Oe30macHbI (u3ndeckuii uHTepdeic u
3aIuTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
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Ha pucynke 2 moka3zaHpl IIEJIEBBIC ITOKA3aTeNH AacleKTOB O€30mMacHOCTH ycTpoictBa m muto3za loT.
YerpoiictBo n mumo3 [oT 06br9HO cocTosiT W3 6Omoka MukpokoHTposuiepa (MCU), momyns CBS3H,
OTIEPaTUBHOTO 3allOMUHAa0LIEero yctpoictsa (O3Y) 1 mopToB BBOAA/BHIBOJAA. DIIEMEHTHI 3aIUTH MOTYT OBITH
3JIEMEHTAMH  amnapaTHOro WiuM mnporpamMMHoro obOecmedenus. B MCU BxoasaT MHKpOHporpamMMHOE
obecneuenue, ¢usndyeckue uarepdeiicel 1 O3Y. B mannom ciaydae 10 ¢ onepanuonHoii cuctemoii (OC)
MOXKeT OBITh 3aMEHEHO MHKpPONPOTpaMMHBIM obecrieueHneM. Moayns CBs3H TpeOyeT NpUMEHEHHS
mdpoBaHust AT 3alMTH JaHHBIX rpu nepenade. Onem-O3Y obecrneunBaeT HaJeKHOE XPAaHEHNE JaHHBIX
ayTeHTU(UKAIMA W KpunTorpaduu, a Takke KOHQUICHIMAIbHOCTB/IENOCTHOCTh JaHHbIX. s mocrtyma
yepe3 Quznueckrie MHTEp(HEHCH, TaKue KaKk YHUBEpCAIbHBIH acHHXpOHHBIH npuemonepenatduk (UART),
Takxke Tpebyercsi ayreHTH(UKanus Tonb3oBaTens. Heucrnonb3yemble anmapaTHble MHTEP(EHCHl TOHKHBI
OBITh yJaJIEHBI WJIH OTKIIFOUYCHBI.

IoT-yerpoiicTBo/munos

besonacnocrn
JAHHBIX

Mukpouponeccop

OC/mukponporpaMmaoe %
obecnevenne fL
AyTenTH(PHKAIHA m
L
Kpunrorpadpusa - O -

besonacmocts mwiaTdopMel
yeTpoiicTB

PDuznveckas 3alHTA JTAG, UART

BezonacnocTs o3y

[

X.1352(22)

Pucynok 2 — Ilpumep npuMeHeHusi CPpeACTB 0e30MACHOCTH B ycTpoiicTBax H nuio3ax loT

7 Yrpo3sl/ya3BHMOCTH 0€30NACHOCTH yCTPOICTB 1 mLI1030B [oT

YTpo3bl/ysI3BUMOCTH O€30MaCHOCTH YCTPOUCTB M NMUTI030B 10T, KOTOpBIE MOTYT cIelaTh MX BO3MOKHBIMH
HEeJSIMU KHOepartak, onucaHbl B MyHKTax 7.1 m 7.2. Vrpo3sl 0€30MacHOCTH IILTIO30B BKIIOYAIOT YTIPO3bBI
11 yctponcTs loT.

7.1 Yrpo3sl/yss3BuMocTH Oe30nacHOCTH 1A yeTpoiicTs loT

YcTpolcTBa MOTYT ITOJIBEPraThCs CIEAYIOIUM YTPpo3aM/ysI3BUMOCTSIM.

— ST-D-1 — 06xoxa npoueayps! ayreHTH(UKaul. HeaBTopn30BaHHBIN OJIB30BATENH MOTYYaET JOCTYII
K YCTPOMCTBY, a TaKXKe MOXET IOJIyYUTh JOCTYIl K BaXKHBIM JaHHBIM, BKJIFOUas [10JIb30BATEIILCKUE
JaHHbIe U (pailyibl KOHGUTYpaIMy, XpaHAIINECs B yCTPONUCTBE.

— ST-D-2 — HecaHKIMOHHPOBAHHOE IOAKIIOUYEHUE YCTPOMHCTBAa. YCTPOMCTBO mMOABEpraeTcs
BO3/EHCTBUIO JIOOOT0 HEaBTOPHU30BAHHOI'O YCTPOICTBAa WM JKE€ €ro JaHHble, Takue Kak
N0JIb30BaTENILCKUE JJAHHBIC, MOTYT OBITH IIepeiaHbl Ha JII000e HEaBTOPHU30BAHHOE YCTPOHCTRO.

- ST-D-3 — mpessimnenne mpas. lIpemocTaBieHne 4pe3MEpHBIX WM H3NMHUIIHUX TPaB TO3BOJSET
3JII0YMBILIUICHHUKY MOJIYYUTh AOCTYI KO BCEM JOMYCTUMBIM OIEpalusM U KOHTPOJIUPYEMBIM
JIAaHHBIM, BKJII0Yas TIOJIb30BATEIbCKHUE TAHHBIE YCTPOUCTBA.

- ST-D-4 — HeorpaHWdYeHHBIC IIOBTOPHBIC TIOMBITKH ayTeHTH(uKarmu. HeaBropn3oBaHHBIN
TIOJIH30BaTEINh, TIOBTOPSIOIININ TMOMBITKA ayTEHTU(PHUKAIINN, MOXET TOIyYUTh JAOCTYN K TOTHHHOM
YYETHOM 3aITMCH TI0JIh30BaTesl.
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ST-D-5 — ommOka u3-32 OZHOBPEMEHHOTO naocTyna. OXHOBPEMEHHBIH IOCTYN C HECKOJIBKUX
YUETHBIX 3allicell aJIMHHHCTPAaToOpa MOXKET IIPUBECTH K HECOIIACOBAaHHBIM HM3MEHECHUSIM B
KOH(UTYpaluu KpUTHIECKH BAKHBIX (PYHKIHA.

ST-D-6 — packpeiThe © yrajpiBaHue ayTeHTU(UKanmuoOHHOH  wH(popmanuu. Kormaa
ayTeHTU(UKAIMOHHAS MHPOPMAIIHS, TaKas KaK Mapoiib, XKECTKO 3alpOrpaMMHUPOBaHA WIH XPAHUTCS
B BHUJEC OOBIYHOIO TEKCTa WM KOIJIa Tapoib AayTCeHTU(UKANUKA WU  TEePCOHATBHBINH
uneHTuduKanuonHbIi HoMep (PIN-ko1) 0ToOpa)karoTcs B BUJIE OTKPHITOTO TEKCTA, 37I0YMBIIIIICHHUK
MOJKET YBUAETh ayTEeHTH(PHKAIMOHHYIO WHGOpMAIMio (Tak Ha3pIlBa€MOE IOJICMAaTPUBAaHUE dYepe3
rieyo (SSA)) wnm yraaars ee.

ST-D-7 — cnalblii 1apoJib. 3I0YMBIIIICHHUK MOXKET ONPEACIUTh HE3AIIUIICHHYI0 KOMOMHAIINIO,
HaIpUMeEp MapoJIh TI0 YMOJIYAHUIO WK CIIA0BIN Mapoib, YTO MOXET ITO3BOJIUTH MY BBIJIATh ce0s 3a
JIETAJIBHOT'O OJIL30BATEIS.

ST-D-8 — cnaObiit  kimou  mudpoBaHus/ciydaiiHoe  4ucio. HemocTarodyHo — IMHHBIH
KpuUnTorpadhnIecKuii KITF0Y WIH MPEICKa3yeMoe CIIy9aifHOe YHCIIO MOTYT 0Ka3aThCsl HECIIOCOOHBIMH
3alUTUTh BAKHBIC JaHHBIC.

ST-D-9 — cnaGeiii kpunrtorpaduueckuii anroput™m. IlpoananusupoBaB Tpaduk, B KOTOPOM
UCTIONIB3YETCSl CIa0bIil KpUNTOrpadUUuecKHid ajiropuT™M, 3JOYMBIIUICHHUK MOXET TpeIcKa3aTh
JTaHHBIC KJIFOUeH WIIM Paclio3HaTh TEKCT 3aIli(pOBaHHOTO COOOIICHHUS (IIU(POTEKCT).

ST-D-10 — oTcyTcTBHE IPOBEPKH BBOAUMBIX 3HaUeHUN. OTCYTCTBUE MTPOBEPKU BBOJUMBIX 3HAUEHHUN
MOJKET PUBECTH K HEUCIIPABHOCTH yCTPOUCTBA.

ST-D-11 — packpeiTre TaHHBIX U MaHUITYJIMPOBAHNE JaHHBIMH. 3J0YMBIIIEHHUK MOKET PACKPHITH,
UCIIOJb30BaTh WJIM M3MEHUTh BaKHEHIIME JaHHBIE, TaKWe KaK II0Jhb30BAaTEIbCKUE aHHBIE,
KOH(Urypauus yCTpoHCTBa U KpUNTOrpad)uIecKre KIIF0UYH, KOTOPBIE EPEAatoTCs Yepe3 YCTPOUCTBO
WM XPAHATCS B HEM.

ST-D-12 — mepexBar ceaHca  TOJb30BaTeNs.  3JIOYMBIIIJICHHHK  MOXET  IOJYYHTh
HECaHKIIMOHUPOBAHHBIA JOCTYN K TOJUIMHHOM YYETHOW 3alMCH TOJIb30BaTeNs, Yei ceaHC ObLI
3aKpBIT HENPABWIEHO, UM HCITONIB30BATh JIEHCTBYIOIIIE CEAHCHl HECKOJIBKUX YCTPOUCTB, B KOTOPBIX
UCTIOJIB3YETCSl OJIMH M TOT JK€ KPUITOrpaprUECKUid KITFOY.

ST-D-13 — neb6e3onacHoe obOHoBneHue. llpeamonaraemslili ¢ain OOHOBIIEHHS HE MOXET OBITH
3arpykeH Wid 3arpyxeH (aiija oOHOBJICHHS M3 HEaBTOPHU30BAHHOI'O/HeayTEHTH()HUIIMPOBAHHOTO
HCTOYHHKA.

ST-D-14 — ommbka obnoBieHus. OmmOka, BO3HUKIIAs BO BpeMsl OOHOBJICHHUS, MOXET IPHUBECTH
K HEeTpaBUILHOM paboTe yCTpoHCTBA.

ST-D-15 — ommbka menoctHOocTH. HemnpenycMoTpeHHOE W3MEHEHHE WCIONHSIEMBIX KOJIOB
WM TTapaMeTPOB KOH(PUTypaIllui MOKET ITPUBECTH K HEMCIIPABHOCTH YCTPOMCTBA.

ST-D-16 — Bpenonocnoe I10. Kox, koTopslii 00:1agaeT HenpeLyCMOTPEHHBIMU (YHKLUSMH, MOYKET
OBITh UCTIONIE30BaH B 3JI0HAMEPECHHBIX LIEIISX.

ST-D-17 — ucnons3oBaHue ocraBlueiics B mamatd uH(popmanuu. Kpunrorpaduueckuil kimrod,
napoib W KOH(QUWACHIMAJIbHBIC JlAaHHBIE, WCIIONb3yeMble [UIS omepanui  IudpoBaHus,
ayTeHTU(UKAIMM ¥ NEepeAavd [JaHHBIX, OCTAlOTCI B NaMATH M MOTIYT HCIOJb30BaThCS
3710y MBIILIJICHHUKaMH.

ST-D-18 — HempexycMOTpeHHOE HM3MECHEHHE KPHTHYECKH BaKHBIX KOHQHTypauuii. OTcyTcTBHE
CPEICTB YIPAaBJICHUS 3aLIUTON yCTPOICTBAa MOXKET MPUBECTH K HEMPEIYCMOTPEHHBIM W3MEHEHUSIM
KPUTUYECKU BOKHBIX KOHPUTYpaLuii 1 HeOe30MaCHOMY MPEI0CTABICHUIO YCIIYT.

ST-D-19 — peakiust Ha HeOe30macHy0 omuoOKy. OTCYTCTBUE HaJIeKAIIEH CUCTEMbI 00OHAPYKCHUS
W pearupoBaHHs Ha OMMUOKH W BPEIOHOCHOE TMOBEJCHUE YCTPOWCTBA MOTYT TIPUBECTH
K He0e30MacHOMY MPEAOCTABIICHUIO YCIIYT.

ST-D-20 — nebe3omacHast pa3zpaboTka. [loTeHInanbpHbIe YA3BUMOCTH B CHCTEME O€30MTaCHOCTH MOTYT
BO3HHUKATh B IPOILECCE Pa3pabOTKH U pealu3aliuy YCTpOilcTBa, a OLIEHKA U pearMpoBaHUE HA HUX
B TIPOIIECCe TECTUPOBAHMS MOTYT OTCYTCTBOBATH WIIM OBITH HETIOIXOISIINIMH.

ST-D-21 — ysa3eumas OC. B ys3Bumoii cpeae OC 310yMBINITIEHHUKH MOTYT B3JIOMaTh WM 000WTH
(yHKIMHU yCTPOHCTBA.
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— ST-D-22 — ys3BUMBIE MOAYNIH HIU OMOIMOTEKH CTOPOHHHX MPOW3BOIUTENCH. 370yMBIIUICHHUK
MOXKET BbI3bIBaTh TAKHE MOJYJIM MJIM OUOJIMOTEKH 11l CBOMX ILIETIeH.

— ST-D-23 — He3ammuieHHas KOHQUIOCHUWAIbHAas WHQOpPMANUs B CHCTEMHOM JKypHale.
370yMBIIIUIEHHUK MOXET pAacKpbITh W HCIOJNB30BaTh KOH(PHICHIMANBHYI0 HH(OPMAIHIO
U3 CUCTEMHOTO JKypHaJIa.

— ST-D-24 — BbIsIBICHHE KPUTHYECKH BaKHOW HMH(OpMAlMM B TPOLIECCE HCIPABICHHS OIIHMOOK.
3710yMBIIIEHHUK MOXET PACKPbITh U UCII0JIb30BATh KPUTUYECKH BaXKHYIO MH(OPMALIKIO B IIpoliecce
CO3JaHMA JKypHaJa pEerucTpald COOBITMH ¥  WCHpaBlieHHs OIIMOOK TMPH  BBITYCKE
U paclpoCTpaHEeHUH yCTpoiicTBa.

- ST-D-25 — HeCaHKUWOHHUPOBAaHHBIA  (QHU3MUECKUHA  JOCTYIL.  YCTPOWCTBO  IOABEpractcs
HECAaHKIMOHUPOBAHHOMY (DH3MUECKOMY JOCTYIy W BHECEHHIO HENPEAYCMOTPEHHBIX W3MEHEHUMA
B €r0 KOH(pUTypanuro.

7.2 Yrpo3bl/ysi3BuMocTH 0e30MacHOCTH AJs1 HLT030B [oT

1110361 MOTYT ITOABEPTATHCS CIACAYIOUIMM YIpo3aM/ysI3BUMOCTSIM.

— ST-G-1 — HenagexxHas niepenaya TaHHbIX. HeHamexkHas nepeada JaHHBIX MOXKET MPUBECTH K COOSIM
B paboTe yCTPOKCTBA MM PACIPOCTPAHEHHUIO BPEIAOHOCHOTO KOJIA.

- ST-G-2 — araka, BeI3BIBaromias oTka3 B oocmyxuBanuu (DoS), nmu pacmpenenennas DoS-artaka.
DoS-araka MoxxeT IpUBECTH K IMOTepe pabOTOCTIOCOOHOCTH YCTPOMCTBA.

8 TpeGoBanus 6e30aCHOCTH

B Hacrosmeit Pexomennanmy npeacTaBieHsl TpeOoBaHUS 0€30MacCHOCTH Ui yCTPOUCTB M nUT030B loT Ha
OCHOBE IIATH acleKTOB O€30MacHOCTH, ONpeNeseHHBIX B paszene 6, u chopmupoBaH Habop TpeOoBaHMI
0€301acHOCTH, OCHOBAHHBIX HA MTOJIOKEHUAX MOJIEIH YIPO3 M KOHKPETHBIX ()yHKIMOHAIBHBIX cBoWicTBax loT.
BosmoxnocTn obecrieuenust 6ezonacHoctr ocHoBaubl Ha [ITU-T X.1361], kak onucano B JJoronxenuu I1.

8.1 AyTeHTH(UKANNA

AcnexkT ayTeHTH(HUKAIMd OXBaThIBACT AayTEHTU(HKALMIO I0JIb30BaTENs, OE30MacHOe HCIOIb30BaHHUE
VYETHBIX JaHHBIX ISl ayTEHTH(PHUKAINY U ay TCHTU(DHUKAIAIO YCTPOWCTB.

8.1.1 AyreHTH(UKANUS 0JTb30BaTENA

3aB0o/ICKO# MapOITh TI0 YMOTYAHUIO JOJDKEeH ObITh u3mMeneH (AU-1-1).

- [lapons nOMKEH ycTaHaBIMBATHCS B IpoLecce IMEPBOHAYAIBHON ayTEeHTU(HUKAIMU WIH KOTza
TpeOyeTcst U3BMEHEHHUE MapoJIsl Mociie MepPBOHAYALHON ayTeHTH()HUKAITUH.

- Hapom, AOJDKCH OTIIMYATHCA OT MEPBOHAYAIIBHOT'O WIIN MIPEABIAYIICTO TTApOJIA.

IMpu mocryne k QyHKIMAM yrpaBiieHHsT 0€30MaCHOCTHIO MM KOH(PHICHIIMATBLHBIM JaHHBIM TOJh30BaTENh
JIOJDKEH TPEBApUTEIBHO MPOUTH WAeHTHHKALUIO 1 ayTeHTHduKarmto (AU-1-2).

- IIpu nmoctyme k ¢yHKUMSAM yrpaBieHHS O€30MacHOCTBIO, HampuMep K (YHKOUSAM HACTPOHKH
ycrporictea 0T, yueTHOM 3anucy OJIb30BAaTENS WK NIPaB JOCTYIIA, [TOJIB30BATENb TOJKEH POUTH
HUACHTU(PHUKALUIO U Ay TCHTU(UKALHIO.

- [IpaBo moctyna K GYHKIUSAM yIpaBJIeHHUs] 0€30MACHOCTHIO WM KOHQUICHIIMATBHBIM JTAHHBIM JIJIs
MIOJIB30BaTENIed C MPUBWIETHAMH JOJDKHO OCYIIECTBIIATHCS OTHAEIBHO OT YHpPAaBICHHS INpaBaMU
JOCTyIa OOBIYHBIX MOJB30BATENEH.

KonuuecTBO MOMBITOK ayTeHTH(PUKAIIUHN TOJIKHO ObITh orpanuueHo (AU-1-3).

- Ecnu paspenieHsl MOBTOpHBIE MOMBITKYA ayTeHTU(UKAINHU, YCTporcTBO [oT MoxkeT ObITH ysI3BUMO
JUISL aTaK METOJIOM TIpsiMoro noabopa. TakuM 0Opa3oM B YCTPOWCTBE JOIDKHA OBITH TIPETyCMOTPEHA
(yHKIYS HaJUIeKaIIero pearnpoBaHus Ha IOBTOPSIIOIIUECS MOMBITKA ayTCHTU(QHKAIINH.
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- Ota QyHKIHS MOXKET ObITh Pealn30BaHa OJHUM U3 CIEIYIOIIUX CIIOCOOO0B:

a) OrpaHHYeHHE KOJMYECTBA MOMBITOK ayTeHTU(UKALNHU ITyTeM OJOKHPOBKH YUSTHOM 3aIMCH WK
OTKJIIOUEHUsI QYHKIUH ayTeHTH(PHUKALUU Ha ONpeAeIeHHbINA epruo]] BpeMeHH (PEKOMEHIYeTC s
OTPaHUYUTh KOJHMYECTBO TMOMBITOK AyTEHTU(UKAIMK TSATHIO WM MEHEe IOMBITKAMU
U OTKJIIOYaTh QYHKIUHU ayTeHTH(PHUKALNU HE MEHEee YeM Ha 5 MUHYT);

b) mpeBbIICHHE YKAa3aHHOTO KOJWYECTBA TOMBITOK ayTCHTH(UKAIMK paclEHUBACTCS Kak
HECaHKIIMOHUPOBAHHBIN CETeBOW TpaduK, M TOJIH30BATENh BHOCHTCS B CIIUCOK aBTOOJIOKUPOBKH
(pexoMeHTyeTCsl OTPaHUYUTh KOJMUYECTBO MOMBITOK ayTeHTHU(HKanuy 10 Miu MEHee MOIBITKAMH ),

C) TpUMEHEHHE IOJIHOCTHIO aBTOMAaTH3UPOBAHHOTO OTKPHITOrO TecTa ThIOpHUHTA, TO3BOJISIONIETO
OTIIMYUTH ICUCTBUS YejoBeka oT oneparuii kommbsiorepa (CAPTCHA).

[IpenycTanoBieHHbIN NapoIb YCTPOHCTBA AOJLKEH ObITh YHUKANBbHBIM (AU-1-4).

Crnenyer npenycMOTpeTh (GYHKIIUIO YIPABICHUS YYETHBIMH 3alMCSIMH W TIpaBaMy JOCTYIA MOJb30BaTelNeH
(AU-1-5).

- CnenyeTr mpeayCMOTPETh BO3MOXHOCTh YIPABICHUS BCEMH YYETHBIMU 3alUCSIMH IOJIb30BaTEICH
(BKITIOYAsl yYETHYIO 3alliCh agMHUHHCTPATOpa), MCIOJIB3yeMbIMH Ha ycTpoiictee loT, Hampumep
JUTSL UX TOOABJICHHS U yJAJICHUS, a TAKXKe JUIsl HA3HAYCHHS MTPaB TOCTYyTIA.

- Eciu ucnonb3yercst MOJIeNb YIpaBICHUS JOCTYIIOM Ha OCHOBE POJIeH, ClIeyeT YeTKO OIMpPEIeIUTh
npaBa JoCTyna Ko BceM (yHKImsM ycTpoiictBa [oT W HazHAYWTH 3TH MpaBa COOTBETCTBYIOIINUM
o0Opa3zom.

Ko Bcem YUYE€THBIM 3aIlnucCiAM MOJIb30BaTeIICH CICOAYCT MNPUMECHATH IPHUHIUIT HaVMEHbIIICH IIPUBUIICTUN

(AU-1-6).

- Bcem YUETHBIM 3allucCsaMm IIOJIb30BaTeIICH CJICAYECT HA3HA4YUTHL IIpaBa AOCTyIla B COOTBETCTBHUU
C IIPUBUJICTUSIMHU Ha OCHOBC poneﬁ.

OnHOBpPEMEHHBIN IOCTYII K YUETHON 3alMCH aIMUHUCTpaTopa ciexyer orpannduts (AU-1-7).

- CrnenyeT OrpaHWYHMTh BO3MOXXHOCTH OJHOBPEMEHHOTO JOCTyNa K YCIyram YIpaBJI€HUS OJIHOW
YUYETHOH 3alUChI0 aIMUHUCTPATOPA M IPEAyCMOTPETh (QYHKILHUIO TPEPHIBAaHMS PEABIAYIIErO ceaHca
JIOCTYyTIa WM OTPAaHUYEHHS HOBBIX IMOMBITOK JOCTYTIA.

[Taposb 1o/KeH ObITh 0€30IIaCHBIM C TOUKH 3PEHUS JUTMHBI, TOBTOPSIEMOCTH U cokHOCTH (AU-1-8).
— B ycrpotictBax [oT ciemyer mpemycMoTpeTh (BYHKIIUIO HA3HAYECHUS IOJIb30BaTEIeM O€301acHOTO
MapoJIsi C TOUYKH 3PESHUS JUTHHBI, TIOBTOPSIEMOCTH U CIIOXKHOCTH.

8.1.2  be3onacHoe HCNOJIb30BaHUE YYeTHBIX JAHHBIX

He cnenyer ucnonp30BaTh )KECTKO 3aporpaMMHUPOBaHHbIE yueTHbIe AaHHbIe (AU-2-1).

- He cnenyer nenate mapons (PIN-kox, cekpeTHBIH KIIIOY M T. [.) KECTKO 3allporpaMMHUPOBAHHBIM
Y XPaHHUTb €r0 B BUJI€ OTKPHITOTO TEKCTA.

[Ipu BeIOTHEHNH ayTEHTH(UKALUH [0 APOJIIO MAapOJIb clieayeT MackupoBaTh (AU-2-2).

- Ecnu mapons oToOpaskaeTcs B BHAEC OTKPHITOIO TEKCTa, OH MOXET OBITh ysi3BUM 11t SSA. Taxkum
00pa3oM, 4TOOBI MPEAOTBPATUTh TAKOE OTOOpa)KEHHE MPH BBOJAE MAapoJisi, COCTABISIOMINE MapoJb
CHUMBOJIBI CJIEyeT 3aMacKUpOBaTh, HaIIpuUMep, 3Be3poukamu ("'*").

He crenyer npeaocTaBisTh HUKAKMX KOHKPETHBIX COOOIIEHUH 0 cOoe ceaHca ayteHTudukanuu (AU-2-3).
8.1.3  AyrentudukKanus ycrpoiicrsa

VYauxkaneaeiil unentugukarop (UID) kaxmoro anmapaTHOTO YCTpoicTBa A0JKeH ObITh coxpaneH (AU-3-1).
Cwm. Tabmuny 1.

- VYerpoiicto [0T 10KHO UMETh YHHKAIbHBIA U GUKCUpOBaHHBIN uaeHTHHKaTOp (ID).
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Ta6anna 1 — UID ycrpoiicts IoT

HUpentuduxarop Onucanne
AJpec ynpaBieHHUS TOCTYIIOM YHUKaIbHBIA HACHTH()UKATOP, MPUCBOCHHBIN CETEBOMY HHTEpQEHCY
k cpene (MAC) JUTSI CBSI3W HAa KaHAJILHOM YPOBHE CerMeHTa ceTH (48 OUTOB)

MesknyHapoIHbIi nAeHTHGUKATOp | YHUKAIBHBIH HOMEp JUTsi cMapT(HOHOB

060py0BaHHsI [IOIBUKHOI CBSI3U HaznauaeTcst mpon3BOAUTENIEM IIPH BEIITYCKE COTOBOTO TeneoHa
(IMEI), MexayHapoaHbIi
UIeHTU(UKAIMOHHBIA HOMEp
TE€pPMHUHAJIA TOABUKHOM CBSI3U

Cocrourt u3 15 mudp: cepTuduKamoHHbIi Ko (BoceMb udp); CepuiHbIi
HOMep MoJenH (1ecTh Hudp); U IPOBEepOIHOE IUCIO (01HA U Pa)

[epen nepenaueit kKOHQUICHIIMATHHBIX JAHHBIX WIH COSTUHCHUEM B IICIISIX YIPABICHHS CICIyET BHIOIHIT
TIpoIIecc B3auMHOM ayTeHTHhUKAH yCTporcTB (AU-3-2).

- [Tpumeps! B3anMHO ayTeHTU(DUKAIAN:
a) HCIOJb30BaHUE CEKPETHOTO KIIFOYa HA OCHOBE METO/IA IU(PPOBAHUS C OTKPBITHIM KITFOUOM;
b) wucnonws3zoBanue aTpudyToB Oe3onacHocTy (UID, Ki1t0Y U T. 11.) 1 MUKPOYHITOB 0€30aCHOCTH;

C) TpHMEHEHHE IIPOTOKoJa Oe3onmacHocTH TpaHcnoptHoro yposus (TLS) (nnu aeitrarpammet TLS)
K 00JICTYICHHOMY TPOTOKOJY CBSI3H, TO €CTh MPOTOKONYy orpanndeHHoro npumeHeHus: (CoAP),
MIPOTOKOJIY OOJIETYCHHOTO MEXMAIIMHHOTO B3anMoAeicTBus (LwM2M) win HpOTOKOIY
nepeaayn TeleMeTPHYECKUX JaHHBIX ocpeacTBOM odepenu coodmennit (MQTT).

8.2 Kpunrorpagus

- Ecnu ncnone3oBanue o0mMUX KPUNTOTpahUUECKUX aJrOPUTMOB 3aTPYIHEHO H3-32 OTPaHHYCHHOI
emkxoctd O3Y u [13Y, Heo0X0ANMO UCTIONIB30BATh OOJIETYCHHBIE KPUNITOrpaQUUYECKHE allrOPUTMEI.

- Crnenmyer WCHONB30BaTh KPHUITOTpapUUECKHe alTOPUTMBI ISl  MPOTHBOJCHCTBUS — aTakam
1o MOOOYHKBIM KaHAaJIaM.

Heo0xomuMo ocymecTBISITh HA/ICKHOE YIPaBIeHUE KPUNTOrpahUIeCKUMH KITF0YaMU Ha MPOTSHKEHUH BCETO
ux xu3HeHHoro nukia (CR-1-2).

- I'enepupoBanue, OOHOBICHHE, PACIpPOCTPAHCHHE, WCIIOIB30BAHUE, XPAaHECHHE W YHUUYTOKEHHUE
KITFOUEH CIIeMyEeT OCYIIECTBIATh 0€30MIaCHBIM 00pa3oM.

['enepupoBaHue CTy4aliHBIX YUCEI CIEAYET OCYIIECTBISITh C IIOMOIIBIO aJlTOPUTMA C YCTAHOBJICHHOU CTETICHBIO
ciy4aiitHoctu (CR-1-3).
8.3 Be3zomacHOCTL JaHHBIX

K acnekty Oe3omacHOCTH HNaHHBIX OTHOCATCS Oe3omacHas mepedada W Oe30MacHOe XpaHEHHWE JaHHBIX,
ynpasiieHHe HH()OPMaIIMOHHBIMU TIOTOKaMH, Oe30MacHoe yIipaBiieHne ceaHcoM U 3amuTa PIL

8.3.1 be3onacHas nepengayda u 6e3omnacHoe XpaHeHHe JaHHBIX

[lepenaBaeMbie AaHHBIC JOKHBI ObITH 3amudpoBansl (DS-1-1).

- IlepenaBaeMbie nMaHHBIE NOJDKHBI OBITH 3alIU(POBAHBI C HKCHOJB30BaHHEM 0OE30IacCHOTO
kpurrrorpaduyueckoro anropurMa (cm. CR-1-1).

[Ipu cozmanny KaHaIa TIepeaavy JAHHBIX WK YIIPaBICHUS CIIEAyeT MPUMEHATh 6e301macHbIi peskum (DS-1-2).

- IIpn mnepemaue MAaHHBIX CIEIYyEeT HCIOJIL30BAaTh MPOTOKON O€30MaCHOCTH, O00ECIeYMBAIOIINI
KOH(QHUACHIMAIBHOCTh M LICJIOCTHOCTh MEPEIaBaeMbIX JaHHBIX, a TAKXKEe ayTCHTU()UKALUIO CTOPOH
WCTOYHHUKA U Ha3HAYEHU.

JanHble, XpaHsIuecs B yCTPOWCTBaX, NOIKHBI ObITh 3amudpoBansl (DS-1-3).

- ConepxuMoe yCTPOWCTB XpaHEHHUS MAHHBIX OJDKHO OBITH 3amm(pOBaHO C HCIOIb30BAaHUEM
6e3onacHoro kpunrorpagpuyueckoro anroputma (cm. CR-1-1).
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Y naneHaple JaHHBIC HE JODKHBI BOoccTaHaBIMBaThCs (DS-1-4).

- [Ipy HEOoOXOMUMOCTH YTHJIM3AallMU, OOHOBIICHHS WM 3aMEHBl YCTPOMCTB JOJDKHA OBITh
MPeIyCMOTPEHA BO3MOXKHOCTh YAajeHUs (HalpUMep, HWHUIUAIM3ANUS 3aBOJCKUX TapaMeTpPOB
HAaCTPOUKH), TaK YTOOBI TaHHBIC HE MOTJIA OBITh BOCCTAHOBJICHBI.

8.3.2  VYmnpasienue uHGOPMANMOHHBIM MTOTOKOM

He cnenyer nomyckaTs HeCaHKIIMOHUPOBAHHBIN ceTeBOM Tpaduk (DS-2-1).

8.3.3 Be3onacHoe ynpaBJieHHE CEAHCOM CBSI3H

[To ucreueHnu 3aJaHHOTO BpeMeHU Oe3/IeHCTBYSI CeaHC CBsI3U clieayeT 3aBepmuth (DS-3-1).

- [Ipn moBTOPHOM OOpamieHNH TIOCe 3aBEpIICHHS CeaHca CleIyeT MPOBOIUTH ITOBTOPHYIO
ayTeHTU()UKALHIO.

3HaueHue uaeHTH(PHUKATOPa ceaHca JOMKHO ObITh HenpeackazyeMbiM (DS-3-2).

— Jns reHeparnum uaeHTH(HUKATOpPA CeaHca CenyeT NMPUMEHSATh O0e30IacHbBIl aJrOpuTM Ha OCHOBE
CIy4YalHBIX YHUCEIL.

- Bo Bpemsi ayTeHTH(UWKaMU TIPH KaXJAOM CeaHCe CleAyeT W3MEHSATh WACHTH(HKATOp CeaHca,
a UCIIOJIb30BAHHBIC UICHTH(DUKATOPHI CeaHCa — YHUUYTOXKATh.

8.3.4  VYnpasiaenue nannsiMu PIT

B Tedenue »Ku3HEHHOTO IMKIIA KITF0Ya CIIEAyeT OCYIIECTBISTh HaiexHoe yrpasieHue ganabivu P11 (DS-4-1).

- C6op, ucnob30BaHKe, XpaHEHHE U YHHUYTOKeHHE MaHHbIX PII cremyeT ocymiecTBIsATh 6€30MacHbIM
CIIOCOOOM.

8.4 Be3zonacHocth miatgopMbl yCTpoOiicTB

B acnekr Ge3omacHoCTH maTdoOpMbl YCTPONUCTB BKIIOYEHO IATH 3JIeMeHTOB: OezomacHoe 10, Ge3omacHoe
OOHOBIICHHUE, yTIpaBIIcHHE 0€30I1aCHOCTHIO, BEJCHHE )KYPHAIOB COOBITHI U MPOCTABICHUE OTMETOK BPEMEHH.

8.4.1 be3onacHoe nporpaMMHoe o0ecrevyeHne

CrnenyeT npuMeHATh Oe30macHbie MeTo bl KoaupoBanus (PL-1-1).

- [IporpamMmmHOe oOecrieueHre CieayeT pa3pabaThiBaTh W PEATU30BBIBATH C YYETOM TPEOOBaHHIA
0€30MacHOCTH.

W3BecTHBIE YA3BUMOCTH MTPOTPAMMHOTO 00ECTICUEHUS TOJDKHBI OBITh 0OHApYXKEeHBI U yaaneHs! (PL-1-2).

- Ecmu I10 pa3pabotaHo ¢ MCIONB30BAHUEM HPOTOKOJIOB, OMOINOTEK, HHTEP(EHCOB MPUKIATHOTO
nporpamMmupoBanus (API), makeToB WM UCTOYHUKOB C OTKPBITBIM KOJOM, COJICPIKAIMX H3BECTHBIC
YSI3BUMOCTH, 3TH YSA3BUMOCTH Takxke MoryT conepxatbes B [10 u B OC.

— J1n1st mpoBepKH YSA3BUMOCTEH YCTPONCTBA U MX YJAJICHUS] HEOOXOIMMO HCTIO0JIL30BATh OOIIEIOCTYITHbIC
cBe/ieHUs 00 U3BECTHBIX YA3BUMOCTSX (Harnpumep, [b-CVE]).

Crenyet npumMeHsTh 00¢yckanuto (PL-1-3).

- Ot TpeOOBaHHWSA MOTYT NPHUMEHSTHCS TIABHBIM 00pa3oM K pa3padaThlBaeMbIM MPIIIOKEHHUSM,
00JIerJaronnM BOCCTaHOBIICHUE HCXOAHOTO KOJIa.

- ITockonbKy A1 U3BIIEYSHHS BaKHOW HH(OPMAITH O JIOTHKE WITH KITF0YaX MOTYT OBITh HCITOJIb30BaHbI
W3BECTHBIC CpEJCTBAa OOPATHOTO WHXHHHUPUHIA, HEOOXOJUMO OOCCICUUTh COOTBETCTBYIOLIHIMA
YPOBEHb 3aIUTHI.

Crnenyet obecrieunTh (PyHKITUIO TPOBEPKH IETOCTHOCTH MAapaMeTPOB KOH(PUTYPAIIH M HCIIOTHIEMBIX KOIOB
(PL-1-4).

— YroOsl TapaHTHpOBaTh paboTOCMOcOOHOCTH ycrpoiicTB [oT, cienyer mnepuoguyeckun B
ABTOMAaTHYECKOM PEKHMME WM BPYYHYIO NPOBEPATH LEJIOCTHOCTh IApaMeTPOB KOH(QUIypaluu U
HCIIOJHSEMBIX KOJIOB BO BPEMs 3arpy3KH.

B cnyuae ommbKky HapymieHHs IET0CTHOCTH MIPUHUMAIOTCSI COOTBETCTBYIOIINE MEPHI.
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8.4.2  be3onmacHoe 00HOBJIeHHE
OOHOBIICHHE OJIKHO MPOW3BOIUTHCS aBTOPU30BAHHBIMH TOb30BaTesimu (PL-2-1).
B cnyuae c6os mporiecca 0OHOBIICHUS CIIEAYET 3aiecTBOBAaTh (DyHKIMIO oTKarta (PL-2-2).

[lepen oOHOBIIEHHEM CIIE€IYET BHIIOIHUTH IPOBEPKY LIEJIOCTHOCTH U ayTeHTuuKauuu (PL-2-3).

- B oTHOIIEHNN BHITIONHAIONIETO OOHOBJIEHHUE MOB30BATENS CIIEAYET MPOBOAUTH ayTeHTU(HUKAIHIO,
MPOBEPKY IIEJIOCTHOCTH CIIEAYET IMPOU3BOANTH B OTHOIICHUW ajpeca cepBepa OOHOBJICHHIA, B
OTHOIIEHWHU (aiina OOHOBIEHUS CIEAyeT MPOBOAWTH MPOBEPKY KaK ayTeHTH()HUKAIHWHA, TaK |
[EJIOCTHOCTH.

— [MopmuHHOCTE TONB30BATENE MOXKET OBITH IMONTBEPXKICHA IOBTOPHOW ayTeHTU(UKaLuei
MIOJTE30BATEIISI HEMOCPEICTBEHHO TIepe MPOLEAyPOii OOHOBICHHS.

— ABTOpPU30BaHHBIN IOJIE30BATEIb MOXET IPOBEPUTH IIEIOCTHOCTH ajpeca cepBepa OOHOBIICHUI
MyTEeM BU3YaJIbHOTO KOHTPOJISL.

— IIpoBepka IETOCTHOCTH M TOJUHHOCTH (DaliiIoB OOHOBICHHH MOXXET OBITh BBIMOJHCHA MyTEM
BepU(pHUKAIUK KpUIITOrpad@uIecKoi 1uppoBoil MOAMNUCH.

8.4.3  VYnpasiieHue 0€30MaCHOCTHIO

HeoOs3arenpabie yeryTu cieayet oTKIroInTh (PL-3-1).

— Crenyet oTkmrounTh HeoOs3aTenbHbIe yeiyru (Telnet, nporokon nepenauu daiinos (FTP), nporokon
YHUBEPCATHHOW aBTOMAaTHYECKONH HAcTporku ycTpoicTB (UPnP), mpocTolt mpoTOKON yIpaBICHUS
ceTbto (SNMP) u 1. 1.) 1 yKa3aTh HEOOXOAUMBIE YCIIYTH, IPEJOCTABIISIEMbIE YCTPOHCTBOM.

OyHKIMH AUCTAHLIMOHHOTO YIIPaBJICHUS clielyeT BBIIONHATE B HagexHoii cpene (PL-3-2).

Crenyer mpuMEHATH O€30TaCHYIO CTOPOHHIOI0 Onbanoteky (PL-3-3).

- Jlnst pa3paboTKu cilemyeT WUCIOIb30BaTh MOCIEAHUE BEPCHU CTOPOHHEH OMOIMOTEKH W MOIyJei
0¢e3 KakuX ObI TO HU OBLIO U3BECTHBIX YA3BUMOCTEH WIH AS(PEKTOB OC30TIaCHOCTH.

Crnenyet mpeaycMoTpeTh camonpoBepky (PL-3-4).

- Jlns oOHapyXeHHs OMIMOOK OCHOBHOTO ammnapaTHOrO M MPOTPAMMHOTO OOECHEYCHUs CIEAyeT
MPeIyCMOTPeTh (PYHKIHIO CaMOMpPOBEPKH IpH 3aIllycke (BKIIOYEHWH NHUTaHWsA) ycTpoiictBa loT
WM MOCJE €ro 3amycKa.

8.44  Perucrpamusi coObITHIA

CrnenyeT MPOU3BOANTH PETUCTPAIUIO COOBITHI, CBS3aHHBIX ¢ Oe3onacHOCcThiO (PL-4-1).

- CrnenyeT BBITIONHATh PETUCTPALMIO COOBITUH M MPEIyCMOTPETh BO3MOXKHOCTH OOHAPYKEHHSA
Y OTCJIKUBAHUS JIFOOOT0 aHOMaJIHHOTO TIOBE/ICHUS YCTPOMCTBA.

Crnenyer obecrieunTs MEXaHU3M O€30IIaCHOM peructparuu coobrTuil (PL-4-2).

— CrnenyeT mperycMOTPETh MEXaHHU3M 3alllUThl )KYPHAIA COOBITUH JUTsl TPEOTBPAICHUS €T0 TOTEPH
Y HECAHKIIMOHUPOBAHHOTO M3MEHEHHS (B TOM YHCIE YAAJICHIS).

8.4.5 Otmerku BpeMeHH

Crnenmyet obecrieunTh HaIeKHOE IPOCTaBIIeHNEe OTMETOK Bpemenu (PL-5-1).

8.5 dusnyeckas 0e30MaACHOCTh

AcnexT ¢puznueckoit 6e30MacHOCTH BKIIIOYAET 0€30MacHOCTh (PU3NYecKUX HHTEP(ECOB U 3aLIUTy YCTPOUCTB
IoT oT HECAaHKIMOHMPOBAHHOTO BMEIIATENILCTBA.

8.5.1 be3onacublii puznuyeckuii nuurepeiic

CrenyeT OTKIIOYUTH BCe W3IMLIHKME BHemHHE uHTepdeiicel (PH-1-1).

— Crnenyer yka3aTh mapamMeTpbl W (PYHKIMH BCEX BHEUNIHMX WHTEp(EHCOB (JIOKAILHOW CETH,
yHUBepcanbHOW mocienoBarensHo muHB (USB), mopra 3ammmieHHBIX muPpoBEIX (SD) kapT
U T. 1.), HOCTYITHBIX CHAPYXKH.
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HpI/I HCO6X0,Z[I/IMOCTI/I ciaeayer OCYHICCTBJIATH KOHTPOJIb JJIsL OpeaoOTBpaIllCHUA
HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

JlomKeH mpeAoTBpaIlaThCcs HECAaHKIIMOHUPOBAHHBIN TOCTYI K BHyTpeHHeMy uHTepdeticy (PH-1-2).

8.5.2

JloIKHBI OBITH YKa3aHBI TTapaMeTphl U (PYHKITMH BceX BHYTpeHHUX HMHTep(deiicoB OObeInHEHHOMN
rpymnmsl o Bonpocam tectupoBanus (JTAG), mpoBepku nonb3oBaTenbckoro uaTepdeiica (SWD),
UART u 1. A.), TOCTyIHBIX CHapyXH.

IIpu HEOOXOIMMOCTH JOJDKEH TIPOU3BOIUTHCS KOHTPOITb TUTS MIPEIOTBPAIICHUS
HECaHKIIMOHUPOBAHHOT'O JOCTYIIA.

3amura ot HECAHKIIMOHUPOBAHHOI'0 BMeIIaTE/IbCTBA

Crnenyer obecnieunTb (QYHKUIMIO OOHApy>KEHHS HECAHKIIMOHMPOBAHHOTO (DPM3MYECKOTO BMEIIATENBCTBA U
pearupoBaHus Ha HEero (IUIOMOBI, 3aMKH, 3aIUTHAS! CUTHATIM3ALS, OOHYJISIONINE JATIYUKH, CUTHAJIBI TPEBOTH
urt. 1n.) (PH-2-1).
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Ipunoxenue A

Cesa3b Mexay TpeOOBaHUAMH 0€30MACHOCTH NUHTEPHETA Bellei
U YIrpo3amMu/ya3BUMOCTSIMH 0€30NACHOCTH

(Jannoe [TpunoxeHue SBIsSETCS HEOThEMIIEMOH YacThIO HacTOsIIEH PexoMeHaammu. )

TpeboBanus 6e3onacHocTr [0T mepeurcieHsl 1 ONMCaHBI B pa3fee 8, a yrpo3bl/ysI3BUMOCTH 0€301TaCHOCTH —

Bpasmene 7. B rtabmumme A.1 mokazaHa CB3b MeXay — TpeboBaHmsmm — Oe3zomacHoctHm  loT
U YIpo3aMu/ysI3BUMOCTSAMH O€30MaCHOCTH.
Taémmua A.1 — Cesa3b Mexny TpedoBaHusimu 6ezonacHoctu loT
U yrpo3aMu/ysi3BUMOCTSAMHU 0€3011aCHOCTH
Homep AcnekTt Yrpo3nl/ya3BUMOCTH
Onucanne TpedGoBaHuA
TpedoBaHUsI TpedoBaHUsI 0€30MacHOCTH

3aBOJICKOH MapoJib [0 YMOTYAHHIO JOJDKEH

AU-1-1 AyTeHTH)HUKATVS A P y A ST-D-6
OBITh H3MECHEH
[Ipu gocTyne Kk QyHKIMSAM yTIpaBIeHUS
0e30M1aCHOCTHIO WM KOH(PHICHIIHATbHBIM

AU-1-2 AyTeHTHU(UKAIMSA | TaHHBIM ITOJIE30BATENb JODKEH ST-D-1
MIpeIBapUTEIHFHO IPOUTH HICHTH(OUKAITIIO
U ayTeHTU(UKAIIIO
KonnuecTBo noneITok ayTeHTU(DUKALINH ST-D-4

AU-1-3 AyTeHTHDHUKATHS Y puran
JIOJDKHO OBITH OTPaHHYCHO ST-D-5
[IpenycTaHoBIEHHBIN ApONIb YCTPOHCTBA

AU-1-4 AyTtentnduxanus pery poIL yCTp ST-D-1
JIOJDKEH OBITh YHUKAITBHBIM
Crenyer npeycMOTpeTh QYHKIIHIO

AU-1-5 AyTeHTH(UKAMS | YIpaBIIEHUS YYETHBIMHU 3aIUCSIMU U TIpaBaMu ST-D-3
JIOCTyIIa MOJIb30BaTeNel
Ko BceM ydYeTHBIM 3aITUCsIM IOJIb30BaTEICH

AU-1-6 AyTteHTudukanys | ciegyeT NPUMEHSITh IPUHIUIT HAaNMEHbIICH ST-D-3
MPUBUICTHH
OnHOBpEeMEHHBIH TOCTYII K YYETHOH 3aIicu

AU-1-7 AyTeHTH(DHUKATS JIHOBP AOCTYIT K Y ST-D-1
aIMUHUCTPATOpa CIEAYEeT OTPAHNIHUTh
[Mapouk criemyet cuaenats 0€30MacHbIM

AU-1-8 AyTeHTH(DHKAIMSA | C TOUKH 3pEHUS AJIMHBL, TOBTOPSEMOCTH ST-D-7
U CIIOKHOCTH
He cnenyer ucnonbp30BaTh )KECTKO

AU-2-1 AyTtentnduxanus 4 ST-D-6
3arporpaMMHPOBaHHBIE YICTHBIE TaHHBIE
[pu BeIMONTHEHUH Ay TeHTU(UKAITUH

AU-2-2 AyTeHTHDHUKATS p Y puran ST-D-6
IO MAPOJTI0 TAPOJIh CIIEAYEeT MAaCKUPOBATh
He cnenyer mpegocTaBnsaTh HUKAKHAX

AU-2-3 AyTeHTH(UKaIMA | KOHKPETHBIX cooOmmeHuit o cOoe ceanca ST-D-6
ayTeHTH(pHUKAINN
Crnemyer COXpaHATh YHUKAIBHBIN

AU-3-1 Aytentudukanys | HACHTUPUKATOP KAXKIOTO aNMapaTHOro ST-D-2
yCTpoiicTBa
[epen mepenadeii KOHGUACHITNATHHBIX

AQHHBIX W COEANHEHHEM B IIETISX

AU-3-2 AyTeHTUpUKAIHS A A ! ST-D-2
YIpaBJICHHUS CIeIyeT BRITOIHATH MIPOIece
B3aMMHOHU ayTeHTH(UKAIINH yCTPOHCTB
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Tabauna A.1 — Cs3b Meskay TpedoBanusiMu 6e3onacuoctu IoT
H yrpo3aMu/yI3BUMOCTSAMHU 0€30I1aCHOCTH

Homep AcnekTt Omicanue TpeGoBanms Yrpo3bl/ya3BUMOCTH
TpedoBaHUsI TpedoBaHUsI P 0€30MacHOCTH
[pu nepemaye wim XpaHEHUU TAHHBIX ST-D-8
CR-1-1 Kpunrorpadust JTOJDKHBI UCTIONTB30BaThCs OE30MMacHbIe
ST-D-9
KpUNTorpaguIeckue aropuTMbI —r
Heo6xoanmo ocymecTBIsATh HaZe:KHOES
CR-1-2 Kpunrorpadus yhIpaBJIeHHe KpUOTorpapuuecKUMH KITF0YaMn ST-D-8
Ha TPOTSHKEHNH BCETO MX KU3HEHHOTO ITHKIIA
I'eHepupoBaHUE CITyYaliHBIX YUCEN CIICTyeT
CR-1-3 Kpunrorpadust OCYILUECTBJIATH C TOMOIIBIO AJITOPUTMA ST-D-8
C YCTaHOBJICHHOW CTEIICHBIO CIIYYaiiHOCTH
DS-1-1 Be3omacHocTh [TepenaBaeMble TaHHBIC JOJKHBI OBITH ST-D-11
JTAHHBIX 3amu@poBaHbI
[pu co3nanum KaHaNa Iepelayn JAHHBIX
bezonacHoctb P a peAadH 1
DS-1-2 J— WJIM YIPABJIEHUSA CIIEyeT IPUMEHATh ST-D-11
0e30macHblil pexum
DS-1-3 bezomnacunocts JlanHble, XpaHsiMecs B yCTPOMUCTBE, ST-D-11
JTAaHHBIX JIOJDKHBI OBITH 3alIU(pPOBAHEI
BbezonacHocTh VY ianeHHbIe TaHHBIC HE JOJDKHBI
DS-1-4 ST-D-17
JAHHBIX BOCCTaHABIINBATHCS
DS-2-1 Be3omacHocTh He cnenyer nonyckarts ST-G-1
JTAaHHBIX HECAHKIIMOHUPOBAHHBIN CETEBOM Tpadhuk
Io ucTeueHnn 3aJaHHOTO BPEMEHU
bezonacHoctb .
DS-3-1 0e3/1eHCTBIS CEaHC CBS3U CIIEAYET ST-D-12
JAHHBIX
3aBEPIIUTH
DS-3-2 BesomacuocTts 3HadeHue UACHTU(UKATOPA CeaHca JIOJDKHO ST-D-12
JTAaHHBIX OBITh HEMPECKa3yeMbIM
B Teuenme KU3HEHHOTO ITMKIIA KITI0Ya
bezomnacuocts
DS-4-1 AHHBIX CIIeIlyeT OCYIIECTBIATh Halle)KHOE ST-D-11
yupaiieHue nanHbiMu PII
ST-D-10
bezonacHocthb
Crnemyet npuMeHSTh O€30MaCHBIC METOIbI ST-D-20
PL-1-1 m1athopmbl
< KOJUPOBAHUS ST-D-23
YCTpOWCTB
ST-D-24
BezomacHocTh W3BecTHBIC YSA3BUMOCTH MPOTPAMMHOIO ST-D-16
PL-1-2 UIaT(HOPMBEI o0ecrreueHns JOKHBI OBITH OOHAPYKEHBI
Y ST-D-21
YCTPOWCTB 1 yIaJeHbl T
bezonacHocTs
PL-1-3 wiaT(opmbl CrenyeT npuMeHsTh 00(ycKanuio ST-D-16
YCTPOICTB
BezomacHocTh Crnenyet noJAep:KUBaTh (HYHKIIHIO IPOBEPKH
PL-1-4 m1athopmbl LIEJIOCTHOCTH TTapaMeTpoB KOH(PUTYpauu ST-D-15
YCTpOWCTB 1 MCTIONTHSEMBIX KOJIOB
besonacrocts OGHOBIIEHHNE JIOJDKHO MPOBOTUTHCS
PL-2-1 wiaT(opmbl p ST-D-13
o aBTOPU30BAHHBIMU TI0JIb30BATEIISIMHU
YCTPOMCTB
besomacrocts Crnenyer o0ecrieduTh (YHKIIMIO OTKATa
PL-2-2 m1athopmbl Y y ST-D-14
% B cirydae c0os mporiecca 0OHOBIECHUS
YCTpOWCTB
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Tabauna A.1 — Cs3b Meskay TpedoBanusiMu 6e3onacuoctu IoT
H yrpo3aMu/yI3BUMOCTSAMHU 0€30I1aCHOCTH

Homep AcnekTt Yrpo3bl/ya3BUMOCTH
Onucanne TpeGoBaHMA
TpedoBaHUsI TpedoBaHUsI 0€30MacHOCTH
besomacrocrs [epen oOHOBIIEHUEM CIICYET BBITIOTHUTH
PL-2-3 WIaTGHOPMBI P Y ST-D-15
. MIPOBEPKY IETOCTHOCTH U ayTCHTU(UKAIUH
YCTPOMCTB
BbesonacHocTh
PL-3-1 wIaT(opMbl WznuiHue ycayru cinegyeT OTKIIOUUTh ST-D-16
YCTPOMCTB
besomacrocts OYHKIUU TUCTAHIIIOHHOTO YIIPABICHHUS
PL-3-2 WIaTGHOPMBI Y yrp ST-D-18
. CJIeJIyeT BBITIOJHATEH B HAJIC)KHOM Cpeie
YCTPOMCTB
besonacrocts Crnemyet npuMeHSTh O€30MacHYIO
PL-3-3 MaThopMbI Yer 1p Y ST-D-22
% CTOPOHHIOIO OHOINOTEKY
YCTpPOWCTB
bezonacHoctb
PL-3-4 WIaTGHOPMBI CrnemyeTt IpeayCcMOTPETh CaMOTIPOBEPKY ST-D-19
YCTpOICTB
besonacrocts CrnemyeT IpOU3BOIUTE PETUCTPAILINIO
PL-4-1 MaThOpMbI yer ip perucTpan ST-D-23
% COOBITHI, CBSI3aHHBIX C 0€30MaCHOCTHIO
YCTpOWCTB
besonacrocth Crnenyer o0ecredynTh MEXaHU3M 0€30I1aCHOMI
PL-4-2 WIaTHOPMBI Y . ST-D-23
o pETUCTpaIK COOBITHIA
YCTPOMCTB
besonacrocts Crnemyer o0ecTIednTh HaIe)KHOE
PL-5-1 wiatopMmbl Y A ST-D-18
% MIPOCTABJICHAE OTMETOK BPEMEHH
YCTpOWCTB
PH-1-1 dusnueckas Crnemyer OTKITIOYHTH BCE U3HUINHIE BHEITHUE ST-D-24
0e30I1aCHOCTh HHTEPPEIHCH ST-D-25
OJDKEH TPEI0TBPAIIATHCS
PH-1-2 Pusmacckas i[ecaHKHI/I(E)HIfIl OBEHI}I:LIﬁ JOCTYII K ST-D-24
0e30MacHOCTb p . Y ST-D-25
BHYTpPCHHEMY UHTEpdeiicy
Crnemyet o0ecTiednTh (yHKIHIO
0OHapyXeHUs] HECAaHKITHOHNPOBAHHOTO
N3MYECKOTO BMEIIATEIbCTBA
PH-2-1 Dusuieckaz S €arupoBaHMs HA HETO ST-D-24
0e301macHOCTh P P ST-D-25

(m10MOBI, 3aMKH, 3aIlIUTHAsT CUTHAIN3ALIHS,
OOHYJISIIOIINE TATYNKH, CUTHAIIBI TPEBOTH
UT. 1)
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Jomosnenne I

Bo3moxkHOCTH 0€30I1aCHOCTH /111 HHTEPHETA Belei

(Tarroe JlomroTHEHHE HE SBIISETCS HEOThEMIIEMO YacThI0 HACTOSIICH Pexomenparnmm. )

I.1 0o630p

B HacTosmeit PexoMenaanmm paccMaTpuUBalOTCs TOJIBKO TpeOOBaHMS OS30MACHOCTH C YYETOM HAJIEKHOCTH
W KadecTBa 00cyxuBanus. BoamoxkHocTH 6e3onacHocty s [oT pacimpeHs! o cpaBHEHHUIO ¢ OMTUCAHHBIMHU
B [b-ITU-T X.1361]. B apxurektypy loT crmemyer BKIIOYNTH OOIIHE BO3MOXKHOCTH, IEPCUNCICHHBIC

B Tabymue 1.1.

Tadoauua 1.1 — CBsa3b Mexxny TpedoBaHusiMu 0e3onacHocTd [oT 1 BO3MOKHOCTAMH 0€30IACHOCTH

CooTBeTCTBYIOLIHE
Bo3moxHOCTH y
TpedGoBaHUs
BeszonacHas CBsI3b IS TOIAEPIKKH JOBEPEHHOM CBS3M C 0OecIeueHuEeM DP-1-1. DS-1-2
0€301MaCHOCTH U 3aIUTHl KOH(OHUACHITHATEHOCTH JaHHBIX ’
besomacHoe ynpaBieHue KIFOYaMH JTS TOAIEPKKH 0€30TIaCHOMN CBS3H CR-2-1
BezonacHoe ynpasiieHre JaHHBIMH JJIS1 TOBEPEHHOTO YIPABICHUS TaHHBIMHU DS-2-1. DS-1-4
-2-1, DS-1-

¢ obecrnieueHreM 0€30MaCHOCTH U 3alllUuThl UX KOH(I)I/I,HGHHI/IaHLHOCTI/I

AyTeHTH(pHKAIXS A IPOBEPKH MOITHHHOCTH YCTPOHCTB

AU-1-1, AU-1-2, AU-1-3,

AU-1-4, AU-1-8
ABTOpHU3a1Ms (KOHTPOJIb IOCTYIA) JUIS aBTOPU3ALNH yCTPOHCTB AU-3-1, AU-3-2
Aynut 11 o6ecriedeHns MOTHOCTHIO IPO3PAYHOTO, IIPOCICKUBACMOTO
1 BOCIIPOU3BOJIMMOI'0 MOHUTOPHHIA IOCTYIIA K JAHHBIM U IIOIBITOK JA0CTYIIa PL-4-1, PL-4-2
K npuioxeHusiM [oT Ha OCHOBE COOTBETCTBYIOIIMX HOPMATHBHO-IIPABOBBIX aKTOB
BbesonacHoe npenocraBieHue yCIIyT Al JOBEPEHHOTO MIPEJOCTaBICHUS YCIIyT DS-4-1. DS-3-2
¢ obecrieueHreM 0e30MaCHOCTH U 3aLUTH KOH(PHUICHINAIBHOCTH ’
WHTterpanus 6€30MacHOCTH ATl MHTETPALUK PA3IHIHBIX CTPATETHH 1 METOI0B
obecredeHmst 0€30MaCHOCTH, OTHOCSIIUXCS K Pa3HBIM (YHKITMOHATHHBIM -
komnoHeHTam [oT
Peanu3zanus 6e30nmacHbIX MPOTOKOJIOB € UCHOJIB30BAHUEM OOILEIOCTYITHBIX CR-1-1
Y CTaHIAPTU3UPOBAHHBIX aAJITOPUTMOB IIN(PPOBAHUS
Peanu3zanus 6e30nmacHbIX MPOTOKOJIOB HA OCHOBE 00JIETYE€HHOTO MIN(POBAHUS CR-1-1

BesomacHoe 1 ycToYrBOE OOHOBJICHUE IIPOrPAMMHOTO 00ECIICUCHHSI, B YaCTHOCTH
MOJAYJIEH WM NMPUWIOKEHUN

PL-2-1, PL-2-2, PL-2-3

anaBﬂeHMe OIMpCACICHUEM UACHTUYHOCTH I YCTpOfICTB/L[aT‘II/IKOB, 1110308,

AU-2-1, AU-2-2, AU-2-3,

wiatdopm/ciyx6 loT DS-3-2, DS-4-1
CkaHMpOBaHME Ha NPEJMET BBISIBICHUS YSI3BUMOCTEH -
MOHHUTOPHHT AOCTYMA K JaHHBIM M IOMBITOK JOCTYINA K NpriioxeHusMm [oT PL-4-1, PL4-2

Ha OCHOBE IMOJTHOH MMPO3PavYHOCTH, IPOCIIEIKUBAEMOCTH U BOCTIPOM3BOAUMOCTH

AnmaparHas 3amuTa (HarpuMmep, Ha 6a3e MOIyIIsl IOBEPEHHOH MIaTGOpPMBbI)
JUISL TIPEJOTBPAILEHUS] PUCKOB, CBSI3AHHBIX C PU3UYECKUM JOCTYIIOM, KOTOPbIC
BO3HUKAIOT B Pe3yJIbTaTe BUPTYAIU3AINH CETEH U IILUTI030B

PH-1-1, PH-1-2, PH-2-1

MHoroTpakToBasi MapuIpyTH3aLus sl MPEIOTBPALICHHS aTaK ¢ U30MpaTeIbHON
nepeaapecarueit

3amura PII oT yTeuek Ha NPOTSHKEHUM BCETo JKU3HEHHOro nukia PII DS-4-1
Hacrpoiika 6e3onacHoii koH(Urypaunu -
Hcnonb3oBanne 00JIer9eHHOT0 ITU(GPOBAHUS CR-1-1

IIpocroe muppoBanue ¢ MPUCOSAMHEHHBIMY JaHHBIMHU 111 MackupoBaHusi (EAMD)
[b-ITU-T X.1362] asst cBsi3u ¢ APYTUMH 00BEKTaMH, BKITFOYAsH [ILTIO3
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B apxutektypy [oT cieayeT BKIIIOYHTH BO3MOXKHOCTH, CBSI3aHHBIC C KPHUIITOTPAPUUSCKUMU aITOPUTMAMH,

IepevrciieHHbIe B Ta0uIe 1.2,

Taéanna 1.2 — Cesa3b Mekay TpeOOBAaHMAMHU 0€30IIaCHOCTH M BO3MOKHOCTSIMH,

CBAA3AHHBIMH C annTorpa(bnqecman aJlIropurMmamMu

CooTtBeTcTBYIOIIHE
BosmoskHOCTH y
TpedoBaHUsI
I'enepanns caydaiiHBIX YKCeN KPUITOTPA(QUIECKOTO Ka4eCTBa A1l TOJACPKKH
CR-3-1

ynpasienus xmodamu [b-IETF RFC 4086]
[epnoanueckoe oOHOBIEHUE KiTtOUeH MN(pPOBaHUS, HEOOXOAUMBIX ISl TOTOKOBOTO
BEILAHUS
Hcnonp3oBanue CTaHIAPTH3UPOBAHHBIX AITOPUTMOB IH(YPOBAHUS CR-1-1

B apxutextypy IloT crmemyer BKIIOYHTH CBSI3aHHBIE C KOHTEKCTOM BO3MOXKHOCTH, TI€PEUHCIICHHBIC

B Tabimie 1.3.

Tadoauua 1.3 — CBsa3b Me:xxny TpeGOBaAHUSIMH 0€30MACHOCTH U BO3MOKHOCTSIMH,

CBA3AHHBIMHU C KOHTCKCTOM

Bo3moikHOCTH

CooTBeTCTBYIOLIHE
TpedoBaHUsI

Y CcTONYNBOCTh K aTakam I10 CTOPOHHHM KaHaJ1aM

[Monnepxka 6e30macHO MPAaKTHKH NPOrpaMMUPOBaHUs, 00ecIeYHBaIOIIEH
TIIATEIbHYIO IPOBEPKY BBOANMBIX JaHHBIX B CUCTEMAX, CIIyK0ax, MPUIIOKEHUIX 0a3
JIAaHHBIX U BeO-yciryrax

PL-1-1, PL-1-3, PL-1-4

IInanoBas omnenka PHUCKOB JId ONIPEACICHUA PUCKOB, BOSHUKAOIIUX B PA3JIMYHBIX

PL-1-4
OKCITyaTallMOHHBIX KOHTEKCTAaX
1.2 Bo3Mo:xHOCTH 6€30MACHOCTH I JaTYUKOB/YCTPOICTB
B narumkax/ycrpoiictBax [oT criemyeT mpemycMoTpeTh (QYHKIIMHA O€30MACHOCTH, IIEPCUHUCICHHBIC

B Tabymmne 1.4.

Tadauua 1.4 — CBsa3b MexkIy TPeOOBAHUSAMM 0€30MACHOCTH M BO3MOKHOCTSIMH 0€30MaCHOCTH

Jist faT9uKoB/ycTpoiicTs IoT

CooTBeTcTBYIOIIHE
Bo3smokHOCTH yiom
TpedoBaHUsI
VYrpasieHre KIodamMu CR-2-1
CorlacoBaHue ajaropuTMoB MuQpoBaHus CR-1-1

TudpoBanre JaHHBIX, BKIOYAs B HEKOTOPBIX CIyYasx JTAHHBIC IIOCKOCTU
CUTHAJIN3AIIUH, KOHTPOJIS U YIIPAaBICHHS, A1 YMEHBIIECHHUS Ipo0IeM Oe30MacHOCTH,
CBSI3aHHBIX ¢ KOH(DHUICHINAIEHOCTHIO TaHHBIX, TIEPETaBaeMBIX IT0 OECIIPOBOIHON
ceTH

CR-1-1, DS-1-1, DS-1-2

ObecneueHue MEeTOCTHOCTH TAaHHBIX, IEPEIaBacMbIX 110 OECIIPOBOHOMN CETH,
C HCITOJIb30BAHUEM COOTBETCTBYIOIICH CXEMBI 3AIIUTHI IIEIOCTHOCTH, KOTOpast
rapaHTHPYeET, YTO I0JIb30BATENILCKHIE IAaHHBIC HIIH JaHHbBIC IOCKOCTH
CUTHAJIM3AI[UH, KOHTPOJIS U YIIPABJICHUS He ObUIN UCKAKEHBI HIIH U3MEHEHBI

CR-1-1, DS-1-1, DS-1-2,
PL-2-3

AyTeHTH(HKAIK UCTOYHUKA TAHHBIX WIX TPOBEPKA MOIITUHHOCTH
natuukos/yctpoiicTs 10T, a Takxke aqMUHACTPATOPA U OOCITYKUBAIOIIETO ITEPCOHATIA
CEHCOPHOM CeTH

AU-1-2, AU-1-6, PL-2-1

YnpapneHne BHECEHHEM HCIPABICHUH, BKITFOUasi OOHOBJIEHHUE 3aIUIICHHOTO
MPOTPaMMHOTO MOy ISt

PL-2-1, PL-2-2, PL-2-3

Peanu3zanus 6€301macHOTO MPOTOKOJIA HA OCHOBE 00JIETYeHHOT'O MU POBaHUS

CR-1-1
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Tadauua 1.4 — CBsa3b MexKIy TPeOOBAHUSAMH 0€30MACHOCTH M BO3MOKHOCTSIMH 0€30MaCHOCTH

s 1aTaukoB/ycrpoiicTs [oT

Bo3MokHOCTH

CooTBeTcTBYIOIIUE
TpedoBaHUsI

KonTpons noctyna, rapaHTUPYOLIUIL, 4TO JOCTYII K 2JIEMEHTaM CETH, XpaHUMOU
nHdopmanuy, HHOOPMALMOHHBIM IIOTOKAaM, YCIyI'aM ¥ NPHWIOKESHUSIM UMEIOT
TOJIbKO aBTOPU30BAaHHBIE MOIb30BATENIN UIIH YCTPOUCTBA

AU-1-2, AU-3-1, AU-3-2

OOHapy»XeHHe WU MTPEAO0TBPAIlCHHE HECAHKIIMOHUPOBAHHOTO H3MEHEHUS PH-2-1
I'enepauus ciaydaiHBIX YMCeN KPUITOTPa(hUUECKOro Ka4ecTBa ISl IO JICPKKH CR-3-1
YTIpaBICHUS KII0YaMH

YCTONYMBOCTD K aTakaM MO CTOPOHHHUM KaHallaM -
OOHapy»xeHue BpeJOHOCHOTO IIPOIPaMMHOI0 00€CIIeYeH s U 3aluTa OT HEro -
3amuTa oT yreuku PII DS-4-1

B ycrpoiictBax [oT cienyer npenycmotrpeTs GyHKIMK 6€30I1aCHOCTH, IepeunciieHHbIe B Tadnuue 1.5.

Tabéumna 1.5 — Cesasb Mexkay TpeOOBaAaHUSIMHA 0€30IIACHOCTH M BO3MOKHOCTSIMHA 0€30MACHOCTH

st yerpoiicts IoT

CooTBeTCTBYIOLIHE
Bo3moxHOCTH y
TpedoBaHUsI

IIpoBepka MOUTMHHOCTH | IEIOCTHOCTH MPOrPAMMHOTO 00eCIICUeHHUS
Ha YCTPOWCTBE C MCIIOJIF30BaHIEM KPUNTOrpahUIeCcKH CO3/TaHHBIX III(PPOBBIX PL-1-4
noamuceit [b-ISO/IEC 9796-3]
Bpanamayap, oOHapyKeHHe BTOPKEHUH, 3alIUTa OT BTOPIKEHUH HITN YIITyOJIeHHAS DS-2-1
MPOBEPKA MAKETOB JIJIsl YIPABJICHUS TPAPUKOM, 3aBSPIIAIONIUMCS B YCTPOICTBE
Hacrpotiika 6e30omacHOi KOHPUTYpaIAn PL-1-4

I3 Bo3MokHOCTH 0€30MACHOCTH ISl HIJTI030B

Crenyet monaepKuBaTh BO3MOXHOCTH 0€30TIaCHOCTH TUIaTGOPM/YCITyT, IiepedncieHHbie B Tabmuue 1.6.

Tabamnna 1.6 — CBsA3b Mexkay TpeOOBAHUSIMHA 0€30IIACHOCTH M BO3MOKHOCTSIMH 0€30MACHOCTH

IIJIA IILTI030B

Bo3MOKHOCTH CooTBeTCTBYIOIIIHE
TpeGoBaHUs

Cuctema oOHapyxeHus Bropxenuit (IDS)/cucrema npenoTBparieHus BTOpKEHUH

DS-2-1
(IPS)
VYnpasnenue Kiro4amMu CR-2-1
Hacrpoiika 6e30macHo# KOHPUTYpanun PL-1-4
CoriacoBaHUe aNTOPUTMOB IIH(PPOBAHUS CR-1-1

[IudpoBanue NaHHBIX, BKIIOYAs B HEKOTOPHIX CIy4asX JaHHBIE TUIOCKOCTH
CHUTHANH3ALNH, KOHTPOJIS U YTIPAaBICHUS, TIEpEIaBaeMbIe MEKAY [ILTI030M

U ycTpoiicTBamu nim komrnoHeHTamu [oT B meHTpe 00paboTK! TaHHBIX,

JUTS YMEHBIIEHHUS IPOOIIeMBI O€30TTaCHOCTH, CBSI3aHHOH ¢ KOH(PHICHINATEHOCTHIO
JIaHHBIX, TIEpeAaBacMbIX 10 O€CIIPOBOTHON CETH

CR-1-1, DS-1-1, DS-1-2

OOGecnieueHue HEJIOCTHOCTHU JaHHBIX, IEPCAaBaCMBbIX I10 66CHp0BOI{HOﬁ CCTH,

C UCIIOJIb30BAHUEM COOTBCTCTByIOHICi;I CXCMBbI 3alIUTHI HEJIOCTHOCTH, KOTOpas
rapanTUupyeT, 4TO NOJIb30BATCIIbCKUEC JaHHbIC WIW JaHHBIC IJIIOCKOCTHU
CUTHAJIN3alluu, KOHTPOJIA UIN YHPABJICHUA HE OBLIN MCKAXEHBI HIIA U3MEHEHEI

CR-1-1, DS-1-1, DS-1-2,
PL-2-3
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Tabauna 1.6 — CBaA3b MexXkay TPeOGOBAHUSIMH 0€30MACHOCTH U BO3MOKHOCTSIMH 0€30MaCHOCTH

IJIA IILTI030B

CooTBeTCcTBYIOIIIHE
Bo3mo:kHOCTH yiom
TpeGoBaHUs
Ho,u,uepmaﬂne TOTOBHOCTHU K HpOTPIBOILeﬁCTBPIIO DOS—aTaKaM Pa3sIMIHbIMU
METOAaMU — OT 6e3OHaCHOﬁ pa3pa60TKI/1 HUCXOJHBIX MPOTrpaMM, aHajIn3a UCXOAHOT'O PL-1-1

KOoJa U TCCTUPOBAHUA HA YA3BUMOCTHU 10 UCHIOJIB30BaHUA CUCTEMbL 06Hapy>KeH1/1${
Wk NpeAoTBpAILlICHUSA BTOp)KeHI/Iﬁ B CCTHU HUJIM HA XOCTC

AyTteHTH(HKAINSA NCTOYHNKA TAHHBIX WK IIPOBEPKA IOITMHHOCTH
nmaTaukoB/ycTpoiicTs loT, a Takke agMHHACTpATOPa U 0OCITYKHBAIOIIETO ITepcoHaa
CEHCOPHOM ceTn

AU-1-2, AU-1-6, PL-2-1

KonTtpons noctymna, rapaHTUPYIOLIHIA, YTO JOCTYI K JIEMEHTaM CeTH, XpaHUMOU
nHdopmanny, HHGOPMALMOHHEIM TIOTOKaM, YCJIyraM ¥ MPUIJIOKEHUSIM UMEIOT
TOJIKO aBTOPU30BAHHBIE MOJIb30BATENIN HIIM YCTPOHUCTBA

AU-1-2, AU-3-1, AU-3-2

ITompoTuerHoCcTh ycTpoiicTB [oT mitst o6ecmeueHus Toro, 9ToOkI I000€ HAPYIICHHUE
MOJUTHKH MOXHO OBLIO NPOCICANTH IO KOHKPETHOTO yCTPOHCTBA

PL-4-1

Bo03M0XHOCTE OOHOBIICHUS 3aIIUIIEHHBIX TPOTPAMMHBIX MOYJICH

PL-2-1, PL-2-2, PL-2-3

1.4 Bo3Mo:kHOCTH 0€30IIACHOCTH /1M CeTel

Cornacto [b-ITU-T X.805] ans cetu cinemyer 00eCHeunTh BO3MOXKHOCTH O€30MACHOCTH, MEPEUUCICHHBIC

B Tabimre 1.7.

Tao6auna 1.7 — CBs3b MEXKAY TpeﬁoBaHI/lflMﬂ 0€30MaCHOCTH M BO3MOKHOCTSIMH 0€30IACHOCTH JIJISl CETH

CooTBeTCcTBYIOLIHE
DJIeMeHTBI Bo3moskHOCTH yrom
TpeOOBaHUs
AcIeKT 0e30TTaCHOCTH CBSI3U TapaHTHPYET, YTO HHPOPMAITUS
C NT.1 nepeiaeTcs TOIBKO MEX/y YITOJTHOMOUYCHHBIMH OKOHEUHBIMH
b_ITU T X.805 ToYKaMy (MHpOpMaNys He U3MEHSET HalpaBJICHHs PL-3-1
[b-ITU-T X.805] U He IIepeXxBaThIBaeTCs NPH liepeade MeXIy STUMH OKOHEYHBIMH
TOYKAMH)
L5 Bo03Mo:KHOCTH 0€30MACHOCTH VISl TUIAT(HOPM/CITYHKO

[TmaTdhopmbl/cyKOBI TOJKHBI TOANCPKIBATH BO3MOKHOCTH 0€30TIaCHOCTH, TIepeUnCiIeHHbIe B Tabmutie 1.8.

Tab6mmna 1.8 — CesA3b Mexkay TpeOOBaHUSIMHA 0€30IMIACHOCTH M BO3MOKHOCTSIMHA 0€30MACHOCTH

AJis1 IaTgopm/ciry:xo

CooTtBeTcTBYIOIIHE
BosmoskHOCTH y
TpedoBaHUsI

3amuTa perncTpanuoHHbBIX JaHHBIX JUIS KpUNITOrpadMuecKrX onepanuii — Habopa DS-2-1
JAHHBIX, YAOCTOBEPSIONINX 3asBICHHYIO HACHTHIHOCTD W/WIIN TIOTHOMOYNS
CMeHa 3aJJaHHBIX TI0 YMOJIYaHUIO MIMEH T0b30BaTeNel U naposeil B Xxoje AU-1-1. AU-1-2
NepBOHAYAILHON HACTPOIKHU ’
Peanuzanus HageXHBIX Mapoiel U JeTaTU3UPOBAHHON MOIUTUKU KOHTPOJISL JOCTYIIA AU-1-4, AU-1-6

BnokupoBanme HM3MUITHIX TIOPTOB

PL-3-1, PH-1-1, PH-1-2

IToanepskka HacTpOWKH Oe30TaCHON KOH(PUTYpAIMH, HATIPUMeEp, Ul YAAICHUS
W3JIHMIITHAX CIYXKO U MPOrpaMMHOTO 00ecrieueHus

AU-1-5, PL-3-1

3amuTa OT 3apakeHusl BPEIOHOCHBIMU MPOrpaMMaMH IyTEM HCIIOJIb30BAHUS
AQHTHBHPYCHOTO TIPOTPAMMHOTO 00ECTIeYeHHUS

PL-3-4

Peanmzanus moMuTHKY yIpaBICHNS BHECEHUEM UCIIPABICHUI

PL-2-1, PL-2-2, PL-2-3
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Taoauna 1.8 — CBa3b Mexxkay TpeGoBaHUSIMH 0€30MACHOCTH U BO3MOKHOCTSIMH 0€30MaCHOCTH

AJist IaTgopm/ciry:xo

Bo3MOKHOCTH CooTBeTcTBYIOIIUE
TpedoBaHUSA
YupasneHue ysa3BUMOCTIMHU PL-1-1, PL-1-2
OOHOBJIEHNE 3AIIUILEHHBIX TPOTPAMMHBIX MOJyJIeH M IIPUIIOKEHUH PL-2-1, PL-2-3
Vrpasienre KiodamMu 71 6€30MmacHoro 0OMeHa COOOIICHUSIMH MEXTY IIITI030M CR-1-2

1 matdopMoit/ciyx00ii

CorlacoBaHue ajJropuTMOB IIM(POBaHMUS JUIsl OpraHn3auy 0€30MacHOTO TYHHEIs
MEK/1y LIUTI030M M IaT(opMOoii/ciryk00i B TOM ciIydae, eciii He00X0auM
6e30macHbIif 0OMEH COOOLIEHUSIMU MEXTY IILUTI030M U IIaT(hOpMOit/ciryx00ii;
HojJIep )kKaHie TOTOBHOCTH K NPOTUBOEHCTBHIO DoS-aTakam

AU-1-5, DS-1-1, DS-1-2

CeTeBOif MOHUTOPUHT

3amuta PII npu xpaneHnn

DS-4-1

Obecnieuenue 6€30MaCHOCTH Ha MPUKIIAIHOM YPOBHE JJIS PEIOTBPAIICHUS yTPO3
U aTak Ha IPUKJIAJHOM ypoBHe, onucaHHbIx B nyHkTe 8.4 [ITU-T X.1361]

ObecnieueHUE MOICPIKKH Il CHIDKCHHS TIOCIICCTBHUIA aTaK Ha OCHOBE JIOTUYECKHUX
BBIBOJIOB
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Jlonoanenue 11

IIpumepsl npuMeHeHUs TPeOOBAHUI 0€30MIACHOCTH /IJIsl YCTPOMCTB U
LITI030B HHTEPHETA Bellel

(lannoe JlomomHeHHE HE SIBJIICTCS HEOTHEMIIEMOW YacThIO HAcTOsIeH Pekomennanum.)

Muorue ycrporictBa 0T MMEOT YA3BUMOCTH W HEIOCTATKH 3allUTHI, CBS3aHHBIC C ayTCHTHU(UKAIHCH,
kpunTorpaduei u 3ammToi JaaabX. Kpome Toro, 60IbIIMHCTBO U3 HUX YSI3BUMBI B OTHOIIEHUH (PU3UUECKUX
naTepdelicoB u mathopM pa3paboTku ycTpoiicTB. B aToM JlonmomHeHUn omucaHbl MPUMEPHl Pa3padoTKu
(dyHKIUI 6€30MaCHOCTH B COOTBETCTBUH C TIpe/IlaracMbIMU TPEOOBAHUSIMHU.

1.1 I[Ipumep npuMeHeHHsI AYTEHTH(PUKAIMHT — YA3BUMOCTb K aTAKaM 4Yepe3 MoCpeTHNKA

W3BecTHa ysI3BUMOCTH MPOLEAYPHl AyTCHTU(PHUKAIMK MEKIY CEPBEPOM M CETEBOH BHUICOKAMEPOIl.
[Ipu kBuTHpoBannu TLS cereBas BuIcokamepa HE OTKIOHICT HEJCHCTBUTEIbHBIE CEPTU(MUKATHIL.
3IOyMBIIIICHHUK TTOXUIIACT BaXKHBIN KiTtod. CM. prucyHoK I1.1.

Mepsl IpOTUBOACHCTBUSA:
— 0TKa3 OT IpreMa HeJICHCTBUTEIHHOTO CepTU(HUKATA MPOTOKOJIA 3AIIHUIIICHHBIX COKETOB;

- HCIIOJIb30BAHUEC TPUBA3KH OTKPBITOI'O KJIt04Ya IMPOTOKOJIA NepCaavyu rurnepTeKCTa.

E
Ceprudukar
SIIOYMBIIIICHHITKA
X.1352(22)

Pucynok I1.1 — IIpumep ayreHTHPHKATHEA

I1.2 IIpumep npuMeHeHHs KpUNTorpadguu — cjaadblii KpUNTOrpauIecKuii ATrOpuT™M
CwM. pucynok I1.2.

Bo3MoxHbIE YSI3BUMOCTH:

— cna0blil anroput™ mudposanus — Base64;

- METO/I MPOBEPKH JTAHHBIX — 3alTUINCHHBIN anroput™M xemmpoBanus 1 (SHA1).

Mepsl IpOTUBOACHCTBUSA:

- YpOBeHh  Oe30macHOCTH  BhIe, dYeM y  128-OuToBoro  ajmroputMa  IUGPOBAHM
(cMm. [b-ISO/IEC 19790]);

- MeToa mpoBepkHu gaHHbIX — SHA 256 [b-ISO/IEC 10118-3].
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m JIpopepka doKyMeHTOR
v Bamusic nannbic v Kpurrrorpadms Kpunrrorpadus

v Kmou mmdiporanus
1D nosssoparels

Bpens Bxoa v AJTOPATM MHppoRaHAT ANTOPUTM NIABpPORaAHHUL
= Base64 (caabdbiii) = AEC 128 CBC
v Xen JaHubx 1e10CTHOCTH . CanTh N
v AITOPATM METOCTHOCTH ATOPHTM JTOPHTM MPOREPKH HETOCTHOCTH

¥ Jloruu u Hnapolik 9 SHA 1 {(‘ﬂﬂﬁ]}lﬁ) 9 SIHA 256
Bpem{ BRIXO/1a H3 CHCTCMEL

X.1352(22)
Pucynok 11.2 — IIpumep npuMeHeHHs KpunTorpaduu
I1.3 IIpumep npuMeHeHHs (PYHKIM 3a1IMTHI JAHHBIX U KpUIITOrpaduu — caadasi npoBepka
LeJIOCTHOCTH MepeaBaeMbIX JaHHBIX
Cwm. pucysnok I1.3.
VA3BUMOCTS:!

- cnabas MpoBepKa LENOCTHOCTH MepeAaBaeMblX JaHHBIX (METOA MPOBEPKH LETOCTHOCTH JaHHBIX —
LUKJINYECKas TIPOBEPKaA 110 U30OBITOYHOCTH).

Mepsl IpOTUBOAEHCTBUSA:
- METOJI IPOBEPKH JTaHHBIX — xeni-Aanabie SHA 256 [b-ISO/IEC 10118-3];

- NOJIHOC PAa3JCIICHUC JaHHBIX U nepec6op1<a KaZapoB.

®  Jlannble BLE-ananamsa kaapos ®  Jlannbie BLE-anaansa kaapos
388 41992657000 Slave Master LE LL 53 L2CAP Fragment - 8 X

« Frame 388: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface O
% Nordic BLE sniffer meta
sluetooth Low Energy Link Layer
Access Address: 0x745a5191
Data meader: Oxibi$
e w REUI O
. = More Data: True
« = Sequence wusber: False
<ees ol.. = Wext Expected Sequence Nusber: True
.. .01 = LLID: Continuation fragsent of an LICAP message, or an Empty POU (0x01)

10 2.106123000 Slave Master LE LL 53 L2CAP Fragment - o x

+ Frame 10: 53 bytes on wire (424 bits), 31 bytes captured (424 bits) on inte
« Nordic BLE sniffer meta
Bluetooth Low Energy Link Layer
Access Address: Oxbab$7cs3
x1b19
- RFU: 0

ey

 Cength: 27 Xemn
e SHA 256 }

[Expert Info (Note/Protocal): unchecked, not all data available)

.1 1011 =

[unchecked, not all data available] 0000 05 06 e 01 2c 38 06 Oa 01 19 2b d5 06 96 00 00  .....8.. .. %...0s
[severity level: wote) %ég 01 10 2c 75 00 96 00
[Group: Protocol) i+ um-mm F—I
0000 Ob 06 2e 01 Ge 1e 06 Oa 01 10 3¢ f5 00 96 0000 ....n. 0010 00 d 15 16 | [ 70 [ pe >
0010 01 f5 00 96 00 EEEEESEEE) 461 11 2a ¢ N T 0020 . X ( 8 .
2 ec a6 40 02 01 y 3 P-. colo §iF
0030 BN
[g;g B85 T
®  CTpyKTypa KajpoB 1auHbIX (23 GaiiTa) B CrpyKTypa KajpoB lanubix (53 daiira)
W
0 56 7 8 9 10 13 14 17 18 21 22 23 0 15 16 21 22 22 ““‘,\iieﬂat\\‘"‘s 38 53
MAC Address Tsensor  Unixtime CRC W eﬂﬂew“ﬂm‘m
Ypﬂe}‘;@ < s
Cf
“\\epe | Battery
FW version FW version
TX power TX power
Sensor type Sensor type

X.1352(22)

Pucynok I1.3 — IIpumep npuMeHeHnss GPyHKIMH 3a1IMTHI JAHHBIX U KpUOTOrpadun
11.4 IIpumep mpuMeHeHH 3aIIUTHI MJIAT(GOPMBI YCTPOICTB — c1a00e KOAMPOBaHHE MPOTHB
IKCIVIyaTALUH YSI3BUMOCTEI
Cwum. pucyHok I1.4.

VA3BUMOCTD:

- nepenonHenue Oydepa u cnadwiii APIL.
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CpencTBo 3aIINTHI:

- IpoBepKa 0e30MacHOr0 KOANPOBAHUS M IPEIUIOKEHNE TI0 YCTPAHEHHUIO CIIAa0BIX KOJIOB CPEACTBAMHU

CTaTUYCCKOI'O aHaJIM3a.

\

Moaundguonpoannbiii
KO/ € YH3BHMOCTBIO

N P X.1352(22)

Pucynok 11.4 — Ilpumep npuMeHenus GyHKIM 3a1UTHI IIAT(OPMBI YCTPOHCTB
I1.5 IIpuMep npuMeHeHus1 (PU3MYECKOH 3AIIUTHI — YA3BUMOCTh BHYTPEHHeEro nurepgeiica
HA MMeYaTHOM 1IaTe
Cwm. pucysnok I1.5.

VY I3BUMOCTB:

- Ha MaccoBOM uzaenuu gocrymnes nopt JTAG.

CpencTBo 3alInTHI:
— oOecrieueHune 3aluThl JocTymna K namsata B MCU.

St

e AN T

0 CTRCAF o stes B P Seace 4 Leiwed

| XX g =l g nse of |

Do

X 1352(22)

Pucynok I1.5 — IIpumep npuMeHeHnst (PU3NIECKON 3aUTHI

Pex. MCO-T X.1352 (09/2022)
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CEPUU PEKOMEHJAIIUI MCD-T

Cepus A Opranuzanus paborst MCO-T

Cepust D [MpuHOMIBI TapUUKALUK U yUeTa 1 SKOHOMHUYECKHE U CTPATErHUECKHE BOMPOCHI MEKTyHapOIHOM
anekrpocss3u/UKT

Cepus E OO1mas sKkcIutyaTanus ceTH, TenedoHHas ciyx0a, QyHKIIMOHUPOBAHUE CITyKO U YEJIOBEUECKHE
(axTopsI

Cepus F Herenedonusle cirykObl 2IEKTPOCBSI3U

Cepus G CucteMbl 1 cpesia repesadn, LUPPOBLIE CUCTEMBI U CETH

Cepust H AynnoBu3yaibHbIE U MYJIBTUMEANITHBIE CUCTEMBI

Cepus | [udpoBas ceTb ¢ HHTETpAIHEH CITYXKO

Cepus J KabGenpHBIe ceTn 1 niepeada CUTHAJIOB TEIEBU3NOHHBIX U 3BYKOBBIX ITPOTPaMM

U IPYTUX MYJIbTUMEIUIHBIX CUTHAIIOB
Cepus K 3ammura oT IoMex

Cepus L Oxpyxaromas cpena u UKT, u3ameHenne KiimMaTa, dJIeKTPOHHBIE OTXOIbI, SHEPTr0dPPEKTUBHOCTD;
KOHCTPYKIIUS, MPOKIIAJIKA 1 3aIUTa Kabelieil n Ipyrux 3JeMeHTOB JINHEWHO-Ka0eIbHbIX COOPYKEHHIH

Cepus M YrpasiieHue 3J1eKTpocBsI3bt0, BKitodas CYD U TeXHHYECKOe 00CITy )KUBaHHE CETeH

Cepus N Texuugeckoe 00CITy)KHBaHUE: MEXITyHAPOIHbIE KaHAIBI IEPeIadn 3BYKOBBIX M TEIEBU3HOHHBIX
porpamMm

Cepus O TpeboBaHUS K N3MEPUTEITHLHOM anmaparype

Cepus P KauecTtBo TenedonHol nepenaayuu, TeneOHHBIE YCTAHOBKH, CETH MECTHBIX JIMHUH

Cepust Q KomMmyTanus u curHaiam3amnys, a Tak’Ke COOTBETCTBYIONINE H3MEPECHHUS M NCIIBITAHHS

Cepust R Tenerpadnas nepenaya

Cepus S OxoHeuHoe 000pyoBaHue s TeserpadHbIX CiryKO

Cepusa T OxoHeuHOe 000pyJ0OBaHUE VISl TEIEMAaTHIECKHUX CIIyKO

Cepusa U Tenerpadnas koMMyTanus

Cepust V Iepenaua naHHBIX TIO TEICPOHHON CETH

Cepus X CeTH nepenaym JaHHBIX, B3aMMOCBSI3b OTKPBITHIX CHCTEM U 0€30I1aCHOCTh

Cepust Y I'mo6ansHas naGOpMaITMOHHAs HHPPACTPYKTYpa, aCTIEKTHI MpoToKoina HTEpHeT,

CETHU MOCIIEAYIOIINX HOKOHCHHﬁ, HUHTCPHET BEIIeH 1 YMHBIE TOpOaa

CepI/IH Z SI3pIKH 1 06HII/IC ACICKThI IPOTPAaMMHOTO obecrieueHus JJIA CUCTEM DJICKTPOCBA3U

OtnevaTtaHo B LBeniuapum
XKeHeBa, 2023 .
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