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75 HL B AN BEAR BRI DL T, T A2 BA R R 2T B
503 1%: T EMAIL FROM# 4

WERIEF NN RIEH S, IBARLT K%
452 fiz: BT R %

WERAIRE T RZ 04007, BARLT K%,
501-6.1.1 i&7L: RCPT TO <#tihk>

WAL WO 1 f - A ik R A AR R R, B A LT K% .
501-6.1.2 if¥%: RCPT TO <#ilit> b psiR. <=¥>

R L AR L S B S B BATT, A N T R
550-5.1.1 <H,F- MR A3t k> T8 2% 6 B A4 s bk

W B I AN, A RLT K%

B3R K IEENVELOPE
92315518 FH LT RS 3R SR Cmail IR 45 5% Ao v ok i il «
DATA
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8.12 WA BUWENVELOPE

W Cmail ik 55 28 HE s B S s, B4 RIE LRI &
354 FREAHR S N ; PL<CRLF>.<CRLF>%5 5,

R KIEMAIL FROMT &0, KIELLTEE.:
5034 1%: FHEMAIL FROM#Ar 4

AR RIERCPT TOMr &0, KIELLRHE:
503 #iix: 7 ERCTP TOMm 4

AR RIEDELVAT A, KIiEPLRHE:
503 #iix: i ZDELVAT4

8.13 ENVELOPE
P
AR — AN BEFLI A BRI 2550 (RSCKD , W2 hn & kv (AES) 256;
WA g, %Y, SHE B IESCRMHEEAT I

AL — A FRONENVELOPE S 4 IIMIME TS B, BAE 45 mErilEE (5
[IETF RFC 2045]) ;

<CR><LF>.<CR><LF>4HiHE; L&
KIEMIMEH S,

8.14 JRFHBFFBHITHEA
250 ZF A7 1E 5
<Plbase64Zmtid. HCmail iz 55 #% % 1 2 47 38 >
250 OK

HRSSAFE RN N AAEA, BERTEHNEL (i, R Mmimeii s . If
MAMHZEEZ .

8.15 RIEFMRFHEZEZNFEM
X USCEI ) 25 A7 S R AT AR 5
JR 58 &N IO 5
i H S R B & R 55 25 25 2 10 25 A d A T 25 8
Plbase64xt & Rt 1T dmhd; LK
fEFH LR a2 2 Kix 2 Cmail Ik 55 75 :
DEPO <Lbase64 4 it i) 25 A7-18 51>
JR BEAE BT AR A6 — T SRR HEAT 58 o
J5i 5% £ 7 secretQuestion, CipherEnvelopeKey PA S U TS A TF 25 4HIE 5 o

SecretQuestion: Hﬂ_‘/l\Requestiu_‘/l\ResponseéEﬁE

o > N e
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Requestﬂ@/g—‘/[\RandomNumbero ReSponSG@,/E"TAlgorithmIdentifier, E‘ﬂjiiﬁﬁ%%ﬁﬂ“
B, DMEFRINENVELOPE. i%algorithmidentifierffiE Ml T 1H SIS, FisE 05 H L
PR B A B YIRSCK . F 3T B A TSP HEAT I, SR )5 % # % randomNumber FIRSCK L Tf
SRLHIE SRAL) S M N

R RAMGET (XML H R B EEH 1 T R

<Entity EmailAddress="john.doe@example.org" Type="to">

<SecretQuestion>

<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1"
Encoding="base64">5mYZWhtl0yxBa/wl7VLiiQ=</response>

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..b1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate
Encoding="base64">MIIBIjANBgkqghkiGOwOBAQEFAAOCAQ8AM. . sdjn7VDBlb+WS10j2rJcAHHsSUyr..
/gy7</Certificate>
</Entity>

L — e A A RAEE AR Ll (ASN.D X734l (DERD

2 — S5 a AR EF RS, RRREAREmEEH. AL, HA RS RER E R
T4

TE3 — RN FRAE A, 5% a8 R ACERRE W, JRAEAHRIOT A E .

8.16 CmailfkR%52$2 BIKIENVELOPE

R Y RIE TR T EE T A FEKCmail RG % (S LELIH & EmMLe) , A%
#8.13H e LI B K45 57— Cmail IR 55 25 -
SEND EVLP <MIME 4 &>
8.17 CmaillRFEHB2 EZFEHFAEM
A FH BA T A% 2
250 A% Im KN
<PLbase642 it 1] A 1% 18 F1>
W Cmail g 55 25U B — AN A& AT, B4 KIELL TR
250 Ok
RIEB A IERN, KIELLFIHE:
503 Fiiz: H R K IEIE A
H #2USENVELOPE ) Cmail 1) 2 32 3 41 .
ACmail il 55 d E R — A Al A, BERXTEHIEER (EHid. 5258 K M Mmimeil
), FUHAEFHALE 2 . KBNS TAIEME .
8.18 ZFEMIKIEEA
Cmail &% 77 i 55 48 0
1. XU I ) 32 3 R A T A 5
2. 5 B B A 35 A0 2 IR 55 28 28 28 1) R IR HTIEAT 255
3. PLbase64xt 45 St AT difs; DL
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4, UL T i 244 2 K 1% 2 Cmail il 5545 -
250 L5 WK IKIEFN -
<Plbase64gmft . £825 8 1)K 1% I8 k>
250 £ 25 I A7 1B AN
<Plbase64gmft . £5%5 8 1) %5 A7 18 k>
250 Ok

9 ZANERER R (CPOP)
K1 p1RIp6 K ff ke 2 1L9.1 31 9.6 .

9.1 EXREEHERE

PL—E4N S8, HI[IETF RFC 1939)FF ILIST#r 4, {85 e A7, 4T
KTHBBEEMER. ST MU EERE BT, WA R — bR s 7
4, WABIVASNI 25, DRI EA (3 WIELFRFp1T) o Flhn:

C: LIST
S: +OK 2iHE (3204 )\ 75)

S: 1120

S: 2200 CertifiedMail

S: .

KRR P B A FER R FT A AR HE I 0 AE . R B T Cmail IR 55 48 B A3 A2 KR bR ad 1)

92  REEEUCTMRTAEENEBCER

X AR RS R ABRICTE S, RETRWT SN RIE S, HE R RS LK Llbase64dmid . &
R 55 2525 8 R NOE A . 28 P i S 78 F2 B8 S0 B B0 28 44 RN 3% T IE T EAT B8

LUE

C: RETR2

W Cmail Ix 55 8 Kk OB s, A KIEUTHE:

S: +0K 200 J\fi 7

S: <Cmailflk5s a8 ik Eoa s, s>

S: .

R S5 A8 TCIE IR OB AN, KIEDLUR R

503 #iiz: ANATREAR IR BB EN

Cmail ik 55 #8572 3 A B E0 h B 4 5 3007 A KR T0 fEntiey. 285, Cmail k55 S EHEIR

AR HE DUZ T A, M B A enti ey 1 25 1 I Response T AT I 25 .

BN, A EN P R
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<Entity EmailAddress="john.doe(@example.org" Type="to">

<SecretQuestion>

<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1"
Encoding="base64">5mYZWht1l0yxBa/wl7VLiiQ=</response>

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..b1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate

Encoding="base64">MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AM..sdjn7VDBlb+WS10j2rJcAHHsUyr..

/gy7</Certificate>
</Entity>

vEL - ZJiBE v { FHASN.1 DER%if5 .
LEFSCE Fn R 8 DUAH [R5

<Entity EmailAddress="john.doe@example.org" Type="to">
<SecretQuestion>
<Request RandomNumber="30987497498789739837"/>
<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1" Encoding="base64" />
</SecretQuestion>
<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..bl1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>
<Certificate
Encoding="base64">MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AM. sdjn7VDBlb+WS10j2rJcAHHsUyr..
/gy7</Certificate>
</Entity>

12 — iZ i e n] {# I ASN.1 DER%wHY .

9.3  JREEMINTT. BT R RS AR EE R OE &
AT B«
X WSC R R EE ST AT AR 5
¥ ZRSCK;
AL 5 B
i FH I H B I FA BB 28 iR 25 28 25 8 I e YScm A b A T 25 38
PAbase64xf 25 it AT9mbd; DL
il FH LR i & 2 ik B Cmail iR %545 -
CHLG RESP <5 & i S AU 7 PA S i 55 2 % & B i i %n >
MO W BT, WF Fs:

© g s~ w D P

<Entity EmailAddress="john.doe@example.org" Type="to">
<SecretQuestion>
<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1" Encoding="base64"></response>

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..b1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate
Encoding="base64">MIIBIjANBgkqghkiGO9wOBAQEFAAOCAQS8AM.  sdjn7VDBlb+WS10j2rJcAHHsUyr..
/gy7</Certificate>
</Entity>

TE — % 5E ] {8 ASN.1 DER%w G .

ITU-T X.1341 8l $5 (09/2015)
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@ﬁﬁﬁ%%){J:CipherEnvelopeKey E"J |ji| %?' ’ ?ﬁ q&ﬁ{ﬁﬂq ﬁ%l\ﬁ%ﬁ@q ‘V)E/ERSCK o QJ\EE ’ Tﬁ

q&jff@jﬁRandomNumberﬂ] RSCK, 'TE)EH I'EX E/‘]AlgorithmIdentifierﬁﬁﬁu Z ’ %‘ij‘(?ngecretQuestion

HDES

9.4

9.5

9.6

14

H.
BWOT LB BB R PP DIZ AR, BF L, PR RIEZECmail i 55 4% .

ENVELOPE
B BE 2 OK, B4 Cmail iRk 45 25 LUAH R 1) 77 sURIZENVELOPE,  1E Nfiv 4 RETRIF 45

o T B FT T E N B AT

MR SS PSR KR IZENVELOPER), KiELL R E:

503 ix: A A RERIXZENVELOPE

Cmail R 5528 Z [ B 7 AR 55 23 8 B B AAE M (i)
W 2 k% 7 I T B T AN Cmail iR 5 2% _EiF, A K IEATHE R
SEND NORP <UV)base64 2 it (114 8 7 FiT AR 55 2 25 28 1 B2 IS0 5>

B F R & 458 B o &1
WA B RIE T RO EE T A E R Cmail il 528 L, A KIEARE R
SEND NORP <V base64 2 ht (1142215 77 F1 i 55 2 25 28 1 B2 USCIE >
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B A

XMLEER E X (XSD) HiER
CAR B A B AR 4y o )

ASBRPE A A [XSD] H B I XML 2G5E S (XSD) , $ it 17 58 T 2% 3 A ) J i i
o AEXMLAF, Xb—ANEELEIEAT 7 9%, IXML] T RUE RIREE,  JFAF & A AR

25 I XSDIR TG

Al  XSDiER
2 ILA.1FA.10.

|S] Schema : http:/fwww.itu.int/[TU-T/formal-language/itu-t/x/x000/TO_BE_DISCUSSED/x-cmail-notices

(= Directives

(€] Elements

ElTypes

[2] DepositNotice : DeposithoticeType

[&] ReceipMatice : ReceiptMoticeType

|e] SignedDepositMotice : SignedDepositNoticeType
[&] SignedReceiptMatice : SignedReceiptNoticeType
|&] SignedTransithotice ; SignedTransitMoticeType
[&] TransitNotice : TransitMoticeType

CertificateType
CipherEnvelopeKeyType
ContentEnvelopelnformationType
DepositMoticeType
DigitalPostmarkType
EntitiesType
EntityChallengeType
EntityEnvelopelnformationType
EntityType
EnvelopelnformationType
HashValueType
ReceipthoticeType
RequestType

ResponseType
SecretQuestionType
SignedDeposithoticeType
SignedReceiptMoticeType

SignedTransitMoticeType
TransitNoticeType

l

B AL-ERMRAFR

DepositMoticeType
[e] DigitalPostmark [1.1] DigitalPostmarkType

DigitalPostmarkType

Envelopeld
DeliveryType

(Delivery TypeType)

[2] Signature

[e] MimeMessageHash [1.*] HashValueType

B A2 - FFfFEm

ITU-T X.1341 8l $5 (09/2015)
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SignedDepositMoticeType

[e] DigitalPostmark [1.1] DigitalPostmarkType

[8] Envelopelnfermation [1.1] EnvelopelnformationType

DigitalPostmarkType
Envelopeld string
DeliveryType (DeliveryTypeType)
[8] MimeMessageHash [1.*] HashValueType
[8] Signature [0.7]

EnvelopelnformationType

[e] ContentEnvelopelnformation [1.1] ContentEnvelopelnformationType
s [e] Entities [1.1] EntitiesType
[e] Signature [0.7]

& A3 - X B RN

EnvelopelnformationType

ContentEnvelopelnformationType

[e] Signature [0.7]

secl €] Entities [1.1] EntitiesType

[e] ContentEnvelopelnformation [1.1] ContentEnvelopelnformationType Messageld string

[e] UncipheredEnvelopeHash  HashValueType
[e] CipheredEnvelopeHash HashValueType

EntitiesType
=ec|[€] Entity [1.*] EntityType

O

B A4 - 535 RRE

EntityType =] (TypeType)
EmailAddress string
Type (TypeType) SecretQuestionType
[e] SecretCuestion SecretQuestionType — (8] Request RequestType
=ec| B8] CipherEnvelopekey  CipherEnvelopekeyType (€] Response  ResponseType
[e] Certificate CertificateType

16 ITU-T X.1341 &l 45 (09/2015)

CipherEnvelopekeyType
Algorithm string
Cipheredkey  string
Encoding string
KeySize int

CertificateType
encoding  string

& A5 — SRR



SecretCuestionType

[e] Request RequestType

[2] Response  ResponseType

ReceiptNoticeType

[e] DigitalPostmark

[e] Envelopelnformation

DigitalPostrnarkType
EntityEnvelepelnformationType

RequestType
RandomMumber

string

ResponseType
Algorithmldentifier

string

& A6 - Fi%E

DigitalPostmarkType

Envelopeld
DeliveryType

string
(DeliveryTypeType)

[e] MirneMessageHash [1.*] HashValueType
[e] Signature [0.%]

EntityEnvelopelnformationType

[e] BodyEnvelopelnfermation
[2] Entity
[e] EntityChallenge

ContentEnvelepelnformationType
EntityType
EntityChallengeType

B A7 - BB

EntityEnvelopelnformationType

[#] BodyEnvelopelnformation
[e] Entity
[e] EntityChallenge

EntityType
EntityChallengeType

ContentEnvelopelnformationType

ContentEnvelopelnformationType

Messageld string

[e] UncipheredEnvelopeHash
[e] CipheredEnvelopeHash

HashValueType
HashValueType

EntityType

ErmnailAddress string
Type (TypeType)
[e] SecretQuestion SecretQuestionType

=== [e] CipherEnvelopeKey
[g] Certificate

CipherEnvelopeKeyType
CertificateType

EntityChallengeType
[e] SecretQuestion
[e] Signature

SecretQuestionType

Bl A.8 — BRI R SR [B1 &

TransitMoticeType

[8] DigitalPostmark [1.1] DigitalPostmarkType

DigitalPostmarkType

Envelopeld
DeliveryType

string

(Delvery TypeType)

[2] MimeMessageHash [1.*] HashValueType

[e] Signature [0.%]

B A9 — KiEEH

ITU-T X.1341 8l $5 (09/2015)
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SignedTransitNoticeType DigitalPostmarkType
[¢] DigitalPostmark [1.1] DigitalPostmarkType Envelopeld string
- [e] Envelopelnformation [1.1] EnvelopelnformationType DeliveryType (DeliveryTypeType)
[e] MimeMessageHash [1.*] HashValueType
- [e] Signature [0.7]

EnvelopelnfermationType

[e] ContentEnvelopelnfermation [1.1] ContentEnvelopelnformationType
sec €] Entities [1.1] EntitiesType
[e] Signature [0.7]

E A10 - BRI RIEZEMN

A2  XSDHEZIHIERITE

<?xml version="1.0" encoding="UTF-8"?>
<schema targetNamespace="http://www.itu.int/xml-namespace/itu-t/x.1341/x-cmail-notices"

elementFormDefault="qualified" xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:tns="http://www.itu.int/xml-namespace/itu-t/x.1341/x-cmail-notices"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<import namespace="http://www.w3.0rg/2009/xmldsigll#"
schemalocation="http://www.w3.0org/TR/xmldsig-corel/xmldsigll-schema.xsd" />

<import namespace="http://www.w3.0rg/2009/xmldsig-properties"
schemaLocation="http://www.w3.0rg/TR/xmldsig-properties/xmldsig-properties.xsd" />

<import namespace=http://www.w3.0rg/2000/09/xmldsig#
schemalocation="http://www.w3.0rg/TR/xmldsig-core/xmldsig-core-schema.xsd" />

18

<element name="DepositNotice" type="tns:DepositNoticeType"></element>
<element name="SignedDepositNotice" type="tns:SignedDepositNoticeType'"></element>
<element name="TransitNotice" type="tns:TransitNoticeType"></element>
<element name="SignedTransitNotice" type="tns:SignedTransitNoticeType"></element>
<element name="ReceipNotice" type="tns:ReceiptNoticeType"></element>
<element name="SignedReceiptNotice" type='"tns:SignedReceiptNoticeType'"></element>

<complexType name="DigitalPostmarkType">
<sequence>
<element name="MimeMessageHash" type="tns:HashValueType"
maxOccurs="unbounded" minOccurs="1">
</element>
<element name="Signature" type='"ds:SignatureType"
maxOccurs="unbounded" minOccurs="0">
</element>
</sequence>
<attribute name="EnvelopeId" type="string" use="required"></attribute>
<attribute name="DeliveryType" use='"required">
<simpleType>
<restriction base="string">
<enumeration value="CertifiedMail"></enumeration>
</restriction>
</simpleType>
</attribute>
</complexType>

<complexType name="EnvelopeInformationType">
<sequence>
<element name="ContentEnvelopeInformation"
type="tns:ContentEnvelopeInformationType" maxOccurs="1" minOccurs="1">
</element>
<element name="Entities" type="tns:EntitiesType"
maxOccurs="1" minOccurs="1">
</element>
<element name="Signature" type='"ds:SignatureType"
maxOccurs="unbounded" minOccurs="0">
</element>
</sequence>
</complexType>

ITU-T X.1341 &l 45 (09/2015)
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<complexType name="ContentEnvelopeInformationType'">
<sequence>
<element name="UncipheredEnvelopeHash" type="tns:HashValueType"></element>
<element name="CipheredEnvelopeHash" type="tns:HashValueType"></element>
</sequence>
<attribute name="Messageld" type="string"></attribute>
</complexType>

<complexType name='"SecretQuestionType'">
<sequence>
<element name="Request" type='"tns:RequestType"></element>
<element name="Response" type="tns:ResponseType"></element>
</sequence>
</complexType>

<complexType name="EntityType">
<sequence>
<element name="SecretQuestion" type="tns:SecretQuestionType"></element>
<element name="CipherEnvelopeKey"
type="tns:CipherEnvelopeKeyType">
</element>
<element name="Certificate" type="tns:CertificateType"></element>
</sequence>
<attribute name="EmailAddress" type="string" use="required">
<annotation>
<documentation>Email address has to be in RFC 822format</documentation>
</annotation></attribute>
<attribute name="Type" use="required">
<simpleType>
<restriction base="string">
<enumeration value="from"></enumeration>
<enumeration value="to"></enumeration>
<enumeration value="cc"></enumeration>
<enumeration value="transit"></enumeration>
</restriction>
</simpleType>
</attribute>
</complexType>

<complexType name="CipherEnvelopeKeyType">
<attribute name="Algorithm" type="string"></attribute>
<attribute name="CipheredKey" type="string"></attribute>
<attribute name="Encoding" type="string"></attribute>
<attribute name="KeySize" type="int"></attribute>
</complexType>

<complexType name="CertificateType">
<attribute name="encoding" type="string"></attribute>
</complexType>

<complexType name="EntitiesType">
<sequence>
<element name="Entity" type="tns:EntityType"
maxOccurs="unbounded" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="SignedDepositNoticeType">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
<element name="EnvelopeInformation"
type="tns:EnvelopeInformationType" maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="DepositNoticeType">

ITU-T X.1341 8l $5 (09/2015)
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<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="TransitNoticeType">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="SignedTransitNoticeType">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
<element name="EnvelopeInformation"
type="tns:EnvelopeInformationType" maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="ReceiptNoticeType">
<sequence>
<element name="DigitalPostmark"
type="tns:DigitalPostmarkType">
</element>
<element name="EnvelopeInformation"
type="tns:EntityEnvelopeInformationType">
</element>
</sequence>
</complexType>

<complexType name="SignedReceiptNoticeType">
<sequence>
<element name="DigitalPostmark"
type="tns:DigitalPostmarkType">
</element>
<element name="EnvelopeInformation"
type="tns:EntityEnvelopeInformationType'">
</element>
</sequence>
</complexType>

<complexType name="HashValueType">
<attribute name="AlgorithmOID">
<simpleType>
<restriction base="string">
<enumeration value="1.3.14.3.2.26"></enumeration>
<enumeration value="2.16.840.1.101.3.4.2.1"></enumeration>
</restriction>
</simpleType>
</attribute>
</complexType>

<complexType name="EntityEnvelopeInformationType'">
<sequence>
<element name="BodyEnvelopeInformation" type="tns:ContentEnvelopeInformationType'">
</element>
<element name="Entity" type="tns:EntityType'"></element>
<element name="EntityChallenge" type="tns:EntityChallengeType"></element>
</sequence>
</complexType>

<complexType name="EntityChallengeType">

<sequence>
<element name="SecretQuestion" type="tns:SecretQuestionType'"></element>
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<element name="Signature" type="ds:SignatureType"></element>
</sequence>
</complexType>

<complexType name="RequestType'">

<attribute name="RandomNumber" type="string"></attribute>
</complexType>
<complexType name="ResponseType'">

<attribute name="AlgorithmIdentifier" type="string"></attribute>
</complexType>

</schema>
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FifF B

ASN.1-H @S
AP PR AR B B AR 5 )

AL T TR iEE R IC1 (ASN.D) FAVERBFMYE R B, WITU-T _X.680]+
FrilsE FIIRFE. PT{EFASN.LX 24w AE 0 (DER) KX -8 A3 74w t5, n[ITU-T X.690]
WL B ARAE, B AT AT R XMLZw AL AL (EXTENDED-XER) KX % 18 %0217 9
B9, WINTU-T X.693]H AT #l e M HAE . 75 —FiE L, oK B 1% 4% 05 1 XML E: R T 12 95
XDSABHIXML, Wi A BTk e B ABEE o
CMAIL {itu-t(0) recommendation(0) x(24) cmail (1341]) asnlModule(l) cmail (1)}

DEFINITIONS AUTOMATIC TAGS ::=
BEGIN

IMPORTS String
FROM XSDv2 {joint-iso-itu-t asnl(l) specification(0) modules (0)
xsd-module (2) version2(2)};

DepositNotice = DepositNoticeType
SignedDepositNotice = SignedDepositNoticeType
TransitNotice = TransitNoticeType

SignedTransitNotice SignedTransitNoticeType

ReceiptNotice = ReceiptNoticeType
SignedReceiptNotice = SignedReceiptNoticeType
DigitalPostmarkType ::= SEQUENCE {

mimeMessageHash SEQUENCE (SIZE(1l..MAX)) OF
mimeMessageHash HashValueType,

signature SEQUENCE (SIZE(0..MAX)) OF
signature SignatureType,

envelopeld String,

deliveryType ENUMERATED {

certifiedMail,
}
}

EnvelopeInformationType ::= SEQUENCE ({
contentEnvelopeInformationContentEnvelopeInformationType,
entities EntitiesType,
signature SEQUENCE (SIZE(0..MAX)) OF

signature SignatureType

}

ContentEnvelopeInformationType ::= SEQUENCE {
uncipheredEnvelopeHash HashValueType,
cipheredEnvelopeHash HashValueType,
messageld String

}

SecretQuestionType ::= SEQUENCE {
request RequestType,
response ResponseType

}

EntityType : := SEQUENCE ({
secretQuestion SecretQuestionType,
cipheredEnvelopeKey CipheredEnvelopeKeyType,
certificate CertificateType,
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emailAddress String

(CONSTRAINED BY

{-- "Email address has to be in IETF RFC 822 format --}),
type ENUMERATED {

from,

to,

cc,

transit

}
}

CipheredEnvelopeKeyType ::= SEQUENCE {
algorithm String,
cipherededKey String,
encoding String,
keySize String
}

CertificateType ::= SEQUENCE {
encoding String

}

EntitiesType ::= SEQUENCE {
entity SEQUENCE (SIZE (1. .MAX)) OF entity EntityType
}

SignedDepositNoticeType ::= SEQUENCE {
digitalPostmark DigitalPostmarkType,

envelopeInformation EnvelopeInformationType

}

DepositNoticeType ::= SEQUENCE {
digitalPostmark DigitalPostmarkType
}

TransitNoticeType ::= SEQUENCE {
digitalPostmark DigitalPostmarkType
}

SignedTransitNoticeType ::= SEQUENCE {
digitalPostmark DigitalPostmarkType,

envelopeInformation EnvelopeInformationType

}

ReceiptNoticeType ::= SEQUENCE {
operatorPostmark DigitalPostmarkType
}

SignedReceiptNoticeType : := SEQUENCE {
operatorPostmark DigitalPostmarkType,

envelopeInformation EntityEnvelopeInformationType

}

HashValueType ::= SEQUENCE ({
algorithmOID ENUMERATED {
sha-1,
sha-256
}

}

EntityEnvelopeInformationType ::= SEQUENCE {
bodyEnvelopeInformation ContentEnvelopeInformationType,
entity EntityType,
entityChallenge EntityChallengeType
}

EntityChallengeType ::= SEQUENCE ({

secretQuestion _SecretQuestionType,
signature SignatureType

}
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RequestType = SEQUENCE ({
randomNumer String
}

ResponseType ::= SEQUENCE ({

algorithmIdentifier String
}

SignatureType ::= String

ENCODING-CONTROL XER

GLOBAL-DEFAULTS MODIFIED-ENCODINGS

[NAME AS CAPITALIZED] DigitalPostmarkType.mimeMessageHash

[UNTAGGED] DigitalPostmarkType.mimeMessageHash

[NAME AS CAPITALIZED] DigitalPostmarkType.signature.*

[UNTAGGED] DigitalPostmarkType.signature

[NAME AS CAPITALIZED] DigitalPostmarkType.envelopeIld

[ATTRIBUTE] DigitalPostmarkType.envelopeld

[NAME AS CAPITALIZED] DigitalPostmarkType.deliveryType

[ATTRIBUTE] DigitalPostmarkType.deliveryType

[TEXT AS CAPITALIZED] DigitalPostmarkType.delivetyType:certifiedMail

[NAME AS CAPITALIZED] EnvelopelInformationType.contentEnvelopeInformation

[NAME AS CAPITALIZED] EnvelopelInformationType.entities

[NAME AS CAPITALIZED] EnvelopeInformationType.signature

[UNTAGGED] EnvelopeInformationType.signature

[NAME AS CAPITALIZED]
ContentEnvelopeInformationType.uncipheredEnvelopeHash

[NAME AS CAPITALIZED]
ContentEnvelopeInformationType.cipheredEnvelopeHash

[NAME AS CAPITALIZED] ContentEnvelopeInformationType.messageId

[ATTRIBUTE] ContentEnvelopeInformationType.messageIld

[NAME AS CAPITALIZED] SecretQuestionType.request

[NAME AS CAPITALIZED] SecretQuestionType.response

[NAME AS CAPITALIZED] EntityType.secretQuestion

[NAME AS CAPITALIZED] EntityType.cipheredEnvelopeKey

[NAME AS CAPITALIZED] EntityType.certificate

[NAME AS CAPITALIZED] EntityType.emailAddress

[ATTRIBUTE] EntityType.emailAddress

[NAME AS CAPITALIZED] EntityType.type

[ATTRIBUTE] EntityType.type

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.algorithm

[ATTRIBUTE] CipheredEnvelopeKeyType.algorithm

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.cipheredKey

[ATTRIBUTE] CipheredEnvelopeKeyType.cipheredKey

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.encoding

[ATTRIBUTE] CipheredEnvelopeKeyType.encoding

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.keysize

[ATTRIBUTE] CipheredEnvelopeKeyType.keysize

[NAME AS CAPITALIZED] CertificateType.encoding

[ATTRIBUTE] CertificateType.encoding

[UNTAGGED] EntitiesType.entity

[NAME AS CAPITALIZED] EntitiesType.entity.*

[NAME AS CAPITALIZED] SignedDepositNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedDepositNoticeType.envelopeInformation

[NAME AS CAPITALIZED] DepositNoticeType.digitalPostmark

[NAME AS CAPITALIZED] TransitNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedTransitNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedTransitNoticeType.envelopeInformation

[NAME AS CAPITALIZED] ReceiptNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedReceiptNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedReceiptNoticeType.envelopelInformation

[NAME AS CAPITALIZED] HashValueType.algorithmOID

[ATTRIBUTE] HashValueType.algorithmOID

[TEXT AS "1.3.14.3.2.26"] HashValueType.algorithmOID:sha-1

[TEXT AS "2.16.840.1.101.3.4.2.1"] HashValueType.algorithmOID:sha-256

[NAME AS CAPITALIZED]
EntityEnvelopeInformationType.BodyEnvelopeInformation

[NAME AS CAPITALIZED]
EntityEnvelopeInformationType.entityChallenge

[NAME AS CAPITALIZED] EntityChallengeType.secretQuestion

[NAME AS CAPITALIZED] EntityChallengeType.signature
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[NAME AS CAPITALIZED] RequestType.randomNumber
[ATTRIBUTE] RequestType.randomNumber

[NAME AS CAPITALIZED] ResponseType.algorithmIdentifier
[ATTRIBUTE] ResponseType.algorithmIdentifier

END

ITU-T X.1341 8l $5 (09/2015) 25



B4 C

KT ATFE AR BRI ZR
B R A (AL 45 )

cl1 3F
AR e T2 R 28 Cmail AR5 2 FT& P ) AT EHIE TR 2K

C.2  CmailRFHB&umLEAFHHIES

ZREECmaIl R ). — N2 SR AT B EIE BB DU 2
a) Xof 25 SR AV 2 U A
b) CALEREAEN FRIF 5.

c) FARFBREE — A ARG B X 4 5, AN B 4R A8 dnsName J& 1
R, N[ITU- szzo]ﬁiﬂﬁﬁmx BN N — N EVEN FIDNS A K

d) FARIEREIE LIRS R TC RS
— X AICE K rfe822NamelitE, N JyCmail 55 %8 P 53 1) L 7~ B Hb bk
— WA TuE KM directoryName i £, NHFA 7 LA A SGBA B X 4 24 FR -
—  countryName[ HFL, IR FEFA[ISO 3166-1]f) =LY (alpha-3) ;
—  organizationName[V M, FFRIFFAEFECmail ilkss 2 HLR M TT{E A FR;
—  streetAddressM I, FRNFFAEIE LR IS,
—  localityName[ HH I, R BT 7EH 27 (1 44 5K

— R ME—FRIRFEER L, 84 stateorProvinceName V. L BN, AN H
o

— postalCodeE‘Zijm, #Fj%ﬁﬂﬁﬁﬂﬁﬂﬂﬁﬁléﬁﬁ%o
e) certificatePolicies ¥ J& MW H I, FH & /D N £ H X L Fx 1 K (itu-t(0)

recommendation (0) x(24) cmail (1341) certificatePolicy(2) cmailServer(l)},
UK E S, R ORI BER AT E YIRS,
C3  Cmail® i smLE AT HHIES
B Cmail & P i — N SEAR B A T B IR A DU A2
a) XT S SRR R A 1 A
b) CALEREAEN FRIF 5.
c) FARFBFFA — AT AR B R IX 45, IR R

26 ITU-T X.1341 &l 45 (09/2015)


http://handle.itu.int/11.1002/1000/11743
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— ﬁﬂ%surnameﬁfﬂ E(]-[/E’ %K/AgivenNameﬂﬁfﬂ, ﬁﬂﬂﬁﬁﬁjﬁiﬂo
— ﬁﬂ%surnameﬂjfm%iﬁ, ﬁlg/l\initialsﬂﬁfﬂ, é)ﬂﬂ?ﬁﬁjﬁfmo
— ﬁﬂ%surname ﬁ flji El(] lﬁ ’ %K/A generationQualifierﬂ ﬁ fﬂ ’ %:JH\U E Z:@ ﬁ IFLI, o

—  organizationName W ¥ U AE W R F P A2 —PNMREAB AN, A
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UFANIDEZY
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{itu-t recommendation(0) x(24) cmail (1341) asnlmodule(0) cmail(l)}
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{itu-t recommendation(0) x(24) cmail (1341) certificateProfile(2) cmailServer(l)}
c) cmail % /7 i certificatePolicies?™ & {5 FH ) 6T % FRiIR 44 -

{itu-t recommendation(0) x(24) cmail (1341) certificateProfile(2) cmailClient(2)}
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fil4n. ek “1373360283931. deposit.notice”

Received: from localhost ([127.0.0.17])

by begmeil

with SMTP (SubEthaSMTP null) id HIWV8HF9

for laura.prin@legalbox.com;

Tue, 09 Jul 2013 10:58:14 +0200 (CEST)
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=depositNotice.xml

PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiIHNOYWSkYWxvbmU9Im5vIj8+Cixs
ZXROZXJEZXBvc210UG9zdGlhcms+CiAgPGIWZXIhdGOyUG9zdGlhcms+CiAgICA8ZWS52ZWxvcElk
bGOWZWQtc21lnbmFO0dXJ1Ii8+CiAgICAgICAGICABLIRYYW52ZmOybXM+CiAgICAgGICAGICABRGIN

ICAgPFJTQUt1eVZhbHV1PgogICAgICAgICAGICA8TWIkdWx1cz5tMkFSUURXUGIBMmgvMzJEQWs 4
ICAgICAgICAgIDxFeHBvbmVudD5BUUFCPCIOFeHBvbmVudD4KICAgICAgICAgIDWVUINBS2VS5VME's
dWU+CiAgICAGICAGPCOLZXIWYWx1ZT4KICAGICAGPCILZX1JbmZvPgogICAgGPCITaWduYXR1cmU+
CiAgPC91bnZl1bG9wSWSmMb3JtYXRpb24+CjwvbGV0dGVYyRGVwb3NpdFBvc3RtYXJrPgo=

1.2 BoE &

OB S R T AR RME R BE . MHATHMEE K BIEE, B Cmail ik 55 a5 AUy
KEE.

XRIETTNE , RAR TR —MEdE, AiFiad, WTHHZ.
AE F ARG R REE 1l I T AE R AP R E

fBlhn. S “1373360283931.laura.prin@legalbox.com.receipt.notice ”
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Received: from begmeil get hostname ([127.0.0.1])

by localhost

with SMTP (LegalBox POP Server v1.0) id HIWX27L5

for laura.prin@legalbox.com;

Tue, 09 Jul 2013 11:49:01 +0200 (CEST)
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=receiptNotice.xml

PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgi THNOYWSkYWxvbmU9Im5vIj8+Cixs
ZXROZXJEZXBvc210UG9zdGlhcms+CiAgPGIWZXIhdGOyUG9zdGlhcms+CiAgICA8ZWS52ZWxvcElk
PjEzNzMzNjAyODM5MzE8L2VudmVsb3BJIZD4KICAGIDxkZWxpdmVyeUlvZGU+Y2VydGlmaWVkTGVO
dGVyPC9kZWxpdmVyeUlvZGU+CiAgICA8bW1tZUl1c3NhZ2VIYXNoPgogICAgICA8c2hhMT5hNTVk
ZDhmYWUOMzg2M2VmYWRmMMWY 3Z JM3MmEwWYmU 1 MmEWMGRhYTFkPC9zaGExPgogICAgPCOtaWl1lTWVz

MDkwSD1ONEVkTTAWVU92bjY3W1lU2aTIvVSt3b31GR2tYMDI3YkVMM2pDYmpJCm5VRIBWUGpoT3Zo
dzNPTy9ImYmhKVk13dkM2NXBIMT11cnA2MO5kSOtHNIBuUN]ZtQkVnUldxZ2cvTVBITmZmWkhrOXF's
WExSSXhETi8Kb0ZnS285RmIONEx1SzBnZ3VyblY2azNicmlTeGM1UnpYVWNxTzdwbldUNOFONE16
WXJJUHAYL1hjS1VgbXYxZi9JZjQ5VHVNWGtLcgpodklyOG9qUkdQcEdPAd1B4cWR5QWNQRIBOUVRY
NEJrc29kSEVwdz09PCINDL2R1IbHVZPgogICAgGICAGICAgICA8RXhwb251bnQ+QVFBQjwvRXhwb251
bnQ+CiAgICAgICAgGICASLLIJTQUt1eVZhbHVIPgogICAgICAGIDWVS2V5VmMEsdWU+CiAgICAgIDwWY
S2V5SW5mbz4KICAgIDwvU21lnbmFO0dXJ1PgogIDwvemVjaXBpZW5002hhbGvuz2U+CiwvbGV0dGVy
RGVwb3NpdFBvc3RtYXJrPgo=

1.3 RILEH

FEBMBAELETRETNER., S8, ST EHEKF S, HCmail ik % BSEE %
=,

X RIEFME, XERTKIEW—MESE, EJFRAF, ARz,

1F R 326 30 R0 R e 1 B AT AR B AR R R

flhn. S “1373360283931.laura.prin@legalbox.com.receipt.notice ”

Received: from begmeil get hostname ([127.0.0.1])

by localhost

with SMTP (LegalBox POP Server v1.0) id HIWX27L5

for laura.prin@legalbox.com;

Tue, 09 Jul 2013 11:49:01 +0200 (CEST)
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=receiptNotice.xml

PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiTHNOYWSkYWxvbmU9Im5vIj8+Cixs
ZXROZXJEZXBvc210UG9zdGlhcms+CiAgPGIWZXIhdGI9yUG9zdGlhems+CiAgICABZWS52ZWxvecElk
PjEzNzMzNjAyODM5MzESL2VudmVsb3BJZD4KICAGIDxkZWxpdmVyeUlvZGU+Y2VydGlmaWVkTGVO
dGVyPC9kZWxpdmVyeUlvZGU+CiAgICA8bW1tZU11c3NhZ2VIYXNoPgogICAGICA8c2hhMTShNTVk
ZDhmYWUOMzg2M2VmYWRmMMWY 3Z JM3MmMEwYmU1MmEWMGRhYTFkPC9zaGExPgogICAgPCOtaWllTWVz

MDkwSD1ONFVKTTAWVU92bjY3WlU2aTIvVSt3b31GR2tYMDI3YkVMM2pDYmpJCmS5VRIBwWUGpoT3Z0
dzNPTy9mYmhKVk13dkM2NXBIMT11cnA2MO5kSOtHNIBuUN]ZtQkvnUldxZ2cvTVBITmZmWkhrOXF's
WExSSXhETi8Kb0ZnS285RmIONEx1SzBnZ3VyblY2azNicmlTeGM1UnpYVWNxTzdwbldUNOFONF16
WXJJUHAYL1hjS1VgbXY¥xZi9JZjQ5VHVNWGtLcgpodklyOG9qUkdQcEdPAd1B4cWR5QWNQRIBOUVRY
NEJrc29kSEVwdz09PCINb2R1IbHVZPgogICAgICAgICAgICASBRXhwb251bnQ+QVFBQjwvRXhwb251
bnQ+CiAgICAgICAgGICASLLIJTQUt1eVZhbHVIPgogICAgICAGIDWVS2V5VMEsdWU+CiAgICAgIDwY
S2V5SWombz4KICAgGIDwvU21nbmFO0dXJ1lPgogIDwvemVjaXBpZW5002hhbGVuZ2U+CijwvbGV0dGVy
RGVwb3NpdFBvc3RtYXJrPgo=
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14 ENVELOPE
ENVELOPE & —/"MIME &, &8 AESHIZBAR BT I i B 7 B 2E 9 25
filtn: SCfF “1373360283931.certifiedletter.msg”

Received: from localhost ([127.0.0.1])
by begmeil
with SMTP (SubEthaSMTP null) id HIWV8HF9
for laura.prin@legalbox.com;
Tue, 09 Jul 2013 10:58:03 +0200 (CEST)
Date: Tue, 9 Jul 2013 10:57:51 +0200 (CEST)
From: david.keller@legalbox.com
To: laura.prin@legalbox.com
Message-ID: proto cmtp 1373360269856
Subject: =?UTF-8?Q?Bienvenue =C3=A0 CMTP!?=
MIME-Version: 1.0
Content-Type: multipart/mixed;
boundary="----= Part 1 1013939722.1373360271613"

—————— = Part 1 1013939722.1373360271613

Content-Type: multipart/mixed;
boundary="----= Part 0 2062834323.1373360271584"

—————— = Part 0 2062834323.1373360271584

Content-Type: application/octet-stream

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=envelop

RG44gUlyrlA/L+psOR+yKMUpgPcJACMCRQALZSMoLnm07gtRataSAWkG5gnc/£5Q

—————— = Part 0 2062834323.1373360271584--

—————— = Part 1 1013939722.1373360271613--
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[b-ITU-T X.509] ITU-T X.509 (2012) | ISO/IEC 9594-8% i} +4: 2014, 12 &¥ K - FH A%
L% — FHE . NTFERAFBEEIEBES.
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