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CHCK RCPT Y1 o Cgall Lzl (ol osasl
b s O T ez gy ot Gile L) O3 Y) o Y CHCK RCPT
3Lal
candgn oM psis ST sl a sBse gl Jlasl ptsdl s Wl 2 18 3 el el e DATA
Jdas
gLl
AT e dyp a2 U] e dp a2 e O W) SEND EVLP
gLl
CMTP JsS5sdl o2 Lgasds gl ols VU 203G 53le) HELP
25 09y
sl s8] QUIT
35 09y
(CPOP) daznadl syl CoSo JSpign polsl Ll 2.7
CPOP J559,31 gl — 2 Jgdndl
Jﬁiﬁ\ dibg Jﬁéﬂ\
Jpl Jeomandly S fomiand) ol pdoed Jomioy USER
e Qe
] Jmelly S Jomieal] 5 1) 2dS7 PASS
% 09k
OK+2 () domees Slalre 09y LIST oY1 Jlanzoed Stad gy Bl Il 203l SlieY famiony LIST
ezal) Wl e (g O) bl by Jshally (i) Bpdl 2 Lo JL 2035 s (0441 320) Jdms
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CPOP (5559, palsl — 2 Jguend!

2 Ay A0

oo oy Al aslazay jf})\ Jda psety of u,<.c Y &b LIST J.At\)b, sy sde mT9 1 o sde N 2k RETR

MIME olbtadl iin 3g78IY) ddl st ooy cobedl Cshal Sl S5 4 13] 300 WL LS Jdee
G s ) o AL Akl sl psh cdatall ) e Slitad kel Oglal dad W
RCPT oY1 plaszaly ORI b)) e sl

pd 3 s Bl Y1 SIS (gl gl e B Y1 e D) wDlaly ] @i feonl) s CHLG RESP

.MIME &Y Jlyb ale)

T TV P o SEND NORP

gLl

.CPOP sl esty e 23 3sle| HELP

e O

Jayel clé) QUIT

s Oy
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CMTP J5559, N ddnadd! dis) sl 8

et LUL 2055 U [CELO] mi cnall gl 1 peall
- LUYI 26 s m2 Jadl aib ool g CMTP J5555550
WAL ool ) ef [DELV] 3 =~
- v.:lM:J\ Loy x| mé £
Jerld 35S Al Olgze [MAIL FROM] ms ]’
~ Jorl) 39 SIY) ) jUa) .M
Jetzesld 3958 w5 Jlo)) b [RCPT TOJ.m7 r' Y A& &
» ezl elelsled
b (@) il 3sles .m10 54| 5l E| E| 2
'|:| ) * —l R “)
dozrall Wl fues % Jioy) b [DATA) mid B % é k] §'
SEHEEE
M Sy sldazaYl m12 51 }] al Y S
< I 5| 2 S’i TN
S m3 S 2 i
: B
Al ol o gy s Jo2d [DEPOT S % E
< Jslls @y sl mi8 3 .
N B
p Jindl pag sl e sdse 23al le2] [SEND NORP] .p6 v v
ez
’ e, s b [LIST] pL
- Fl [LIST] .p > =
podly il e gl ¢SVl Jlas Y o il [RETR] 2 i ',
-+
DtV Y oy 3 e 3imdl [CHLG RESP] .p3 ‘" l’
pssll oy Jin ) e o35l >
N pd oznall 4yl 2 pusiol)
wdl s - Jadl dil ol e CMTP JoS559)

XAM15)_F01

JSgg sl OB e dale 85 — 1 S

LA 55y .CPOP JS5iall 3 poiined "p" 3% Bseedly CMTP JsSyisall 8 poboiaesd "M 22 B5l) alsdl
Slislss 93,280 25 = 3 1 KN 3 2 m18 dl m1 e VoLl dlias Slislss 188 U] 1.8
6 Ul pl oy ¥olall aleais

bt blosh 458 CAb :CELO 1.8

kel DU 205G S3lana) aie 240l Laldl eSOl vl an HELO o) 2o SMTP &L S oY1 Laé foy

el bl 4B 2.8
P Ly V) QW sl SMTP e 29 .CELO 3 Llmiul ol LUT 2036 puis

250-<Fully qualified domain name of the Cmail server>
250-8BITMIME
250-Delivery-Types CertifiedMail <other delivery types>

250 OK
(V) el BUT Slislse piis OF oY gl (S8 doall ) Slislsn Bro gl s ptis
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sl ko) Jaos 3.8
(W (SMTP) Gl e 050y aeherll LUT 2056 (3 85081 LU (e el Lad 3L 1 0 s0d
DELV <delivery type>
el Joay yUas 3! 4.8
FEBL Lsy V) W SMTP el e Al )l sda 0555 lod) kel lad e sl J- 3
250 Delivery-Type <delivery type>OK
D) bl Jad Wy oS el @ lax gy Al (3 WIS 500 050
501 Syntax: DELV <delivery type>
el o Lol bl lad Al et B @ QWSS 055
501 Syntax: use CELO command first
Wgyae g ) el b Wl 065 Leie LS5 01 00
501 Unknown Delivery-Type: <delivery type>
Jopold 9 SIY Wl Ol 58

ok e el asanll Al Baled b WS e e Ay Lol ) ezl gl paz ] AL sds L
azall Ayl

MAIL FROM <sender's email address> [CertificateRequested]

Joroll g9 Ay Jls) 68
53les Jor M b Lo 13)s bazall syl a2 ULy 500l (3 ool 39 7SIY) Al Olgie sgmg ST AL ) 0ds L5
5aletdl ads DLl ¢ agenl) axliie
[250 User-Certificate: <public-key certificate encoded in Base64>]
250 OK

Jsl) G980 wip Jluyl b 7.8
sl gogonll il Soles (b 23080 mn L) 1] ez 2y L) ) ezt i paz Q) Al S ods s
thaakl ) paz

RCPT TO <recipient's email address> [CertificateRequested]
Slaglally . easdas Yl @ cabizad) i B ol o 89,00 o DU e (S8 e (5 a1 s plitsnal S
Jlosb zyomns & [IETF RFC 5321] S il (3 )5 (CC) B 4} S b1 1 (T0) oW i) s 5
-(Cei) cpdaze el —

dead! dasmall dyl adsee ol o oditadd 59 2 SIYN W) Olges e 3ioesdl 8.8

Al ps n gy L Ml ol sl N T ez e e Ll OTI3) W) AL eda s Y
3lgs b 1S e 39 SIY) Al Olgse Ado e giml) sl (ol el sl paz ] e ML el
Jtell pasasll ALl

CHCK RCPT <recipient's email address> [CertificateRequested]
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Jgeod) g SIY1 syt Olgons syl 98
M) Azl ) paz il e Liteold 39 i SOYI Al Olsie e il AL e Ty AL e s
tAb 1) bizcad) osanl) Alidll S3les aiazy (39 aSIY) Lpd) Olgie aST AIW AL g
[250 User-Certificate: <public-key certificate encoded in Base64>]
250 OK
A ot W) L) S eSOV ) Olgie ASTS e 3,0l pe Al (3
503 Sender already specified
T b e 3 ST e s
501 Syntax: CHCK RCPT <address>
Jteald oSO Al Olsze S5 dslgh (3 Lax Ala QST L
501 Syntax: CHCK RCPT <address> Error in parameters <parameter>
3PS e Ol 5 Gl k5 4] s
553 <email address> Invalid email address
el ezl sl auz (3 3smge 18 39 i SV Al Olgie OIS L3

deinal] g9 2SI gyl ) 10.8
Sl ¢ Ll ogandl Flall S5les Ju U b 130 . fitenedd 3 7SIY) A Ol 35y ST AL 0 s
aslgddl ods
el asadl) Al Balgd aiany e aSUY) Al Ole aSE L L
[250 User-Certificate: <public-key certificate encoded in Base64>]
250 OK
s Lo Al Jlay) oS g iSOV ) Olsze 4SS e 3,03l e Al (3
503 Error: need MAIL FROM command
el e L) L) Al 3 s
452 Error: too many recipients
bzl e e 8T W W 3 s
501-6.1.1 Syntax: RCPT TO <address>
Jizendd 337V Al Ol S5 sl (3 T sgmy W & Jus
501-6.1.2 Syntax: RCPT TO <address> Error in parameters: <parameters>
gAY e Olgie g aalal) o oo W (3 s
550-5.1.1 <email address> Invalid email address.
39SV Al Dl sy s Al 3 Jou
AW Jlyl b 11,8
t bl JlieY Tstes dazall Wyl a2 0713 2JW &L ) Lo s
DATA
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S Iz sz 12.8
t bl JlieY Tstes dazall aypdl pazz 0713 2JW L)) Lo s
354 Start mail input; end with <CRLF>.<CRLF>
:MAIL FROM Y1 Jluy| pds b (32U 2l ) L i
503 Error: need MAIL FROM command
:RCPT TO oY) Jlu) pde &l (3 2 JU) b)) L5
503 Error: need RCPT TO command
:DELV oY) Jlof pds all 2 3 L)) fus 5
503 Error: need DELV command

S 138

€256 (AES) piadll paid) jlas i RSCK Jlois Blue nais e ciny 1

GCL“-A\ 148 ccodorg O colas Mg allu )l cfe oy £ o 2

DLall ity 54 &l )l caian (ENVELOPE) OO wol ade llay Tejm o MIME &lLaj <L) 3
¢([IETF RFC 2045]

¢<CR><LF><CR><LF>: L U alo Ji alu 4

MIME %L} Jlo| 5

pdseadl e aBge ELUYL Jladl 148
250 Notice-of-deposit:

<notice of deposit signed by the Cmail server encoded in base64>
250 Ok

e-\;mj\j J.:ofoj\ o é}e &\.\g:}lb ) 15.8

et sk

Coledd fl YU jlasyl 34 i

it 570 Gal

(oponll amliin Jlanzal pdsdl a w35l YL sy adsn
¢tbaseB4 s ady ) jald

e gy dazal) ) pu 1) dedl JL)

g A W N

DEPO <notice of deposit base64 encoded>
BA JSa) A Ll (3 saedl Cny
M ;M\ C\JA‘ 53¢ 9 CipherEnvelopeKey ¢ SecretQuestion (3> e
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.(Response) 29 (Request) g.,.lh (* -SecretQuestion u-r\-ig

Sl =l e ales Jo Ml As AlgorithmIdentifier 3J ya2us .RandomNumber bl ey W3,
il Leiyg .(hash) Jlp=¥) dls Cles (3 ezl 405,53 1is AlgorithmIdentifier 2,29 .ENVELOPE
2> Ly RSCK 5 RandomNumber (r o)l ¢ ¢ fyitwoll josasll ~lilly 2Ll RSCK 8,820l ~liie 3slazal Yf
el e Jiz )

(XML) detedld AL e gl) 332 dbes o s

<Entity EmailAddress="john.doe(@example.org" Type="to">

<SecretQuestion>

<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1"
Encoding="base64">5mYZWht1l0yxBa/wl7VLiiQ=</response>

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..bl1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate
Encoding="base64">MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AM. . sdjn7VDBlb+WS10j2rJcAHHsUyr..
/gy7</Certificate>
</Entity>

ASN.1 547l (DER) 85kl padl aslsh plasizad gimdl s mlazay — 1 Al
o Lads K.’é):l\ 2\2;;:.:” (J.};L\ Jﬁ U3 & M' Wil C\.:.u Jﬁ N (i\b Le J\}::-Y\ s A_.J\-\m} EJLGl (.X:;L\ fja_mm“ S N -2 Zdar'j\.d\
N s Oles

i) 3y ez (gl JIgedl V) pasll b ¥ il s gl D - 3 Sl
dazaoll W) Sledse e (ENVELOPE) SO 16.8
Ol dasms gl e finadly o M OSTIL Y] 2T s Sy a2 (111138 3,240 3@l L) L5 Y

(1 SN 3 ml6 ) L)
SEND EVLP <MIME message>

dozrall Wyl SDladss (o ey adgedl HldY 17.8

:L}L:J\ ) Pty
250 Notice-of-transit:
<notice of transit base64 encoded>

el D] dazall i e Lo 13) W) L)) s
250 Ok
TS UPRSIPS A [ NV N UESINE I WICH [V DU g oo
503 Error: incorrect Notice-of-transit
(ENVELOPE) G W5 sl stazall syl jonally jlasYl dn
lay pbed) Loy O Bon ey O e Dleglas pean YL Hlas] slisl e dazall Wl iz asky
Y Y Bl syl ey | egenll axliis axdsyg (MIME JlY)
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258l adsadl jlaiy) 188

tleaall ) s pdsl) ask

todiad) sl jlaaY) 6 s ey

sl amlzie Jlomtal pdotdl e sl jsally jles ) mdsy
¢hase64 &aiy dmll piis

D) plsaly dezall Wl a1 dzdl Jlol,

A W N

250 Signed-notice-of-transit:

<signed notice of transit base64 encoded>
250 Signed-notice-of-deposit:

<signed notice of deposit base64 encoded>
250 Ok

(CPOP) Aazradl iyl Boie JsS3i9 9
1S @ p6 AL plasdl 78 6.9 U 1.9 e LA (3 5y

Kl o A 19

[IETF RFC 1939] JLall 3 LIST Y «f 5 il 3 sdd) ol alisanly Bl sle oley Sloglall e
T oS 4 13) el Jad 4] §LaY a3LoY) Redall OLas cidlan Al oy o JS7 ) Bidly (23LE] Bodes o

e (1 JSKad & pl sty Tste Tig i)
C: LIST
S: +OK 2 messages (320 octets)
S:1120
S: 2 200 CertifiedMail
S:.
oall Al pd e s sy Lo R gl) L) 85 e Bpslal) 259 7SOY) L) aelr B3zl Laf oY s ety

pusiolly foiraall o @dgelt aBlaw ¥l Hlad Y (o Bl 2.9
o @B eV byl gl dmy b Wl RETR W) dimtig ¥ ool Jaoy Gagungll Lo () sl
AL YU o)l e M Boles ey a3 ) msdll e franll 3>z base64 §anll sl pasd)
tJle
C:RETR 2
S ERN[ PR PR RNVEN (VN PN W I I EX[ I WV O WP
S: +OK 200 octets
S: <the Cmail server sends the notice of reception including the challenge>
S:.
MV jlas Y1 ] e pisddl (S Y Lo 2JU AL L5

503 Error: impossible to send Notice-of-reception
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me S5 ey ezl .AUJ\ (w\s'- (‘}5.33 VJ&M\L\J sl Entity s an]l dyen t‘u\gyb )M}“ Lﬁ Jazall H\UJ\ (-J\s'- AL
.Entity &bl 34ie (3 5)ls)) Response sdis (S5:2 Jers e YL Y1 (3 sl ol

YL syl (3 s e Jl

<Entity EmailAddress="john.doe(@example.org" Type="to">

<SecretQuestion>

<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1"
Encoding="base64">5mYZWht1l0yxBa/wl7VLiiQ=</response>

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..b1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate
Encoding="base64">MIIBIjANBgkghkiGO9w0OBAQEFAAOCAQS8AM..sdjn7VDBlb+WS10j2rJcAHHsUyr..
/gy7</Certificate>
</Entity>

ASN.IDER izl alascnl gamadl b S — 1 da>Sd)

VL Y 3 s daall & éLmaM(gg

<Entity EmailAddress="john.doe@example.org" Type="to">

<SecretQuestion>

<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1" Encoding="base64" />

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..b1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate
Encoding="base64">MIIBIjANBgkqghkiGOwOBAQEFAAOCAQS8AM. . sdjn7VDBlb+WS10j2rJcAHHsSUyr..
/gy7</Certificate>
</Entity>

ASN.1 DER paidl szl gimall 114 S = 2 dla>Sad

e.\;’:.oj\ A9 J.sﬁ::..wj\ o0 éj.oj\ e}!\:.w'ﬂb iyl o9 393 1 e 3o 3.9
: w;" \()1-.’.

¢tRSCK C\J-él\ olazsly

(il Jo sl oLt

¢ ol axlide Jlaszaly AU Cijl\ YU syl e @59,5\;
thase64 &,aiy doudl als

D) szl dexall ypdl sz ) Gl Sl

o o1 B~ W N

CHLG RESP <challenge response and recipient and server signed notice of reception>
WS AN S as iy Ll asd

<Entity EmailAddress="john.doe@example.org" Type="to">

<SecretQuestion>

<Request RandomNumber="30987497498789739837"/>

<Response AlgorithmIdentifier="2.16.840.1.101.3.4.2.1" Encoding="base64"></response>

</SecretQuestion>

<CipherEnvelopeKey Algorithm="AES" CipheredKey="RSA" Encoding="base64-DER"
KeySize="256">UjBg..b1PHDOOM4IFnTpzHn9TQ==</cipherEnvelopeKey>

<Certificate
Encoding="base64">MIIBIjANBgkqghkiGO9wOBAQEFAAOCAQS8AM.  sdjn7VDBlb+WS10j2rJcAHHsUyr..
/gy7</Certificate>
</Entity>

ASN.1DER jadl plascal i) 144 - Ss — Ao
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M\ (}5-35 .CipherEnvelopeKey sdanll LS}TS'- 3;5-& GJ-M L;dj—«-xj\ a>La Jw" L’ RSCK C\JA‘ M}““ f EUE S-oo)
Jj«&;"j 302| AlgorithmIdentifier Jfl\ (U};:.w\.; Lo.&\jb-\j RSCK C\iﬁl\j RandomNumber (s b)b SU3 Uy
.SecretQuestion J\}..J\ G LSLG

ezl i U ULl Leadsrs (pdea U Bkl a3 Gl Flocials Lined) pgdg

(ENVELOPE) &1 4.9
@y .RETR o it aiy ol ity (ENVELOPE) GO cazall sl a2 fvy ((OK) Lok sl 018713
Aemad) DI il Al ) OV iz
PO L pr a4 130 BRI AL s
503 Error: impossible to send ENVELOPE

() dhosral) Wyl adss (o pueall (o9 plienall (10 2390 pMaWl Hlak 5.9
Pl damme A o i Binlly M 06K Lt YL AL sda s Y

SEND NORP <base64 encoded Recipient and server signed notice of reception>
poall oy phiemedl o @5 @MWl Jlas 6.9
Pl damme W oo il Linlly M 000 Lt Y AL ol s Y

SEND NORP <base64 encoded Recipient and server signed notice of reception>
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A Gkl

(XSD) XML dalll falases Ciyjazy ol ylao)

(rosd) ol n Tty ¥ i ol Mn (St

Jis Sis [XSD] 2hwolsdly Ciose 52 LS XML &l Lozt Cappos sz ) Sllad Yl ddolse ol L oy
53,050l XSD Capad) wlivslsh b 05 OF gty [XML] 2iolshly Cioge 98 LS XML @l ice oVLa™

L) 1

XSD il ol ol el 1A
A0.A &> LA o JSEY L)

|S] Schema : http://www.itu.int/ITU-T/formal-language/itu-t/x/x000/TO_BE_DISCUSSED/x-cmail-notices

(25 Directives

(&) Elements

Types

[&] DepositMotice : DepositMoticeType

L8] ReceipMotice : ReceiptMoticeType

[&] SignedDeposithotice : SignedDepositoticeType
L] SignedReceiptMotice : SignedReceiptMoticeType
L] SignedTransitMotice : SignedTransitNoticeType
[€] TransitNotice : TransitNoticeType

CertificateType =
CipherEnvelopeKeyType

ContentEnvelopelnformationType

DepositNoticeType

DigitalPostmarkType

EntitiesType

EntityChallengeType

EntityEnvelopelnformationType

EntityType

EnvelopelnformationType

HashValueType

ReceiptMoticeType

RequestType

ResponseType L
SecretQuestionType

SignedDepositMoticeType

SignedReceiptNoticeType

SignedTransitNoticeType
TransitMoticeType =

Ll By olall — 1.4 |0

DepositMoticeType

«s €] DigitalPostmark [1..1] DigitalPostmarkType

15

DigitalP ostmarkType
Envelopeld string
DeliveryType (DeliveryTypeType)
[e] MimeMessageHash [1.*] HashValueType
= [2] Signature [0.7%]

EINL Hlasyl — 2.4 (S
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SignedDepositMNoticeType

(2] DigitalPastrnark [1.1] DigitalPostmarkType

[2] Envelopelnfermation [1.1] EnvelopelnformationType

DigitalPostmarkType

Envelopeld string
DeliveryType (DeliveryTypeType)
[e] MimeMessageHash [1.*] HashValueType

= [&] Signature [0.%]

EnvelopelnformationType

[e] ContentEnvelopelnformation [1.1] ContentEnvelopelnformationType

[B] Entities [1.1] EntitiesType
[e] Signature [0.7]

gl gdsall jlasyl — 3.4 IS

EnvelopelnformationType

[e] ContentEnvelopelnformation [1.1] CententEnvelopelnformationType
[e] Entities [1.7] EntitiesType
[e] Signature [0..%]

ContentEnvelopelnformationType

Messageld

string

[e] CipheredEnvelopeHash

[e] UncipheredEnvelopeHash

HashValueType
HashValueType

EntitiesType

=ec|[€] Entity [1.*] EntityType

O Olaghas aas — 4.4 S

EntityType

EmailAddress string
Type (TypeType)
[8] SecretCuestion SecretCuestionType

[e] CipherEnvelopekey  CipherEnvelopeKeyType
[e] Certificate CertificateType

[=] (TypeType)

SecretQuestionType

[2] Request RequestType
[e] Response  ResponseType

CipherEnvelopekey Type

Algorithm string
CipheredKey  string
Encoding string
KeySize int

CertificateType
encoding  string

Ot as — 5.4 SN
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SecretCuestionType

[e] Request RequestType

[2] Response  ResponseType

RequestType
RandomMumber

string

RezponseType
Algaorithmldentifier

string

Gl — 6.4 S

ReceiptMoticeType

DigitalPostmarkType

[2] DigitalPostmark DigitalPastrarkType

[e] Envelopelnformation  EntityEnvelopelnformationType

Envelopeld
DeliveryType

string
(DeliveryTypeType)

[e] MimeMessageHash [1.*] HashValueType
[e] Signature [0.7]

EntityEnvelopelnformationType

[e] BodyEnvelopelnformation
[E] Entity
[e] EntityChallenge

ContentEnvelepelnformationType
EntityType
EntityChallengeType

el jlesyl — 7.4 S

EntityEnvelopelnformationType

[e] BodyEnvelopelnformation

[&] Entity
[e] EntityChallenge

Entity Type
EntityChallengeType

ContentEnvelopelnformationType

ContentEnvelopelnformationType

Messageld string

[#] UncipheredEnvelopeHash
[e] CipheredEnvelopeHash

HashValueType
HashValueType

Entity Type

Email&ddress string
Type (TypeType]
[e] SecretCuestion SecretQuestionType

[e] CipherEnvelopekey
(8] Certificate

CipherEnvelopeKeyType

CertificateType

EntityChallengeType

[e] SecretCuestion
[e] Signature

SecretQuestionType

Gl o Ll 3y — 8.4 JSKa!

TransitMoticeType

[8] DigitalPostmark [1.1] DigitalPostmarkType

DigitalPostmarkType

Envelopeld
DeliveryType (DeliveryTypeType)

string

[e] MimeMessageHash [1.%] HashValueType

[8] Signature [0.7]

23l slasyl — 9.4 JSCadl
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SignedTransitMoticeType DigitalPostmarkType
[€] DigitalPostmark [1.1] DigitalPostmarkType Envelopeld string
[e] Envelopelnformation [1.1] EnvelopelnformationType DeliveryType (DeliveryTypeType)
[e] MimeMessageHash [1.*] HashValueType
[e] Signature [0.7]

EnvelopelnformationType

[e] ContentEnvelopelnformation [1.1] ContentEnvelopelnformationType
=ec @] Entities [1.1] EntitiesType
[e] Signature [0.7]

el @dgall jlasyl — 10.A S

XSD cagpadly OlyledW dow J) ddolgadl  2.A

<?xml version="1.0" encoding="UTF-8"?>

<schema targetNamespace="http://www.itu.int/xml-namespace/itu-t/x.1341/x-cmail-notices"
elementFormDefault="qualified" xmlns="http://www.w3.0rg/2001/XMLSchema"

xmlns:tns="http://www.itu.int/xml-namespace/itu-t/x.1341/x-cmail-notices"

xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<import namespace="http://www.w3.0rg/2009/xmldsigll#"
schemalocation="http://www.w3.0org/TR/xmldsig-corel/xmldsigll-schema.xsd" />

<import namespace="http://www.w3.0rg/2009/xmldsig-properties"
schemalocation="http://www.w3.org/TR/xmldsig-properties/xmldsig-properties.xsd" />

<import namespace=http://www.w3.0rg/2000/09/xmldsig#
schemaLocation="http://www.w3.0rg/TR/xmldsig-core/xmldsig-core-schema.xsd" />

<element name="DepositNotice" type="tns:DepositNoticeType'"></element>

<element name="SignedDepositNotice" type="tns:SignedDepositNoticeType"></element>
<element name="TransitNotice" type="tns:TransitNoticeType"></element>

<element name="SignedTransitNotice" type="tns:SignedTransitNoticeType"></element>
<element name="ReceipNotice" type="tns:ReceiptNoticeType"></element>

<element name="SignedReceiptNotice" type='"tns:SignedReceiptNoticeType'"></element>

<complexType name="DigitalPostmarkType">
<sequence>
<element name="MimeMessageHash" type="tns:HashValueType"
maxOccurs="unbounded" minOccurs="1">
</element>
<element name="Signature" type='"ds:SignatureType"
maxOccurs="unbounded" minOccurs="0">
</element>
</sequence>
<attribute name="EnvelopeId" type="string" use="required"></attribute>
<attribute name="DeliveryType" use="required">
<simpleType>
<restriction base="string">
<enumeration value="CertifiedMail"></enumeration>
</restriction>
</simpleType>
</attribute>
</complexType>

<complexType name="EnvelopeInformationType">
<sequence>

<element name="ContentEnvelopeInformation"
type="tns:ContentEnvelopeInformationType" maxOccurs="1" minOccurs="1">

</element>

<element name="Entities" type="tns:EntitiesType"
maxOccurs="1" minOccurs="1">

</element>

<element name="Signature" type="ds:SignatureType"
maxOccurs="unbounded" minOccurs="0">
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</element>
</sequence>
</complexType>

<complexType name="ContentEnvelopeInformationType">
<sequence>
<element name="UncipheredEnvelopeHash" type="tns:HashValueType"></element>
<element name="CipheredEnvelopeHash" type="tns:HashValueType'"></element>
</sequence>
<attribute name="MessageIld" type="string"></attribute>
</complexType>

<complexType name="SecretQuestionType'>
<sequence>
<element name="Request" type="tns:RequestType"></element>
<element name="Response" type="tns:ResponseType"></element>
</sequence>
</complexType>

<complexType name="EntityType">
<sequence>
<element name="SecretQuestion" type="tns:SecretQuestionType"></element>
<element name="CipherEnvelopeKey"
type="tns:CipherEnvelopeKeyType'>

</element>
<element name="Certificate" type="tns:CertificateType"></element>
</sequence>
<attribute name="EmailAddress" type="string" use="required">
<annotation>

<documentation>Email address has to be in RFC 822format</documentation>
</annotation></attribute>
<attribute name="Type" use="required">
<simpleType>
<restriction base="string">
<enumeration value="from"></enumeration>
<enumeration value="to"></enumeration>
<enumeration value="cc"></enumeration>
<enumeration value="transit"></enumeration>
</restriction>
</simpleType>
</attribute>
</complexType>

<complexType name="CipherEnvelopeKeyType'>
<attribute name="Algorithm" type="string"></attribute>
<attribute name="CipheredKey" type="string"></attribute>
<attribute name="Encoding" type="string"></attribute>
<attribute name="KeySize" type="int"></attribute>
</complexType>

<complexType name="CertificateType">
<attribute name="encoding" type="string"></attribute>
</complexType>

<complexType name="EntitiesType'>
<sequence>
<element name="Entity" type="tns:EntityType"
maxOccurs="unbounded" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="SignedDepositNoticeType">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
<element name="EnvelopeInformation"
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type="tns:EnvelopeInformationType" maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="DepositNoticeType'">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="TransitNoticeType">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="SignedTransitNoticeType">
<sequence>
<element name="DigitalPostmark" type="tns:DigitalPostmarkType"
maxOccurs="1" minOccurs="1">
</element>
<element name="EnvelopeInformation"
type="tns:EnvelopeInformationType" maxOccurs="1" minOccurs="1">
</element>
</sequence>
</complexType>

<complexType name="ReceiptNoticeType">
<sequence>
<element name="DigitalPostmark"
type="tns:DigitalPostmarkType">
</element>
<element name="EnvelopeInformation"
type="tns:EntityEnvelopeInformationType">
</element>
</sequence>
</complexType>

<complexType name="SignedReceiptNoticeType">
<sequence>
<element name="DigitalPostmark"
type="tns:DigitalPostmarkType">
</element>
<element name="EnvelopeInformation"
type="tns:EntityEnvelopeInformationType">
</element>
</sequence>
</complexType>

<complexType name="HashValueType">
<attribute name="AlgorithmOID">
<simpleType>
<restriction base="string">
<enumeration value="1.3.14.3.2.26"></enumeration>
<enumeration value="2.16.840.1.101.3.4.2.1"></enumeration>
</restriction>
</simpleType>
</attribute>
</complexType>

<complexType name="EntityEnvelopeInformationType'">

<sequence>
<element name="BodyEnvelopeInformation" type="tns:ContentEnvelopelInformationType">
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</element>
<element name="Entity" type="tns:EntityType'"></element>
<element name="EntityChallenge" type="tns:EntityChallengeType"></element>
</sequence>
</complexType>

<complexType name="EntityChallengeType'">
<sequence>
<element name="SecretQuestion" type="tns:SecretQuestionType"></element>
<element name="Signature" type="ds:SignatureType"></element>
</sequence>
</complexType>

<complexType name="RequestType'">
<attribute name="RandomNumber" type="string"></attribute>
</complexType>

<complexType name="ResponseType'">
<attribute name="AlgorithmIdentifier" type="string"></attribute>
</complexType>

</schema>
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CMAIL {itu-t(0) recommendation(0) x(24) cmail (1341]) asnlModule(l) cmail (1)}

DEFINITIONS AUTOMATIC TAGS ::=
BEGIN

IMPORTS String
FROM XSDv2 {joint-iso-itu-t asnl(l) specification(0) modules (0)
xsd-module (2) version2(2)};

DepositNotice : := DepositNoticeType
SignedDepositNotice ::= SignedDepositNoticeType
TransitNotice ::= TransitNoticeType
SignedTransitNotice ::= SignedTransitNoticeType
ReceiptNotice : := ReceiptNoticeType
SignedReceiptNotice ::= SignedReceiptNoticeType
DigitalPostmarkType ::= SEQUENCE {

mimeMessageHash SEQUENCE (SIZE(1l..MAX)) OF
mimeMessageHash HashValueType,

signature SEQUENCE (SIZE(0..MAX)) OF
signature SignatureType,

envelopeld String,

deliveryType ENUMERATED {

certifiedMail,
}
}

EnvelopeInformationType ::= SEQUENCE {
contentEnvelopeInformationContentEnvelopeInformationType,
entities EntitiesType,
signature SEQUENCE (SIZE(0..MAX)) OF

signature SignatureType

}

ContentEnvelopeInformationType ::= SEQUENCE {
uncipheredEnvelopeHash HashValueType,
cipheredEnvelopeHash HashValueType,
messageld String

}

SecretQuestionType ::= SEQUENCE {
request RequestType,
response ResponseType

}

EntityType ::= SEQUENCE {
secretQuestion SecretQuestionType,

(2015/09) ITU-T X.1341 dwegdll

22


http://www.itu.int/ITU-T/recommendations/rec.aspx?id=12479&lang=en
http://www.itu.int/ITU-T/recommendations/rec.aspx?id=12483&lang=en
http://www.itu.int/ITU-T/recommendations/rec.aspx?id=12489&lang=en

cipheredEnvelopeKey CipheredEnvelopeKeyType,
certificate CertificateType,
emailAddress String

(CONSTRAINED BY

{-- "Email address has to be in IETF RFC 822 format --}),

type ENUMERATED {
from,
to,
cc,
transit
}
}

CipheredEnvelopeKeyType ::= SEQUENCE {
algorithm String,
cipherededKey String,
encoding String,
keySize String
}

CertificateType ::= SEQUENCE {
encoding String

}

EntitiesType ::= SEQUENCE {
entity SEQUENCE (SIZE (1. .MAX)) OF entity EntityType
}

SignedDepositNoticeType : := SEQUENCE ({
digitalPostmark DigitalPostmarkType,

envelopeInformation EnvelopeInformationType

}

DepositNoticeType ::= SEQUENCE {
digitalPostmark DigitalPostmarkType
}

TransitNoticeType ::= SEQUENCE {
digitalPostmark DigitalPostmarkType
}

SignedTransitNoticeType ::= SEQUENCE ({
digitalPostmark DigitalPostmarkType,

envelopeInformation EnvelopeInformationType

}

ReceiptNoticeType : := SEQUENCE {
operatorPostmark DigitalPostmarkType
}

SignedReceiptNoticeType ::= SEQUENCE ({
operatorPostmark DigitalPostmarkType,

envelopeInformation EntityEnvelopeInformationType

}

HashValueType ::= SEQUENCE ({
algorithmOID ENUMERATED {
sha-1,
sha-256
}

}

EntityEnvelopeInformationType ::= SEQUENCE {
bodyEnvelopeInformation ContentEnvelopeInformationType,
entity EntityType,
entityChallenge EntityChallengeType

}
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EntityChallengeType SEQUENCE {
secretQuestion _SecretQuestionType,
signature SignatureType

}

RequestType = SEQUENCE {
randomNumer String
}

ResponseType ::= SEQUENCE {
algorithmIdentifier String
}

SignatureType := String

ENCODING-CONTROL XER

GLOBAL-DEFAULTS MODIFIED-ENCODINGS

[NAME AS CAPITALIZED] DigitalPostmarkType.mimeMessageHash

[UNTAGGED] DigitalPostmarkType.mimeMessageHash

[NAME AS CAPITALIZED] DigitalPostmarkType.signature.*

[UNTAGGED] DigitalPostmarkType.signature

[NAME AS CAPITALIZED] DigitalPostmarkType.envelopeIld

[ATTRIBUTE] DigitalPostmarkType.envelopeld

[NAME AS CAPITALIZED] DigitalPostmarkType.deliveryType

[ATTRIBUTE] DigitalPostmarkType.deliveryType

[TEXT AS CAPITALIZED] DigitalPostmarkType.delivetyType:certifiedMail

[NAME AS CAPITALIZED] EnvelopelInformationType.contentEnvelopeInformation

[NAME AS CAPITALIZED] EnvelopelInformationType.entities

[NAME AS CAPITALIZED] EnvelopeInformationType.signature

[UNTAGGED] EnvelopeInformationType.signature

[NAME AS CAPITALIZED]
ContentEnvelopeInformationType.uncipheredEnvelopeHash

[NAME AS CAPITALIZED]
ContentEnvelopeInformationType.cipheredEnvelopeHash

[NAME AS CAPITALIZED] ContentEnvelopeInformationType.messageId

[ATTRIBUTE] ContentEnvelopeInformationType.messageld

[NAME AS CAPITALIZED] SecretQuestionType.request
[NAME AS CAPITALIZED] SecretQuestionType.response
[NAME AS CAPITALIZED] EntityType.secretQuestion
[NAME AS CAPITALIZED] EntityType.cipheredEnvelopeKey
[NAME AS CAPITALIZED] EntityType.certificate

[NAME AS CAPITALIZED] EntityType.emailAddress

[ATTRIBUTE] EntityType.emailAddress

[NAME AS CAPITALIZED] EntityType.type

[ATTRIBUTE] EntityType.type

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.algorithm
[ATTRIBUTE] CipheredEnvelopeKeyType.algorithm

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.cipheredKey
[ATTRIBUTE] CipheredEnvelopeKeyType.cipheredKey

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.encoding
[ATTRIBUTE] CipheredEnvelopeKeyType.encoding

[NAME AS CAPITALIZED] CipheredEnvelopeKeyType.keysize
[ATTRIBUTE] CipheredEnvelopeKeyType.keysize

[NAME AS CAPITALIZED] CertificateType.encoding
[ATTRIBUTE] CertificateType.encoding

[UNTAGGED] EntitiesType.entity

[NAME AS CAPITALIZED] EntitiesType.entity.*

[NAME AS CAPITALIZED] SignedDepositNoticeType.digitalPostmark
[NAME AS CAPITALIZED] SignedDepositNoticeType.envelopelInformation
[NAME AS CAPITALIZED] DepositNoticeType.digitalPostmark

[NAME AS CAPITALIZED] TransitNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedTransitNoticeType.digitalPostmark
[NAME AS CAPITALIZED] SignedTransitNoticeType.envelopeInformation
[NAME AS CAPITALIZED] ReceiptNoticeType.digitalPostmark

[NAME AS CAPITALIZED] SignedReceiptNoticeType.digitalPostmark
[NAME AS CAPITALIZED] SignedReceiptNoticeType.envelopeInformation
[NAME AS CAPITALIZED] HashValueType.algorithmOID

[ATTRIBUTE] HashValueType.algorithmOID
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[TEXT AS "1.3.14.3.2.26"] HashValueType.algorithmOID:sha-1

[TEXT AS "2.16.840.1.101.3.4.2.1"] HashValueType.algorithmOID:sha-256

[NAME AS CAPITALIZED]
EntityEnvelopeInformationType.BodyEnvelopeInformation

[NAME AS CAPITALIZED]
EntityEnvelopeInformationType.entityChallenge

[NAME AS CAPITALIZED] EntityChallengeType.secretQuestion

[NAME AS CAPITALIZED] EntityChallengeType.signature

[NAME AS CAPITALIZED] RequestType.randomNumber

[ATTRIBUTE] RequestType.randomNumber

[NAME AS CAPITALIZED] ResponseType.algorithmIdentifier

[ATTRIBUTE] ResponseType.algorithmIdentifier

END
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"1373360283931.deposit.notice" alll : s

Received: from localhost ([127.0.0.1]

by begmeil

with SMTP (SubEthaSMTP null) id HIWV8HF9

for laura.prin@legalbox.com;

Tue, 09 Jul 2013 10:58:14 +0200 (CEST)
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=depositNotice.xml

PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiTHNOYWSkYWxvbmU9Im5vIj8+Cixs
ZXROZXJIEZXBvc210UG9zdGlhcms+CiAgPGIWZXIhdGOyUG9zdGlhcms+CiAgICA8ZWS52ZWxvcELlk
bGIWZWQtc21lnbmF0dXJ1I1i8+CiAgICAGICAGICASLIRYYW522mIybXM+CiAgICAgGICAGICASRGLN

ICAgPFJTQUt1eVZhbHV1PgogICAgICAgICAGICA8TWIkdWx1cz5tMkFSUURXUGIBMmgvMzJEQWs 4
ICAgICAgICAgIDxFeHBvbmVudD5SBUUFCPCO9FeHBvbmVudD4KICAgICAGICAgIDWVUINBS2V5VmEs
dWU+CiAgICAGICAGPCIOLZXIWYWx1ZT4KICAgGICAGPCILZX1IJbmZvPgogICAgGPCOTaWduYXR1cmU+
CiAgPC91bnZ1bG9wSWSmb3JtYXRpb24+CjwvbGV0dGVYyRGVwb3NpdFBvc3RtYXJrPgo=
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"'1373360283931.laura.prin@legalbox.com.receipt.notice” _all) : s

Received: from begmeil get hostname ([127.0.0.1])

by localhost

with SMTP (LegalBox POP Server v1.0) id HIWX27L5

for laura.prin@legalbox.com;

Tue, 09 Jul 2013 11:49:01 +0200 (CEST)
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=receiptNotice.xml

PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgi ITHNOYWSkYWxvbmU9Im5vIj8+Cixs
ZXROZXJEZXBvc210UG9zdGlhcms+CiAgPGIWZXIhdGOyUG9zdGlhcms+CiAgICA8ZWS52ZWxvcElk
PjEzNzMzNjAyODM5MzE8L2VudmVsb3BJIZD4KICAGIDxkZWxpdmVyeUlvZGU+Y2VydGlmaWVkTGVO
dGVyPC9kZWxpdmVyeUlvZGU+CiAgICA8bW1tZUl1c3NhZ2VIYXNoPgogICAgICA8c2hhMT5hNTVk
ZDhmYWUOMzg2M2VmYWRMMWY 3Z JM3MmMEwWYmU 1 MmEWMGRhYTFkPC9zaGExPgogICAgPCOtaWl1lTWVz

MDkwSD1ONEVkTTAWVU92bjY3W1lU2aTIvVSt3b31GR2tYMDI3YkVMM2pDYmpJCm5VR1IBWUGpoT3Zo
dzNPTy9mYmhKVk13dkM2NXBIMT11cnA2MO5kSOtHNIBuUNjZtQkvnUldxZ2cvTVBITmZmWkhrOXFs
WExSSXhETi8Kb0ZnS285RmMIONEx1SzBnZ3VyblY2azNicmlTeGM1UnpYVWNxTzdwbl1dUNOFONFE16
WXJJUHAYL1hjS1VgbXYxZ1i9J2Q5VHVNWGt LegpodklyOG9qUkdQcEAPd1B4cWR5QWNQR1BOUVRY
NEJrc29kSEVwdz09PCINb2R1bHVZPgogICAgICAgICAgICABRXhwb251bnQ+QVFBQjwvRXhwb251
bnQ+CiAgICAgICAgICASLLIJTQUt1eVZhbHV1PgogICAgICAGIDWVS2V5VmMEsdWU+CiAgICAgIDwWY
S2V5SWombz4KICAGIDwvU21nbmFO0dXJ1PgogIDwvemVjaXBpZW5002hhbGVuz2U+CijwvbGV0dGVy
RGVwb3NpdFBvc3RtYXJrPgo=
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"'1373360283931.laura.prin@legalbox.com.receipt.notice” _all) : s

Received: from begmeil get hostname ([127.0.0.1])

by localhost

with SMTP (LegalBox POP Server v1.0) id HIWX27L5

for laura.prin@legalbox.com;

Tue, 09 Jul 2013 11:49:01 +0200 (CEST)
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=receiptNotice.xml

PD94bWwgdmVyc21lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiTHNOYWSkYWxvbmU9Im5vIj8+Cixs
ZXROZXJEZXBvc210UG9zdGlhcms+CiAgPGIWZXIhdGIyUG9zdGlhems+CiAgICABZWS52ZWxvecElk
PjEzNzMzNjAyODM5MzESL2VudmVsb3BJZD4KICAGIDxkZWxpdmVyeUlvZGU+Y2VydGlmaWVkTGVO
dGVyPC9kZWxpdmVyeUlvZGU+CiAgICA8bW1tZU11c3NhZ2VIYXNoPgogICAGICA8c2hhMTShNTVk
ZDhmYWUOMzg2M2VmYWRmMMWY 3Z JM3MMEwYmU1MmEWMGRhYTFkPC9zaGExPgogICAgPCOtaWllTWVz

MDkwSD1ONEVkKkTTAWVU92bjY3W1lU2aTIvVSt3b31GR2tYMDI3YkVMM2pDYmpJCm5VRIBWUGpoT3Zo
dzNPTy9mYmhKVk13dkM2NXBIMT11cnA2MO5kSOtHNIBUN] ZtQkVnUldxZ2cvTVBITmZmWkhrOXF's
WExSSXhETi8Kb0ZnS285RmIONEx1SzBnZ3VyblY2azNicmlTeGM1UnpYVWNxTzdwbldUNOFONF16
WXJJUHAYL1hjS1VgbXY¥xZi9JZjQ5VHVNWGtLcgpodklyOG9qUkdQcEAPAd1B4cWR5QWNQRIBOUVRY
NFJrc29kSEVwdz09PCINDb2R1bHVZPgogICAGICAGICAGICA8RXhwb251bnQ+QVFBQjwvRXhwb251
bnQ+CiAgICAgICAgGICASLLIJTQUt1eVZhbHV1IPgogICAgICAGIDwWVS2V5VMEsdWU+CiAgICAgIDwY
S2V5SW5mbz4KICAgIDwvU21lnbmFO0dXJ1PgogIDwvemViaXBpZW5002hhbGVuz2U+CjwvbGV0dGVy
RGVwb3NpdFBvc3RtYXJrPgo=
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Received: from localhost ([127.0.0.1])
by begmeil
with SMTP (SubEthaSMTP null) id HIWV8HF9
for laura.prin@legalbox.com;
Tue, 09 Jul 2013 10:58:03 +0200 (CEST)
Date: Tue, 9 Jul 2013 10:57:51 +0200 (CEST)
From: david.keller@legalbox.com
To: laura.prin@legalbox.com
Message-ID: proto cmtp 1373360269856
Subject: =?UTF-8?Q?Bienvenue =C3=A0 CMTP!?=
MIME-Version: 1.0
Content-Type: multipart/mixed;
boundary="----= Part 1 1013939722.1373360271613"

—————— = Part 1 1013939722.1373360271613
Content-Type: multipart/mixed;
boundary="----= Part 0 2062834323.1373360271584"

—————— = Part 0 2062834323.1373360271584
Content-Type: application/octet-stream
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=envelop

RG44gUlyrlA/L+ps0R+yKMUpgPcJACMcRQALZSMoLnm07gtRataSAWkG5gnc/ £5Q

—————— = Part 0 2062834323.1373360271584--

—————— = Part 1 1013939722.1373360271613--
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