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Summary

Smart metering services have been widely deployed worldwide to make electricity grids more efficient and reliable by gathering/providing electricity usage information from/to customers, respectively. This information can be used to estimate customers' electricity demands, and the estimation can be used to shift demand or to change customers' electricity consumption behaviour by providing electricity usage information to them. However, smart metering services can malfunction because of various threats. For example, invalid metering information can lead to erroneous demand management decisions, and abusing load control functions can cause economic and physical damage to customers. Recommendation ITU-T X.1332 provides security guidelines for smart metering services to enable service providers to implement appropriate security measures to ensure the security of their service. This Recommendation identifies security threats and attack methods against smart metering services, and specifies security requirements and capabilities to mitigate these threats and attacks accordingly.
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Recommendation ITU-T X.1332

Security guidelines for smart metering services in smart grids

1 Scope

This Recommendation provides security guidelines for smart metering services in smart grids. It covers the following:

– identification of security threats and attacks against smart metering services;

– security requirements for smart metering services; and

– security guidelines for smart metering services to meet security requirements.

2 References

None.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1 demand response (DR) [b-ITU-T Y.2071]: A smart grid feature that allows consumers to reduce or change their electrical use patterns during peak demand, usually in exchange for a financial incentive. Mechanisms and incentives for utilities, business, industrial, and residential customers to cut energy use during times of peak demand or when power reliability is at risk. Demand response is necessary for optimizing the balance of power supply and demand.

3.1.2 electric power system operator [b-IEC 60050-617]: A party responsible for safe and reliable operation of a part of the electric power system in a certain area and for connection to other parts of the electric power system.

3.1.3 energy management system (EMS) [b-ITU-T Y.2071]: A computer system comprising a software platform providing basic support services and a set of applications providing the functionality needed for the effective operation of electrical generation and transmission facilities so as to assure adequate security of energy supply at minimum cost.

3.1.4 smart meter [b-ITU-T X.1331]: A device installed in premises to monitor and control the electrical power usage of smart home devices based on their demand response information.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 data concentrator: An intermediate device located between a smart meter and the utility systems whose main purpose is to collect and manage the data received from the smart meter.

3.2.2 meter data management system (MDMS): A meter data management system (MDMS) aggregates, validates, estimates and permits editing of meter data such as energy usage, generation, and meter logs. An MDMS stores this data for a limited amount of time before it goes to a data warehouse and makes this data available to authorized systems.

NOTE – Adapted from [b-ITU-T Y.2071]

3.2.3 smart metering service: A service which gathers electricity usage data through smart meters and provides analysed information to customers and utilities; third-party service providers may also participate in this service to use the electricity usage data for the provision of a service or a set of services to the customer.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

CDMA Code-Division Multiple Access

DDoS Distributed Denial of Service

DoS Denial of Service

EMS Energy Management System

EUIS Energy Usage Information System

HMAC Hash-based Message Authentication Code

IHD In-Home Display

LTE Long-Term Evolution

MDMS Meter Data Management System

PII Personally Identifiable Information

PLC Power Line Communication

QoS Quality of Service

TLS Transport Layer Security

VPN Virtual Private Network

5 Conventions

None.

6 Overview

Smart metering services, one of the fundamental features in a smart grid, have been widely deployed worldwide to make electricity grids more efficient and reliable by gathering/providing information from/to customers, respectively.

A smart meter measures, records, and transfers the amount of electricity that a customer has used. Metering data is transmitted periodically, such as every 5 or 15 minutes. Based on these data, smart metering service providers can estimate customers' electricity demands. According to this estimation, they can make the electricity grid more reliable by shifting the demand or by changing customers' electricity consumption behaviour.

Smart metering service providers can provide customers with information about their electricity usage as well as real-time electricity rates, estimated bills, statistical data, or demand trends. By using this information, customers can voluntarily try to reduce their electricity consumption. For example, if the provider applies dynamic pricing and changes the rate based on the electricity demands, customers might delay or advance their electricity-consuming action.

However, threats exist that could cause smart grids to malfunction. For example, invalid metering information can lead to erroneous demand management decisions, and abusing load control functions can cause economic and physical damage to customers. Further, when third-party service providers have access to metering information, the issue of protecting personally identifiable information (PII) must be considered.

Moreover, electricity usage information, statistics, and cost information are usually transferred to customers' Internet-connected devices such as smartphones or handheld PCs. Thus, almost all threats that can affect mobile devices could also affect smart metering services.

This Recommendation investigates security threats in smart metering services and identifies security requirements and capabilities to ensure the security of smart metering services.

7 Architecture of smart metering services

Before describing the security of smart metering services, an architecture for such services is defined to identify all entities related to smart metering service to clarify their relationships.

For defining a general model of a metering service, this Recommendation considers the following use cases:

– gathering electricity usage data from metering devices;

– providing electricity usage trends to customers;

– providing electricity usage information to third-party service providers; and

– providing electricity usage information to electric power system operators.

Figure 7-1 shows a smart metering service architecture for these use cases. In this model, there are six major entities: metering device, electric power system operator, metering data management system (MDMS), utility (system), third-party service provider and customer.

Metering device measures a customer's electricity usage and sends metering data to MDMS in a utility. The utility provides an energy usage information system (EUIS) to present electricity usage trends to customers. To generate statistical information, EUIS obtains metering data from MDMS. The utility's billing system also uses metering data. In this architecture, the EUIS and the billing system are categorized as utility system.

Electric power system operator uses metering data to estimate the current and future status of the power system. Electric power system operator's energy management system (EMS) receives metering data from MDMS and analyses electricity demand trends using these data. Based on the estimated demands, the operator adjusts the amount of electricity supply so that the power system can balance supply and demand.

Customer has smart energy displays or smart devices that show statistics of energy usage and control the loads connected to their premises networks. Customers can use several types of displays, including smartphones, tablets, smart TVs, personal computers, and specialized in-home displays (IHDs) to access the utility's EUIS.

Third-party service provider uses metering data to improve service quality. For example, a cable TV company can broadcast a commercial advertisement for a detergent to a particular customer, if it knows this customer is doing his laundry.
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Figure 7-1 – Smart metering service architecture

Six relationships between entities in this architectural model are considered: metering device and MDMS, MDMS and EMS, MDMS and utility system, MDMS and third-party service provider, customer and utility system, and customer and third-party service provider.

Metering device is connected to MDMS via a network. The network can be an open one such as LTE or CDMA or a closed one such as PLC or leased line. Irrespective of the network type, data concentrators will aggregate metering data in an area and send the aggregated data to MDMS.

MDMS and EMS communicate with each other via a telecommunication network with guaranteed quality of service (QoS).

MDMS and utility system are usually located in the same network. If they are not connected in the same network, they are usually connected with a telecommunication network with guaranteed QoS.

MDMS can be connected with third-party service providers using a telecommunication network with guaranteed QoS.

Since customers use an open network such as the Internet, both utility system and third-party service provider are connected with customers via the open network. Customers can access the networks via WiFi, LTE, Bluetooth, etc.

8 Security threats in smart metering services

8.1 Threats to interface between metering device and MDMS

The interface between the metering device and MDMS is used to collect and process a large number of customers' electricity usage data, including meter data, load profile, and electricity quality measurements. The data transferred via this interface is the attackers' main target. Attackers damage smart metering services by intercepting, falsifying and replaying these data.

Attackers also target denial of smart metering services by launching distributed denial of service (DDoS) attacks against MDMS.

The interface between metering device and MDMS is vulnerable to the following threats:

– Information leakage: Smart metering devices (i.e., smart meter) periodically send electricity load data (metering data) to MDMS via a data concentrator. In smart grids, this period is very short (e.g., 5 min or less). Therefore, attackers can notice customers’ life pattern if they can sniff metering data.

– Falsifying metering data: Attackers can block actual metering data, and send falsified metering data to MDMS instead. Such attacks can cause failure of demand estimation by preventing MDMS and EMS from accessing the actual collected metering data. Such failures can also cause an imbalance between demand and supply, resulting in power outage.

– Falsifying load profile: Attackers can make unauthorized modifications to the load profile stored in metering devices. Since billing system charges each customer based on their load profile, this threat could result in incorrect billing of customers.

– Denial of service (DoS): Attackers can perform a DoS attack to run malicious code on a number of metering devices or data concentrators and flood a target (usually the MDMS) with considerable data or a large number of service requests. Such an attack can slow down or even stop a smart metering service.

8.2 Threats to interface between MDMS and third-party service provider

The interface between MDMS and third-party service provider is used to share metering data so that the latter can provide various customized services for each customer. Since PII can be transferred via this interface, attackers mainly target these data and damage smart metering services by intercepting and using these data.

The interface between MDMS and third-party service provider is vulnerable to the following threats:

– PII breaches: Attackers can intercept PII by launching a packet sniffing attack or executing a malicious code on third-party service provider's Internet-connected systems.

8.3 Threats to interface between utility system and customer 

The interface between the utility system and customer premises device provides various types of information that encourage customers to participate in demand response. Information including customer's electricity usage trends, real-time electricity prices, demand trends, bills and statistical data can be provided. By falsifying transferred information, attackers can deceive a customer into consuming excessive electricity. DoS attack is another serious potential threat to utility system connected to customer premises devices.

The interfaces between utility system and customer device is vulnerable to the following threats:

– Falsifying real-time price: Attackers can falsify real-time price communicated by the utility system to customers to deceive them. If falsified price is made lower than actual price, customer devices (such as a smart energy display) can make an electricity-consuming device (e.g., electric vehicle) consume more electricity. By contrast, if the price is made higher than actual price, customer could lose the chance to store electricity at low cost.

– Denial of service: Attackers can perform a DoS attack to run malicious code on a number of customer devices and flood a target (usually an EUIS) with massive service requests. Such attack can slow down or even stop a smart metering service.

– PII breaches: An attacker can intercept PII by launching a packet sniffing attack or executing malicious code on a customer's Internet-connected device.

9 Security requirements of smart metering services

9.1 Security requirements of electricity usage metering

Electricity usage metering is the most important feature of smart metering services. When it works properly, MDMS can collect the necessary information for producing electricity usage trends, each customer's usage pattern, electricity utility bills, etc. Furthermore, other entities in the smart metering service can use this information to play their role correctly. Thus, the integrity, authenticity, and confidentiality of metering data are the main security requirements of the information gathering procedure.

To correctly respond to threats against the communication interface between smart meter and MDMS, the following security requirements should be considered.

– End-to-end confidentiality of data transferred via communication interface between a smart meter and the MDMS should be ensured.

– End-to-end integrity of communication messages between a smart meter and the MDMS should be ensured to prevent unauthorized modification of the data.

– Metering data and authentication information stored in devices such as smart meters, data concentrators, and MDMS should be protected from unauthorized access.

– Sender's authenticity for each communication transaction should be ensured.

9.2 Security requirements for information used by customer

Since customer devices can access a utility system connected to the backend electric power system, they are the main target for attacking smart metering services. Thus, for this part of a smart metering service, data and applications in customer devices should be protected.

To mitigate possible side effects from threats against the communication interface between the utility system and customer, the following security requirements should be considered.

– Data confidentiality for the communication interface between the customer and utility system should be ensured.

– Data integrity for communication messages between the customer and utility system should be ensured to prohibit unauthorized modification of data.

– Sender's authenticity for each communication transaction should be ensured.

– Information stored in a customer device and utility system should be protected from unauthorized access.

– Integrity of applications in customer device should be considered.

9.3 Security requirements for information used by third-party service provider

The main concerns in this matter are PII data handling and PII breaches between third-party service provider and MDMS.

To properly handle threats against the communication interface between MDMS and third-party service provider, the following security requirements should be considered.

– Data confidentiality for the communication interface between MDMS and third-party service provider should be ensured.

– Data integrity for communication messages between the MDMS and third-party service provider should be ensured to prohibit unauthorized modification of data.

– Sender's authenticity for each communication transaction should be ensured.

– For realizing personalized services, PII data should be handled properly for only disclosed purpose with customer's consent.

– For services that do not use PII, metering-related PII should not be provided.

9.4 Security requirements for information used by electric power system operator

To properly prevent threats against the communication interfaces between MDMS and electric power system operator, the following security requirements should be considered.

– Data confidentiality for the communication interface between MDMS and electric power system operator should be ensured.

– Data integrity for the communication messages between MDMS and electric power system operator should be ensured to prohibit unauthorized modification of data.

– Only authorized entities should be allowed to access communication interface between MDMS and electric power system operator.

– Metering-related PII should not be provided.

10 Security guidelines for smart metering services

10.1 Security controls for electricity usage metering

To fulfil the security requirements of electricity usage metering, the following security controls should be considered as capabilities of each entity for electricity metering.

– Access control for metering data should be applied to metering devices, data concentrators, and MDMS. Only authorized entities should be allowed access to electricity usage data.

– Mutual authentication mechanism between metering device and MDMS should be used to ensure sender's authenticity.

– Message authentication measures should be taken to protect integrity of electricity usage data transferred to MDMS. For example, cryptographic message authentication codes such as HMAC may be an option for this regard.

– Data encryption may be considered as a security measure to protect billing-related data.

– Detection of damage to data integrity and decryption of encrypted data should be performed at MDMS.

– Secure key management mechanism should be adopted in metering devices, data concentrators and MDMS for securely generating, agreeing upon, storing and refreshing of cryptographic keys.

– Data protection mechanism should be used to ensure confidentiality and integrity of metering data stored in MDMS.

– Security measure to mitigate DoS attack may be adopted at MDMS.

10.2 Security controls for information used by customer

To fulfil security requirements for information used by the customer, the following security controls should be considered as capabilities of each entity:

– Secure communication measures such as TLS should be applied to communication between customer device and utility system. Mutual authentication, communication data authentication and encryption should be provided between customer device and utility system.

– User authentication and authorization for accessing electricity usage information should be applied to applications that provide this information. Utility system should authorize users to access only their own data.

– User authentication data and cryptographic keys for user authentication and secure communication as well as PII should be securely stored in customer's device.

– Integrity check measures should be initiated to detect falsification of an application whenever it is run on the customer's device.

10.3 Security controls for information used by third-party service provider 

To fulfil security requirements for information used by a third-party service provider, the following security controls should be considered as capabilities of each entity:

– A leased line may be used to prevent unauthorized users from accessing the connection between MDMS and third-party service provider.

– Secure communication measures such as a virtual private network (VPN) should be applied to the communication between customer device and utility system. Mutual authentication, communication data authentication and encryption should be provided between customer device and utility system.

– PII protection process should be applied throughout its entire lifecycle if PII is accessed by third-party service provider [b-GAO-08-343]. De-identification may be applicable if identification data is not needed by third-party service provider.

10.4 Security controls for information used by electric power system operator

To fulfil security requirements for information used by electric power system operator, the following security controls should be considered as capabilities of each entity:

– A leased line should be used to reduce the risk of unauthorized access to the connection between MDMS and electric power system operator.

– Secure communication measures such as a VPN should be applied to the communication between MDMS and electric power system operator. Mutual authentication, communication data authentication and encryption should be provided between MDMS and electric power system operator.

– De-identification may be applicable if the identification data is not needed by electric power system operator.
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