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using telebiometrics with anti-spoofing detection. This Recommendation analyses threats to traditional 
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flows and security considerations for enhanced authentication using telebiometrics with anti-spoofing 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 
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Introduction 

Telebiometric authentication technology is frequently used in various areas that require a high level 

of reliability such as e-banking and procurement services. Efforts must be made to develop a security 

system that can pre-emptively cope with potential security threats for the purpose of ensuring 

telebiometric data security. 

This Recommendation analyses threats to traditional telebiometric authentication solutions and 

proposes a framework of enhanced authentication using telebiometrics with anti-spoofing 

detection (ASD). Anti-spoofing detection aims to determine that the user who sends the telebiometric 

authentication request is the active person who owns the biometric data. Anti-spoofing detection can 

be used together with telebiometric verification to enhance security and avoid fake biometric 

situations. Anti-spoofing detection functionality can be designed to enhance security and avoid the 

biometric data leakage. 
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Recommendation ITU-T X.1279 

Framework of enhanced authentication using telebiometrics with anti-spoofing 

detection mechanisms 

1 Scope 

This Recommendation provides an architectural framework of enhanced authentication using 

telebiometrics with the capabilities of anti-spoofing detection. This Recommendation analyses threats 

to traditional telebiometric authentication solutions and specifies an architectural framework, 

authentication process flows and security considerations for enhanced authentication using 

telebiometrics with anti-spoofing detection mechanisms.  

The architectural framework specified in this Recommendation can be used as guidance to help in 

the deployments of enhanced telebiometric authentication solutions using anti-spoofing detection 

functionalities. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1086]  Recommendation ITU-T X.1086 (2008), Telebiometrics protection procedures 

– Part 1: A guideline to technical and managerial countermeasures for 

biometric data security. 

[ITU-T X.1087]  Recommendation ITU-T X.1087 (2016), Technical and operational 

countermeasures for telebiometric applications using mobile devices. 

[ISO/IEC 24745] ISO/IEC 24745:2011, Information technology - Security techniques -Biometric 

information protection. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 authentication [b-ISO/IEC 2382-37]: The act of proving or showing to be of undisputed. 

3.1.2 biometric (adjective) [b-ISO/IEC 2382]: Pertaining to the field of biometrics. 

3.1.3 biometric capture [b-ISO/IEC 2382-37]: Obtain and record, in a retrievable form, signal(s) 

of biometric characteristic(s) directly from individual(s), or from representation(s) of biometric 

characteristic(s). 

3.1.4 biometric characteristic [b-ISO/IEC 2382-37]: Biological and behavioural characteristic of 

an individual from which distinguishing, repeatable biometric features can be extracted for the 

purpose of biometric recognition. 



 

2 Rec. ITU-T X.1279 (09/2020) 

3.1.5 biometric data [b-ISO/IEC 2382-37]: Biometric sample or aggregation of biometric samples 

at any stage of processing, e.g., biometric reference, biometric probe, biometric feature r biometric 

property. 

3.1.6 biometric feature [b-ISO/IEC 2382-37]: Numbers or labels extracted from biometric 

samples and used for comparison. 

3.1.7 biometric recognition/biometrics [b-ISO/IEC 2382-37]: Automated recognition of 

individuals based on their biological and behavioral characteristics. 

3.1.8 biometric reference database [b-ISO/IEC 2382-37]: Database of biometric reference data 

records. 

3.1.9 biometric template [b-ISO/IEC 19784-1]: Set of stored biometric features comparable 

directly to biometric features of a recognition biometric sample. 

3.1.10 biometric verification [b-ISO/IEC 2382-37]: Process of confirming a biometric claim 

through biometric comparison. 

3.1.11 comparison (match/matching) [b-ISO/IEC 19784-1]: Estimation, calculation or 

measurement of similarity or dissimilarity between recognition biometric sample(s)/biometric 

features/biometric models and biometric reference(s). 

3.1.12 comparison decision [b-ISO/IEC 19784-1]: Determination of whether the recognition 

biometric sample(s) and biometric reference(s) have the same biometric source, based on a 

comparison score(s), a decision policy(ies) including a threshold, and possibly other inputs. 

3.1.13 mobile device [b-ISO 18461]: portable computing device, typically having a display screen 

with touch, pen and/or keyboard input and Internet connection. 

3.1.14 user [b-ISO/IEC 2382-37]: Any person or organization interacting in any way with a 

biometric system.  

3.1.15 telebiometrics [b-ITU-T X.1081]: The application of biometrics to telecommunications. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 anti-spoofing detection: A process of detecting and preventing spoofing of a biometric 

system through illegitimate actions. 

3.2.2 obfuscation: A deliberate act of creating source or machine code that is difficult for humans 

to understand. This technique relies on a collection of transformations that change the apparent 

operation of the software without changing the results. An obfuscated program should produce 

exactly the same results as a non-obfuscated program. 

NOTE – Obfuscation is a technique that is normally used to hide the meaning of some software by rearranging 

the operations, but it can also be used to add weak watermarks to the code. In both cases, the algorithms rely 

on a collection of transformations that change the apparent operation of the software without changing the 

results. An obfuscated program should produce exactly the same results as a non-obfuscated program. [b-

Disappearing Cryptography] 

3.2.3 quality detection: A measure of fitness of a biometric sample to accomplish or fulfil the 

biometric comparison decision. 

3.2.4 spoofing: The pretense assumed by an entity to be a different entity, by presenting a recorded 

image or other biometric data sample, or an artificially derived biometric characteristic, in order to 

impersonate an individual.  

NOTE – This definition has been adapted from [b-ITU M.3016.0]. 
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4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms 

ASD Anti-Spoofing Detection 

PII Personally Identifiable Information 

PKI Public Key Infrastructure 

SMS Short Messaging Service 

SRP Secure Remote Password 

5 Conventions 

None. 

6 Security threats to telebiometric authentication and countermeasures 

6.1 Background  

With the emergence of Internet services, authentication mechanisms based on traditional password 

can no longer satisfy requirements of user experiences and security capabilities; telebiometric 

authentication mechanisms are more commonly used now for reasons of convenience and security. 

However there are challenges and risks in biometric authentication mechanisms, for example, 

attackers may use a photo, or a computer generated picture, or a face in the screen for facial 

recognition authentication, or a user may use a copy of a telebiometric sample (e.g., a fingerprint, iris 

or voiceprint) for telebiometric authentication.  

6.2 Reference authentication modes  

For telebiometric authentication on mobile devices, there are two basic reference authentication 

modes: 

1) Local authentication mode: The biometric data is stored on a mobile device and telebiometric 

verification is done on the mobile device side. The telebiometric verification result is sent to 

the server side. 

2) Remote authentication mode: The biometric data is stored on the server and telebiometric 

verification is done on the server side. 

This Recommendation focuses on remote authentication mode. 

6.3 Security threats  

6.3.1 Security threats on the client side 

Telebiometric authentication encounters the following security threats on the client side: 

– The client is a faked agent or is modified with malicious code. 

– Attackers try to disrupt the availability and integrity of the client. 

– Attackers try to steal or modify the captured biometric data of the client. 

– Attackers may use a photo, or a computer-generated picture, or a face in the screen for facial 

recognition authentication.  

– Attackers may use a copy of biometric data (e.g., fingerprint, iris or voiceprint) for 

telebiometric authentication. 
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6.3.2 Security threats on the server side 

Telebiometric authentication encounters the following security threats on the server side: 

– Attackers may intrude on the server to disrupt the server database or server application.  

– Captured biometric data or template data may be replaced illegally or leaked, as altered or 

stolen data. 

– Captured biometric data or template data may be altered illegally, when the captured data is 

transferred. 

– An illegal comparison program may be used. 

6.3.3 Security threats to the transmission channel between client and server 

Telebiometric authentication has the following security threats to the transmission channel between 

client and server: 

– Attacks may eavesdrop or modify the messages between client and server. 

– The biometric data may be stolen or modified during the transmission from the client to the 

server. 

6.4 Countermeasures  

To mitigate these threats to telebiometric authentication, anti-spoofing detection (ASD) is usually 

used together with telebiometric verification for authentication. 

ASD should be implemented in a telebiometric authentication framework. ASD functionality can be 

used to determine that the user who sends the telebiometric authentication request is the active person 

who owns the biometric data. This can avoid the situation where an illegal user may use fake or 

copied biometric data for telebiometric authentication. 

ASD can be used together with telebiometric verification to enhance security and avoid fake 

biometric situations. For example, a mobile application may ask the user to nod, shake heads, blink, 

open mouth, etc., to validate that the user is the actual person who made the authentication request. 

Additional security threats and countermeasures are provided in [ITU-T X.1086] and 

[ITU-T X.1087].  

7 Architectural framework 

7.1 Architectural diagram 

The architectural diagram of enhanced authentication using telebiometrics with ASD mechanisms is 

shown in Figure 1. 
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Figure 1 – Architectural diagram of enhanced authentication using telebiometrics with ASD 

mechanisms 

The detailed description of functions in this architectural diagram is given in clauses 7.2 and 7.3. 

7.2 Client side functionalities 

7.2.1 Environment detection function  

This function is responsible for recognizing and detecting the biometric characteristics and 

environment conditions. For example, it judges whether or not the facial characteristics satisfy 

collection conditions, whether or not the environment satisfies data collection conditions.  

7.2.2 Biometric data capturing function 

This function is used to capture end users' biometric data and then send the biometric data to a local 

quality detection function and ASD function for processing, and after that send the biometric data to 

the server through authentication interface for remote authentication. 

7.2.3 ASD detection function 

This function is used to detect the expected movements according to the server's strategies or policies, 

such as nodding, shaking heads, blinking, opening mouth, etc. 

Although many methods can be used for ASD, liveness detection is much more suitable for 

telebiometric authentication on mobile devices. Challenge-response can be used as a tool for 

determining if a subject's presentation has liveness properties exhibited in the biometric data capture 

subsystem's acquisition. For example, the live human iris is expected to respond to changes in visible 

light illumination (the challenge) with changes in pupil size (the expected response if alive).  

Liveness detection may be performed in the following steps that are similar to the biometric 

recognition processes:  

– capture raw data for ASD from a subject using the biometric data capture subsystem,  

– extract features from the ASD data, and  

– compare the ASD features with the criteria.  
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7.2.4 Quality detection function 

This function is used to preliminarily judge the quality of the biometric data according to the server's 

strategies or policies. The quality detection function performs quality evaluation on the collected 

biometric data, and extracts the biometric characteristics. Usually, this function is used together with 

the ASD function and biometric data capturing function, to output the best biometric data for 

biometric data modeling and judgment.  

7.2.5 Security management function 

The security management function on the client side is responsible for credential management, trusted 

environment, etc. 

7.3 Server side functionalities 

7.3.1 Biometric data registration function 

This function is responsible for handling biometric data registration. Biometric data registration can 

be collected from a client, batch imported directly or collected from other channels such as a national 

identity database. This can be achieved from a biometric data registration template. 

7.3.2 Anti-spoofing judgement function 

This function is used to judge if the biometric data is fake or copied. The server will perform deep 

anti-spoofing judgement based on the preliminary detection result from client side and the server's 

strategies and policies. 

The server can indicate the client to detect the expected movements according to the server's strategies 

or policies, such as nodding, shaking heads, blinking, opening mouth, etc. The server receives the 

extracted biometric characteristic data from the client, and uses its biometric reference and the pre-

defined strategy to judge if a subject's presentation has liveness properties.   

7.3.3 Quality judgement function 

This function is used to judge the quality of the biometric data based on the preliminary detection 

result from client side and the server's strategies and policies. The quality judgment function performs 

a quality evaluation on the received biometric data. If the quality does not reach the required 

threshold, the server will reject the received biometric data and ask the client to capture the biometric 

data again. If the quality matches the required threshold, the biometric data will be sent to the 

biometric data comparison function to compare. 

Biometric data capturing capability may be different for different device types. The quality of 

biometric data can be improved based on different device types. The server may ask the user to use 

multiple devices to capture the biometric data to improve the quality. If the biometric reference is 

captured from different device types, the server should store and use the different biometric references 

for different device types. 

7.3.4 Biometric data comparison function 

This function supports the comparison and verification between extracted biometric features from a 

client and biometric references stored on the server side. The biometric references stored in a 

biometric reference database are generated from the biometric data registration process. 

7.3.5 Decision logic function 

This function contains decision logics to run different authentication processes and feedback the 

related instructions to the client to execute the different authentication processes. The decision is 

made based on the risk management data, including software and hardware information of the mobile 

device and the user's profile. For example, according to data analysis, if the end user is high risk, a 
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decision logic function asks the client to execute ASD in addition to the basic biometric capture and 

comparison. 

7.3.6 Biometric reference database  

Biometric reference database is used to store biometric data, risk management data, user name, 

identity, etc. 

7.3.7 Security management function  

This function is used to guarantee the secure execution of the server functionalities and the secure 

storage of the biometric reference database, to avoid tampering or theft of the biometric data or 

template. 

8 Authentication process flows 

8.1 Message types 

In the protocol stack of telebiometric authentication on mobile devices, there are at least three types 

of messages in different stages: 

– Registration: a server records a user's registration information and authentication type 

according to a negotiation between the user and the server.  

– Authentication: a server compares a received biometric data against a registered biometric 

reference; 

– Deregistration: a user deregisters from a server. The server deletes the registration data of the 

user. 

NOTE – This Recommendation focuses on remote verification. The client registers a biometric reference to 

the server. After receiving the verification request, the server compares the received biometric data against 

registered biometric reference. 
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8.2 Process flows 

8.2.1 Registration process flows 

 

Figure 2 – Registration process flows  

Figure 2 shows the registration process flows. The detailed flows are described below: 

Pre-condition: The user authenticates with the server successfully through other authentication 

mechanisms, e.g., user account identifier/password, and short messaging service (SMS) verification code. 

1. User uses account identifier/password to log in and initiates biometric registration request to 

the client; 

2. Client establishes a secure channel with the server to protect the session and data 

transmission, for example, by using secure remote password (SRP) protocol;  

3. Client sends biometric registration request together with user account identifier and risk 

management data to the server;  

4. Decision logic function in the server returns the right biometric type and ASD type to the 

client based on the analysis of risk management data and business logic; 

5. Client asks user to perform the specified actions to capture biometric data; 

6. User acts as requested and inputs biometric data from the client; 

7. Biometric data capturing function in the client captures the biometric data, and ASD detects 

the expected movements of user; 

8. Client extracts biometric features and sends the features to the server as a biometric reference 

in the established secure channel; 

9. Server binds the biometric data with the user account identifier, and performs ASD; 

10. Server stores the received biometric reference in the biometric reference database; 

11. Server returns biometric registration results to the client; 

12. Client informs user the biometric registration result. 
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8.2.2 Authentication process flows 

 

Figure 3 – Authentication process flows 

Figure 3 shows the authentication process flows. The detailed flows are described below: 

1. User initiates biometric authentication request to the client, together with the user account 

identifier; 

2. Client establishes a secure channel with the server to protect the session and data 

transmission, for example, by using secure remote password (SRP) protocol;  

3. Client sends biometric authentication request together with the user account identifier and 

risk management data to the server; 

4. Decision logic function in the server returns the right biometric type and ASD type to the 

client based on the analysis of risk management data and business logic; 

5. Client asks user to perform the specified actions to capture biometric data; 

6. User acts as requested and inputs biometric data from the client; 

7. Biometric data capturing function in the client captures the biometric data, and ASD function 

detects the expected movements of user; 

8. Client sends extracted biometric feature data to the server in the established secure channel; 

9. Server makes biometric data verification between the extracted biometric feature and 

biometric reference, and performs ASD; 

10. Server returns biometric authentication result to the client; 

11. Client informs user of the biometric authentication result. 
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8.2.3 Deregistration process flows 

 

Figure 4 – Deregistration process flows  

Figure 4 shows the deregistration process flows. The detailed flows are described below: 

Pre-condition: user authenticates with server successfully through other authentication mechanisms, 

e.g., user account identifier/password, and SMS verification code. 

1. User uses account identifier/password to log in and initiates biometric deregistration request 

to the client; 

2. Client establishes a secure channel with the server to protect the session and data 

transmission, for example, by using SRP protocol;  

3. Client sends biometric deregistration request together with user account identifier and risk 

management data to the server; 

4. Decision logic function in the server returns the right biometric type and ASD type to the 

client based on the analysis of risk management data and business logic; 

5. Client asks user to perform the specified actions to capture biometric data; 

6. User acts as requested and inputs biometric data from the client; 

7. Biometric data capturing function in the client captures the biometric data, and ASD function 

detects the expected movements of user; 

8. Client sends extracted biometric feature data to the server in the established secure channel; 

9. Server makes biometric data verification between the extracted biometric feature and stored 

biometric reference, and performs ASD; 

10. Server removes user's biometric reference from the biometric reference database; 

11. Server sends biometric deregistration result to the client; 

12. Client informs user of biometric deregistration result. 
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9 Security guidelines  

9.1 Client security 

The mobile device operating system should be updated to the latest secure version in time. 

The client should be signed to identify the source of client. 

The client should be protected against unauthorized modification or update. 

Code and data protection should be enhanced against reverse engineering in the client, e.g., 

obfuscation. 

The data acquisition in the client should be implemented in a trusted environment to ensure the 

confidentiality and integrity of the collected data. 

9.2 Server security 

Strict access control policy should be implemented in the server, any operation to the server should 

be authenticated and authorized first. 

The server should have the ability to identify the identity of the client. 

The communication between server and client should be protected against reply attack, e.g., using 

dynamic data in messages such as nonce, challenge or timestamp. 

Logs should be maintained for the operations on the server, and the integrity of logs should be 

protected. 

9.3 Storage security 

ITU-T X.509 certificates and private keys should be stored securely, and a strict access control policy 

should be set. 

Private keys should be stored in cipher text, and the encryption algorithm should be at a high security 

level to prevent cracking. 

Biometric data stored in the server should be encrypted, and the encryption algorithm should be at a 

high security level to prevent cracking. 

Biometric data stored in the server should be an extracted biometric feature, and cannot be restored 

to the original data. 

More details of storage security should conform to the requirements in [ISO/IEC 24745]. 

9.4 Communication security 

Before any communication between the client and server, a secure channel should be established, 

e.g., https is suitable for the purposes of communication security. 

The mechanism of secure key exchange in the authentication between client and server should be 

provided, e.g., SRP can be used as the mechanism of secure key exchange. 

The key used for negotiating the secure channel should be prevented from being intercepted, e.g., 

SRP can be used to negotiate the secure channel without key transportation. 

The information such as processed biometric data and the result of the decision component should be 

encoded for transmission, and their integrity should be verified by a one-way function, such as a hash 

function or the public key infrastructure (PKI), which prohibits any alteration of the data during 

transmission. 

Processed biometric data should be desensitized and encrypted for transmission, and the encryption 

key should be different with a different client, the server uses the matched decryption key to decrypt. 
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More details of communication security should conform to the requirements in [ISO/IEC 24745]. 

9.5 Other security considerations 

Besides storage security and communication security, there are many other aspects of security that 

need to be considered, such as processing security, personally identifiable information (PII) 

protection and so on. More details of security techniques of biometric information protection should 

conform to the requirements in [ISO/IEC 24745]. 
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Appendix I 

 

Use cases and scenarios 

(This appendix does not form an integral part of this Recommendation.) 

I.1  Use case study for mobile payment services  

Alice is a user who uses an application called ‘mobile wallet’ for mobile payments. The procedure is 

described as follows: 

1) At the first time, Alice uses her username and password to log onto the mobile wallet 

application. She does not want to have to input her password every time she makes a payment, 

and also she is afraid of forgetting her password. So she clicks a button "Facial verification 

payment registration" in the mobile wallet application. 

2) The mobile wallet application asks Alice to open the camera, and nod in the camera.  

3) Alice receives a notice from the mobile wallet application: "You have registered 

successfully".  

4) Alice buys a cup of coffee in Starbuck's shop, and uses the mobile wallet application to pay. 

Alice opens the mobile wallet application, and gets ready to pay. The mobile application asks 

Alice to open the camera and nod in the camera. Alice quite enjoys this experience. 

5) Alice gets notification from mobile wallet application: "You have paid successfully, thank 

you!". 

6) After some time, Alice no longer wants to use this function anymore and so she clicks a 

button to close this payment method option. 

I.2 Use case study for e-commerce services 

Bob owns a shop selling clothes and he wants to open an online shop on an e-commerce platform. 

The procedure is described as follows: 

1) At the first time, Bob registers himself on the e-commerce platform and applies to open a 

new shop. Bob sets his username and password on the e-commerce platform from an e-

commerce application on his mobile device. 

2) The e-commerce application on his mobile device asks Bob to open the camera and perform 

several actions in sequence, e.g., open mouth, shake head, blink eyes and nod in the camera.  

3) Bob receives a notice from the e-commerce mobile application: "You have registered 

successfully".  

4) After some time, Bob wants to publish some clothes from his shop. The e-commerce platform 

asks Bob to open the camera, and perform several actions in sequence, e.g., shake head, blink 

eyes, open mouth and nod in the camera.  

5) Bob gets notification from the e-commerce platform: "You have logged in successfully." 

6) After some time, Bob does not want to use this function again, and he clicks a button to close 

this authentication option. 
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Appendix II 

 

Secure remote password (SRP)  

(This appendix does not form an integral part of this Recommendation.) 

SRP is a password-based identity authentication and key exchange protocol. The advantage of SRP 

is that the key plaintext is not a transfer phenomenon in the process of authentication, users only need 

to hold the password. In addition, the server does not store users' passwords, but does store the 

relevant information, even if the server is captured by an adversary; the adversary cannot forge a 

legitimate client (as the password cannot be obtained).  

The details of SRP protocol can be found in [b-RFC 2945]. 

The SRP protocol can be used to establish secure channels between client and server in the biometric 

registration process, biometric authentication process and biometric deregistration process. SRP 

protocol can be used to negotiate secure connections using a user-supplied password, while 

eliminating the security problems traditionally associated with reusable passwords. SRP protocol can 

also be used to perform a secure key exchange in the authentication process, allowing security layers 

(privacy and/or integrity protection) to be enabled during the session.  
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Appendix III 

 

Examples of how a server performs ASD in face recognition 

(This appendix does not form an integral part of this Recommendation.) 

Examples of how a server performs ASD in face recognition include but not limited to: 

1) Following some hints or instructions from the server, the user can perform a specified action 

and the server detects the action from the face image. 

2) The server should have the ability to detect the angle of face and camera, and detect the living 

body through the change of the face angle in the process. 

3) The server should have the ability to detect the continuity of face action, prevent slide play 

and prevent people from changing in the process. 

4) The server should have the ability to detect the replay of the face action video. 

5) The server should have the ability to prevent face picture attack. 

6) The server should have the ability to detect the use of 3D face models produced by computer 

graphics technology. 
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