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Recommendation ITU-T X.1249

Technical framework for countering mobile in-application advertising spam

Summary

Recommendation ITU-T X.1249 provides a technical framework for countering mobile in-application
advertising spam. Mobile in-application advertising spam is the sending of unsolicited advertisements,
which are displayed within a mobile phone application. This unsolicited advertising can appear on the
display screen of a mobile device as a banner at the top or bottom of the screen, a mobile interstitial
or an overlay. Along with the rapidly increasing development of mobile applications, there has been a
dramatic surge in mobile in-application advertisements and the filtering of malicious advertisements
may improve user experience and even security. Therefore, it may be beneficial to establish a practical
framework for countering mobile in-application advertising spam, which can reasonably integrate the
advantages of all countermeasures.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1249 2019-01-30 17 11.1002/1000/13605

Keywords

Mobile in-application advertisement, spam.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.

Rec. ITU-T X.1249 (01/2019) i


http://handle.itu.int/11.1002/1000/13605
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2019

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1249

Technical framework for countering mobile in-application advertising spam

1 Scope

This Recommendation provides a technical framework for countering mobile in-application
advertising spam. In this framework, functional components, filtering rules and workflows are
specified. In addition, this Recommendation proposes a feedback platform for countering mobile
in-application advertising spam.

This Recommendation is applicable for application providers and mobile Internet service providers.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 mobile phone [b-ITU-T X-Sup.19]: An electronic device used for making phone calls and
sending text messages across a wide geographic area through radio access to public mobile networks,
while allowing the user to be mobile.

3.1.2 smartphone [b-ITU-T X-Sup.19]: A mobile phone with powerful computing capability,
heterogeneous connectivity and advanced operating system providing a platform for third-party
applications.

3.1.3 spam [b-ITU-T X.1242]: The electronic information delivered from senders to recipients by
terminals such as computers, mobile phones, telephones, etc., which is usually unsolicited, unwanted,
and harmful for recipients.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 asynchronous filtering: A file processing technique for identifying spam advertisements
(ads), that makes it possible to process to several identifications simultaneously.

3.2.2 mobile application: A software application designed to run on mobile devices such as
smartphones and tablet computers.

3.2.3 mobile in-application advertising: An advertisement displayed within a mobile application.
It can be displayed on the mobile device’s screen as a banner at the top or bottom of the screen, mobile
interstitial or as an overlay, etc.
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3.2.4 mobile in-application advertising spam: Mobile in-application advertising which is usually
unsolicited, unwanted and harmful for recipients.

NOTE 1 — "unsolicited" herein means "user not asked for" and "unwanted" means that users have done
something to clearly express their rejection, such as turning off the option of receiving some kinds of
advertising.

NOTE 2 — Mobile in-application advertising spam is usually sent indiscriminately, in bulk and repetitively.
Examples of actual and tangible harm include fraud or conveyance of malicious code.

3.2.5 synchronous filtering: A file processing technique for identifying spam advertisements
(ads), which waits for one to complete before the next begins.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
AD Advertisement

API Application Program Interface

ID Identity

IP Internet Protocol

URL Uniform Resource Locator

5 Conventions

None.

6 General aspects

Due to the rapid development of mobile Internet and the open nature of mobile operating systems,
mobile in-application advertisements have also been developing rapidly. Usually, a mobile
application invokes an application program interface (API) provided by the service platform to deliver
advertisements (ads). Because ads delivered by mobile applications are free or almost free, mobile
in-application advertisements have become very popular. Most of them are legitimate ads, which are
suitable for users, while some of them are spam. Many measures such as opt-in or opt-out have been
adopted for blocking advertisement spam.

Although many countermeasures have been implemented to counter mobile in-application advertising
spam, a technical framework in fighting such mobile-in application advertising is still missing.
Mobile in-application advertising spam may cause many negative influences to applications and
service providers. Mobile in-application advertising spam may consume a large volume of data
bandwidth or may cause data-traffic jams, and can even convey mobile fraud. No single measure has
proved to be a totally adequate solution to countering spam. We seek here to establish a practical
framework for countering mobile in-application advertising spam, which can reasonably integrate all
the advantages of countering mobile in-application spam countermeasures.

7 Technical framework

Filtering systems for countering mobile in-application advertising spam (i.e., the spam-filtering
system) are mainly implemented in service platforms providing service APIs for apps. The apps can
invoke these APIs to deliver ads and other messages. The technical framework for countering mobile
in-application advertising spam is shown as Figure 1.
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Figure 1 — Technical framework for countering mobile in-application advertising spam

8 Functional components

8.1 Preprocessing component

The preprocessing component is used to preprocess the original ad files to convert them to the format
required by the filtering engines, such as separating the contents of text, image, uniform resource
locator (URL), audio and video, etc.

8.2 Filtering engines

Filtering engines are the most important components of a mobile in-application advertising
spam-filtering system. The main objective of filtering engines is to identify actual mobile
in-application advertising spam or the possibility of such spam. According to the various ways of
identifying mobile in-application advertising spam, filtering engines could be classified as
synchronous or asynchronous filtering. In terms of time efficiency, an asynchronous filtering engine
is usually better than synchronous filtering engine.

8.2.1 Synchronous filtering engine

Synchronous filtering waits for one filtering rule to complete before the next begins. Synchronous
filtering refers to online filtering due to its lower complexity, and the filtering results would take a
very short time to produce. Normally, the results of synchronous filtering can be known immediately,
which means the decision will be made as soon as the filtering completes. If the results of a filtering
rule have an impact on the execution of the subsequent filtering rules, then synchronous filtering is
suggested. Synchronous filtering could include filtering using whitelists\blacklists, regular
expressions, behaviour modelling, feature detection, etc.

8.2.2  Asynchronous filtering engine

Asynchronous filtering enables various workflow processes to run at the same time; that is, various
workflows do not depend on each other's outcomes. Asynchronous filtering refers to offline filtering
due to the higher complexity of mobile in-application advertising spam filtering, and usually the
filtering results take a long time to produce. Asynchronous filtering usually includes audio
recognition, video recognition, keywords matching, deep modelling, etc.
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8.3 Rules engines

Rules engines provide filtering rules, including all rules which can be used for filtering engines.
Filtering rules have several sources: operator configurations, spam databases and third-party rules
sharing. The rules engine provides decision rules for identifying mobile in-application advertising
spam. Some decision rules will be based on the sum of the weighted values of the various tests for
spam if the filtering results are not determinate. The rules engine will provide a threshold (i.e., fixed)
value. If the sum is over the threshold value, the filtering engine will decide whether the ad is spam.
In addition, the rules engine can integrate different detection factors from the filtering engine together
to determine whether an ad is mobile in-application advertising spam.

8.4 Auditing platform

Not all mobile in-application advertising spam can be detected by filtering engines. Therefore, manual
methods should be used for mobile in-application advertising spam evaluation and an auditing
platform is introduced. Via the auditing platform, the auditor can find unknown mobile in-application
advertising spam which filtering engines cannot recognize. The accuracy of the auditing platform is
usually higher than that of the filtering engines. Therefore, the results from the auditing platform can
be deposited into a mobile in-application advertising spam database for future utilization.

8.5 Mobile in-application advertising spam database

This database is used for storing mobile in-application advertising spam characteristics. It is a logical
database and could be maintained by each service provider or shared by several service providers.
Mobile in-application advertising spam characteristics from the database can be used for comparing
and filtering. Enriching the mobile in-application advertising spam database can help to improve the
performance of the rules engine. The mobile in-application advertising spam database can be enriched
by the feedback platform extracting characteristics from newly identified mobile in-application
advertising spam.

8.6 Feedback platform

End users are targets, victims and receivers of mobile in-application advertising spam. Along with
results from the auditing platform, the participation of end users is helpful to effectively and
efficiently counter mobile in-application advertising spam. Therefore, the feedback platform should
also take end users’ responses into account. Mechanisms need to be established to support this aim,
including providing feedback to the spam ads database. Such feedback-handling procedures need to
be transparent, efficient and effective. In addition, it is necessary for feedback platforms to record
feedback in a standard format. This will allow different operators and entities to share the feedback.
Spammers’ main addresses can be obtained from the shared feedback, and these addresses can be
added and used in the blacklists.

9 Filtering rules

9.1 Keywords

Keywords are used to determine whether the content (i.e. words) of an ad matches the samples found
in the mobile in-application advertising spam database. Keywords are derived from the following
sources: operator configuration, external channels, the feedback platform and machine learning from
spam databases. Keywords can accurately identify high-risk malicious ads, in a short period of time
at a low cost; therefore, they are often used for synchronous filtering. To improve the effect of
keywords, it is necessary to consider a preprocess of the original text to filter some intentionally
confused characters, and some different encoding types of the keywords especially in URLS' filtering.
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9.2 Blacklists/whitelists

Blacklists are based on the principle of maintaining Internet protocol (IP) addresses or domains that
are suspected of sending mobile in-application advertising spam. These lists can also include device
identity (ID), URLSs or sender accounts in the service platform. They can be implemented by an entity
for shared use, or introduced and maintained by the service platform using it for its own requirements.
Whitelists are based on the principle of listing sources/entities of approved or recognized ads. These
lists can include device ID or sender accounts in service platforms. Similar to keywords, although
blacklists and whitelists inevitably contain inaccuracies and blacklists can possibly prevent some
legitimate ads from getting through filtering engines, both blacklists and whitelists are an effective
solution for filtering mobile in-application advertising spam.

9.3 Regular expression

Regular expressions are usually used to exactly match and filter malicious ads in text form with some
specific patterns. They are flexible, logical and functional, and usually lead to a final result which
does not need additional judgment or modifications. Unlike a keyword or a blacklist/whitelist, a
regular expression can be used to match a series of ads that differ in content but with a particular
form. Regular expressions are also widely used in synchronous filtering for high efficiency. They are
also widely used in synchronous filtering with the fact that a well-designed regular expression would
bring a high accuracy. To avoid unpredictable resource consumption, the regular expressions should
be fully tested including performance and accuracy before use.

9.4 Feature detection

Feature detection is a common application of computer vision usually based on pattern recognition
and machine learning. The most representative use of feature detection is to recognize malicious ads
from thousands of pictures. Feature detection needs to compute, extract and store features from
known mobile in-application advertising spam into the mobile in-application advertising spam
database. When receiving a suspected image, feature detection computes the abstraction information
of the image and makes a decision to see whether there it contains a malicious ad at that point. Feature
extraction algorithms and corresponding matching algorithms, determine whether it can quickly and
accurately find malicious advertising images. Feature detection usually provides a fuzzy conclusion,
and needs to combine an additional decision-making process to determine the final results. Due to the
complexity of calculations and comparing of the entire file, feature detection is more often used for
asynchronous filtering.

9.5 Behaviour

Mobile in-application advertising spam are typically sent in bulk, indiscriminately or repetitively, and
also have some other particular characteristics. Filtering engines can record mobile ads' behaviours
and calculate the relationships between them. When the received ad's behaviour is consistent with
characteristics already stored in the spam database, it is possible to determine that the file is likely to
be a malicious ad. Since behaviours of ads are uncertain in terms of time, behaviour detection could
be utilized to identify the unknown malicious ads, and is more suitable for asynchronous filtering.

9.6 Model checking

Model checking is an important approach that has emerged for verifying requirements. For example,
the similarity model and decision tree model are effective in detecting mobile in-application
advertising spam. Sometimes single models cannot determine whether ads are malicious, while a
combination of several models, such as model stacking, can be used for comprehensive detection.
Model checking can be used for both synchronous and asynchronous filtering.
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10

Workflows

Mobile in-application advertising spam filtering usually follows the serial process shown in Figure 2.
In some cases, synchronous filtering engines and asynchronous filtering engines can also be in

parallel.
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Figure 2 — Workflows for spam ad filtering

eral steps are as follows:
Ads are provided and delivered to mobile phone applications.

Ads should be preprocessed in advance. For example, the various types of ad media will be
separated into URLSs, text, audio, video, etc.

According to the threats and complexity of filtering, the content will be delivered to the
synchronous filtering engine or the asynchronous filtering engine, which are preconfigured
but can be adjusted as needed. For comprehensive detection, it is sometimes necessary to
load the same content into both the synchronous and asynchronous filtering engines.
Combined together with the rules and samples provided by the rules engine and the mobile
in-application advertising spam database, ads are checked to determine if filtering is
necessary.

a) The synchronous filtering engine will detect mobile in-application advertising spam after
step 2 based on the filtering rules from the rules engine. If the synchronous filtering
module finds mobile in-application advertising spam, the spam filtering will complete,
the ad will be blocked immediately and it will proceed to step 6. If the URLS or accounts
in apps belong to whitelists in the synchronous filtering engine, the ad will be delivered
directly. If the ads cannot be evaluated, then proceed to step 4.

b) The asynchronous filtering engine will detect spam in ads after step 2 based on the
filtering rules from the rules engine. If the asynchronous filtering module finds spam, the
spam filtering will complete, the ad will be blocked immediately and it will proceed to
step 6. If the ads cannot be evaluated, then proceed to step 4.

Ads sometimes need to be tested and evaluated manually. If spam is detected and confirmed,
then proceed to step 5.

According to the pre-configuration, spam ads are dealt with, such as recording, replacing,
etc.

Mobile in-application advertising spam ads are stored in the mobile in-application advertising
spam database. In addition, mobile in-application advertising spam from the spam database
can be extracted as new rules and loaded into the rules engine, or utilized for optimizing the
rules engine.
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11 Performance requirements

The accuracy of mobile in-application advertising spam detection should be measured by the
combination of false positive and false negative rates, which should be considered to be balanced.

11.1  Accuracy requirements

False positive rates are calculated as the ratio between the number of valid ads that are misidentified
as spam or malicious, and the total number of valid ads. If the false positive rate is high, it means
some valid advertising of mobile apps has been blocked. Therefore, false positive rates should be
decreased as much as possible.

False negative rates are calculated as the ratio between the number of mobile in-application
advertising spam advertisements that are misidentified as valid, and the total number of mobile
in-application advertising spam advertisements. If the false negative rate is high, it means users would
be more easily subjected to mobile in-application advertising spam. Therefore, false negative rates
should also be decreased as much as possible.

11.2  Efficiency requirements

Efficiency of a mobile in-application advertising spam filtering algorithm can be measured by its time
and space complexity in the filtering engine. Time complexity refers to the time needed for a filtering
ad’s process to run, while space complexity refers to the space needed (memory). These two
indicators have an important impact on the application type of the filtering rule. Lower time and space
complexity filtering rules can be applied in the synchronous filtering engines while higher ones could
be applied in the asynchronous filtering engines.
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