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Recommendation ITU-T X.1248

Technical requirements for countering instant messaging spam

Summary

Recommendation ITU-T X.1248 identifies characteristics of spam over instant messaging (SPIM) and specifies technical requirements for countering it. As instant messaging (IM) increases in popularity, the proliferation of SPIM becomes an increasingly serious problem. The characteristics of IM, such as being Internet protocol (IP)-based with widespread usage that is free of charge, potentially allows SPIM to spread widely and uncontrollably. If SPIM problems are not carefully addressed, they can have negative impacts on the utilization of the IM service itself.
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Introduction

With the rapid development of the Internet and mobile Internet, instant messaging (IM) has grown from being a simple chat tool to an integrated information platform that integrates communication, information, entertainment, search, e-commerce, business collaboration and enterprise customer services as a whole. Because of its low price and ease of use, more and more people are switching to IM, thus having a huge impact on traditional communication fields. Currently, telecom operators are increasingly providing IM services; but at the same time, IM has become critically subject to spreading spam on voice and short message service (SMS) services. Telecom operators around the world are aware of and/or impacted by spam over instant messaging (SPIM) to varying degrees. SPIM not only wastes network resources, but also causes loss of time and productivity of users. In addition, SPIM is used for phishing, and spreading viruses, worms, spyware and other forms of malware, and can even carry harmful information offensive to users. Thus, SPIM reduces user satisfaction in using IM and has become an important factor hindering the usage of IM.

Although many anti-spam countermeasures have been implemented on IM systems, many weaknesses in IM systems still exist that may cause SPIM, such as: unlimited registration rate, lack of confirmation when receiving messages, insecure network transmission mechanisms, lack of message sending rate controls for users, inevitable vulnerabilities in IM systems.

This Recommendation specifies technical requirements for countering SPIM in view of functions of an IM system, in order to stop the production and propagation means of SPIM. For example, it is important to require that a registration mechanism be designed to prevent mass automated registrations, and that the IM system provides users the function of choosing whether to receive or block all messages from authorized/unauthorized entities, and to limit a user's sending rate if they have exceeded a normal threshold.


Recommendation ITU-T X.1248

Technical requirements for countering instant messaging spam

1 Scope

This Recommendation identifies types and characteristics of spam over instant messaging (SPIM). In order to mitigate the production and propagation of SPIM, this Recommendation specifies technical requirements for countering SPIM, involving both the instant messaging (IM) client and the IM server. This Recommendation mainly focuses on anti-SPIM measures of the IM system layer, and is applicable for IM service operators.

2 References

None.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1 instant messaging (IM) [b-IETF RFC 3428]: An exchange of content between a set of participants in near real time. Generally, the content is short text messages, although that need not be the case.

3.1.2 spam [b-ITU-T X.1240]: The meaning of the word "spam" depends on each national perception of privacy and what constitutes spam from the national technological, economic, social and practical perspectives. In particular, its meaning evolves and broadens as technologies develop, providing novel opportunities for misuse of electronic communications. Although there is no globally agreed definition for spam, this term is commonly used to describe unsolicited electronic bulk communications over e-mail or mobile messaging for the purpose of marketing commercial products or services.

3.1.3 spam over instant messaging (SPIM) [b-ITU-T X.1244]: A spam targeting users of instant messaging service.

3.1.4 spimmer [b-ITU-T X.1244]: Sender of SPIM.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

ID Identity

IM Instant Messaging

IP Internet Protocol

SMS Short Message Service

SPIM Spam over Instant Messaging

5 Conventions

None.

6 Characteristics and generation scenarios of SPIM

SPIM refers to an instant message that is received by a user, which is perceived as being unwanted or as causing disruption to that user. Thus, SPIM has the following characteristics:

– SPIM usually occurs in real-time. In the case where both the sender and the receiver are online, SPIM is received at almost the same time as it is sent. Even if the receiver is not currently online, SPIM can be immediately received after the receiver comes online;

– SPIM is often sent in bulk, thus a large number of messages, with the same content, are transmitted concurrently;

– Spimmer is the term used to define an unauthorized sender of SPIM to IM recipients. However, at times, a friend's account may be compromised and instructed to send SPIM due to an infection by malicious code or due to disclosure of account and password information. SPIM sent by friends is more deceptive, especially when it contains links to malicious websites or executable files which most recipients will click on and thus their systems will more likely be infected with malicious code;

– SPIM cannot easily be traced since accounts can be arbitrarily created, and usually are not traceable to a real identity.

The generation of SPIM is closely related with IM system functions (refer to Appendix I), and the scenarios that may generate SPIM are as follows:

– Spimmers can use automatic registration software to register a large number of accounts, and use these accounts to spread SPIM;

– Malicious users may use false IM accounts, and can use these false accounts to send SPIM;

– If a malicious attacker has obtained control of a legitimate user account without authorization, they can modify the user's information such as password, or other authentication information, to use of this account (often for a long time) to send SPIM;

– If an IM client's receiving parameter is modified without authorization, SPIM could be received without any limitation;

– Instant messages can be tampered during transmission. Advertisements or malicious code may be inserted into an IM and turn it into SPIM;

– Due to the lack of confirmation mechanisms, a spimmer can be free to add friends, and to send SPIM to those friends.

For the prevention of SPIM, it is necessary to fully consider the characteristics of SPIM and the scenarios that may cause SPIM, in order to take comprehensive preventive measures.

7 Functional IM architecture for countering SPIM

7.1 Overview

The functional IM architecture for countering SPIM is depicted in Figure 7-1.
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Figure 7-1 –Functional IM architecture for countering SPIM

This architecture integrates functionalities to counter SPIM, including blacklist filters, user registration controls, and SPIM complaint. More importantly, the architecture supports filtering based on limiting the IM sending rate, and controlling authorization of the IM sender.

Appendix I describes, in greater detail, the IM client and IM server functionalities, and the roles of the IM sender, IM receiver and spimmer.

7.2 Components functionality

7.2.1 IM server

The IM server component functionality includes the following six elements:

1) User registration control

It is required to use manual confirmation methods, such as verification codes, e-mail verifications, SMS verification codes, to prevent users from automatic registration. This would prevent spimmers who have a large number of automatically-registered accounts from sending SPIM.

2) Authorization control

It is required to forward a user's request to add a friend, and to authorize the friend's relationship with the user based on the IM client's feedback.

3) Blacklist filtering

It is required that the IM server filters instant messages based on an integrated blacklist and a set of user-specific blacklists.

4) SPIM complaints

It is required that users' complaints about accounts which send SPIM are accepted, and to determine whether to add these accounts to the integrated suspicious blacklist or the integrated blacklist. It is required to interface with external SPIM complaints-handling systems, and to import and export the integrated blacklist.

5) Sending rate control

It is required that the number of instant messages, sent by the same account within a given period of time, is controlled. The instant messages exceeding this threshold should be suppressed.

6) Anti-SPIM database

• Set of user friend lists: It includes friend lists of all users managed by the IM server. It is required that the user friend list set in the IM server, is synchronized with the user friend lists in the IM clients.

• Set of user-specific blacklists: It includes user-specific blacklists of all users managed by the IM server. It is required that the user-specific blacklist set is synchronized in the IM server with user-specific blacklists in the IM clients.

• Integrated blacklist: It includes accounts contained in complaints reported by users, and accounts detected by the IM server. For example, when an IM user's rate of messages sent exceeds a given threshold, the sender's ID shall be classified and added to the integrated blacklist by the IM server. The integrated blacklist also includes accounts that are imported from other systems, such as other IM servers.

• Integrated suspicious list: It is required that a list of all suspicious accounts managed by the IM server be generated. The integrated suspicious list can be developed via user complaints, importing from other systems, etc.

7.2.2 IM client

The IM client component functionality includes the following four elements:

1) Authorization management

Two key components that should be included are visibility control for IM identity (ID), and management of requests from unauthorized entities. For visibility control of IM ID, it is necessary for a user to decide whether their information (e.g., IM ID, nickname, location) should be visible to an unauthorized user. For management of requests from unauthorized entities, it is required that a user is able to choose a suitable policy to handle these requests. A user should be able to manually approve, require a precise answer to a personal question, or even block all requests. Further, a user should also have the ability to specify trusted friends, and manage a friend’s list on the IM client.

2) Blacklist management

Users should be able to manage their user-specific blacklist themselves, and all messages sent from accounts listed in their user-specific blacklist should be blocked. The user should be able to add, delete or even share their user-specific blacklist.

3) SPIM complaints

The IM client should have a function to submit complaints about accounts that send SPIM. The complained-about account may be a contact in the user's friend list, a member in an IM group, or even an unauthorized account that sends authorization requests.

4) Anti-SPIM database

• User friend list: It is required to store a list of friends approved by the user.

• User-specific blacklist: It is defined by users, which includes accounts that the user wants to block messages from.

The database located in the IM client shall be automatically uploaded to the IM server.

8 Working procedures

8.1 Working procedure of sending rate control

The threshold that defines the maximum number of messages allowed to be sent from a given IM account, within a given time period, should be set in the IM server.

The threshold should be studied or trained, using a large number of samples of user messages, using technologies such as machine learning, deep learning, etc. The threshold should be set respectively in different scenarios, including, but not limited to, the following:

– The instant messages are sent to a group, and the sender is a member of the group;

– The instant messages are sent to a group, but the sender is not a member of the group;

– The instant messages are sent to one or more of the sender's friends;

– The instant messages are sent to non-friends of the sender.

When the IM server receives messages sent by a specified account, the IM server shall implement sending rate control through the following process, as illustrated in Figure 8-1:

– Count the number of messages sent by the account within a given time period;

– Compare the number of messages sent (n) with the minimum threshold set for all scenarios. If the number (n) exceeds the minimum threshold, the IM server further determines to which scenario it belongs, and whether the number (n) exceeds the threshold of that specific scenario. If not, the IM server forwards the messages;

– If the number of messages sent (n) exceeds the specific threshold, the IM server checks to see whether the account is listed in the integrated suspicious list. If in this list, the IM server discards the messages; if not, the IM server forwards the messages but counts the number of excess times (m). If this number (m) is more than a given number (α), the IM server adds the account to the suspicious list.

The process of implementing sending rate control is illustrated in Figure 8-1:
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Figure 8-1 – The process of implementing sending rate control

8.2 Working procedure of blacklists

IM systems are comparatively independent; thus IM service providers are required to build their own integrated blacklists for their IM servers. Additionally, for users' benefit, it is required that user-specific blacklists are provided on the IM clients.

The interaction process of all types of blacklists in an IM system is as follows:

– The user edits their user-specific blacklist on the IM client. The IM server monitors the user-specific blacklist in real-time and updates the set of user-specific blacklists when the user-specific blacklist changes;

– The IM server tracks the number of times the same account has been added to user-specific blacklists. If the number exceeds a given threshold, the IM server adds that account to the integrated blacklist;

– The IM server will add the account referenced in a client complaint to the integrated suspicious blacklist if the account is neither in the integrated suspicious blacklist nor in the integrated blacklist. The IM server counts the number of times a complaint has been registered for the account; if the number exceeds a given threshold, the IM server adds this account to the integrated blacklist.

The process of filtering messages based on blacklists is as follows:

– When the IM server receives a message, the server checks whether the sender's account is in the integrated blacklist; if it is, the IM server discards the message;

– If the sender's account is not in the integrated blacklist, the IM server can further check whether the sender's account is in the receiver's user-specific blacklist, and if it is, the IM server discards the message. If it is not, the IM server forwards the message.

8.3 Procedures of authorization management

It is recommended that an IM client has a function to allow users to define which kind of messages can be received, and the IM server should have the ability to filter unwanted messages according to the user's definition, to prevent unauthorized senders (e.g., non-friends, non-friend members in a group, friends of other IM systems, phone contacts) from sending unwanted messages. The scenarios that authorize senders include, but are not limited to, the following five steps:

1) Set the IM client to 'only receive messages from friends'. When the IM server receives a message sent from user B to user A, the IM server shall check whether user B is in user A's friend list. If not, the server discards the message.

2) Set the IM client to 'receive messages from a group that the client has explicitly joined'. When the IM server receives a message sent from group B to user A, the server shall check whether user A is a member of group B. If not, the server discards the message. In addition, when the IM server receives an invitation sent from a member of group B to user A, it should be permitted by user A before the IM server adds user A to group B.

3) Set the IM client to 'receive messages from a member of a group that the client is a friend of'. When the IM server receives a message sent from group A's user B to user A, the server will check whether user B is in user A's friend list. If not, the server discards the message.

4) Set the IM client to 'receive messages from accounts of other IM systems or phone contacts only after having explicitly added these accounts or contacts as friends'. When the IM server receives a message sent from associated account B to user A, the server shall check whether account B is in user A's friend list. If not, the server discards the message. Additionally, when the IM server receives a request to add a friend from account B to user A's friend list, it should be permitted by user A before the server adds account B to user A's friend list.

5) Set the IM client to 'restrict establishment of a point-to-point connection only to friends'. When the IM server receives a request from user B to establish a point-to-point connection with user A, the server will check whether user B is user A's friend list. If it is, the IM server shall forward user B's request to user A, and assist user A and user B in establishing a point-to-point connection. If not, the IM server shall discard user B's request.

The relationship of user A, user B, group A, group B, account B is illustrated in Figure 8-2.
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Figure 8-2 – The relationship of users and groups

8.4 Procedures of user registration management

To prevent the automatic registering of accounts, IM systems should implement one or more manual confirmation measure, such as verification code, e-mail verification, SMS verification code.

When a user submits registration information (e.g., user name, password, mobile phone number, e-mail address) on the IM client or IM user registration webpage, the IM server sends a registration confirmation back to the user, such as verification code, SMS verification code, or registration confirmation e-mail.

Once the user sends the registration confirmation back to the IM server, the IM server verifies the registration confirmation submitted by the user. If the verification is valid, the IM server returns a registration success message to the user, and saves the user's registration information to the database. If not, it returns a registration failure message.

The IM system should interface with an SMS gateway or deploying mail server, so as to achieve the function of sending an SMS verification code or registration confirmation e-mail to the user.

8.5 Procedures for SPIM complaints

Two procedures for reporting SPIM complaints should be supported as follows:

1) Complaint through the IM client. With this method, the complaint-handling process is illustrated as follows:

IM users mark the SPIM account on the IM client after receiving the SPIM; the complaint is sent to the IM server. The IM server should have a complaint threshold predefined. Upon receiving a user's complaint, the IM server first checks if the account is already in the integrated suspicious blacklist or in the integrated blacklist. If not, the IM server adds the account to the integrated suspicious list, and counts the number of times that the account has had complaints. If this number exceeds the predefined threshold, the IM server adds the account to the integrated blacklist. If the account is already in the integrated suspicious blacklist, the IM server accumulates the number of times that the account has had complaints. If this value exceeds the predefined threshold during a given period of time, the IM server adds this account to the integrated blacklist. If the account is already in the integrated blacklist, the IM server does nothing. Messages later sent by this account should be discarded by the IM server.

2) Complaint through an external SPIM complaint-handling system. With this method, the complaint-handling process is illustrated as follows:

IM users complain to an external SPIM complaint-handling system after receiving SPIM. The external SPIM complaint-handling system is in charge of analysing the user's complaint and deciding whether to add the account to the blacklist. The IM server interfaces with the external SPIM complaint-handling system and imports or exports the blacklist from the interface. Messages sent by accounts in the blacklist shall be discarded by the IM server.

8.6 Procedure of SPIM filtering

When an IM server receives instant messages, it carries out SPIM filtering based on the integrated blacklist and user-specific blacklist set; this process is described in clause 8.2.

If the IM sender's account is not in the integrated blacklist and user-specific blacklist set, then the IM server carries out SPIM filtering based on authorization control and analyses whether the sender has authorization to send messages to the recipient (which is set by the recipient). If not, the message is dropped. The authorization scenario is described in clause 8.3.

If it is, the IM server then carries out SPIM filtering based on the sending rate limit; this process is described in clause 8.1.


Appendix I

Roles and functions of IM system

(This appendix does not form an integral part of this Recommendation.)

The basic IM system model is shown in Figure I.1.
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Figure I.1 – Basic IM model

The basic IM system model includes an IM server and multiple homogenous IM clients. The IM server is used to receive and forward instant messages that are sent by IM clients. The IM client has two roles: IM sender and IM receiver. The IM sender forwards instant messages to the IM server for delivery, and the IM server attempts to deliver the messages to corresponding IM receivers. If an IM sender sends SPIM, then it is considered to be a spimmer.

The functions of the IM system need to be completed by the IM server, IM clients, and the interaction between them.

The main functions of the IM server include the following:

– User management, such as user registration, user login and logout, user account edit;

– Instant message management, such as message sending, message receiving, message transmission;

– Friend management, such as friend searching, friend list managing;

– System management, such as parameter configuration, system update, system start/restart/quit.

The main functions of the IM client include the following:

– User management, such as user registration, user login and logout;

– Instant message management, such as message sending, message receiving;

– Friend management, such as friend adding, friend deleting, friend searching;

– Client management, such as parameter configuration, client update, client start/restart/quit.
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