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[ITU-T X.509] ITU-T X.509(2000)|ISO/IEC 9594-8:2001Information technology – 

Open Systems Interconnection – The Directory: Public-key and attribute certificate 

frameworks.
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1.3 

1.1.3 (spam)[b-ITU-T X.1240]

2.1.3(spammer) [b-ITU T X.1240]
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(SMTP)

8.2.3 

9.2.3IGCS

IGCS

10.2.3 

11.2.3
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E-mail(Electronic Mail) 

FE(Functional Entity) 

IGCS(Interactive Gateway system for Countering Spam)

IM(Instant Message) 

IRC(Internet Relay Chat) 

LscDB(Local Spam-Countering Database)

POP(Post Office Protocol)

RA(Receiver Agent)

RBL (Real-time Blackhole List)

RGF (Receiver Gateway Function)

SA (Sender Agent)

SCPP (Spam-Countering Peering Protocol)

SGF (Sender Gateway Function)

SMTP (Simple Mail Transfer Protocol)

WPF (Weighted Parameter Filter)
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 SCPP 

 

CSPPASN.1ASN.1

An example of SCPP messages defined in ASN.1 language is listed as follows and has been 

checked by the ASN.1 compiler: 

 
SCPP-MESSAGES {itu-t(0) recommendation(0) x(24) igscs(1243) 

asn1-module(0) scpp-messages(1)} 

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN 

 

-- SCPP Message body definition 

SCPP-PDU ::= SEQUENCE { 

 sourceAddress  IGCS-Address, 

 destAddress  IGCS-Address, 

 igcs-message-body CHOICE {  

   peerDiscovery PeerDiscoveryDEF, 

   peerSetup  PeerSetupDEF, 

   dataExchange DataExchangeDEF, 

   peerKeepAlive PeerKeepAliveDEF, 

   peerRelease PeerReleaseDEF}, 

 nonStandardData  OCTET STRING OPTIONAL, 

 ... 

} 

 

-- PeerDiscovery Message definition 

PeerDiscoveryDEF::=SEQUENCE { 

 setupRequest BOOLEAN, 

 igcsSignature IGCS-Signature 

} 

 

-- PeerSetup Message definition 

PeerSetupDEF::=SEQUENCE { 

 setupResponse  BOOLEAN, 

 sgfList   SEQUENCE OF IGCS-Address, 

 rgfList   SEQUENCE OF IGCS-Address, 

 supportedFilters SupportedSpamFilters, 

 igcsSignature   IGCS-Signature 

} 

 

-- Countering Spam Data Exchange Message definition 

DataExchangeDEF::=SEQUENCE { 

 csData   SET OF SpamFilterData, 

 ... 

} 

 

-- Peer Keep Alive Message definition 

PeerKeepAliveDEF::=SEQUENCE { 

 sgfUpdates  GF-Updates, 

 rgfUpdates  GF-Updates, 

 filtersUpdates SupportedSpamFilters 

} 

-- Peer Release Message definition 

PeerReleaseDEF::=SEQUENCE { 

 peerRelease ENUMERATED{request(0), confirm(1)}, 

 nonStandardData OCTET STRING OPTIONAL, 

 ... 

} 
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-- IGCS supported addresses, include IGCS,SGF,RGF address definition 

-- Support IP address, Email ID and other types of address 

IGCS-Address::=CHOICE{ 

 ipAddress 

 SEQUENCE { ip OCTET STRING(SIZE(4)), 

   port INTEGER(0..65535) }, 

   ip6Address 

   SEQUENCE { ip OCTET STRING(SIZE(16)), 

     port INTEGER(0..65535) }, 

 

 emailAddress  IA5String(SIZE(1..512)), 

 nonStandardAddress OCTET STRING, 

 ... 

} 

 

-- Signature data for authentication 

IGCS-Signature::=SEQUENCE { 

 igcsID  INTEGER(0..65535), 

 signatureData OCTET STRING, 

 ... 

} 

 

-- RGF/SGF status update information 

GF-Updates::=SEQUENCE { 

 gateType  ENUMERATED {sgf(0),rgf(1)}, 

 gateAdd  IGCS-Address, 

 gateRemove  IGCS-Address 

} 

 

-- IGCS Supported Spam filters and related data 

 

SupportedSpamFilters::= SEQUENCE { 

 supportedFilter SEQUENCE OF SpamFilters 

     

} 

 

SpamFilters::=SEQUENCE{ 

 filterID  INTEGER(0..128), 

 filterName  IA5String(SIZE(1..512)) 

} 

 

SpamFilterData::=SEQUENCE { 

 filterID  INTEGER(0..128), 

 filterData  OCTET STRING, 

 ... 

} 

 

END 
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[b-ITU-T X.680]   Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information 
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[b-ITU-T X.681]   Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information 
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[b-ITU-T X.1231]  Recommendation ITU-T X.1231 (2008), Technical strategies for countering 
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[b-ITU-T X.1240]  Recommendation ITU-T X.1240 (2008), Technologies involved in countering 

e-mail spam. 

[b-ITU-T X.1241]   Recommendation ITU-T X.1241 (2008), Technical framework for countering 

e-mail spam. 

[b-IETF RFC 1869]  IETF RFC 1869 (1995), SMTP Service Extensions. 

[b-IETF RFC 1939]  IETF RFC 1939 (1996), Post Office Protocol – Version 3. 

[b-IETF RFC 2060]  IETF RFC 2060 (1996), Internet Message Access Protocol – Version 4rev1. 

[b-IETF RFC 2505]  IETF RFC 2505 (1999), Anti-Spam Recommendations for SMTP MTAs. 

[b-IETF RFC 2635]  IETF RFC 2635 (1999), DON'T SPEW A Set of Guidelines for Mass 

Unsolicited Mailings and Postings (spam*). 

[b-IETF RFC 2821]  IETF RFC 2821 (2001), Simple Mail Transfer Protocol. 

[b-IETF RFC 2822]  IETF RFC 2822 (2001), Internet Message Format. 

[b-IETF RFC 3685]  IETF RFC 3685 (2004), SIEVE Email Filtering: Spamtest and VirusTest 

Extensions. 
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