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Recommendation ITU-T X.1234

Guidelines for countering multimedia messaging service spam

Summary

Recommendation ITU-T X.1234 specifies guidelines for countering multimedia messaging service
(MMS) spam. It analyses typical scenarios, characteristics and recognition methods of MMS spam,
and provides a technical framework, workflows and some key technologies of MMS spam recognition,

to help MMS providers and MMS users to counter spam.
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Introduction

A multimedia messaging service (MMS) is a standard way to send messages that include multimedia
content to and from a mobile phone over a cellular network. Users and providers may refer to such a
message as a picture, video, sound, animation, etc. With the development of telecommunication
technologies and the popularity of smartphones, MMS has become a mainstream way to send
messages, especially for young people, and media companies which utilize it on a commercial basis
as a method of delivering news and entertainment content. MMS brings convenient social contact and
colourful messages, but it also becomes the way for spammers to send MMS spam. Such MMS spam,
including unexpected advertisements, fraud information and viruses, is becoming a widespread
problem and has caused a significant benefit loss to telecommunication operators, service providers
and users.

Therefore, it has become an important direction in the field of countering spam technology to
effectively counter MMS spam.
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Recommendation ITU-T X.1234
Guidelines for countering multimedia messaging service spam

1 Scope

This Recommendation proposes a technical framework for countering MMS spam to achieve MMS
spam governance and control. This framework specifies functional components, workflows and some
key technologies of MMS spam recognition. In addition, this Recommendation covers typical
scenarios of MMS spam with analyses of different types and general characteristics of MMS spam.

It is worth noting that all the operations in this Recommendation need to be permitted by users and
administrative regulations. All the processes should follow applicable legislation carefully in order to
avoid violating users' privacy.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1231] Recommendation ITU-T X.1231 (2008), Technical strategies for countering
spam.

[ITU-T X.1247] Recommendation ITU-T X.1247 (2016), Technical framework for countering
mobile messaging spam.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 multimedia messaging service (MMS) [ITU-T X.1231]: Multimedia messaging service
refers to a kind of messaging service after short message service which can transfer various
multimedia messages including text, graphics, audio, video and so on through mobile network,
wireless network or fixed network.

3.1.2 multimedia message service (MMS) spam [ITU-T X.1247]: Spam sent via MMS.

3.1.3 spammer [ITU-T X.1231]: Spammer refers to the entity or the person creating and sending
spam.

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.21 MMS spam identification functions (MMSSIF): A counter MMS spam system that is
independent from a Multimedia Message Service Centre (MMSC), which includes the following
functional components: monitoring function, data acquisition function, preprocessing function,
recognition function, verification function, disposal function and system management function.

Rec. ITU-T X.1234 (01/2022) 1



4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ASR Automatic Speech Recognition

MMS Multimedia Messaging Service

MMSC Multimedia Message Service Centre

MMSSIF Multimedia Messaging Service Spam Identification Function
SMS Short Message Service

uUICC Universal Integrated Circuit Cards

URL Uniform Resource Location

5 Conventions

This Recommendation uses the following conventions:

The keyword "should" indicates a requirement which is recommended but which is not absolutely
required. Thus, this requirement need not be present to claim conformance.

The keyword "may" indicates an optional requirement which is permissible, without implying any
sense of being recommended.

In the body of this Recommendation, the word "can" sometimes appears, in which case it is to be
interpreted as "is able to".

6 Overview

MMS refers to a kind of messaging service introduced after the short message service (SMS), which
can transfer various multimedia messages including text, voice and video through mobile networks
or IP networks. With fast-developing telecommunication and Internet technologies, as well as the
fast-growing popularity of smartphones, MMS, which brings convenient social contact and colourful
messages, is an important means to send messages, especially for young people, and media companies
which utilize it on a commercial basis as a method of delivering news and entertainment content.

However, it is also possible for spammers to send MMS spam. The MMS spam, including unsolicited
information like advertisements, frauds, viruses and other unwanted messages, is becoming a
widespread problem and has caused a large benefit loss to telecommunication operators, service
providers and users. Therefore, how to effectively counter MMS spam technically has become an
important challenge in the field of countering spam.

7 Scenarios and characteristic of MMS spam

As shown in Figure 7-1, the MMS procedure has three major steps: (1) The sender prepares MMS
content and sends to MMSC, which his universal integrated circuit card (UICC) belongs to; (2) the
MMSC receives the MMS content which was sent by the sender and decides whether to send this
MMS to the next MMS centre or directly to the receiver; (3) the receiver gets the MMS from the
MMSC, which may be different from the MMSC that the sender used.

2 Rec. ITU-T X.1234 (01/2022)
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Figure 7-1 — MMS procedure

Spammers will use the above procedure to send spam to users, which is very annoying and may
causes benefit loss to users. The spam content may include advertisements, fraud, etc. Here are some
typical scenarios of MMS spam:

1. Fraud spam: This is MMS spam that makes up reasons to attract receivers to believe that
he/she may receive some benefits or that something is true. If the receiver replies as the
message indicates, the receiver will be charged or subscribed to some kind of value-added
service of the fraud company for payment.

2. Trojan spam: Some MMS spam carries a media file with a trojan, and once they find a mobile
phone that is vulnerable, and the phone's user opens the media file, they would get the highest
administration authorization of the phone's system, then all secret information on the phone
may be stolen, leaving the receiver totally unaware that this has occurred.

3. Virus spam: MMS spam may contain a certain kind of virus set-up file that looks like a
normal one. Once the receiver clicks and finishes the set-up, the virus starts to destroy the
phone system in many possible ways, usually by rapid deletion or disaggregation.

4. Unwanted advertisements: Advertisement MMS spam usually includes various kinds of
advertisement for things such as loans, housing sales, training, etc. This spam is sent to
receivers without receivers' permission or subscription. Some of them are typically deceptive
and may put a link of ads on the MMS graphic or video, and if the receiver clicks the graphic
or video, the web browser will be redirected to the ads' page.

8 Guidelines on the technical framework

8.1 General structure

As shown in Figure 8-1, a sender sends an MMS message to the MMSC and the receiver downloads
the MMS message form the MMSC, so the MMSC stores all MMS messages. For that reason, it is
recommended that MMS spam identification functions (MMSSIF) should be deployed adjacent to
the MMSC.

It is difficult for any counter spam technology to guarantee 100% accuracy, and MMSSIF also require
offline manual configuration and management, therefore service operators should be set up as shown
in Figure 8-1.

At the same time, the working process of the original MMSC should be modified so that the MMSC
sends the MMS message to the MMSSIF instead of forwarding it directly to the receiver or next
MMSC after it receives the MMS message. The MMSSIF judges whether the MMS message is spam
or not, and then gives corresponding suggestions to the MMSC. According to the suggestions, the
MMSC will decide whether to continue sending this MMS message to the receiver or the next MMSC.
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Figure 8-1 — General structure for countering MMS spam

8.2 Reference structure of MMSSIF

The reference structure of the MMSSIF mainly includes seven modules corresponding to different
functions: monitoring, data acquisition, preprocessing, recognition, verification, disposal and system
management. Different modules are recommended to be associated. Also, they should coordinate
with each other according to rules or policies defined by relevant agreements.

Monitor module

Data acquisition

Preprocessing

module module
Recognition
module Recognition Recognition Recognition
sub-modulel sub-module2 sub-module3
Databasel Database2 Database3
‘ |
Verification Disposal System
module module g management

X.1234(22)

Figure 8-2 — Reference structure of MMSSIF

In Figure 8-2, the monitor module receives an MMS from the MMSC and gets the header of this
MMS, including the subject, the sender's phone number, the number of attachments, the URL of those
attachments, etc.

The data acquisition module receives those messages of the MMS header from the monitor module,
and then downloads all attachments from the URL.

The preprocessing module receives all messages of this MMS from the data acquisition, including
the header, all attachments, and then normalizes the messages by rules. The messages may be from
the header or the body of the MMS, and the types of those messages may be text, image, video, audio,
etc., so the rules are recommended to be compound rules such as "the source+ message type+ the
message".
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The recognition module receives normalizing messages from the preprocessing module and analyses
whether this MMS is spam by some technologies, such as a blacklist, text recognition, image
recognition, video recognition, etc.

The verification module receives the possible result from the recognition module and makes further
judgements, such as manual determinations in order to decrease the possibility of false alarms.

The disposal module receives the recognition result from the verification module, and disposes of the
MMS which is judged as spam, such as by blocking the MMS, sending an alert message to the
spammers, etc. It also sends the original MMS, disposal log and the sender's phone number to the
system management module.

The system management module receives the records from the disposal module and saves the
operation log and system log. And it also sends the spammer's phone number, keywords, and images
to the different databases in the recognition module in order to update the databases.

8.3 Functional components of MMSSIF

8.3.1 Monitor module
The functions of the monitor module include:

. Monitoring whether there is a new MMS sending from MMSC,;

. receiving the whole data stream of the MMS;

. analysing the data stream and getting the header of the MMS;

. sending the subject, ender's phone number, number of attachments, URL of those attachments

and the body of the MMS to the data acquisition module.

8.3.2 Data acquisition module
The functions of the data acquisition module include:

. receiving the messages from the monitor module and finding the URL of those attachments;
. downloading all attachments;
. sending all message of the MMS to the preprocessing module, including the header and the

body of the MMS, which includes all attachments.

8.3.3  Preprocessing module
The functions of the preprocessing module include:
. receiving all messages from the data acquisition module;

. checking all attachments and judging whether they are text, image, audio or video, because
according to the current MMS transport protocol, it is only allowed to include text, image,
audio or video in an MMS;

. classifying the messages according to different types and normalizing the messages by rules,
such as a compound rules "the source+ message type+ the message";
. sending the original MMS, all normalizing messages and the sender’'s phone number to the

recognition module.

8.3.4 Recognition module

The functions of the recognition module include:

. analysing whether the MMS is spam;

. sending the recognition result to the verification module.

There are mainly three types of recognition technologies according to different parts of an MMS. The
first one is based on the phone number, such as blacklist and whitelist. The second one is based on
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the text, such as text recognition. The last one is based on the attachments, such as image recognition,
video recognition, etc. Depending on the specific requirements and characteristics of the service
provider, the recognition module may deploy a different sub-module according to the type of
technologies.

Table 8-1 — Recognition module configuration model

Model Description

Model 0

Recognition
sub-module

X.1234(22)

Model 0 only has one sub-module, and has one type of recognition
technology.

Model 1

Recognition Recognition
sub-modulel sub-module2

X.1234(22)

Model 1 is a shape of sub-modulel and sub-module2 configured together.
Sub-modulel and sub-module2 are any two of the three types.

Model 2

Recognition Recognition Recognition
sub-modulel sub-module2 sub-module3

X.1234(22)

Model 2 is a shape of sub-modulel, sub-module2 and sub-module3
configured together.

In Model 1 and Model 2, the recognition result may have different ways of being calculated. For
example, in Model 1, Recognition sub-modulel deploys text recognition and Recognition sub-
module2 deploys image recognition. Recognition sub-modulel recognized an MMS as spam, but
Recognition sub-module2 did not recognize the same MMS as spam. Therefore, whether or not an
MMS is recognized as spam requires an overall strategy for the recognition module. It's recommended
to configure the strategy according to the actual needs and situation.

8.3.5 Verification module

The functions of the verification module include:

. receiving the possible results from the recognition module;
. making further judgement, such as manual determinations.
8.3.6  Disposal module

The functions of the data disposal module include:

. receiving the result from the verification module;

. disposing the MMS according to the recognition result, which is able to judge whether the
MMS is spam;

. sending the disposal result to the system management module if the MMS is recognized as
spam;

. sending the original MMS to the MMSC if the MMS does not recognize it as spam.

6 Rec. ITU-T X.1234 (01/2022)



8.3.7  System management module
The functions of the system management module include:

. saving the operation log and system log;
. updating the databases;
. receiving feedback from users.

8.4 Reference model

Senders ‘YA N MMSC E} o Monitor 9 .| Data acquisition I,) .| Preprocessing
tr o module ' module ' module
E__
Recognition
M module Recognition Recognition Recognition
e M sub-modulel sub-module2 sub-module3
Service LS
manager 7 s Gl% G2$ G3%
1
K Database1 Database2 Database3
HT ! &]LB
Y
Verification Jl N Disposal l,( R System
module ' module "7  management
L+ N
A 4 M
MMSC > Receivers

X.1234(22)

Figure 8-3 — Reference model for countering MMS spam

Interface A is between the senders and the MMSC. Interface A is used to transmit an MMS to the
MMSC. This has already been realized when the service provider started to provide the MMS service
to users. And it does not need to change in this model.

Interface B is between the MMSC and the monitor module. Interface B is a new interface and is used
to transmit an MMS to the monitor module instead of forwarding it directly to the receiver or to the
next MMSC.

Interface C is between the monitor module and the data acquisition module. Interface C is used to
transmit the header of the MMS, sender's phone number, URL, etc., which are analysed by the
monitor module.

Interface D is between the data acquisition module and the preprocessing module. Interface D is used
to transmit all the messages, including the header of the MMS, the body of the MMS, the subject, all
attachments, etc.

Interface E is between the preprocessing module and the recognition module. Interface E is used to
transmit the normalizing messages, such as "the source+ message type+ the message". Interface E
should support FTP and HTTP.
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Interface F is between the service operator and the MMSSIF. Interface F is used to transmit the
configuration rules and spam statistics.

Interface G is between the database and the sub-module. Interface G is not a specific interface. It
represents a class of interfaces that are between different databases and its corresponding recognition
sub-module. Interface G is used to transmit the suspicious number, text, image, etc., which are
matched in the databases in order to recognize spam.

Interface H is between the recognition module and the verification module. Interface H is used to
transmit the possible result and the original MMS.

Interface | is between the system management and the database. Interface I is not a specific interface,
just like Interface G, and it represents a class of interfaces that are between different database and the
system management.

Interface J is between the verification module and the disposal module. Interface J is used to transmit
the recognition result and the original MMS.

Interface K is between the disposal module and the system management. Interface K is used to
transmit the sender's phone number, recognition result, disposal and the original MMS.

Interface L is between the disposal module and the MMSC. Interface K is used to transmit the original
MMS, which is not recognized as spam.

Interface M is between the MMSC and the receivers. Interface M is used to transmit MMS to the
receivers. This has already been realized when the service provider started to provide the MMS
service to users, and it does not need to change in this model.

Interface N is between the receivers and the system management. Interface N is used to transmit the
feedback of the receivers.

9 Work procedures

Figure 9-1 shows that countering MMS spam consists of twelve procedures. These procedures
constitute an adaptive system which contributes to the optimization of system performance.

Users 1 > MMSC 2 > Monitor 3 N Data acquisition 4 > Preprocessing
module module module
M
M
2 S :
Service " 12 S v
operator I ‘ . . . -
F System 8 Disposal ' 7 Verification 6 Recognition
management module module module
K
IIT
10 8
v
. 9
Receivers [— MMSC
X.1234(22)

Figure 9-1 — Countering MMS spam processing procedures

Procedure 1: Sending MMS to MMSC

The sender prepares content of an MMS, receiver's phone number and then sends this MMS to the
MMSC.
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Procedure 2: MMS forwarding to the monitor module

The MMSC receives the MMS message from the MMSC and then forwards it directly to the monitor
module.

Procedure 3: Getting the header of the MMS

The monitor module will monitor whether there is a new MMS being sent from the MMSC all the
time. Once there is a new MMS, it will receive the whole data stream of the MMS, analyse the data
stream and get the header of the MMS, including the subject, sender's phone number, number of
attachments, and URL of those attachments. And then the monitor module will send all the messages
to the data acquisition module.

Procedure 4: Downloading all attachments

The data acquisition module will receive the messages from the monitor module, find the URL of
those attachments and download all the attachments. After getting all the message of the MMS, the
data acquisition module will send this to the preprocessing module.

Procedure 5: Normalizing messages of the MMS

The preprocessing module will check all attachments and judge whether they are text, image, audio
or video after receiving messages from the data acquisition module. If all the messages are legal, the
preprocessing module will classify the messages according to different types and normalize the
messages by rules. And then it will send the original MMS, all normalizing messages and the sender's
phone number to the recognition module.

Procedure 6: Analysing the MMS

The recognition module will analyse whether the MMS is spam or not according to different
technologies, which are deployed in the practical system. Then the recognition module will send the
possible result to the verification module. Except for some specific technologies, the recognition
module needs some overall strategies to get the final possible result.

Procedure 7: Making further judgement

The verification module will make further judgement after receiving the possible results from the
recognition module and send the recognition result to the disposal module.

Procedure 8: Disposing the MMS

The disposal module will dispose of the MMS according to the recognition result. If the MMS is
recognized as spam, the disposal module will dispose of the MMS by a set of rules, such as blocking
the MMS, sending an alert message to the spammers, etc. It also sends the original MMS, disposal
log and the sender's phone number to the system management module. The receiver will not receive
this MMS. If the MMS is not recognized as spam, the disposal module will send the original MMS
to the MMSC.

Procedure 9: Sending the MMS to the receiver

The MMSC will send this MMS to the receiver. Sometimes, it will send the MMS to another MMSC
and then send it to the receiver. This procedure is the same as before when there is no MMSSIF
function.

Procedure 10: Feedback of receivers

The receivers are the possible victims of spam, so they may voluntarily send some feedback to the
service management module. The participation of receivers will be helpful for countering spam
effectively and efficiently. Therefore, the system management module is recommended to use the
feedback of receivers when developing solutions or strategies for countering spam.
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Procedure 11: Updating the databases

The system management module will save the operation log, system log and the original MMS. It
will update the databases as well, according to the new samples, phone number, keywords, etc.

Procedure 12: Adjustment of countering measures

According to the spam statistics and analysis report from the MMSSIF, a service operator will
evaluate the MMSSIF performance for possible improvements. Based on the evaluation result,
measures and strategies may be adjusted and collaboration mechanisms in the recognition module
may be adjusted by the service operator.

10 Guidelines on key technologies

An MMS is able to transfer various multimedia messages including image, text, video, audio, etc.
Therefore, the key recognition technologies for countering MMS spam mainly include image
recognition, text recognition, video recognition, audio recognition, etc.

10.1  Spam filter list

The spam filter list includes blacklist, whitelist and ambiguous list. The service providers should
configure the MMSSIF to log suspicious activity or optionally configure it automatically (e.g., block
suspicious MMS, allow normal MMS) for blacklist or whitelist. The service providers should also
maintain the list to keep the MMSSIF available and working stably. While anomalies of an unlisted
phone number are detected, the phone number should be given to a manual review process to conduct
a full assessment.

10.2  Image recognition

Image recognition firstly extracts a feature for the image representation and establishes a database of
image eigenvalue. The detection of spam is then transformed into a binary classification problem in
the feature space and can be solved by conventional machine learning. Or more simply, if the image's
eigenvalue of an MMS message is matched in the database, the message is recognized as spam. This
method depends on the quality of the image eigenvalue database.

10.3  Text recognition

Text recognition mainly includes keyword recognition and semantic recognition. Keyword
recognition firstly establishes a keywords database. If the text content of an MMS message contains
any keywords that are matched in the keywords database, the message is recognized as spam, further,
text recognition can build Boolean logic models and the vector space model, after training, the
recognition model is obtained which can improve the accuracy of text recognition. This method
depends on the quality of the keywords database.

Sometimes, spammers are highly creative in avoiding detection. For example, spammers may falsify
normal email and randomize the content to avoid the keywords detection of spam filters. Therefore,
based on keyword recognition, it is very effective and efficient to use semantic recognition to achieve
secondary recognition (e.g., a natural language processing approach based on fuzzy semantic
recognition), which may greatly reduce the false positive rate.

10.4  Video recognition

Video recognition generally establish a sample database first, and then compares the video of an
MMS message with video samples one by one to judge whether the video is spam or not. It can also
identify by extracting key frames of a video. The main operations are as follows: decoding the video,
processing it as a set of images, and then sampling from those images, identifying the sampled images
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based on image recognition technology, and finally getting the video recognition result by using the
comprehensive analysis result of those sampled images.

10.5  Audio recognition

Audio recognition can be implemented in combination with automatic speech recognition (ASR)
technology. The goal of ASR technology is to enable computers to "dictate™ the continuous speech
spoken or utterances of keywords or sentences by different people, and it is able to convert "voice"
into "text". In addition, in order to identify similar or equal audio data, spectral features are extracted,
and a short and robust audio fingerprint is computed. Therefore, ASR is able to "recognize™ some
certain keywords from an audio, which can determine if the audio is spam.

10.6  Feedback of end users

Feedback from end users, the associated implementation guidance and other information specified in
clause 8.5 of [ITU-T X.1231] and in Annex A of [ITU-T X.1247] apply.

Some end users will delete MMS spam directly when they receive it, and a few end users will report
the MMS spam through the official client feedback. The effectiveness of this method depends on the
enthusiasm and initiative of the end users. The active participation of end users will be encouraged
for countering MMS spam effectively and efficiently.
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