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Summary 

Recommendation ITU-T X.1233 establishes guidelines for instant messaging (IM) service providers 

(SPs) and users to counter spam over instant messaging (SPIM) and to reduce propagation of SPIM in 

cyberspace and improve the IM user experience. 

This Recommendation analyses scenarios of SPIM generation in IM, specifies technical measures and 

mechanisms to counter SPIM for IM SPs, and establishes guidelines to counter SPIM for IM users. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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Introduction 

The popularity of instant messaging (IM) applications has resulted in instant messaging (IM) 

applications becoming an important way to spread spam, along with voice, short message service 

(SMS) and email. With real-time and efficient message transmission, IM allows great convenience in 

social contacts. However, it also opens the door for spammers to send spam over instant messaging 

(SPIM). The volume of spam advertisements, pornography and other illegal information, such as 

phishing information, viruses, Trojan worms and spyware, sent by IM is growing exponentially. This 

is not only harassing or even incurring economic losses to uses, but also seriously affecting the 

security of cyberspace. Countering SPIM has become a significant element in counteracting spam. 

There remains, however, a lack of guidance for service providers (SPs) and users who wish to counter 

SPIM while operating or using IM. This means that efforts to counter SPIM have not been effectively 

managed. It is therefore urgent to build relevant standards to guide IM operators and users in 

techniques and management measures that can prevent SPIM. 
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Recommendation ITU-T X.1233 

Guidelines for countering spam over instant messaging 

1 Scope 

This Recommendation establishes guidelines for IM service providers (SPs) and users to counter 

spam over instant messaging (SPIM). It covers IM spam scenarios, technical measures and 

mechanisms to counter SPIM for IM SPs, emergency response disposal measures to counter SPIM 

for IM users, etc. 

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 spam over instant messaging (SPIM) [b-ITU-T X.1244]: A spam targeting users of instant 

messaging service. 

NOTE – For the purposes of this Recommendation, no term "spam" is defined. 

3.1.2 spimmer [b-ITU-T X.1244]: Sender of SPIM. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 instant messaging (IM): An exchange of content between a set of participants in near real 

time. Generally, the content is short text messages, although that need not be the case. 

NOTE – Based on [b-IETF RFC 3428]. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

IM Instant Messaging 

IP Internet Protocol 

NE Network operator 

SMS Short Message Service 

SPIM Spam over Instant Messaging 

SP Service Provider 

5 Conventions 

The verbal form "shall" indicates a requirement strictly to be followed in order to conform to this 

Recommendation. 

The verbal forms "should" and "should not" indicate that, among several possibilities, one is 

recommended as particularly suitable, without mentioning or excluding others; that a certain course 
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of action is preferred but not necessarily required; or that (in the negative form) a certain possibility 

or course of action is deprecated, but not prohibited. 

The verbal form "can" indicates an optional requirement that is permissible. This term is not intended 

to imply that the implementation must provide the option. 

6 Spam over instant messaging scenarios 

SPIM is becoming a major challenge for IM services. SPIM affects the performance of IM systems 

in various ways, such as wasting resources, including memory, central processing unit, storage space 

and bandwidth resources, and may cause major problems such as the spread of worms and denial of 

service attacks. SPIM scenarios include but are not limited to the following, 

– Utilization of automated means to register a large number of accounts for nefarious purposes, 

such as spreading of SPIM.  

– Use of an account without authorization of the account owner to establish a session 

connection with the target user to spread SPIM. 

– The lack of built-in security mechanisms, such as a lack of a confirmation mechanism when 

adding friends, creates an environment in which SPIM can spread quickly. 

– Disclosure of messages over an unsecured delivery channel. Hackers can tamper with instant 

messages during transmission. Advertisements or malicious codes may be inserted in the 

message, converting the message to SPIM. 

– Manufacturers acting illegally push SPIM subscriptions to users for commercial benefit. 

7 Guidelines for IM service providers to counter SPIM 

7.1 Configuration of anti-SPIM functions  

The IM SP shall provide anti-SPIM functions while providing IM service. Anti-SPIM functions 

should include but are not limited to the following: 

– automatic user registration detection and control; 

– authorization control when adding friends; 

– message-sending rate detection and limitation; 

– message filtering based on blacklists; 

– user complaint platform that among other functionalities has a simple feedback mechanism 

to alert an IM SP about SPIM received.  

At the same time, the IM SP shall maintain anti-SPIM functions in the process of operation. Scenarios 

should include but are not limited to the following:  

– maintaining anti-SPIM databases, such as friend lists and blacklists, so that they are available 

and stable; 

– maintaining user complaint information to enhance the accuracy of this information; 

– adjusting thresholds used in anti-SPIM functions, such as those for message-sending rate 

restriction and number of complaints that an account can receive before being added to a 

blacklist. 

7.2 Behaviour monitoring and control 

The IM SP shall take measures to monitor the following behaviours and to generate alarms when 

anomalies are detected. Behaviours that should be monitored include but are not limited to the 

following. 
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– Authentication failure behaviour. For example, a number of authentication requests are sent 

from the same Internet protocol (IP) address. If there are lots of such behaviours, it might be 

that a spimmer is stealing accounts to send SPIM. This should trigger an alarm and 

subsequent authentication requests from that IP address should be dropped. 

– Malicious complaint behaviour. For example, an account submits a large number of 

complaints in a certain period of time, whether the complaints concern different accounts or 

the same account, if the number of the complaints exceeds a certain threshold, it should 

trigger an alarm and the complaints from the account should be ignored, thus improving the 

accuracy of complaints. 

– Malicious addition of accounts to blacklists behaviour. For example, if some accounts add a 

specific account to a blacklist, it should be detected whether those accounts are on a 

suspicious account list. If most of them are on a suspicious account list, an alarm should be 

triggered. These attempts to blacklist the specific account should not be considered when 

counting the number of times the specific account has been added to a blacklist, thus 

improving the accuracy of the blacklist. 

7.3 Auditing and recording 

IM SPs shall adopt technical measures for auditing and recording user behaviours and cybersecurity 

incidents to counter SPIM. The records that the IM service should audit include but are not limited to 

the following. 

– User behaviour logs, including registration behaviour information and user authentication 

information. For example, the IM SP should record the user's historical actions (e.g., 

message-sending behaviours exceeding the threshold of message-sending rate restrictions 

and malicious complaint behaviours). The message-sending behaviour logs should include 

but are not limited to the following information: sender's account information (e.g., IP 

address, username, whether the sender is included on a suspicious list or blacklist list), 

recipient's account information, relationship type between the sender and recipient (e.g., 

friends, non-friends, friend members in a group, non-friend members in a group, friends of 

other IM systems and phone contacts). IM server providers should integrate analysis of this 

information to identify suspicious or malevolent activities. Malicious complaint behaviour 

logs should include but are not limited to the following information: complainer account's 

information (e.g., IP address, username, whether included on a suspicious list or blacklist 

list), information of the account being complained about, and number of complaints in a 

certain period of time. If the number of complaints exceeds a threshold, the complaints from 

the complainer's account are ignored, thus improving the accuracy of the complaint platform. 

– SPIM filtering record, which includes SPIM filtering behaviours and the filtered message. A 

SPIM filtering behaviour record should include but is not limited to the following 

information: the sending account of the filtered message (e.g., IP address, username, whether 

on a suspicious list or blacklist list), which filtering measures are being used (e.g., filters 

based on blacklists, sending rate control or authorization control). The filtered message 

should be recorded so that it can be resent if it is mistakenly filtered. 

7.4 Emergency response 

An IM SP should formulate an emergency response plan for major SPIM events. 

Major SPIM events should be covered by an emergency response plan, which should include but is 

not limited to the following:  

– anti-SPIM database of IM server is modified, invaded or controlled;  

– SPIM complaint platform is modified, invaded or controlled; 

– threshold of an automatic registration function is illegally modified;  
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– large-scale complaints against SPIM are launched in a given period of time. 

An IM SP should determine the type and level of each of these SPIM events according to the actual 

situation, and formulate an emergency response process and emergency operation guidelines for each 

type and each level of SPIM event. 

An IM SP should establish a monitoring and warning mechanism for major SPIM events, discover 

major SPIM events and notify relevant personnel in a timely fashion.  

An IM SP should also summarize the causes of major SPIM events after an emergency response, 

evaluate the effectiveness of emergency response measures and rectify the problem in a timely 

fashion. 

7.5 Risk assessment management 

IM SPs should assess risk of the likelihood and severity of SPIM events. Risk management should 

be integrated within basic operating activities, flowing from the management assessment, cascading 

to security assessment and functional assessment. Risk assessment management should include but 

is not limited to the following. 

– An IM SP should conduct a management assessment that should include, for example, 

developing an anti-SPIM policy and monitoring whether security compliance processes and 

strategies are in place to mitigate the risk of SPIM; additionally, it should facilitate the 

implementation of the policy. An IM SP should also review and update the current risk 

assessment policy and procedure according to an organization-defined frequency or 

whenever there are significant changes to the IM system or operation environment. 

– An IM SP should conduct a security assessment that should include, for example, automating 

the vulnerability management process by using standards (e.g., enumerating application 

flaws and improper configurations, and formatting checklists and test procedures) to identify 

what is most the likely cause of SPIM (e.g., password vulnerabilities, unsecure firewall 

settings and Trojan worms), and quantify the predisposing conditions for major SPIM events. 

– An IM SP should conduct functional assessment that should include, for example, 

discovering illogical processing and cascading errors that can lie within an IM system's code 

(e.g., automatic user registration, unlimited user sending rate within a given period of time, 

lack of built-in security mechanisms and revealing messages over an unsecured delivery 

channel) when the IM system upgrades. 

– An IM SP should assess risk regularly or review and update its risk assessment policy as 

necessary. Risk assessment should comprise three interrelated components: management, 

security and functional assessments. For example, management and security assessments 

should be carried out together with the general risk assessment, functional assessment should 

be carried out before an IM system upgrade, during a IM system upgrade or both. At the same 

time, an IM SP should either remediate legitimate flaws in organization-defined response 

times or implement controls to prevent the spimmer exploiting the vulnerability. 

7.6 Security protection measures 

An IM SP should take security protection measures to counter SPIM. The security protection 

measures should include but are not limited to the following.  

– An IM SP should deploy anti-distributed denial of service attack measures to protect the 

blacklist library, complaint platform, security monitoring and audit methods and to improve 

the availability of anti-SPIM functions. 

– An IM SP should deploy anti-virus, anti-Trojan and anti-worm measures to prevent the server 

from being infected and controlled by spimmers who would modify anti-SPIM 

configurations or disable anti-SPIM functions and then send SPIM. 
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– An IM SP should implement multiple access control methods in network boundaries, systems 

and applications of the IM system, to prevent unauthorized access by spimmers who would 

modify anti-SPIM configurations or disable anti-SPIM functions and then send SPIM.  

– An IM SP should deploy intrusion detection and protection methods to detect network attacks 

and prevent the IM system from being intruded into by spimmers who would modify the 

configuration or disable anti-SPIM functions and then send SPIM. 

8 IM users functionality to support anti-SPIM 

An IM user should have the possibility to configure the IM client to guard against SPIM when using 

an IM system. The configuration should include but is not limited to the following. An IM user should 

have the possibility to: 

– use a verification confirmation mechanism, including confirmation of authentication requests 

and confirmation of additions to the group, to ensure that all actions are approved by the user. 

– configure settings to not allow receipt of messages or files from unauthorized users.  

– configure a blacklist in a timely fashion, and not allow receipt of messages or files from 

suspicious accounts. 

– use a strong password and change it regularly to prevent the account being stolen and used 

to send SPIM. 

– monitor the execution of privileged functions, and disable and alter implemented settings as 

they may cause SPIM (e.g., accepting a stranger's authentication request). 

9 Guidelines for service providers or network operators to counter SPIM 

Service providers or network operators (SPs/NEs) can help to counter SPIM by means such as 

building a unified SPIM complaint platform, building a unified blacklist database to prevent SPIM, 

testing and verifying anti SPIM functions of an IM system, and providing SPIM detection services 

for IM SPs. This includes but is not limited to the following.  

– SPs/NEs should build a unified complaint platform for multiple IM services. The complaint 

platform can accept complaints from users about an account sending SPIM, and classify 

complaints according to different IM services. When the number of complaint users against 

an IM account reaches a certain number, details of the IM account are sent to the 

corresponding IM service blacklist database. 

– SPs/NEs should build a unified blacklist database for multiple IM services. The blacklist 

database is synchronized with the blacklist database of each IM service in the network. There 

are two sources for a blacklist, accounts included in the database that are: 

• the subject of complaints through the above complaint platform;  

• detected to be sending SPIM through the SPIM detection service.  

– SPs/NEs should provide a regular dial test verification service for an IM SPs, preventing anti 

SPIM functions in an IM system from being turned off, which may be caused by hacker 

attack. If the corresponding function is not turned on after verification, an SP/NE can send 

an alarm to the IM SP. Dial test verification functions include but are not limited to the 

following, simulation of: 

• automatic registration behaviour, and verification of whether the IM system can identify 

and prevent automatic registration;  

• an account sending multiple messages in a unit of time (the number of messages exceeds 

the threshold set by the IM system), and verification of whether the IM system can detect 

and discard messages sent by the account subsequently;  
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• a blacklisted account sending a message, and verification of whether the IM system can 

discard messages sent by the account;  

• malicious complaints and verification of whether the IM system can identify and discard 

them. 

– SPs/NEs can provide a SPIM detection service for an IM SP. They should sign a service level 

agreement with each IM SP, which should include confidentiality terms, to protect the 

privacy of users. The process of detecting SPIM SPs/NEs is as follows: 

• to deploy detection systems at key nodes in the network, and detect the IM message 

packet header under the authorization of an IM SP; 

• to analyse the behaviour of sending multiple IM messages by an IM account – if the 

number of messages sent by the IM account within a certain time range exceeds a certain 

threshold, it can be determined that the account is sending SPIM; 

• to discard IM messages sent by the account mentioned previously directly; 

• to include the account mentioned previously in the blacklist database.  

Through a SPIM detection service provided by SPs/NEs, SPIM can be found and discarded at the 

near edge, which can not only save network bandwidth, but also avoid consumption of IM server 

resources. 
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