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Recommendation ITU-T X.1220

Security framework for storage protection against malware attacks on hosts

Summary

Recommendation ITU-T X.1220 provides a framework for the protection of storage against malware
attacks on hosts, which bypass network protection and endpoint protection. The framework also
considers attacks caused by human errors or social engineering. The framework consists of a host and
a storage protection server. The storage protection server works separately from the host, stores data
in the storage, and provides a network drive to the host.

When an application on the host requests data, the storage protection server provides real data or fake
data depending on whether the application is listed or not in a pre-registered application list that is
managed on the storage protection server with the objective of protecting data in the storage against
malware attacks that encrypt, tamper, or steal data. The storage protection server allows pre-registered
applications to create, modify or delete data in the storage while preventing other applications from
performing those operations. It provides pre-registered applications with read-write access to real data
from the storage, and non-registered applications with read-only access to fake data. In addition, there
is synergy if the framework is applied together with network protection and endpoint protection, as
they provide different types of protection.

History *
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1.0 ITU-T X.1220 2023-11-13 17 11.1002/1000/15709
Keywords

Data, malware, protection, storage.

* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique 1D.
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The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents/software copyrights, which may be required to implement this Recommendation. However,
implementers are cautioned that this may not represent the latest information and are therefore strongly urged
to consult the appropriate ITU-T databases available via the ITU-T website at http://www.itu.int/ITU-T/ipr/.
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Recommendation ITU-T X.1220

Security framework for storage protection against malware attacks on hosts

1 Scope

This Recommendation provides a framework for the protection of storage against malware attacks on
hosts, which bypass network protection and endpoint protection. The framework also considers
attacks caused by human errors or social engineering.

This Recommendation provides the following:
- definition of the functional architecture and entities of the storage protection framework;
— definition of the operating procedure of the storage protection framework;

— identification of security threats and requirements related to the storage protection
framework; and

— use cases of the storage protection framework.

This Recommendation does not address issues related to network protection, endpoint protection or
regulation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 deceptive software [b-ITU-T X.1207]: Software which performs activities on a user's
computer without: 1) first notifying the user as to exactly what the software will do on the user's
computer; or 2) asking the user whether he consents to the software doing these things. Examples of
deceptive software include programs which hijack user configurations, or programs which cause
endless pop-up advertisements which cannot be easily clicked out of by the user.

3.1.2 endpoint [b-ITU-T X.1526]: Any computing device that can be connected to a network such
as a computer system, server, network appliance, mobile device, etc. Such devices normally are
associated with a particular link layer address before joining the network and potentially an IP address
once on the network.

3.1.3 firewall [b-ITU-T X.1205]: A system or combination of systems that enforces a boundary
between two or more networks. A gateway that limits access between networks in accordance with
local security policy.

3.1.4 malware [b-ITU-T X.1218]: Malicious software designed specifically to damage or disrupt
a system attacking confidentiality, integrity and/or availability.
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NOTE — Examples include viruses, ransomware, spyware, adware and scareware.

3.1.5 unknown malware [b-ITU-T X.1218]: Unknown malware is malware that has not been
discovered yet, which means that no signatures or features exist for it in most security systems such
as antivirus or antispyware software. There is always a gap period between the time a malware starts
spreading across the Internet and the time its signature or feature is available. During this gap period
the malware is an unknown malware.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 binary hash: The output of a cryptographic hash function that is used to verify the integrity
of an application.

3.2.2 host: A computer that communicates using the Internet protocols.
NOTE - Definition is adapted from [b-ITU-T Y.1545].

3.2.3 mount: A process whereby the operating system of the computer makes storage accessible
via the file system of the computer.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

Al Artificial Intelligence
CCTV Closed Circuit Television
MFA Multi-Factor Authentication
PC Personal Computer

5 Conventions

This Recommendation applies the following verbal forms for the expression of provisions:

a) "Shall" indicates a requirement,

b) "Should" indicates a recommendation,

C) "May" indicates a permission,

d) "Can" indicates a possibility or a capability.
6 Introduction

Malware attacks that encrypt, tamper with, or steal data on hosts are on the rise. To protect data on
hosts from such malware attacks, network protection and endpoint protection technologies have been
adopted. However, these protection technologies may not be enough to counter such attacks.

Network protection technologies, such as firewall work based on whitelist-based and behaviour-based
detection mechanisms. Whitelist-based detection works by comparing all traffic on the network with
the whitelist and inspecting every packet. If the attack starts with the approved network or encrypted
data packets, it easily bypasses the whitelist-based detection mechanism. To overcome the limitations
of whitelist-based mechanisms, behaviour-based detection mechanisms including artificial
intelligence (Al) technology have been adopted, but these are resource-intensive and inevitably less
accurate.

If the network protection is compromised, endpoint protection should protect data on hosts. However,
endpoint protection technologies, such as antivirus technology work based on blacklist-based and
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behaviour-based detection mechanisms. Blacklist-based detection works by comparing application
binary hashes running on the hosts with the blacklist so unknown malware can bypass the blacklist-
based detection mechanism. Endpoint protection technologies have also adopted behaviour-based
detection mechanisms to overcome the limitations of blacklist-based mechanisms, but they require
more computing power on the hosts and work less accurately. It is difficult to accurately decide
whether a process running on the host is malware or a normal application if it is malware running in
a new way. This is especially so if the malware or deceptive software includes user deception
techniques that induce user consent, it then is more difficult to protect data in the storage only using
endpoint protection technologies.

If malware attacks bypass network protection and endpoint protection, then data in the storage
mounted on the host can be encrypted, tampered with, or stolen. It is not possible to determine whether
applications requesting the data are normal applications used by the user or malware from the storage
perspective since general storages provide data according to requests by applications on the host.

Figure 1 illustrates limitations of network protection and endpoint protection.
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Figure 1 — Limitations of network protection and endpoint protection

Therefore, a security framework may be needed for storage protection against malware attacks on
hosts, which bypass network protection and endpoint protection, and would also counter attacks
caused by human errors or social engineering.

The framework consists of a host and a storage protection server. The storage protection server works
separately from the host, stores data in the storage, and provides a network drive to the host.

When an application on the host requests data, the storage protection server provides real data or fake
data to the application after comparing it with the pre-registered application list managed on the
storage protection server for protecting data in the storage from malware attacks which encrypt,
tamper with, or steal data.

The storage protection server allows pre-registered applications to create, modify or delete data in the
storage while preventing other applications from performing those operations. It provides
pre-registered applications with read-write access to real data from the storage, and non-registered
applications with read-only access to fake data.

Thus, data in the storage is protected from malware attacks on hosts, and even attacks caused by
human error or social engineering, which bypass network protection and endpoint protection.

In addition, there is synergy if the framework is applied together with network protection and
endpoint protection, as they provide different types of protection.
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Figure 2 illustrates the concept of storage protection against malware attacks on hosts.
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Figure 2 — Concept of storage protection against malware attacks on hosts

7 Storage protection framework

7.1 Functional architecture

This clause defines the functional architecture of the storage protection framework, which protects
storage against malware attacks on hosts.

Figure 3 illustrates the functional architecture of the storage protection framework.

Host Storage protection server Storage
Mount network drive
with storage protection p Mount

Figure 3 — Functional architecture of storage protection framework

X.1220(23)

The storage protection framework consists of hosts and a storage protection server.

The host mounts the storage protected by a storage protection server as a network drive and requests
data from the storage protection server through the network drive.

The storage protection server stores data on mounted local storage or external storage and provides
the data to the host through a network drive.

When an application running on the host requests data in the storage protected by the storage
protection server through a network drive, the storage protection server provides real data or fake data
depending on whether the application is listed or not in a pre-registered application list that is
managed on the storage protection server. It provides pre-registered applications with read-write
access to real data from the storage, and non-registered applications with read-only access to fake
data.

Since the storage protection server provides data to the host through a network drive, data can be
protected even if the host is completely taken over by malware attacks. Even if malware tries to attack
data through a network drive, it is difficult to attack beyond data creation, reading, writing, and
deletion requests because it is mounted as a storage device on the host.
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The storage protection can eliminate the need to implement unnecessary protection technologies or
mechanisms by providing fake data with a read-only attribute when applications that have not been
pre-registered request data.

Typical protection methods that block requests from applications and block providing data to
applications can cause continuous request events, which can be resource-intensive for both the host
and storage while storage protection can be lightweight by just providing fake data with a read-only
attribute.

7.2 Entities

The entities constituting the storage protection framework are composed of hosts and a storage
protection server.

A storage protection agent is installed and runs on the host. It communicates with the storage
protection server through the storage protection agent.

A storage protection engine is installed and runs on the storage protection server. It responds to
requests from the storage protection agent.

7.2.1 Host

The host requests data from the storage protection server through the network drive. Applications that
require data access and the storage protection agent are installed and run on the host.

The storage protection agent consists of the application registration module and the network drive
module. Figure 4 illustrates the components and functions of the host.

Host Storage protection server

Storage protection agent

Authenticate user Authenticate user and
and register application ( N i icati
4 Pp N Application register appllcatlon
registration
module
-
Authenticate user Authenticate user and
and mount network drive . i
»|  Network drive |« mount network drive N
module
Send application
information
Request data | | Detect and request data N
application "
Application
Provide data » Provide data
N R

X.1220(23)

Figure 4 — Components and functions of host

Component and functions of the host are described in Table 1.
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Table 1 — Descriptions of components and functions of host

Component

Function

Description

Application

Data request

Requests data in the storage protected by
the storage protection server through the
network drive module to create, read,
modify, and delete data, such as
documents and images.

Application
registration
module

Application
registration

Registers the application information such
as binary hash and name of the executable
file after user authentication.

Once registered, the application is allowed
to create, view, modify, and delete data in
the storage protected by the storage
protection server.

Storage
protection agent

Network drive
module

Network drive mount

Connects the storage of the storage
protection server to the host as a network
drive after user authentication.

Application detection

Detects applications attempting to create,
view, modify, or delete data in the storage
protected by the storage protection server.

Data request

Requests data in the storage protected by
the storage protection server through the
storage protection server to create, view,
modify, or delete data when an application
requests it.

Sends the detected application information
to the storage protection server.

Data process result
provision

Provides data with a read/write attribute or
fake data with read-only attribute received
from the storage protection server to the
application which requested data to read.
Provides the result of creation,
modification, or deletion received from the
storage protection server to the application
which requested creation, modification, or
deletion of data, or the result of blocking
the request.

7.2.2  Storage protection server

The storage protection server is mainly composed of the storage protection engine and the storage.

The storage protection engine is composed of the management module, data transfer module, and the
user-registered application list module. Figure 5 illustrates the components and functions of the

storage protection server.

6 Rec. ITU-T X.1220 (11/2023)




=
=]
@
=

Slorage protection server

Storage protection agent

Authenticate user and

register application

Authenticate user and
mount network drive

h Ll

Management module

Send
application
information

information
and request data

Provide data

Send application - Send application
information Storage
| and request data Request data o
. ) User-
Data Provide data with registered
transfer | read-only attribute application | Provide data
module M L list module |
Provide fake data
| with read-only attribute
al
X.1220(23)

Figure 5 — Components and functions of storage protection server

The components and functions of the storage protection server are described in Table 2.

Table 2 — Descriptions of components and functions of storage protection server

engine

Data provision

Component Function Description
Application Mangges the e}ppl_lcat_lon reglsj[ratlon.
Provides application information to the
management . T
user-registered application list module.
Management User management Manages user accounts and user
Mo du?e g authentication.
Manages and provides a network drive to
Mount management the hosts after user authentication.
Storage management Managgs storages used by the storage
protection server for data storage.
Requests data and sends the requesting
Data request application information received from a
g host through the network drive to the user-
Storage_ Data transfer registered application list module
protection module :

Provides the data provided from the user-
registered application list module to the
host through the network drive.

User-registered
application list
module

Pre-registered
application
verification

Verifies whether the requesting application
is a pre-registered application when data
request and requesting application
information are received from the data
transfer module.

Fake data creation

Creates fake data when not registered
applications request data.

Data request

Request data in the storage protected by
the storage protection server when a pre-
registered application requests data.
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Table 2 — Descriptions of components and functions of storage protection server

Component Function Description

Provides data with a read/write attribute
when a pre-registered application requests
to read.

Processes data when a pre-registered
application requests to write, modify, or
delete, and then sends the result to the data
transfer module.

Provides fake data created by itself with a
read-only attribute when a not registered
application requests to read.

Blocks processing data when a not
registered application requests to write,
modify, or delete, and then sends the result
to the data transfer module.

Request process

Stores data created by pre-registered

Storage Data storage applications.

8 Operating procedure

The operating procedures of the storage protection framework, which can protect data stored in the
storage even when the malware runs on the host are shown in Figure 6.

The operating procedures are divided into application registration, network drive mount, and data
request and process result receipt. Figure 6 illustrates the operating procedures of the storage
protection framework based on the overall components and functions.

Host Storage protection server
Storage protection agent Storage protection engine
@ Authenticate user and Authenticate user and
register application N Application register application N
registration
module o
Management module Send
Authenticate user and Authenticate user and application
User mount network drive r — mount network drive information
Network drive b i
module
Send application Send application
information information Storage
Request data and request data .| and request data | Request data
Detect " " e
application Hﬁr Prgwd; daui;{)ith registered ed
P d read-wnie atinbute lication |4 Provide data
At modic list module |
Provide data Provide data Provide fake data )
f— < P ;
| with read-only attribute
<

. N i ] X 1220(23)
@ Application registration @ Network drive mount @ Data request and process result receipt

Figure 6 —Operating procedures of storage protection framework

8.1 Application registration

The user requests to register the application after being authenticated as a legitimate user through the
application registration module of the storage protection agent installed in the host.
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When requesting application registration to the storage protection server, the binary hash of the
application executable file, executable file name and path, etc., are provided.

The application registration module performs user authentication and application registration with the
management module of the storage protection engine installed in the storage protection server.

When an authenticated user registers an application, the management module sends application
information to the user-registered application list module of the storage protection engine.

When the binary hash of a registered application is changed by authorized methods such as regular
software updates, the application information needs to be updated or re-registered.

8.2 Network drive mount

The user requests the network drive mount with the storage protected by the storage protection server
after being authenticated as a legitimate user through the network drive mount module of the storage
protection agent installed in the host.

The network drive module performs user authentication and network drive mount with the
management module of the storage protection engine installed in the storage protection server.

8.3 Data request and process result receipt

When an application running on the host accesses the storage protected by the storage protection
engine of the storage protection server through the network drive module of the storage protection
agent and requests to read data, the network drive module detects the application, and then sends the
application information such as executable file binary hash, executable file name and path to the data
transfer module of the storage protection engine installed in the storage protection server.

The data transfer module requests data to the user-registered application list module of the storage
protection engine along with the application information.

The user-registered application list module provides data with a read/write attribute from the storage
protected by the storage protection server to the data transfer module when a pre-registered
application requests, but provides fake data with a read-only attribute created by itself to the transfer
module when the other applications request.

The user-registered application list module processes data creation, modification, or deletion when a
pre-registered application requests to create, modify, or delete data but blocks the requests from non-
registered applications. After the data are either processed or blocked, the result is sent to the data
transfer module.

The data transfer module sends the data or the process result, which is received from the user-
registered application list module to the network drive module of the host, and then the network drive
module provides the data or process result to the application.

9 Security threats

In this clause, potential security threats that may arise from the storage protection framework are
identified.

9.1 Storage protection server administrator credentials leak

If the credentials of the administrators of the storage protection server are leaked, an attacker can
directly access the storage protection server to encrypt, tamper with, or steal data in the storage or to
change the application information in the user-registered application list module.

Furthermore, malware can be registered to the user-registered application list, or legitimate
application information can be removed from the list, potentially affecting the host system while
accessing data.
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9.2 User credential leak

If the credentials of the users are leaked, malware can be registered in the user-registered application
list module by an attacker.

9.3 Applications tampering

After an application installed on the host is registered in the user-registered application list, it can be
tampered with via the same executable file name by injecting malicious code into it to attack data in
the storage.

9.4 Malware registration by inducing users

Malware can imitate legitimate applications and be installed on the host. It can then be registered in
the user-registered application list by deceiving or tricking users.

9.5 Application changes

When an application installed on the host is updated, typically its binary hash is changed, potentially
interrupting access to data.

10 Security requirements

In this clause, the security requirements are described in response to potential security threats that
may arise from the storage protection framework. The relationship between each security threat and
security requirement is described in Appendix I.

10.1  MFA for storage protection server administrator accounts

Multi-factor authentication (MFA) such as one-time password should be applied to the administrator
accounts of the storage protection server.

10.2  MFA for user accounts

Multi-factor authentication such as one-time password should be applied to the user accounts when
registering applications to the storage protection server.

10.3  Hash-based application registration

The storage protection server shall manage the application information in the user-registered
application list module based on the hash of the executable file to verify whether the requesting
application is legitimate even if it has the same file name.

10.4  Binary hash management

Before registering an application in the user-registered application list, its binary hash should be
compared to the genuine binary hash that is managed separately in the management module.

The genuine binary hash should be added to the module from a trusted environment based on the
applications installed on hosts to perform an integrity check. For updated applications, their binary
hashes should be pre-added to the module to ensure uninterrupted access to data.
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Relationship between security requirements and threats

Annex A

(This annex forms an integral part of this Recommendation.)

Table A.1 describes the relationship between security requirements and potential security threats that
may arise from the storage protection framework.

Table A.1 — Relationship between security requirements and threats

Security threats

Security o User o M_alwal_’e o
requirements Administrator . Application registration Application
. credentials : i .
credentials leak leak tampering by inducing changes
users
MFA for storage
protection server o
administrator B B - -
accounts
MFA for user i o B B B
accounts
Hash-based
application - - 0 - -
registration
Binary hash
- - - 0 0
management
Rec. ITU-T X.1220 (11/2023) 11



Appendix |

Use cases of storage protection framework
(This appendix does not form an integral part of this Recommendation.)

1.1 CCTYV storage protection

A storage protection server can be used to prevent attacks on video data from cyber security incidents
which encrypt, tamper with, or steal the data.

To protect the storage, applications that create and play the video data need to be registered in the
storage protection server and set the data location to a network drive provided by the storage
protection server.

Video data is only able to be created or played through the applications. The video data is also
protected even if the administrator of the closed circuit television (CCTV) server tries to delete,
modify, or steal the data through the network drive.

1.2 Blockchain wallet storage protection

A storage protection server can be used to prevent attacks on the private key of a blockchain wallet
from cyber security incidents which may encrypt, tamper with, or steal the private key.

To protect the storage, the wallet application needs to be registered in the storage protection server
and the private key location set to a network drive provided by the storage protection server.

The private key is only able to be accessed through the applications, and it remains protected even if
someone attempts to delete, modify, or steal the data through the network drive.
1.3 Email server storage protection

A storage protection server can be used to prevent attacks on email data from cyber security incidents
which may attempt to encrypt, tamper with, or steal the data.

To protect the storage, applications that create and read the email data need to be registered in the
storage protection server and the data location set to a network drive provided by the storage
protection server.

The email data is only able to be created or read through the applications. The email data is also
protected even if the administrator of the server tries to delete, modify, or steal the data through the
network drive.

1.4 Backup storage protection

A storage protection server can be used to prevent attacks on the backup data from cyber security
incidents which attempt to encrypt, tamper, or steal the data.

To protect the storage, applications that create and restore the backup data need to be registered in
the storage protection server and the data location set to a network drive provided by the storage
protection server.

Backup data is only able to be created or restored through the applications. The data is also protected
even if the administrator of the backup server tries to delete, modify, or steal the data through the
network drive.

1.5 General storage protection

A storage protection server can be used to prevent the data in general storages from cyber security
incidents which attempt to encrypt, tamper with, or steal the data.
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To safely use the large-capacity general storage currently in use, the storage protection server is
constructed as shown in Figure 1.1, then the existing general storage is mounted as an external storage
of the storage protection server.

Even if large amounts of data are stored in the existing general storage, data can be immediately
protected through the storage protection server without any data migration.
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Figure 1.1 — Operating procedure of the storage protection framework with general storages
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