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Pexomenganusa MCDI-T X.1215

CueHapuu MCNIOJIb30BAHUA CTPYKTYPHPOBAHHOIO NpPeACTABJICHUS
uHpopManum 00 yrpozax

Pe3lome

B Pexomenmannn MCO-T X.1215 mpencrtaBieHsl pa3linyHble CLIEHAPUU BO3MOXHOTO MCIIONB30BAaHUS S3bIKa
CTPYKTYpUpPOBaHHOTO TpezcTaBieHus nHpopmanuu o0 yrpo3ax (STIX) B mogaepkky cOopa onepaTuBHOM
uHpopmaiuu 06 yrposax (CTI) u COBMECTHOTO UCTIONB30BaHUS 3TOH HHPOPMAIHH.

B Hactosmieii PekoMeHmanuu omucaHbl TaKKe TMOHATHS U (YHKIMOHAIBHOCTH si3bika STIX. DTOT s3bIK
OpefHa3HaYeH Uil MOAAEPKKM LEJIOro psfa CLEHAPHEB HCIOJIb30BAHUS, CBSI3aHHBIX C YIPaBICHUEM
KHOepyTpo3aMu, BKIFOYAs aHATN3 KUOEePYTrpo3, OMUCaHNe MAOIOHOB HHIUKATOPOB KHOEPyrpo3, yIpaBlieHHe
OTBETHBIMH JCHCTBHAMHU M COBMECTHOE HCIOJIb30BaHKE MHQOpMauu o kubepyrpo3ax. [Ipu Hammuuu Takon
nHGOPMAITMN MOXKET OBITh MPUHATO PEIIeHHE MO0 OOecTeueHNI0 0e30MacHOCTH, OMpeelstollee Hanboee
3¢ (EKTUBHBIN CITOCO0 3alTUTHI OT YTPo3bl. JlaHHBIH S3BIK TpeIHa3HAYEH [T TTOANEPKKH Oolee 3 (HEeKTUBHOTO
aHalM3a M HempepbiBHOrO oOMeHa nHpopMmanuei o kubepyrpo3ax. CompoBoXxIeHHE NaKeTa CrieluuKanui
STIX [b-STIX2.0] naxomurcs B BepeHun OpraHu3anuy 10 Pa3sBUTHIO CTaHAAPTOB CTPYKTYPUPOBAHHOMN
uHpopmarun (OASIS).

XpoHoJIornyeckasi CpaBKa

Uccnenosarennckas VHUKAIBHBIA
WUspmanne Pexomenmanus Yr1BepxkeHue *
KOMHCCHS HUACHTUPHUKATOD
1.0 MCD-T X.1215 30.01.2019 r. 17-s 11.1002/1000/13849

KuaroueBnle cjioBa

OneparuBHas nHpopManus 00 yrpo3ax, COBMECTHOE HCIIOIb30BaHUE HHPOpManun, 6e3onacHocTs, STIX.

Jns monmyveHus qoctyna K Pekomernaaiun Habepure B agpecHoM nouie Bamero 6paysepa URL: http://handle.itu.int/,
MOCIIe KOTOPOr0 YKAXKHUTE YHHKAIBHBIN HaeHTUGHKaTop Pexomennaunu. Hanpumep,
http://handle.itu.int/11.1002/1000/11830-en.
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IMPEAIMCJIOBUE

MexnyHapoaublii  coto3 anekTpocBsizu (MCD) sBisieTcst CHEeNMaIM3MPOBaHHBIM ydpexaeHueM OpraHu3anuu
OO0benuHeHHBIX Haruii B 061acTH 35eKTpOCBs3u U HHPOPMAITMOHHO-KOMMYHUKaIMOHHBIX TexHosoruid (MKT). Cexrop
cTa"fgapTuzauu 31ekTpocBizy MCO (MCD-T)— mnoctosuHbii opran MC3. MCD-T orBeuaer 3a u3ydeHue
TEXHUYECKHX, SKCILTYaTallIOHHBIX 1 TapU(HBIX BOIIPOCOB U 32 BHITYCK PeKOMEHIa1uii 1o HAM C 11eJ1bI0 CTaHJapTHU3aIMN
NIEKTPOCBSI3U HAa BCEMUPHOW OCHOBE.

Ha Bcemuphoii accambiee mo cragaptusanun 3iekTpocBss3u (BACD), koTopas IpOBOANTCS KaXKAble YETHIpE TOJa,
OINPENEeNSAIOTCS TEMBbl Ul W3YYCHHs HCCIENOBATEeIbCKUMU KomuccusamMu MCDO-T, kotopble, B CBOIO O4Yepesb,
BBIPa0aTHIBAIOT PEKOMEHIAINH 110 3THM TEeMaM.

VYrBepxnenune Pexomenmannit MCO-T ocymiecTBiseTcss B COOTBETCTBHU C MPOIETypol, m3okeHHO# B Pezomonmm 1
BACD.

B HekoTOpbIX 007acTsIX MH(GOPMAIMOHHBIX TEXHOJIOTHH, KOTOpble BXOAAT B KomnereHuuro MCO-T, HeoOXomumble
CTaH/AapTHl pa3padaThIBAIOTCsl HA OCHOBE coTpyaHudecTBa ¢ ICO u MOK.

ITPUMEYAHUE

B Hactosmel PexomeHmanuum TepMHH "aAMUHHCTpanusA" MCHOJB3yeTCs AN KPAaTKOCTH M OO0O3Ha4daeT Kak
aMHUHHUCTPAIIMIO MIEKTPOCBA3H, TaK U MPU3HAHHYIO SKCIUTYaTAllHOHHYIO OPraHU3aIHIo.

CobmnrofneHue MONOKEHUI NaHHOM PexoMeHmanuu ocymiecTBisercs Ha J00poBOIBHONH ocHOBe. OHAaKO AaHHas
PexoMeHnmanusi MOXeET COIEpKaTh HEKOTOpble O00s3aTenbHbIE IOJOXKEHHs (HampuMmep, sl  00ecHedYeHUs
(YHKIMOHAIFHOW COBMECTHMOCTH HJIM BO3MOXKHOCTH IPHMEHEHHMS), M B TaKOM ciy4dae COONIoAeHHe PekoMeHanun
JOCTUraeTcs INPH BBHINOJHCHUH BCEX YKa3aHHBIX MOJIOKEHHH. [[ns BEIpakeHHs TpeOOBaHMII HCHONB3YIOTCS CJIOBA
"cnenyet", "momken" ("'shall") mnn HEKOTOpEIE MPyTHE OOSA3BIBAOIIIE BRIPAXKCHIS, Takue Kak "o0s3an" ("must"), a Takke
UX OTpuuATenbHble (GOpMEL YHoTpeOlieHHe TaKUX CJIOB HE O3HA4aeT, 4TO OT KaKOW-JIMOO CTOpOHBI Tpedyercs

COOJTIOIEHHE TTOJ0KEHNH TaHHON PexomMeHganmm.

[IPABA UHTEJUIEKTYAJIbBHOM COBCTBEHHOCTU

MCD oOpamiaer BHUMaHHE Ha BEpOATHOCTh TOTO, YTO IPAKTUYECKOE IPHMEHEHHE WM BBIIIOJHEHHE HaCTOAIICH
PekomeHmanmmyu MOXKeT BKJIIOYATh HCIOJB30BAHME 3asBICHHOTO IpaBa WHTEIUIEKTyallbHON cobcTBeHHOCTH. MCD
HE 3aHMMAaeT KaKyio ObI TO HHU OBUIO MO3UIMIO OTHOCHTEIBHO MOATBEP)KICHHS, AEUCTBUTEILHOCTH UM IPUMEHUMOCTH
3agBJICHHBIX NPaB MHTEIUIEKTYaJIbHOW COOCTBEHHOCTH, HE3aBHCUMO OT TOTO, JOKA3BIBAIOTCS JIM TaKHe IpaBa diIeHaAMHU
MCD wnu ApyruMy CTOPOHAMHU, HEe OTHOCSIIMMHUCS K Ipolieccy pa3paboTku PexoMenmarum.

Ha moMmenT yTBepxaeHus HacTosuie Pexomernam MCD nonydni u3BenieHre 00 HHTeIIEKTyalbHOH COOCTBEHHOCTH,
3aIUIEHHON MaTeHTaMH, KOTOpPBIE MOTYT OTPeOOBaThCS AJIS BBIIOHEHUS HacTosmeil Pexkomernamu. OqHaKo T€, KTO
OyneT npuMeHATh PeKoMeHIanuio, TOIKHBI IMETh B BHLY, YTO BBIIIECKa3aHHOE MOXKET HE OTPaXkaTh CaMyIo ITOCIIETHIO0
nH(popManuio, ¥ IO3TOMY UM HACTOSITEIHHO PEKOMEHIyeTcs oOpamarhest K maTeHTHoH 0a3e nanHbix BCO mo agpecy:
http://www.itu.int/ITU-T/ipr/.

© ITU 2019

Bce npaBa coxpanensl. Hu oiHa n3 yacrteil JaHHOH IMyOJIMKAIMK HE MOKET ObITh BOCIIPOM3BEICHA C TOMOIIBIO KaKUX
051 TO HU OBIIO cpelcTB O3 IpeIBapUTENFHOT0 MMCBMEHHOT0 pasperieHus MCD.
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Pexomengamusa MCDO-T X.1215

CueHapuu UCNOJb30BAHUS CTPYKTYPHPOBAHHOIO MpPeACTABJIEHUS
uHopmanum 00 yrposax

1 Cdepa npumeHeHHnst

Iens HacTosmel PekoMeHaanny — IpeCcTaBUTh pa3INdHbIC CLICHAPHH HCIIOJIb30BaHUS CTPYKTYPHUPOBAaHHOTO
npencrasieHuss uHpopmammu 06 yrpozax (STIX), To ecTb CTPYKTYpPUPOBAaHHOTO S3bIKa OIMHCAHHS
nHpopManun o Kubepyrposax. JlaHHBIA $3bIK IpeAHA3HAueH A MOAJEPKKH LEJIOro psga CLEHapueB
WCIIONb30BaHMs, CBA3aHHBIX C YIIPaBICHHEM KHOEpyrpo3aMu, BKJIIOYAas aHaAIU3 KUOepyrpo3, ONHCaHHe
1a0JIOHOB MHIMKATOPOB KHOEPYrpo3, yIpaBlieHHEe OTBETHHIMH JEHCTBUSIMU U COBMECTHOE HCIIOIB30BAHUE
nHpOpMauN 0 Kubepyrpo3ax. ITH CLUEHAPUH HCIONb30BaHMUs OOBIYHO MPOCTHI IO CYTH M HE MepelaloT B
TTOJTHON Mepe BCIO BBIPA3HTEILHOCTH WIIH THOKOCTH s3b1ka STIX. CrieHapuu MCTIIOIB30BaHHS BKITIOYAIOT, KaK
ImpaBuJIo, OHpCI[CHCHHBIﬁ TCKCT, OHHCBIBEIIOHIHI;'I ﬂCﬁCTBHH B paMKax OaHHOIro CHCHapusd, MpPCACTaBJICHHUC
konteHTa STIX U MOKyMEHTHI, colepiKamirue MOJHOCThIO MpoBepeHHBIM KOHTEHT STIX. Peanuzarus stux
CIICHApUEB HWCIIOJI30BAaHUS TPEACTaBIeHa Ha pacimpsieMoM s3pike pasMeTkun (XML), tak kak B STIX
Bepcuu 1.2, BeimymienHod B 2016 rony, ucnons3yercs cxeMa XML, a B Bepcuu 2.0 ucnonb3yeTcss HOTauus
oobektoB JavaScript (JSON). Pekomenayercs ucnons3oBats TpeboBanus, onucanusie B STIX 2.0.

2 Cnpanoqnble AOKYMEHTDBI

VYkazannble Huxe Pekomenganuun MCO-T u gpyrue cnpaBoYHble JOKYMEHTBI COIEPKAT MOJIOKEHUS, KOTOPBIE
IyTeM CCHUIOK Ha HUX B JAaHHOM TEKCTE COCTABJIAIOT MOJIOKEeHUs HacTosmeill Pekomennanuu. Ha MomeHT
nyOIMKaKM yKa3aHHbIE W3JaHUs ObUIM JAelcTByromnMH. Bce Pekomenpmanuum um apyrue crnpaBoOuYHbBIE
JOKYMEHTBl MOTYT IIOABEPraThCcs IEPECMOTPY; MO3TOMY BCEM IIOJIb30BaTeNsIM AaHHOW Pexkomenmaunu
npeiaraeTcs HM3Y4YUTh BO3MOMKHOCTh HPUMEHEHHs IOCIEOHEro W3laHud PexoMeHmamuid u APYrux
CIPaBOYHBIX JOKYMEHTOB, IE€PEYHCICHHBIX HIDKE. l[lepedeHp AEWCTBYIOMIMX Ha HACTOSIMIMM MOMEHT
Pexomenpanuit MCO-T perymsipHo myoaukyercs. CcblUlka Ha JOKYMEHT, HPUBEICHHBI B HACTOSILIEH
Pexomenpanum, He MpUAAET €My Kak OTIEILHOMY JOKYMEHTY cTtaTyc PekomeHnnauuu.

OTCyTCTBYIOT.
3 Omnpenenenust
3.1 TepMuHbl, onpe/ejieHHbIE B IPYTUX TOKYMEHTAaX

B nacrosmei PekoMeHnanum UCoab3y0TCs CIEAYOMNE TEPMUHBI, ONPEACIICHHBIE B IPYTUX JOKYMEHTaX

3.1.1 oobekT (entity) [b-STIX2.0.1]: Bce, 4TO MMeeT HMHAMBUAYaIbHO HACHTUDHIUPYEMYIO (GOpMY
CYILECTBOBaHHMS (HAIPUMeEp, OpraHU3aIs, JIUIIO, TPYIIA U T. 1I.).

3.1.2  oobekT STIX (STIX object) [b-ST1X2.0.1]: o6bexT nomena STIX (SDO) unu oobexT cszeit STIX
(SRO).

3.1.3  crpykTypupoBaHHOe mpeacraBienne uHgopmauuu 06 yrposzax (STIX) (structured threat
information expression, STIX) [b-STIX2.0.1]: 1361k U GopMar cepuanu3aiy, KCIOIb3yeMbIe sl OOMEeHa
orepatuBHOM HH(popmanueit o kndepyrposax (CTI).

3.14  wHagexHblii aBTOMaTHYecKHii oOMen wuHpopmanmeii 06 wuuHaumkaropax (trusted automated
eXchange of indicator information) (TAXII) [b-STIX2.0.1]: npoToKoJ MPUKJIAJAHOTO YPOBHS IS IEpeIaydn
nH(popMaIuu 0 Kubepyrposax.

3.2 TepMuHbl, onpeaeleHHble B HacToslIell PexoMeHnganumn

OTCyTCTBYIOT.

Pex. MCO-T X.1215 (01/2019) 1



4 CoxpaneHusi H aKPOHUMbI

B nHacrosmei PekoMeHaanuu HCoiab3y0TCS CAEAYOUE COKPALLEHUS U AKPOHUMBI.

CAPEC Common Attack Pattern Enumeration and [epeuenn u KJaccupUKaIys
Classification 0OILEN3BECTHBIX CXEM aTaK
COA Course Of Action JeiicTBre
CnC Command and Control Vrpasienue 1 KOHTPOIb
CTI Cyber Threat Intelligence OmneparnBHas HH(OOPMAITHS 0
krOepyrposax
CVE Common Vulnerability and Exposures OO11en3BeCTHEIE YSI3BUMOCTH u
HE3aMIEHHOCTHU
c2 Command and Control VapasieHnue 1 KOHTPOIb
DLL Dynamic Link Library bubnmoreka THHAMHYECKOM KOMITOHOBKH
EDR Event Data Recorder PerucrpaTtop maHHBIX O COOBITHSIX
JSON JavaScript Object Notation Horarmust 066exToB JavaScript
0S Operating System OC OnepannoHHas CHCTEMA
SDO STIX Domain Object (a "node" in a graph) O6bekt STIX "nomen" ("y3en" Ha rpade)
SMBV2  Server Message Block version 2 B0k coobrienuii cepBepa Bepcuu 2
SRO STIX Relationship Object (one mechanism to O60wexT STIX "cBsa3p" (MexaHU3M It
represent an “edge" in a graph) npejcTasienus "pedbpa" rpada)
STIX Structured Threat Information Expression CTpyKTypHUpOBaHHOE MpeICTaBICHHE
nH(popMaIuu 06 yrpos3ax
TAXIl  Trusted Automated exchange of Indicator Hapmexnpiii  aBTOMartuueckuii  oOMeH
Information uHpopMaIMeit 00 HHANKATOPAX
TTP Tactic, Technique, and Procedure TakTUKH, TEXHHKA JIEUCTBUH M TMOPSIOK
HUX BBIIIOJIHCHUA
TLP Traffic Light Protocol ITpoToKoJI MapKUPOBKH HH(POpMAITUH
XML Extensible Markup Language PacmpsieMblii 361K pa3MeTKU
5 YciaoBHble 0003HAUEHUSA
OTCyTCTBYIOT.
6 00630p STIX

6.1 IonsaTua STIX

st pearpoBaHusl Ha KUOEPYTpoO3bl B pealbHOM BPEMEHH ClielyeT 00ecreuyuBaTh HE TOJIBKO OTACIBHYIO
cucreMy O€30IacCHOCTH, HO U IJI00aJbHYI0 COBMECTHYIO CHUCTEMY O€30IIaCHOCTH, TaK KaK CYyLIECTBYIOT
rio0anbHbIe TPOOIEMBI, KOTOPhIE HEBO3MOXKHO Pa3peLInTh CHIIAMH KaKOr0-IMO0 0JJHOro 00bEKTa WIIH OJTHOTO
nomeHna [b-STIX2.0]. BenenctBue 3T0ro, BaKHBIM KOMIIOHEHTOM MTPOTpaMMbl o0ecrieueHus: 0e30MacHOCTH
Mo00# opraHu3anuu SBIsETCs TiIo0aibHas orepaTuBHas wHpopManus o kubepyrpozax (CTI), xoropas
MOXET OBbITh IONydyeHa W3 BHYTPEHHHX M BHEIIHMX HCTOYHMKOB. OOHUM M3 pEHICHUH MOIydeHHs
uHpOpMaMK O KHOepyrpo3ax M €€ COBMECTHOTO HCIOJB30BAaHHUS SIBIAETCS CTPYKTYPUPOBaHHOE
npencraBienne uHpopmarmu 06 yrposzax (STIX) — cTpyKTypupoBaHHBIN S3bIK OMHUCAHUS WH(POPMAINH
o kubepyrposax. STIX oGecrneunBaeT CTpyKTypHpOBaHHOE IpeACTaBiIeHne MH(popManuu o Kubepyrposax,
KOTOPOE SBJISIETCS] BBIPA3UTENLHBIM, THOKUM, PACIIMPSIEMBbIM, aBTOMATU3UPYEMBIM M Y1000YUTAEMBIM.

6.2 Oo0bexTnI B STIX
6.2.1 Oo0bexTI B STIX 1.2

B macrosmmieit PexoMeHganuy TOJDKHBI OBITH TPHHSATH ceMb 00BekTOB gAomena STIX (SDO), xotopwie
OIHMCaHBI HUXKE.
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1)

2)

3)

4)
5)
6)

7)

6.2.2

Kamnanms (campaign): kamnanus STIX npeacraBnser coOoit HAOOP TaKTHK, TEXHUKU IEHCTBUHU U
nopsinka ux BbimonaHeHus (TTP), MHUMAEHTOB WM 3J0YMBIIUICHHUKOB, KOTOPBIE — BMECTE —
BBIPKAIOT 00IIee HaMEPEHHUE WIIN JKeNaeMbli pe3ysbTaT.

HeiictBue (course of action): geiictBue STIX — 3TO KOMIIOHEHT, KOTOPBIA HCHOIB3YETCS IS
nepeaayn HHHOPMAITUH O ICHCTBHUSIX, KOTOPBIE MOTYT OBITh BHITIOJHEHKI JIMOO B OTBET HA aTaKy, JIN0O
B KaYeCTBE MPEIyNPEAUTEIBHBIX MEP JIO aTaKH.

Hens skcrutoiita (exploit target): memp skcmoiita STIX mepenaer nHbOpMAUO 0 TEXHHYECKON
YS3BUMOCTH, CJIA0OCTH WM OIIMOKE KOH(PUTypaIlii B MPOrPaMMHOM OOECIICYCHUH, CUCTEMAaX WIIH
CETSX, KOTOPhIC MOXET UCIIOB30BATh IPOTUBHHUK.

Wumupenr (incident): manuaent STIX mepenaet nH(OpMAIHio 0 HApyIIEHHH KHOEpOE30IMacHOCTH.

Munukatop (indicator): maaukaTop STIX mpencTtaBiaseT KOHKpPETHBIE HaOJOmaeMble MA0IOHBI B
COUYCTaHWH C KOHTEKCTHOU MH(POpMAIUCH.

3nmoymemuieHHUK  (threat actor): 3moymemmmenank STIX mepemaer wunHbopMaruio, KoTopas
XapakTepu3yeT WK UASHTHHUIHUPYET (WK U TO U IPYroe) MPOTHBHUKA.

TTP: TTP — 370 BOGHHBII TEPMUH, KOTOPBIN paciiu(ppoBbIBAETCS KaK "TAKTUKU, TEXHUKA IEHUCTBUN
b 2

U MOPAOOK UX BBINTOJIHCHUA "

Oo0bexTnI B STIX 2.0

B Hactosmeit Pekomenmanuu noikeH ObITh HpUHAT HaObop o0bekToB "goMeH" STIX (SDO) u 00bekTOB
"ces3p" STIX (SRO), xotopeie ompenenensl B [D-STIX2.0-Part 2] ans npencraBieHus uHGOpMALUU O
Kkubepyrpose.

B [b-STI1X2.0-Part 2] onpenenenst apeHaaiarts SDO, KOTOpbIE OMUCAHBI HUXKE.

1)

2)

3)

4)

5)

6)

7)

8)

9

Cxema araku (attack pattern): cxembl ataku— 370 TUl TTP, KOTOpBIN OIMHUCHIBAET CIIOCOOBI,
C IMIOMOIIBIO KOTOPBIX MPOTUBHUKHU IIBITAKOTCA IOPA3UTh LECJIb.

Kammanus (campaign): kaMaHus — 3TO 00beIMHEHUE B TPYIIY BPakIeOHOTrO MOBEICHUS, KOTOPOE
omuchBaeT HA0Op 3JIOYMBINIIEHHBIX JCUCTBUU WM arak (MHOTA Ha3bIBa€MBIX BOJHAMH),
MPEINPUHUMAEMBIX B TEUYCHUE HEKOTOPOTO TEPHOJ] BPEMEHH B OTHOIICHWU KOHKPETHOTO Habopa
eJen.

Jeiictue (course of action): nelcTBHE — 3TO Mepa, IpUHUMAaeMast JIN0O IS IPEIOTBPAIIICHUS aTaKH,
MO0 B OTBET HA OCYIIECTBIISIEMYIO aTaKy.

Unentnynocts (identity): HOEHTHYHOCTH MOTYT TPEICTABIATH (DAKTHUECKH CYMIECTBYIOIUX
OTJIENBbHBIX JIUI, opraHu3anuu wuian rpynnsl (Hanpumep, ACME, Inc.), a Taxke Kiacchl JHII,
OpraHu3alMi WM rpymni (Hanpumep, GUHAHCOBBIN CEKTOP).

Wunukatop (indicator): MHIMKATOpPHI COAEpKaT IIA0JIOH, KOTOPBI MOXET HMCHOJIb30BATHCS JIJIS
OOHapYKEHHMS TT0I03PUTEIILHOM WITH 37I0HAMEPEHHOW KHOePaKTHBHOCTH.

Cepus BTOpKeHUH (intrusion set): cepust BTOpKEHUH — 3TO CTPYNIIHPOBAHHBIA HA0Op BpakIeOHBIX
JeHCTBUII M pecypcoB, 00JamaromuX OOIMMH CBOWMCTBaMH, KOTOPBIMH, KaK MpPEAINoiaraeTcs,
PYKOBOJHT OJTHA OpraHU3aIIHs.

Bpenonochas nporpamMmMa (malware): BpezioHoCHas mporpamma —31o tun TTP, koTophiit Ha3pIBaeTCs
TaK)K€ BPEIOHOCHBIM KOJOM WJIH BPEIOHOCHBIM IPOIPaMMHBIM OOECIIEYeHHEM U O3HadaeT
MporpaMmy, KOTOpasi BHEAPSETCS B CUCTEMY, KakK IPaBWIO CKPBITHO, C MLEJIbI0 HapyLIECHUS
KOH(HUICHIIMATBHOCTH, IIEJIOCTHOCTH WM JOCTYITHOCTU JAaHHBIX, IPUIOKCHHH HIIK OIEPaIlHOHHOM
cuctembl (OC) 00beKTa BO3ACHWCTBUS WM K€ MHBIM 00pa30M 3aTparvBaeT WU pa3pyliaeT 0ObeKT
BO3/IEMCTBHS.

Jannsie HaOmonenus (observed data): qaHHbIe HAOIOJCHNUS TIPEICTABISIOT HHPOPMAITUIO, KOTOpast
HaOdronanack B CHCTEMax M CETSAX, C HCIOJIb30BAHUEM CHEHU(PHUKALUN KUOEpHAOII0AaeMbIX
PE3YIBTATOB, OMPEICTICHHBIX B YaCTAX 3 U 4 HACTOSAIIEH CICTTN(UKAIIAN.

Otuer (report): oT4eTsl — 3TO HAOOpHI omepaTUBHON WHpOpMauuu 00 yrpos3ax Mo OJHOW MU
HECKOJIbKMM TeMaM, HapUMEp OIHMCaHNE 3TT0YMBIIUICHHUKA, BPETOHOCHOM IIPOrpaMMBbl WIIK METO/A
aTaky, BKITIOYast KOHTEKCT U CBSA3aHHbIE C HUM NOAPOOHBIC TaHHBIE.
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10) 3noyMbIIUIeHHUK (threat actor): 3JI0YMBIIIJIEHHUKH — 3TO (PaKTUYECKU CYIIECTBYIOIIUE OTICIbHBIC
JWIa, TPYNIBl WIM OPTaHW3allMd, KOTOpbIe, KaK I0JaraloT, ACHCTBYIOT CO 3JI0YMBIIUICHHBIM
HaMepECHUEM.

11) WucTpymeHT (tool): MHCTPYMEHTHI — 3TO 3aKOHHOE IMPOrpaMMHOE oOecredeHne, KOTOPOe MOXKET
UCIIOJIB30BaThCsl 3JIOYMBINUICHHUKAMHU JUII OCYIICCTBJICHHS aTak. 3HaHUE O CIOCO0E U BPEMCHH
WCTOJIB30BaHMsI 3JIOYMBIIUICHHUKAMH TaKUX WHCTPYMEHTOB MOXKET ObITh BaXKHBIM IS TIOHUMaHHSI
MOPSIJIKA OCYIIECTBICHUS KaMITAaHHH.

12) Vs3BumocTh (vulnerability): ys3BUMOCTB — 3T0 "ommOKa B IPOrpaMMHOM OOECIICUCHHH, KOTOPYHO
B3JIOMIIIMK MOXET UCIIONIL30BATh HAMPSIMYIO JUIS TIOJTYYEHUS TOCTYTa B CUCTEMY WU CETh".

B [b-STIX2.0-Part 2] onpenenenst asa SRO, KOTOPEIE ONMCAHBI HUKE.

1) Ces3p (relationship): o0bekT "cBs3p" mcnonb3yeTcs s cBsi3biBaHHA IBYX SDO, ¢ TeM 4TOOBI
omnucaThb, KaK OHH B3aMMOCBSI3aHbI MEXIY COOO.

2) BuzyansHoe oOHapysxeHHe (sighting): Bu3yanabHOe 00HapyKeHue o3HadaeT yTeepxkaenue, uro B CTI
YTO-TO (HampuMep, UHIUKATOP, BPEAOHOCHAs Hporpamma, MHCTPYMEHT, 3JI0yMBIIUIEHHUK) OBUIO
3aMEYEHO.

6.3 XapakTepucTHKH M HHCTPYMeHTHI B STIX

STIX obecnieunBaeT HIKECIEAYIONNE XapaKTEPUCTHKH.

- Cxembl JSON/XML: B STIX 2.0 ucnonszyercs cxema JSON y1st ipeicTaBIeHHs IECTH 00bEKTOB U
cBoifctB. B STIX Bepcuu 1.0 ucnons3yercs cxema XML.

- O6pextr STIX "momen": Bce o0bexThl B STIX Haxomarcs Ha BepXHEM ypOBHE. DTH OOBEKTHI
obo3nauarorcs abopeuarypoir SDO STIX. B HEKoTOphIX CBOWCTBaX OOBEKTOB HCIOIB3YETCS
TpsiMasi CChIIKA Ha HICHTU(PHUKATOP Apyroro oobvekTa (Hanpumep, created by ref), HO GombIIMHCTBO
CBsI3€ll ONMCHIBAIOTCS C UCTIONIL30BaHNEM OOBEKTa ""CBSA3B" BEPXHETO YPOBHSI.

— O0mwexT STIX 2.0 "cBsazp": B STIX 2.0 BBeieH 00BEKT "CBsI3b" BEPXHETO YPOBHS, KOTOPBIH CBSA3BIBAET
JIBa IpyruX 00bEKTa BEPXHETO YPOBHS Yepe3 IOMMEHOBAHHBIN THUIT CBS3H.

B nacrosmieir PexoMeHnamm JT0JDKEH MCIOJIB30BaThCS HIDKECICIYIOINNA HA00Op WHCTPYMEHTOB, KOTOPbBIE
onpeaenensl B [D-ST1X2.0 tool].

— Banunmatop STIX: Banmuaarop STIX — 370 mone3Hslil pecype /Ui MPOBEPKH COOTBETCTBUS KOHTEHTA
STIX JSON cnenuduxaryu 2.0.

— Bamunatop mabmonoB: mabmonsl STIX — 3TO  BbeIpak€HHs, KOTOpbIE HPEACTaBIISIOT
kubepHadmoaeMbie 00bekThl B MHAMKaTope SDO STIX. OHM mONIE3HBI i MOJEIMPOBAHHS
OrepaTuBHON MH(OPMAIMK, KOTOpasi yKa3blBaeT Ha KHOEPaKTUBHOCTh. JTOT MHCTPYMEHT HPOCTO
MPOBEPSIET, YTO CUHTAKCUC COCTAaBJICHHS [1a0JIOHA COOTBETCTBYET NPEJICTABICHHUIO IA0JIOHA.

— Buzyammzammms  STIX: wunHctpyment Busyanusaunu STIX mpermocraBneH B MOMOUIb MpH
npeoOpazoBanuu cxembl JSON B Oosiee TaAKOHUUHYIO U YETKYIO IUarpaMmy.

— Jludpr STIX: smeBaTOpHBIH HMHCTPYMEHT CIIOCOOCTBYET pealH3aldd dTOro IMpeodpa3oBaHUsl U
o0ecrieunBaeT Jydilee U3 BO3MOXKHOTO IpeoOpazoBanue 1.x B 2.0.

— ConocraButenb 111a0oHOB STIX: MHCTPYMEHT COMOCTaBJICHHUS MIAOJOHOB O0OCCIIEYMBACT CIIOCOO
cpaBHeHUs AaHHbIX HaOmroxenus STIX u madnmoHoB nHanKaropoB STIX.

7 Cuenapun ucnoan3opanust STIX 2.0

B nacrosmieit PekoMeHariy mpeacTaBiIeHbl pa3IuJIHbIE CIICHAPUH BO3MOXKHOTO UCITOJIB30BaHUS si3b1ka STIX
Ui TIOJIEPKKH cOopa omepaTMBHOM MHPOpPMAmUH O KHOEpyrpo3ax M COBMECTHOTO HCIIOIb30BAHUS
uHpopManuK. S3bIK TpeaHa3HaueH s MOJAEPKKU LENoro psaga crueHapueB ucnonb3oBanus (UC),
CBSI3aHHBIX C YIpaBJICHHEM KubOepyrpo3amu, BKiIrodas anamus kubdepyrpo3 (UCI, myHkT 7.2.1), onmcanue
1abJIOHOB MHAWKATOpoB 1uia kubepyrpos (UC2, myHKT 7.2.2), ynpaBieHHWE OTBETHBIMH JACHCTBHAMH Ha
kubepyrpo3y (UC3, myHkt 7.2.3) U COBMECTHOE HCIONb30BaHHEe WH(popmanuu o kubepyrpozax (UC4).
CoBMeCTHOE HCIOJb30BaHUe HHpopMmaimu o kKubepyrposzax (UC4) B Hactosmieid PexoMeHmanuu He
paccmarpuBaercs. O030p mpumepa cieHapus ucnoib3oBanus STIX orpaxken Ha pucyske 1. CueHapuit
ucnons3oBanusa STIX 1.0 npeacrasnen B [Ipunoxennn A.
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Nnudopmanus o kubepyrpozax

___________________________________________ RN S
| Buyrpennss odaacth aeiicTeus opraﬂmaunul | CoobumecrBa, !
| I | COBMECTHO |
| | | Hemombsylomme |
] Nudpopmanus o kubepyrposax | CoBmectHoe | | uHpopmManuo |
1 7| mcronb3oBanue | I [ ) .. 1
1 »| 0 KHOepyrposax | 1
| (ucs) | I |
| I | |
I JlaHHBIC IMonuTuka: | |
I o kubepyrposax v 4TO M C KEM | : |
| HaGmonaemsre Omncanue HCIIONB3YETCS 1 I |
| Amnanus pe3yJIsTarhbl Ia6I0HOB COBMECTHO 1 | I
| KuOepyrpo3 1 KORTeReT WH/IMKaTopoB | | |
| (UC1) Juist KHOepyrpo3 . . I | |
| (uc?) [ [ L !
| Omnepanuu 1o kugep- Opras npuHATHS | | |
| " 6e30MacHOCTH pelieHuii mo | | |
| \A/ HIKATOpSL (SOC/CERT) knGepGesomacuoctu | | |
| I | |
| AHaIUTHK R YnpaBieHHe OTBETHBIMU ACHCTBUAMHU 1 I
| KHGEpyrpo3 > B ciyyae kubepyrpossi (UC3) 1 !_ ________ 1
| ] |
I JlefcTBIA W KOHTEKCT Hpeaynpex- || ogyapywenmue||Pearnpopanue| | |
I » geHne KuOepyrpo3 ||Ha MHLMICHTH] | |
I Kyéuegzri))os (UC3.2) (UCs3.3) 1
1 |
1 |
| OneparuBHas uHpopMaLus o Kubepyrposax I

p P! PYIp! I
!_ _________________________________________ 1 X.1215(1 9)_FO1

Pucynok 1 — O630p cuenapust ucnoJin3oBanus STIX
7.1 Cuenapmii ucnonb3zopanusa STIX 2.0 B ciaiyyae nporpaMMsbI-BbIMOraTeJist

ITporpamma-BeIMOraTelb — 3TO Pa3HOBHIHOCTH BPEIOHOCHOTO IIPOrPAMMHOT0 00€CTICUeHHsI, KOTOPOE 3apaskaeT
KOMITBIOTEPHBIE CHCTEMBI, OTPAHUYMBACT JOCTYI K JaHHBIM OOBEKTa BO3IEHCTBHA U TPEOYET YIIaThl BBIKYTIA.
OrpaHuyeHHbI [OCTYIl K KOMIBIOTEPY BBIHY)KAAeT OOBEKT BO3ACHCTBUS IUIATUTHh pa3paboTaBlueit
BPEJIOHOCHYIO MPOTpaMMy CTPYKTYpe, JJIS TOrO YTOOBI CHITH OTpaHUYEHUs. ATaKH MpPOrpaMM-BEIMOTaTeneH
OCYIIECTBIISIFOTCS, KaK MPaBWIIO, C MCIOJIb30BAHUEM IPOrPaMMBI-TPOSIHA, 3aMAaCKUPOBAHHOM MO 3aKOHHBIN
¢aiin, KoTOpbIil 0OMaHyTHIN MOJIB30BATENb 3arpy>kKaeT WM OTKPBIBAET, €ciii (hailm mocTymaeT K HEMy Kak
BJIO’KEHHUE B AJIEKTPOHHOM ITHCHME.

HenasHo o Bcemy Mupy Hayanach aTaka Ha KOMITbIOTEpPBI IIporpaMMbl-BeiMoratenss WannaCry; 3Ta mporpamma
ABTOMATHYECKH PacIIpOCTpaHsIeTCs MEKAY KOMIIbIOTepaMu 0e3 B3auMOJECHCTBHUS C MoJIb3oBareneM. B otiuuue
OT OOBIYHBIX IPOrPaMM-BBIMOTraTeNIeH, KOTOPBIE PAaCIIPOCTPAHSIIOTCS Yepe3 BIOKEHHSI B JJIEKTPOHHOM ITHCHME,
nuist 3apakeHnss WannaCry TpeOyeTcst TOJIBKO, YTOOBI YSI3BHMbIE CHCTEMbI OBLIH MOACOEMHEHBI K MHTEPHETY.
[Iporpamma-BeiMorarens WannaCry mmdpyet pazHsie (aiib! kKak (ailiisl JOKyMEHTOB, CyKaTble (aiiibl, haiiibt
0a3 1aHHBIX U (Qailyibl BUPTYaJIbHBIX MAILIUH.

B manHOM paszmerne onucaH ClieHapui, HIUTFOCTPUPYIOIIHA BO3MOXXHOCTH UCITOJIB30BaHu si3bika STIX 2.0 mis
MOAJCPXKKY YIIPaBJICHUST KUOEpYyrpo3aMu, MpeIHa3HAYeHHOro JuIiss OOphObl ¢ HpOrpamMMOM-BBIMOTATEIEM
WannaCry.

711  Ananu3 kuGepyrpos

B nanHoM pasjiene mpeacTaBiieHa aHaqu3upyemas uHopmMarnus o nporpamme-BeivMoratenie (WannaCrypt),
moJiydeHHasi 1Mo (GakTy HpeANpUHUMAEMbIX [0 BCEMY MHUPY aTak BPEIOHOCHOTO KOja C HCIOJIb30BaHUEM
MPOrPaMMBI-BBIMOTAaTENl, KOTOpas HalelieHa Ha YS3BHUMOCTh YAAJCHHOTO BBIMIOJHEHHs KOZAa IMPOTOKOJIA
0110Ka cooOrienuii cepsepa Bepcun 2 (SMBV2).

7111 HNneHTHYHOCTD

WNudopmarus o HabIoaaTele MoXeT ObITh ONpejieieHa Kak 00BeKT "HIEHTUYHOCTS .
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7.1.1.2 JaHHble HA0II01eHUSA

OO6Hapy»X)eHO, YTO INMEKTPOHHOE MICHMO C YBEAOMIICHHEM 00 OTIIpaBKe OBLIO MOJYYIEHO C apXUBOM (ailioB
.egg u Habroanock 52 noMeHa cepsepa "ymnpasieHue u KoHTpodb" (CnC) (B JaHHOM ImpHUMepe TOJIBKO IBa
nomena cepeepa CnC).

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83cbl™,
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T719:37:11.213z2",

"modified": "2017-04-14T19:37:11.213z",

"first observed": "2017-04-14T21:37:11.2132",
"last observed": "2017-04-14T21:37:11.213z",
"number observed": 1,

"objects": {
N0 |
“type”: “email-addr”,
“value”: john@mail.com,

“display name” : “john

}

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83cb2",
"created by ref": "identity--987eceeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.2132",

"modified": "2017-04-14T19:37:11.213z",

"first observed": "2017-04-14T21:37:11.2132",
"last observed": "2017-04-14T21:37:11.213z",
"number observed": 1,

"objects": {

"0: {
"type": "email-message",
\\to_refsﬂ : \\ON,

“is multipart”: false,
“subject” : “FedEx Shipping Information”,
"body multipart": [

{

"content type": "application/zip",
"content disposition"”: "attachment; filename=\" ipa email attachment zip\"",
"body raw ref": "5"

}
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"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83cb3,
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z",

"modified": "2017-04-14T19:37:11.2132",

"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.213z",
"number observed": 1,

"objects": {
\\On. {
“type”:”domain-name”,
“value”:” 43bwabxrduicndiocpo.net”,
“description” : “CnC server”

}

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83chb4",
"created by ref": "identity--987eceeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.2132",

"modified": "2017-04-14T19:37:11.213z",

"first observed": "2017-04-14T21:37:11.2132",
"last observed": "2017-04-14T21:37:11.21327",
"number observed": 1,

"objects": {

N0 |
“type”:”domain-name”,
“value”:” dycbm6xx36kxj.net”,
“description” : “CnC server”

}

7113 TTP

[MosyyeHbl TaHHBIE O TOM, YTO HAOJIFOAIach araka MPOrPaMMbI-BBIMOTATEIs, HAIICJICHHAs] Ha OTACIbHbII
KOMITBIOTED; CXeMa aTaKu — JCUCTBHE [IEIeBO aTaky C NCTOIb30BaHUEM BPEIOHOCHOW MPOTPaMMEL, H OOBEKT
"cBa3p" (relationship), koTopeIii UCTIOIB3YeT BPEAOHOCHYIO IPOTPAaMMY, MOXKET OBITh CO3/1aH KaK CXeMa aTaKy.

"type": "attack-pattern",

"id": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5b",
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"created": "2016-05-12T08:17:27.000z",
"modified": "2016-05-12T08:17:27.000Z2",
"name": " Targeted Malware ",

"external references": [

{

"source name": "capec",
"id": "CAPEC-542"
}
]
}
{
"type": "malware",

"id": "malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111",
“created by ref” : "identity--987eeeel-413a-44ac-96cc-0aB8acdcc2f2c”,
"created": "2014-02-20T09:16:08.989000z",

"modified": "2014-02-20T09:16:08.989000z",

"name": "WannaCry",
"labels": [
"Ransomware"
]
}
{
"type": "relationship",
"id": "relationship--57b56a43-b8b0-4cba-9deb-34e3elfaedle",

"created": "2016-05-12T08:17:27.0002",
"modified": "2016-05-12T08:17:27.000zZ",

"relationship type": "uses",
"source ref": " attack-pattern--7e33ad43e-e34b-40ec-89da-36c9%bb2cacd5",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf20d111"

by

7.1.1.4 Ya3suMocTh

[MoyyeHbl JaHHBIC, YTO YA3BUMOCTH OTHOCHUTCS K OOIIEH3BECTHBIM YSI3BHMOCTSIM M HE3AlIMIICHHOCTSIM
(CVE)-2017-0147 u CVE-2017-0143, u mnporpaMma-BeIMOTaTellb HCHOJIB3YET YSI3BUMOCTH YIAJICHHOTO
BbINOJIHEHHS Koaa SMBvV2 (Beinyck ucnpasienus 17.3.14 MS17-010) B Microsoft Windows. MosxeT ObITh
co3maan o0wekT "cBsi3p" (relationship), kKoTopelii MCHONB3yeT BPEIOHOCHYIO MPOrpaMMy, HAICJICHHYIO Ha
JTaHHYIO YSI3BUMOCTb.

"type": "vulnerability",
"id": "vulnerability--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0061",
"created": "2016-05-12T08:17:27.000z",

"modified": "2016-05-12T08:17:27.000Z2",
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"name": "Related CVE Information”
"external references": [

{

"source name": "cve",
"external id": "CVE-2017-0147"
by
{
"source name": "cve",
"external id": "CVE-2017-0143"
}
]
}
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d472¢ft",
"created": "2014-06-30T09:15:17.1822",
"modified": "2014-06-30T09:15:17.182z",

"relationship type": "targets",
"source ref": " malware--fdd60b30-b67c-11e3-b0bS-£f01faf20d111",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aa%d-feb398cd0061"
}
7.1.1.5 Kamnanus U 310yMbIIIJIEHHUK

[TosyueHsl JaHHBIC, UYTO ABA 00BEKTA ONPECICHBI KaK KaMITaHUS U 3JI0YMBIIUICHHUK B COCTaBe MH(POpMALIUU
00 aTtake mporpamMmbI-BeIMoTrartens. OmpeneneHo, 4To JJs KaMIIaHWW W 3J0yMBIIUIEHHUKA MOXET OBITh
co3/aHa cBs3b "oTHeceHo K" (attributed-to), 1uIa KaMITaHUM B CXEMBI aTaKu — CBSA3b "UCHONB3yeT" (uses), It
KaMIIaHUU U YSI3BUMOCTH — CBsI3b "mienu’ (targets).

"type": "campaign",

"id": "campaign--e5268b6e-4931-42f1-b379-87f48eb4dlble",
"created": "2017-05-12T15:50:10.983z",

"modified": "2017-05-13T08:33:39.0012",

"name": "Ransomware (WannaCrypt) Attack",

"description": "May 12-13, 2017 infected more than 120,000 computers worldwide.
Damage caused by WannaCrypt, a variant of WannaCry, which is distributed via networks in
about 100 countries, including Europe and Asia.

The spread of malware is assumed by the hacker group 'Shadow Brokers' who claimed to
have stolen hacking tools developed by the US National Security Agency (NSA). The attacker
type i1s Malware Developer motivated by financial (Financial or Economic). Proficiency is
Expert. The intruder's intention is Theft",

"aliases": ["WannaCry"],

"first seen": "2017-05-12T04:50:40.123z2",
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"objective": "Theft"

"type": "threat-actor",

"id": "threat-actor--56f3f0db-b5d5-431c-ae56-c18f02caf500",
"created": "2017-05-08T15:50:10.983z",

"modified": "2017-05-08T15:50:10.9832",

"labels": ["hacker"],
"roles": ["malware-author"],
"sophistication": "expert",
"resource level": "team",
"goals": ["Theft the development Tools"],
"primary motivation": "organizational-gain",
"name": "Shadow Brokers”
"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5922",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "attributed-to",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4dlble",
"target ref": "threat-actor--56£3£f0db-b5d5-431c-ae56-cl18£02caf500"

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5922",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "uses",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4dlble",

"target ref": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5”

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5923",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "targets",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aa9d-feb398cd0061"

"type": "relationship",
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"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5924",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.983z",

"relationship type": "uses",

"source ref": "threat-actor--56£3f0db-b5d5-431c-ae56-c1l8£02caf500"
"target ref": " attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5"

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5925",
"created": "2017-08-08T15:50:10.983z2",

"modified": "2017-08-08T15:50:10.983z",

"relationship type": "attributed-to",

"source ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl18£02caf500"
"target ref": " campaign--e5268b6e-4931-42f1-b379-87f48ebdlble"

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5926",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.983z",

"relationship type": "targets",
"source ref": "threat-actor--56f3f0db-b5d5-431c-ae56-cl18f02caf500"
"target ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c”

7.1.2 Onucanue madJI0HOB HHIAUKATOPOB JJIsl KHOEPyrpo3

7121 HUnauxartop

[Mosrygens! nannble, uto URL caiita pacnpocTpaHeHus porpaMMBbI-BEIMOTaTeINs ONPeIeNsieTCs KaK HHANKAaTopa
tuna "koutposb URL" (URL watch), u Moxxer ObITh co3nan 00bekT "cBsa3p" (relationship), mpeacraBisronmit
BPEIOHOCHYO ITPOrPaMMYy.

"type": "indicator",
"id": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4£f",
"created": "2017-02-29T13:49:37.0790002",
"modified": "2017-06-29T13:49:37.079000z",
"labels": [
"malicious-activity"
1,
"name": " Malware distribution site URL",

"pattern": "[url:value = ‘43bwabxrduicndiocpo.net'] OR [url:value =
‘dycSmb6xx36kxj.net’ 1",

"valid from": "2017-06-29T13:49:37.0790002"
},
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"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d473g",
"created": "2017-06-30T09:15:17.1822",

"modified": "2017-06-30T09:15:17.1822",

"relationship type": "indicates",

"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111"

"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d473h",
"created": "2017-06-30T09:15:17.1822",

"modified": "2017-06-30T09:15:17.182z",

"relationship type": "indicates",
"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": "threat-actor--56f£3f0db-b5d5-431c-ae56-c18£f02caf500"

!

7.1.3  YnpasiieHHe OTBeTHBIMH JA€eiiCTBUSAMH

7.13.1 HeiicTBHe

[TostyueHsl JaHHbIE, YTO CYIIECTBYIOT CPEACTBA 3alIUThI "oTKII0UeHHe npoTokoira SMB" (disabling the SMB
protocol) m "HWcrpaBiieHHE YSA3BUMOCTH TporpamMmHoro obOecmneueHus" (software vulnerability patching),
KOTOpBIE MOXHO ompenenuTh kak o0bekThl "meiictBue" (COA). Moxer OBITH co3naH OOBeKT "cBs3p"
(relationship), cMsryaromuii BO31eHCTBUE BPSIOHOCHOMN MPOTPaMMBI, JUIS KaXI0r0 00bEKTa.

"type": "course-of-action",

"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3cd3f",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2016-04-06T20:03:48.0002z2",

"modified": "2016-04-06T20:03:48.000z",

"name": " Disable the SMB protocol ",

"description": " Block SMB-related ports (TCP 139, TCP 445) using network firewalls
and Windows Firewall"

}

"type": "course-of-action",

"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3ef3g”,
"created by ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2flc",
"created": "2016-04-06T20:03:48.000z",

"modified": "2016-04-06T20:03:48.000z",

"name": " Latest Windows Updates ",

"description": " Download and apply version upgrades and latest security patches
through MS update catalog site ",

"external references": [

{

12 Pex. MCO-T X.1215 (01/2019)



"url": " http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598",
}

"type": "relationship",
"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fad",
"created": "2016-04-06T20:07:10.000z2",
"modified": "2016-04-06T20:07:10.0002",
"relationship type": "mitigates",
"source ref": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3cd3f",
"target ref": " malware--f£dd60b30-b67c-11e3-b0b9-£f01faf20d111"

"type": "relationship",
"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fae",
"created": "2016-04-06T20:07:10.0002",
"modified": "2016-04-06T20:07:10.000z",

"relationship type": "mitigates",
"source ref": " course-of-action--8e2e2d2b-17d4-4cbf-938f-98eedbb3ef3g ",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf20d111"

}

7.1.4  O030p cieHapHeB ATAKM C HCMOJIb30BaHUEM AUATPAMMBbI CBsi3eil

Ha pucynke 2 noka3sansl cBsi3u Mex1y Bcemu oobektamu STIX, KoTopeie ciyXat [JIsl OMCaHUs CLIEHAPHS

HCIIOJIB30BAaHUA.
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First_observed: 2017-04-14T21:37:11.213Z

m‘@m Last_observed: 2017-04-14T21:37:11.213Z

/7 Objects: type:email-addr,

PP value: leesojin®****(@gmail.com,
display_name: Seojin LEE

—

Malware download URL

Labels: malicious-activity

Pattern:
url:value=43bwabxrduicndiocpo.net
url:value=dyc5méxx36kxj.net

Valid_from: 2017-06-29T13:49:37.079000Z

i

m Indicates

Shadow brokers

Targeted Malware
External references:
Source name: capec
id: CAPEC-542

Labels: hacker

IglooSecurity
Sectors: technology
contact_informations:
noreply@igloosec.com
Roles: malware-author
Goals: Theft the development tools

i Primary_motivation: organizational-gain
Labels: Ransomware

Attributed-t 4T
Created_by_ref: IGLOO security m ributed-to ’—>

l t Ransomware (WannaCrypt) Attack

Aliases: WannaCry
m Targets

First_seen: 2017-05-12T04:50:40.123Z

Lol Objective: Theft
Targets «+—— Gl Description: Over 12 million computers were
CVE information
External_reference:

infected worldwide from May 12-13, 2017
{external_id: CVE-2017-0147},

¥ (external_id: CVE-2017-0143}

‘WannaCry

SMB protocol disabled

Description: Blocking SMB-related
ports (TCP 139, TCP 455) with network
firewall and windows firewall

Uses —»

Course of action,

Windows latest updates
Description: Upgrade and apply the
latest security patches through the MS
update catalogue site

X1215(19)_F02
Pucynok 2 — Ces3b Mexkay oobexktamu STIX 11 onucaHus BApMAHTA UCHOJIb30BAHUS

B xauectBe pestome: Hmwke ommcan naker (bundle) oOwvexToB STIX, KOTOPBI BKIIOYAeT BCe OOBEKTH,
UCTIONb3yeMble JUIsl OOHapy)KEHHsT M aHanu3a 3J0HAMEPEHHBIX aTaK, COBEPIIAEMbIX HPOrpaMMOK-
BBIMOTaTeNeM, KOTOpyIo HazbiBaloT WannaCry, a Takke AJ1s1 IPOTUBOACHCTBUS TAKUM aTaKaM.

"type": "bundle",
"id": "bundle--44af6c39-c09b-49c5-9de2-394224p04982",
"spec_version": "2.0",
"objects": [
{
"type": "identity",
"id": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T13:07:49.81272",
"modified": "2017-04-14T13:07:49.8122",
"name": "IglooSecurity”
"identity class": "organization",
"contact information": "noreply@igloosec.com",
"sectors": [
"technology"
]
by
{

"type": "observed-data",
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by

"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6al83cbl",
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z",
"modified": "2017-04-14T19:37:11.2132",
"first observed": "2017-04-14T21:37:11.2132",
"last observed": "2017-04-14T21:37:11.213z2",
"number observed": 1,
"objects": {
N0 |
“type”: “email-addr”,
“value”: john@mail.com,

“display name” : “john”

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83cb2",
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T719:37:11.213z2",

"modified": "2017-04-14T19:37:11.213z",

"first observed": "2017-04-14T21:37:11.213Z",

"last observed": "2017-04-14T21:37:11.2132",

"number observed": 1,

"objects": {

"0: |
"type": "email-message",
“to refs” : “0”,

“is multipart”: false,

“subject” : “FedEx Shipping Information”,
"body multipart": [

{

"content type": "application/zip",

"content disposition": "attachment; filename=\W

ipa_email_attachment_zipVV A",

"body raw ref": "5"

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83chb3,
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"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2fac",
"created": "2017-04-14T719:37:11.2132",
"modified": "2017-04-14T19:37:11.213z2",
"first observed": "2017-04-14T21:37:11.2132Z",
"last observed": "2017-04-14T21:37:11.213z2",
"number observed": 1,
"objects": {
N0 |
“type”:”domain-name”,

”

“value”:” 43bwabxrduicndiocpo.net”,
“description” : “CnC server”

}

"type": "observed-data",
"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83cb4",
"created by ref": "identity--987eceeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z2",
"modified": "2017-04-14T19:37:11.213z",
"first observed": "2017-04-14T21:37:11.2137Z",
"last observed": "2017-04-14T21:37:11.213z",
"number observed": 1,
"objects": {
N0 o
“type”:”domain-name”,
“value”:” dycbm6xx36kx]j.net”,
“description” : “CnC server”
}
}
s
{
"type": "attack-pattern",
"id": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacdb",
"created": "2016-05-12T08:17:27.0002",
"modified": "2016-05-12T08:17:27.000z2",
"name": " Targeted Malware ",
"external references": [
{
"source name": "capec",

"id": "CAPEC-542"

},
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"type": "malware",

"id": "malware--£fdd60b30-b67c-11e3-b0b9-f01faf20d111",
“created by ref” : "identity--987eeeel-413a-44ac-96cc-0aBacdcc2f2c”,
"created": "2014-02-20T09:16:08.9890002",

"modified": "2014-02-20T09:16:08.989000z",

"name": " WannaCry ",
"labels": [
" Ransomware "
]
}y
{
"type": "vulnerability",

"id": "vulnerability--0c7b5b88-8ff7-4a4d-aa9%d-feb398cd0061",
"created": "2016-05-12T08:17:27.000z2",

"modified": "2016-05-12T08:17:27.000z",

"name": " Related CVE Information”

"external references": [

{

"source name": "cve",
"external id": "CVE-2017-0147"
b
{
"source name": "cve",
"external id": "CVE-2017-0143"
}
]
b
{
"type": "campaign",

"id": "campaign--e5268b6e-4931-42f1-b379-87£f48eb4dlble",
"created": "2017-05-12T15:50:10.983z",

"modified": "2017-05-13T08:33:39.0012",

"name": " Ransomware (WannaCrypt) Attack ",

"description": "May 12-13, 2017 infected more than 120,000 computers worldwide.
Damage caused by WannaCrypt, a variant of WannaCry, which is distributed via networks in
about 100 countries, including Europe and Asia.

The spread of malware is assumed by the hacker group 'Shadow Brokers' who claimed
to have stolen hacking tools developed by the US National Security Agency (NSA). The at
tacker type is Malware Developer motivated by financial (Financial or Economic). Profic
iency is Expert. The intruder's intention is Theft ",

"aliases": ["WannaCry"],
"first seen": "2017-05-12T04:50:40.1232",

"objective": "Theft"
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"type": "threat-actor",

"id": "threat-actor--56£3f0db-b5d5-431c-ae56-c18£02caf500",
"created": "2017-05-08T15:50:10.983z",

"modified": "2017-05-08T15:50:10.9832",

"labels": ["hacker"],
"roles": ["malware-author"],
"sophistication": "expert",
"resource level": "team",
"goals": ["Theft the development Tools"],
"primary motivation": "organizational-gain",
"name": "Shadow Brokers”

by

{
"type": "indicator",
"id": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4£f",

"created": "2017-02-29T13:49:37.0790002",
"modified": "2017-06-29T13:49:37.079000z",
"labels": [

"malicious-activity"

1,

"name": " Malware distribution site URL ",

"pattern": "[url:value = ‘43bwabxrduicndiocpo.net'] OR [url:value =
‘dycbm6xx36kxj.net’ 1",

"valid from": "2017-06-29T13:49:37.079000Z"
by
{

"type": "course-of-action",
"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed46b3cd3f",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",

"created": "2016-04-06T20:03:48.0002",
"modified": "2016-04-06T20:03:48.000z2",
"name": " Disable the SMB protocol ",

"description": " Block SMB-related ports (TCP 139, TCP 445) using network firewalls
and Windows Firewall "

by

{
"type": "course-of-action",
"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3ef3g",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2016-04-06T20:03:48.0002",
"modified": "2016-04-06T20:03:48.000z2",
"name": " Latest Windows Updates ",

"description": " Download and apply version upgrades and latest security patches
through MS update catalog site ",

"external references": [
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"url"™: " http://www.catalog.update.microsoft.com/Search.aspx?gq=KB4012598"
}
]
}y
{
"type": "relationship",
"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb922",
"created": "2017-08-08T15:50:10.9832",
"modified": "2017-08-08T15:50:10.983z",
"relationship type": "uses",
"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",
"target ref": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9%bb2cacd5"
br

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5923",

"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "targets",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",

"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aa9%d-feb398cd0061"
by

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5924",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.983z",

"relationship type": "uses",
"source ref": "threat-actor--56f3f0db-b5d5-431c-ae56-cl18f02caf500"
"target ref": " attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5"
by
{
"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5925",

"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "attributed-to",

"source ref": “campaign--e5268b6e-4931-42f1-b379-87f48ebdlble"

"target ref": "threat-actor--56f3f0db-b5d5-431c-ae56-c18f02caf500"
}y

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5926",
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"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832Z",

"relationship type": "targets",

"source ref": "threat-actor--56£3f0db-b5d5-431c-ae56-c18£f02caf500"

"target ref": " identity--987eeceel-413a-44ac-96cc-0a8acdcc2f2c"

by

"type": "relationship",

"id": "relationship--57b56a43-b8b0-4cba-9deb-34e3elfaed9e",
"created": "2016-05-12T08:17:27.000zZ",

"modified": "2016-05-12T08:17:27.000z",

"relationship type": "uses",
"source ref": " attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£01faf20d111"
b
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d472£f",
"created": "2014-06-30T09:15:17.1822",
"modified": "2014-06-30T09:15:17.182z",

"relationship type": "targets",
"source ref": " malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aad9d-feb398cd0061"
s
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d473g",
"created": "2017-06-30T09:15:17.1822",
"modified": "2017-06-30T09:15:17.182z2",

"relationship type": "indicates",
"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf20d111"
b
{
"type": "relationship",

"id": "relationship--44298a74-ba52-4£f0c-87a3-1824e67d7fad",
"created": "2016-04-06T20:07:10.0002",
"modified": "2016-04-06T20:07:10.000z",
"relationship type": "mitigates",
"source ref": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eedbb3cd3f",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£01faf20d111"
by
{

"type": "relationship",
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"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fae",
"created": "2016-04-06T20:07:10.0002",
"modified": "2016-04-06T20:07:10.000z2",

"relationship type": "mitigates",
"source ref": " course-of-action--8e2e2d2b-17d4-4cbf-938f-98ee46b3ef3g ",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111"
by
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d4473h",
"created": "2017-06-30T09:15:17.1822",

"modified": "2017-06-30T09:15:17.182z2",

"relationship type": "indicates",

"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl18£f02caf500"

7.2 Cuenapmii HCcNIONb30BAHNSA B cJIydae KMOepaTaKu HA 00MeH KPUNTOBAIIOTHI

B nmanHOoM paspmene ommcaH ciay4ail aTaku Ha oOMeH KpunToBamoTel B Kopee, KOTOpyr oOCyIIecTBHI
3JI0yMBIIUICHHUK, Ha3biBaeMbli "Lazarus APT group", 20 urons 2018 rona.

B aTOM clieHapuy 3710yMBIIIIEHHHUK OTIIPABUIT (PUITHHTOBYIO AJIEKTPOHHYIO TIOUTY, COAEPKALIYIO BPEIOHOCHBIN
KOJI, COTPY/IHUKaM, BBITTOJHSBIIMM 0OMEH KpUNTOBATIOTH. DUIIMHTOBAs IIEKTPOHHAS [T0YTa COMIPOBOXKIATIACH
CKPBITBIM TEKCTOBBIM (aiiiioMm B popmare PostScript, KOTOpBIH MOT [1033Ke 3arpy3uTh BPEIOHOCHBIE ONOIMOTEKH
nuHamMu4eckod KoMmrmoHoBkH (DLL). TekcToBbli (aiin HCMONB30Ball ySA3BUMOCTh TEKCTOBOTO Ipolieccopa
Hangul anst 3amycka ¢aiina PostScript, B pe3ynbraTe 4ero Ha KOMITBIOTEp TOJIb30BaTeNs ObUT YCTaHOBIIEH (aiin
DLL. BpenonocHsrit ¢aiin DLL 3axBaTiil KOHTPOIb HAJ TOJIE30BATEINECKAM KOMITBIOTEPOM H MTOIYUHIT TOCTYII
K cepBepaM, OTKPBITBIM BO BpeMs oniepauii ooMeHa. Benenctue 3Toro, aTakyroLmui CMOT IIOTYYUTh JOCTYI K
KOILIENTbKY, UCIIONb3YeMOMY JJIsl OOMEHA KPUITOBANIOTHI, M M3bsUI 3HAYUTEIBHYI0O CYMMY CPEICTB U3 JTOTO
KOILIeJIbKA.

7.2.1  UCI1: Ananu3 kudepyrpos

OO0 arakax Ha OOMEH KPHIITOBAJIOTHI COOOIIATOCH HECKOJBKO pa3 B mepuoj ¢ HioHs mo uronbs 2018 roxa.
B naHHOM clieHapu¥ MPOBOAMTCS aHAIM3 MHITUICHTA B3JIOMa, IIETbI0 KOTOPOro OBUT 0OMEH KPUITOBAIIOTHI
kommanuu "BC-Company".

7.2.11 HNnenTHYHOCTEL

BbazoByto nndopmanuio, naeHTHGUIUPYONYI0 HaOII0AaTeNs, MOKHO MOJEIHPOBATh C MOMOIIBI0 00BEKTa
"upentuuHocTs" (identity). Opranuszauus, 3adukcupoBaBIasi STOT MHIMACHT, U MECTO, I/I€ 3TOT MHIUICHT
MIPOM3OIIIET, MOTYT OBITH CMOJIETMPOBAHBI KaK OOBEKTHI "HAEHTUIHOCTD' .

Hns unentupukanuu aBTopa oObekta "oruer STIX" opranuzanuy, OCYIIECTBISIOIIME MOHUTOPHHT
oe3omacHoct — WINS u IGLOO Security, npeacraBineHsl kKak 00beKTH "HAeHTUYHOCTS". Llens nHImaenTa
MOJIETTHpYyeTCa Kak OOBEKT "MAeHTHYHOCTH", nMeronuii cBoricTBo "BC-Company.com", koTopoe sBiIsieTcs
MICEBIOHUMOM. ODTOT 00BeKT omucaH B mosie where sighted refs oObekra "BU3yanbHOe OOHapyx)eHHE"
(sighting), KOTOpBI paccMaTpUBAETCsS HWXKE, M UCIIONb3yeTCsl B KaueCTBE LEJIM aTaKd Ul CXeM aTaku H
BPEIOHOCHOM IPOrPaMMBI.

{
"type": "identity",
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"id": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.843z",

"modified": "2018-07-20T10:03:57.843z",

"name": "WINS",

"identity class": "organization",

"sectors": [

"technology"

I

"contact information": "sangpil@wins2l.co.kr"

I

{

"type": "identity",

"id": "identity--650de76c-7638-4026-8900-ec7de2fc757£f",
"created": "2018-07-20T10:03:57.8862Z",

"modified": "2018-07-20T10:03:57.8862",

"name": "BC-Company.com - pseudonymous URL",

"identity class": "organization"

},

7.2.1.2 JlanHble HA0JII0eHUSA

JlanHble HaONIONEHMS NPEACTaBISIOT CO0OM TeHepUpyeMyl MAalIMHOM IepBUYHYI0 HH(GOpMaLUI0 U
OTJIMYAIOTCS OT MHAWKATOPOB, KOTOpble 00YyCIOBIMBAIOT Oojiee MHTEJIEKTyalbHbIE 3aKitodeHusl. OOBEKT
"nmanHele HaOmogeHus" (observed-data) comepkuT kuOepHaONIONaeMyr HHGOpPMAIUIO, COOpPaHHYIO B
cucreMax M cersix, Hanpumep IP-anpeca, daiiner 1 URL. B nannom ciydae naGmogancst daiin. Hpyras
ccbuika, "sighting_of ref", conepxur unenruduxarop SDO, KOTOpHIH ObLT 00HAPYXKEH, YTO B JAHHOM CTydyae
aBIIsieTCa 00BEKTOM "maHHble HaOMoneHuA".

B mporiecce oOMeHa KpHUIITOBANMIOTHI HabMroAaics (aii, mepelaHHbI 1Mo AIEKTPOHHOH moute. Ums daiina u
aZipec 3JEKTPOHHOW TOYTHI OTHPABHUTENs IPEICTaBICHH Kak o0beKT "naHHble HaOmromeHus". OObEKTHI
" maHHbIC HA0JIIOIEHUS", KOTOPbIC HAOJIOAI0TCS B IPYTUX MECTaX, MPEACTABICHBI Kak 00bEKTHI "BU3yaJIbHOES
obHapyxenue" (sighting). Habironaemoe MecTononoxxeHue nmpeacraBieHo cBoicTBoM where sighted rerfs.

"type": "observed-data",

"id": "observed-data--45eeee3b-a455-404e-8612-613168eeb693",
"created": "2018-07-20T10:03:57.8872",

"modified": "2018-07-20T10:03:57.887z2",

"first observed": "2018-07-20T10:03:57.887095z2",

"last observed": "2018-07-20T10:03:57.887101z",

"number observed": 1,

"objects": {

"o": |
"type": "email-addr",
"value": "****@hanmail.net"
by
"l |
"type": "file",
"name": “ICT staff profile.hwp”
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"type": "sighting",

"id": "sighting--99f5d054-ac33-4970-abd9-6ddfd75b4d21",

"created": "2018-07-20T10:03:57.8962",

"modified": "2018-07-20T10:03:57.896z",

"count": 1,

"sighting of ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",

"observed data refs": [
"observed-data--45eeee3b-a455-404e-8612-613168eeb693"

1,

"where sighted refs": [

"identity--650de76c-7638-4026-8900-ec7de2fc757£"

7.2.1.3 TakTHKH, TEXHUKA JeHCTBUI ¥ NOPSIA0K UX BHINOJTHEHUS

B naHHOM pasgene ommcaHbl OCHOBHBIE KauecTBa, XapaKTepU3YIOIIME COAEpkKAHWE U MPOSBICHHE
3ITOYMBIIIUIEHHOTO TTOBEICHUSI.

Hcrounnkom ataku ObUIO BIOKEHHE B (DHIIIMHTOBOM 3JIEKTPOHHOW TOYTE, W ISl aTAKH UCIIOJIBh30BAIIKCH JIBA
THUITa BPEIOHOCHBIX KOJ0B. DUIIMHTOBBIE aTaku onrcaHbl B [lepeune u kiaccuduKkayy oOIen3BECTHBIX CXEM
arak (CAPEC) c nomepom 163 u npezacTaBieHsl 00bekToM "cxema ataku' (attack pattern). BpenoHocHsli ko,
MOCTYTIIMBIINN W3 (PUITMHTOBOW AJIEKTPOHHOW TOYTHI, 3arpyxaer BpeaoHocHyro DLL, koTopas ucmons3yer
ysizBuMocTh CVE-2015-2545. Takum 00pa3zoM, 0OBEKTH "BpeloHOCHasI porpamma’ (malware) IMeroT MeTKU
"sxcrmonT" (exploit) u "cOpackiBarens" (dropper). B cnydae BpemoHocHbIX 6nubmuorexk DLL, mosBistronpxcst
M03Xe, TPOSIH YAAJICHHOTO JOCTyIa UMeeT METKY "BpenoHOCHBIH kox'" (malicious code), KOTOpPBIH 3aXBaThIBaeT
KOHTPOJIb HA/Jl MOJIb30BATEIbCKUM KOMITBIOTEPOM.

CBsi3b MKy IBYMS BPEIOHOCHBIMU KOJaMH OIMcaHa kKak Tum "cBszaH c¢" (related-to), 4To yka3wpiBaeT Ha
HaJU4Ke CBSI3U MEXAY BPEAOHOCHBIM TOKYMEHTOM U BpeaoHocHoM DLL.

OcymiecTBisisl HANPaBJICHHBIA (UIIMHT, aTaKyOIIMI HCIOJIB30Bal CHIILHO 3aMaCKHUPOBAHHBIA JOKYMEHT.
JlaHHas aTaka HarpaBjieHa Ha OOMEH KPHUIITOBAIIOTHI, IOATOMY HCIOJIB3yeTcs 00bekT "cBsa3p" (relationship)
tuna "uens" (target).

"type": "attack-pattern",

"id": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6£f692",
"created by ref": "identity--471£f30£f8-a2b5-4478-80ece-94af783486fe",
"created": "2018-07-20T10:03:57.851z2",

"modified": "2018-07-20T10:03:57.8512",

"name": "Sphere Phishing",

"external references": [

"source name": "capec",

"external id": "CAPEC-163"
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the

1y
{

by
{

"description":

"type": "malware",

"id": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.8452",

"modified": "2018-07-20T10:03:57.845z2",

"name": " malicious document (HWP file)",

"labels™: [
"exploit",

"dropper"

"type": "malware",

"id": "malware--dco6df47d-1a83-493f-adf6-393bb05eac40",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.847z",

"modified": "2018-07-20T10:03:57.847z",

"name": "Malicious DLL (C2 communication)",

"description": " A tool for remote control of the attacker controls to steal the
coin.",

"labels": [

"exploit",

"dropper"

"type": "relationship",

"id": "relationship--d43720£8-a45f-4fc9-be69-191fee09249b",
"created": "2018-07-20T10:03:57.888z",

"modified": "2018-07-20T10:03:57.8882",

"relationship type": "targets",

"source ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692",
"target ref": "identity--650de76c-7638-4026-8900-ec7de2fc757f"

"type": "relationship",

"id": "relationship--8d345e2f-26ea-4994-97c2-097dccbabe89",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "related-to",

"A purpose for downloading the RAT in the document file that contains
postscript in the attachment of the spear fishing e-mail",

bit
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},

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "relationship",

"id": "relationship--de382dc8-ee33-4c5e-9bcl-29896f631e06",
"created": "2018-07-20T10:03:57.888z",

"modified": "2018-07-20T10:03:57.888z",

"relationship type": "targets",
"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "vulnerability--91deaa68-9102-4b9f-95fl-eecd43fa8f5ale"

7214 Ya3BuUMOCTD

B narrOM cinyuae ncnons3yercs ys3BuMmocth CVE-2015-2545, koTopas ckpriBaeT BpeqoHOCHBIH PostScript B
JOKYMEHTE TEKCTOBOTO Mpoieccopa Hangul u 3actaBnser ero BHIMOMHATHCS. [ MoaenupoBaHust JaHHOR
YSI3BUMOCTHU HMCIIOJIb3YeTCsl 00beKT "ysa3BuMocTh" (vulnerability). O0bekT "cBsi3p" (relationship) moka3ssiBaer
TAKXKe CBA3b MY BPEIOHOCHBIM KOJIOM U YA3BUMOCTBIO.

"type": "vulnerability",

"id": "vulnerability--91deaa68-9102-4b9f-95fl-ee43fa8f5ale",
"created": "2018-07-20T10:03:57.885z",

"modified": "2018-07-20T10:03:57.885z",

"name": " CVE information",

"external references": [

"source name": "cve

"external id": "CVE-2015-2545"
]

"type": "relationship",

"id": "relationship--de382dc8-ee33-4c5e-9bcl-29896f631e06",
"created": "2018-07-20T10:03:57.8882Z",

"modified": "2018-07-20T10:03:57.888z",

"relationship type": "targets",

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "vulnerability--91deaa68-9102-4b9f-95fl-eecd43fa8f5ale"
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7.2.15 KaMnaHus u 3JI0yMbIILTIEHHUK

I'pynma Lazarus APT pacnpocTpansieT B paMKax HalpaBJIeHHOTO (UIIMHTA SJIEKTPOHHYIO TIOUTY, B KOTOPYIO
BCTPOEH BPEIOHOCHBIA KOJI, C IENbI0 KPakKH KPUIITOBAIIOTHI, COXPAHSIONICHCS B MpoIecce OOMeHa
KPUIITOBAJIOTHI.

Lenp obbexra "zmoymbinuieHHUK" (threat-actor) mpezncraBneHa B cBoiictBe "menmu" (goals) kak "ykpactb
kpunTorpadudeckyro Bamoty" (steal cryptographic currency). B cumry Toro, 9to 0BT CO3AaH BPEIOHOCHBIH
JOKYMEHT, 715 cBOoHCTBa "ponn" (roles) ycTaHOBIEHO 3HaUeHHE "aBTOP BPEAOHOCHOM nmporpamMmbl” (malware-
author). OH wmcronmp30Baics A COBEPIIEHUS MPECTyIUIeHHs, TO3TOMYy Juia cBoiictBa "merka' (label)
YCTaHOBJICHO 3HaueHHE "mpecTynHoe coodmectBo" (crime-syndicate).

Artaka Ha mporiecc oOMeHa KpUNTOBAMIOTHI MPEICTaBlIeHa Kak 00beKT "kammaHus" (campaign), CBOHCTBY
"3amava" (objective) mpucBoeHo 3HaueHue "kpaxa" (Theft).

OOBEKTHI, COOTBETCTBYIOINE METOJaM OCYIIECTBICHHS aTakd M BPEIOHOCHOMY KOy, UCIIOIb3YEMBIM IIPH
MPOBEeICHNH KaMIIaHWH, TIpeACcTaBIeHbl o0bekTamu ""cBsa3p" (relationship) Tuna "ucnons3yrotr” (use).

"type": "campaign",

"id": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"created by ref": "identity--471£30£f8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.850z",

"modified": "2018-07-20T10:03:57.850z2",

"name": " Hacking incident for the BC-Company on June 20, 2018",

"description": "The Lazarus APT group launched a campaign to hack the BC-
Company cryptocurrency exchange. The attack method was to send the malicious code to the
target through the spear phishing technique, and then installed the DLL file which was
able to communicate with the C2 server and use them to steal the Bit coin.",

"objective": "Theft"
by
{
"type": "threat-actor",
"id": "threat-actor--4ea08c4d-2895-4d63-b81le-3be90bdb6el0",

"created by ref": "identity--471£30£f8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.8482z",

"modified": "2018-07-20T10:03:57.848z",

"name": "Lazarus APT Group",

"description": "The Lazarus APT group has been known to use spear phishing
techniques to disguise social issues as document files and use them. Also, it is widely
known in Korea as an example of exploiting a vulnerability that implements postscript in
a Hangul document.",

"roles": [
"malware-author"
1,
"goals": [
"Steal cryptographic currency"
1,
"primary motivation": "organizational-gain",
"labels": [

"crime-syndicate"

y
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"type": "relationship",

"id": "relationship--b94654a3-88bc-4963-9c63-9cd4c71£17d1",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.8892",

"relationship type": "uses",

"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"target ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692"

"type": "relationship",

"id": "relationship--dd26321c-9f0a-4bd0-8efa-b8d95185d4074",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "attribute-to",

"source ref": "threat-actor--4ea08c4d-2895-4d63-b8le-3be9%0bdb6e00",
"target ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3"

"type": "relationship",

"id": "relationship--c59lea62-ef8a-42c9-85£f2-081f4bcb2681",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z2",

"relationship type": "uses",

"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

7.2.2 UC2: onucanue mad10HOB MHIMKATOPOB /sl KUOepyrpo3s

7221 HNnpuxaTop

OO6mbexTsl "nnankatop" (indicator) MACHTU(GULMPYIOT BPEIOHOCHBIE JOKYMEHTHI M BpemoHocHble DLL.
J1J1s BpeTIOHOCHBIX JIOKYMEHTOB CBOMCTBO "miabioH" (pattern) B 00bekTe "HHIUKATOP" MPEICTABICHO JINOO
kak URL, 1u6o kak xemr-3HaueHus haiyios 1yis 3arpy3ku BpeioHocHbIXx DLL. B nanHOM crienapuu ma0ioHbI
BpenoHocHbIX DLL B 0o0bekTe "wHnukatop" mpencraBistior coboit URL ympaenenus u xontpoiss (C2) u
xel-3HaueHue (aiima. DTO TMO3BOJSET 3aperuCTPUpOBaTh IMOJUTHKY. Heckoiabko 00BEKTOB '"CBsI3b"
(relationship) Tuma "yka3piBaer" (indicates) MoKa3bIBaIOT CBSI3b MEXLY JIBYMsI BPEIOHOCHBIMU KOJIAMH.

"type": "indicator",

"id": "indicator--37el21cl-7cd7-4830-a062-20687decefa7",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.8752",

"modified": "2018-07-20T10:03:57.875z2",

"name": "C2 URL",
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"pattern": "[url:value = 'https://tpddata.com/skin/skin-6.html' OR wurl:value =
'https://tpddata.com/skin/skin-8.html"']",

"valid from": "2018-07-20T10:03:57.875238Z",
"labels": [
"malicious-activity"
]
by
{
"type": "indicator",
"id": "indicator--13flbel5-9457-4b27-85e9-14886e7£442£f",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.853z",
"modified": "2018-07-20T10:03:57.8532",
"name": " Hash value of malicious document",

"pattern": "[file:hashes.'SHA-256" =
'ed498630abe%9a91485bad42698a35c2a0d8el3feS5cccde654790£3033¢c45e7d431']",

"valid from": "2018-07-20T10:03:57.8534272",
"labels": [
"malicious-activity"
]
}y
{
"type": "indicator",
"id": "indicator--1d774b78-3acl-4b3d-ac45-al8d698b2d55",
"created by ref": "identity--0b4£f8e07-e259-4110-8510-341604590fb5",
"created": "2018-07-20T10:47:50.715z2",
"modified": "2018-07-20T10:47:50.7152",
"name": "Hash value of malicious DLL",

"pattern": "[file:hashes.'SHA-256" =
'5b1663d5eb565cacccal88b6ff8a36291dal32f368211e6437db2dc2e9cd' 1",

"valid from": "2018-07-20T10:47:50.71577z2",
"labels": [
"malicious-activity"
]
s
{
"type": "indicator",
"id": "indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"created by ref": "identity--0b4f8e07-e259-4110-8510-341604590£fb5",
"created": "2018-07-20T10:47:50.719z",
"modified": "2018-07-20T10:47:50.7192",

"name": " a list of C2 URLs",
"pattern": "[url:value = 'www.5lup.com/ace/main.asp’ OR url:value =
'paulkaren.com/synthpop/main.asp' OR url:value = 'shieldonline.co.za/sitemap.asp']l",

"valid from": "2018-07-20T10:47:50.7197612",
"labels": [
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"malicious-activity"

]

"type": "relationship",

"id": "relationship--bd273ecb-2781-42fc-891a-e339df63d602",
"created": "2018-07-20T10:03:57.887z2",

"modified": "2018-07-20T10:03:57.887z",

"relationship type": "indicates",

"source ref": "indicator--13flbel5-9457-4b27-85e9-14886e7£442f",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "relationship",

"id": "relationship--c3e6cdb7-abcf-4f9a-8£10-1319fd244072",
"created": "2018-07-20T10:47:50.725z2",

"modified": "2018-07-20T10:47:50.7252",

"relationship type": "indicates",

"source ref": "indicator--1d774b78-3acl-4b3d-ac45-a18d698b2d55",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05ecac40"

"type": "relationship",

"id": "relationship--8e336a27-4a%a-4a4d-8645-92e8c35244d31",
"created": "2018-07-20T10:47:50.7262",

"modified": "2018-07-20T10:47:50.7262",

"relationship type": "indicates",

"source ref": "indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "relationship",

"id": "relationship--6d62221c-26ab-413c-b4le-1c526b3cf82c",
"created": "2018-07-20T10:03:57.8872",

"modified": "2018-07-20T10:03:57.8872",

"relationship type": "indicates",

"source ref": "indicator--37el21lcl-7cd7-4830-a062-20687decefa’",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

7.2.3 UC3: ynpaB/ieHUe OTBETHBIMM AeICTBHSIMHU B cJIy4yae KHOepyrpo3bl

7.23.1 HeiicTBHe

B 1aHHOM ClieHapWy aTaku JCHCTBUE TPYIIIBI pearupoBaHus paszielisieTcs Ha 00Hapy)KEHUE U pearupoBaHuE.
CHaygana 3amycKaeTcsl BBIITOJIHEHHE BPEIOHOCHOTO IOKYMEHTA, 3aTeM HAYMHAETCS aTaka.
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Xenr-3HaueHne BPEIOHOCHOTO TOKYMEHTA PETUCTPUPYETCA B paMKax IMOJIUTHKHA o0ecriedeHus1 6e301macHOCTH
B MHCTPYMEHTE aHAJIM3a BPEIOHOCHBIX mMporpamm, Hampumep YARA. Perumcrpartop maHHBIX O COOBITHSX
(EDR) mMoxer 0OHapyX HTh aTaky, KOTJa BBIIOIHSAETCS (aiin ¢ xem-3HadeHueM. KpoMe Toro, ycTpoiicTsa
o0ecrieyeHus] ceTeBOl Oe30MacHOCTH pearupyer, Onokupys Tpaduk Kk 3arpykeHHomy URL BpemoHocHoi
DLL, ¢ TeM 9T00BI 3a0JIOKHPOBATH 3arpy3Ky BpemoHocHoM DLL 1 He HOmyCTHTh KpaXKu TIpaB KOHTPOJIS Hall
KoMmploTepoM. B cimywae ecnu BpemoHocHas DLL B3momana, ceTeBoe YCTPOICTBO MOXKET OJOKHPOBATH
BPEIOHOCHYIO aKTHBHOCTH, OJ1oKupys Tpaduk k URL C2.

"type": "course-of-action",

"id": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"created": "2018-07-20T10:03:57.884z",

"modified": "2018-07-20T10:03:57.884z",

"name": "Establishment of EDR policy",

"description": " Registration of DLL downloading URL and a list of C2 URLs as a reputation policy"
}y
{

"type": "course-of-action",

"id": "course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",

"created": "2018-07-20T10:03:57.883z",
"modified": "2018-07-20T10:03:57.883z2",
"name": "EDR policy establishment",

"description": "Registration of SHA256 hash values for malicious documents and
malicious DLLs as blocking policies "

s
{
"type": "relationship",
"id": "relationship--cfe0de62-c75c-42£f8-961e-12b418520a6a",
"created": "2018-07-20T10:03:57.888z",
"modified": "2018-07-20T10:03:57.888z",
"relationship type": "mitigates",
"source ref": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "relationship",

"id": "relationship--f1£37e38-e091-48d0-863b-0d80£fdf7606b",

"created": "2018-07-20T10:03:57.8882",

"modified": "2018-07-20T10:03:57.888z",

"relationship type": "mitigates",

"source ref": "course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"
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7.24  ]IlmarpaMma cBsi3eil M KOMILIEKT 00beKTOB

Ha PUCYHKE 3 mokasaHa CBSI3b MEXIY BCEMU 00BbEKTaAMH JJI OIMMCaHuA JaHHOT'O CLCHapusa NUCII0JIb30BaHMs.

Hash value of malicious code

Labels: malicious-activity

Pattern: file.hashes:'SHA-256' = e498630a..31
Valid_from: 2017-06-29T13:49:37.079000Z
Created_by_ref: WINS

Targets

DLL downleoad URL

Labels: malicious-activity

Pattern:

url.value = https: /ipddata[-]com/skin/skin-8.himl
url.value = https://tpddata[-"com/skin/skin-6.htm!
Valid_from: 2017-06-29T13:49:37.079000Z,
Created_by_ref: WINS

m Indicates

CVE information
External_reference:
{external_id: CVE-2015-2545}
Created_by_ref: WINS

.
L 2

Targets

Malicious document (HWP file)

Labels: exploit, dropper

Threat acte

BTCKorea.com
Sectors: technology
contact_informations:

~ontact y
contact2@bithumb.com

- Created_by_ref: WINS

Sphere phishing
External_references:
source_name: capcc

id: CAPEC-163
created_by_ref: WINS

& Uses

Targets

Lazarus APT Group

Labels: crime_syndicate

Description: The Lazarus APT group has been known to use spear
phishing techniques to disguisc social issucs as document files and
use them. Also, it is widely known in Korea as an example of exploiting
a vulnerability that postscript is embedded in a Korea document and
cXCeutes it

Roles: malware-author

Goals: steal cryptographic currency

Primary_motivation: organizational-gain

Created_by_ref: WINS

Attributed-to

Hacking incident for Bithumb's cryptocurrency
exchange on June 20, 2018

EDR policy establishment

Description: Registration of SHA256 hash
values for malicious documents and
malicious DLLs as blocking policies
Created_by_ref: WINS

EDR policy establishment
Description: Registration of the DLL
download URL and C2 URL list with
reputation policy

Created_by_ref: WINS

Description: For downloading a document
file RAT that contains a malicious postscript
attached to the spear phishing e-mail
Created_by_ref: WINS

Related-to

Mitigates

First_seen: 2017-05-12T04:50:40.123Z

Objective: Theft

Description: The campaign that the Lazarus to hack
Bithumb cryptocurrency exchange. The attack
method was to send the malicious code to the target
through the spear phishing technique, and then
installed the DDL file which can communicate with
the C2 and use it to steal the bit coin.
Created_by_ref: WINS

Uses

Malicious DLL(C2 communication)

Labels: remote-access-trojan

- W
e

coin.

Created_by_ref: WINS

Description: A tool for remote control
of the attacker controls to steal the bit

X 1215(19)_F03

Pucynok 3 — Ces3b Mexkay oobextamu STIX 1iis onucanus cueHapus UCOJb30BAHUS

B kauectBe pestome: Hwke onucaH KoMmiiekT (bundle) oobexktoB STIX, KOTOPHII BKIIOYaEeT BCe OOBEKTHI,
UCTIONb3YeMBbIe JUTsl 0OHApY)KEHHS M aHaJIM3a 3I0HAMEPEHHBIX aTak, COBepIIaeMbIX rpymmoi Lazarus, a Taxke

JIJ1 IPOTUBOJICHCTBUS TAKUM aTaKaM.

"type": "bundle",
"id":
"spec version": "2.0",
"objects": [
{
"type": "campaign"
"id":

"created by ref":

’

"identity--471£30£8-a2b5

"bundle--42d953£f0-0a5c-4b82-b223-b22ec85da222",

"campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",

-4478-80ee-94af783486fe",

"created": "2018-07-20T10:03:57.8502Z",

"modified": "2018-07-20T10:03:57.8502",

"name": "Hacking incident for BC-Company on June 20, 2018",

"description":

"The Lazarus APT group launched a campaign to hack the BC-

Company cryptocurrency exchange.
target through the spear phishing technique,

"objective": "Theft"

The attack method was to send the malicious code to the

able to communicate with the C2 server and use them to steal the Bit coin.",

and then installed the DLL file which was
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by
{

"type": "relationship",

"id": "relationship--b94654a3-88bc-4963-9c63-9cd4c71£17d1",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "uses",

"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"target ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692"

"type": "course-of-action",

"id": "course-of-action--aela2b4f-861b-4805-b562-08bad692b48b",
"created": "2018-07-20T10:03:57.883z",

"modified": "2018-07-20T10:03:57.8832",

"name": "Establishment of EDR policy ",

"description": "Registration of DLL downloading URL and a list of C2 URLs

as a reputation policy"

"type": "relationship",

"id": "relationship--8d345e2f-26ea-4994-97c2-097dccbabe89",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "related-to",

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "malware",

"id": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.8472",

"modified": "2018-07-20T10:03:57.847z",

"name": "Malicious DLL (C2 communication)",

"description": "A tool for remote control of the attacker controls to steal

the bit coin.",

"labels": [
"exploit",

"dropper"

"type": "relationship",

"id": "relationship--c3e6cdb7-abcf-4f9a-8£10-1319fd244072",
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2018/06/20."

"created": "2018-07-20T10:47:50.7252",

"modified": "2018-07-20T10:47:50.7252",

"relationship type": "indicates",

"source ref": "indicator--1d774b78-3acl-4b3d-ac45-al8d698b2d55",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "relationship",

"id": "relationship--8e336a27-4a%a-4a4d-8645-92e8c35244d31",
"created": "2018-07-20T10:47:50.7262",

"modified": "2018-07-20T10:47:50.7262",

"relationship type": "indicates",

"source ref": "indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05ecac40"

"type": "report",

"id": "report--9led4b5a-5375-42cf-bebSc-5fecffodbdac”,
"created": "2018-07-20T10:03:57.897z2",

"modified": "2018-07-20T10:03:57.897z",

"name": "Report on hacking incident for <crypto currency exchange

"published": "2018-07-20T10:03:57.897114z2",

"object refs": [
"identity--c3657c2a-6cd4-4815-8dc4-60a50cf32¢c62",
"identity--471£f30£8-a2b5-4478-80ee-94af783486fe",
"malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"malware--dc6df47d-1a83-493f-adf6-393bb05ecac40",
"threat-actor--4ea08c4d-2895-4d63-b81le-3be90bdb6e00",
"campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"attack-pattern--d882ce3b-cldl-496a-8ecd-d923fdecf692",
"indicator--13f1bel5-9457-4b27-85e9-14886e7£442f",
"indicator--1d774b78-3acl-4b3d-ac45-al18d698b2d55",
"indicator--37el21cl-7cd7-4830-a062-20687decefa7",
"indicator--5587bed4e-640a-40cd-9a07-4201cfffed7b",
"course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"vulnerability--91deaa68-9102-4b9f-95f1-ee43fa8f5al6",
"identity--650de76c-7638-4026-8900-ec7de2fc757£",
"observed-data--45eeee3b-a455-404e-8612-613168eeb693",
"relationship--bd273ecb-2781-42fc-891a-e339df63d602",
"relationship--6d62221c-26ab-413c-b4le-1c526b3cf82c",
"relationship--d43720£8-a45f-4fc9-be69-191fee09249b",
"relationship--de382dc8-ee33-4c5e-9bcl-29896£631e06",
"relationship--f1£37e38-e091-48d0-863b-0d480fdf7606b",

on
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"relationship--cfeOde62-c75c-42£8-961e-12b418520a6a",
"relationship--c591lea62-ef8a-42c9-85f2-081f4bcb2681",
"relationship--b94654a3-88bc-4963-9¢c63-9cd4c71£17d1",
"relationship--dd26321c-9f0a-4bd0-8efa-b8d95185d4074",
"relationship--8d345e2f-26ea-4994-97c2-097dccba5e89",
"relationship--c3e6cdb7-abcf-4£9a-8£10-1319£d244072",
"relationship--8e336a27-4a%9a-4a4d-8645-92e8c3524d31",
"sighting--99£5d054-ac33-4970-abd9-6ddfd75b4d21"

1,

"labels": [

"threat-report"

"type": "identity",
"id": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.843z2",
"modified": "2018-07-20T10:03:57.843z",
"name": "WINS",
"identity class": "organization",
"sectors": [
"technology"
1,

"contact information": "sangpil@wins2l.co.kr"

"type": "relationship",

"id": "relationship--de382dc8-ee33-4c5e-9bcl-29896£f631e06",
"created": "2018-07-20T10:03:57.888z",

"modified": "2018-07-20T10:03:57.8882",

"relationship type": "targets",

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "vulnerability--91deaa68-9102-4b9f-95fl-eecd43fa8f5ale"

"type": "course-of-action",

"id": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"created": "2018-07-20T10:03:57.884z",

"modified": "2018-07-20T10:03:57.884z",

"name": "EDR policy establishment",

"description": "Registration of DLL downloading URL and a list of C2
as a reputation policy"

by
{

"type": "relationship",

URLs
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"id": "relationship--f1f37e38-e091-48d0-863b-0d80£fdf7606b",
"created": "2018-07-20T10:03:57.8882",
"modified": "2018-07-20T10:03:57.8882",

"relationship type": "mitigates",

"source ref": "course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "relationship",

"id": "relationship--bd273ecb-2781-42fc-891a-e339df63d602",
"created": "2018-07-20T10:03:57.8872",

"modified": "2018-07-20T10:03:57.8872",

"relationship type": "indicates",

"source ref": "indicator--13flbel5-9457-4b27-85e9-14886e7£442f",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "vulnerability",

"id": "vulnerability--91deaa68-9102-4b9f-95fl1-ee43fa8f5alo",
"created": "2018-07-20T10:03:57.885z2",

"modified": "2018-07-20T10:03:57.8852",

"name": "CVE information",

"external references": [

{

"source name": "cve",
"external id": "CVE-2015-2545"
}
]
"type": "relationship",

"id": "relationship--cfe0de62-c75c-42£f8-961e-12b418520a6a",

"created": "2018-07-20T10:03:57.8882",

"modified": "2018-07-20T10:03:57.888z2",

"relationship type": "mitigates",

"source ref": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "indicator",

"id": "indicator--37el21lcl-7cd7-4830-a062-20687decefa7",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.875z2",

"modified": "2018-07-20T10:03:57.8752",
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"name": "C2 URL",

"pattern": "[url:value = 'https://tpddata.com/skin/skin-6.html' OR url:value
= 'https://tpddata.com/skin/skin-8.html']",

"valid from": "2018-07-20T10:03:57.8752382",
"labels": [

"malicious-activity"

"type": "attack-pattern",

"id": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692",
"created by ref": "identity--471£30f8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.851z",

"modified": "2018-07-20T10:03:57.851z",

"name": "Sphere Phishing",

"external references": [

{

"source name": "capec",
"external id": "CAPEC-163"
}
]
by
{
"type": "relationship",

"id": "relationship--dd26321c-9f0a-4bd0-8efa-b8d95185d407d",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z2",

"relationship type": "attribute-to",

"source ref": "threat-actor--4ea08c4d-2895-4d63-b8le-3be9%0bdb6e00",
"target ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3"

"type": "threat-actor",

"id": "threat-actor--4ea08c4d-2895-4d63-b81le-3be90bdb6el0",
"created by ref": "identity--471£f30£f8-a2b5-4478-80ece-94af783486fe",
"created": "2018-07-20T10:03:57.848z",

"modified": "2018-07-20T10:03:57.848z2",

"name": "Lazarus APT Group",

"description": "The Lazarus APT group has been known to use spear phishing
techniques to disguise social issues as document files and use them. Also, it is widely
known in Korea as an example of exploiting a vulnerability that implements postscript
in a Hangul document.",

"roles": [
"malware—-author"
1,

"goals": [
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"Steal cryptographic currency"
1,
"primary motivation": "organizational-gain",
"labels": [

"crime-syndicate"

"type": "identity",

"id": "identity--650de76c-7638-4026-8900-ec7de2fc757£f",
"created": "2018-07-20T10:03:57.886z2",

"modified": "2018-07-20T10:03:57.886Z",

"name": "BC-Company.com",
"identity class": "organization"
"type": "malware",

"id": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.845z2",

"modified": "2018-07-20T10:03:57.8452",

"name": "Malicious document (HWPfile)",

"description": "A purpose for downloading the RAT in the document file

contains the postscript in the attachment of the spear fishing e-mail ",

"labels": [
"exploit",

"dropper"

"type": "identity",
"id": "identity--471£30f8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.84427",
"modified": "2018-07-20T10:03:57.844z",
"name": "IGLOO Security",
"identity class": "organization",
"sectors": [
"technology"
1,

"contact information": "noreply@igloosec.co.kr"

"type": "relationship",
"id": "relationship--d43720£f8-a45f-4fc9-be69-191feec09249b",
"created": "2018-07-20T10:03:57.888z",

that
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"modified": "2018-07-20T10:03:57.888z",

"relationship type": "targets",

"source ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923fde6f692",
"target ref": "identity--650de76c-7638-4026-8900-ec7de2fc757£f"

"type": "observed-data",

"id": "observed-data--45eeee3b-a455-404e-8612-613168eeb693",
"created": "2018-07-20T10:03:57.8872",

"modified": "2018-07-20T10:03:57.887z",

"first observed": "2018-07-20T10:03:57.8870952",

"last observed": "2018-07-20T10:03:57.887101z",
"number observed": 1,

"objects": {

"o": |
"type": "email-addr",
"value": "****@hanmail.net"
by
"l |
"type": "file",
"name": " ICT staff profile.hwp"
}
}
by
{
"type": "sighting",

"id": "sighting--99f5d054-ac33-4970-abd9-6ddfd75b4d21",

"created": "2018-07-20T10:03:57.8962",

"modified": "2018-07-20T10:03:57.8962",

"count": 1,

"sighting of ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",

"observed data refs": [
"observed-data--45eeee3b-a455-404e-8612-613168eeb693"

1,

"where sighted refs": [

"identity--650de76c-7638-4026-8900-ec7de2fc757£f"

"type": "relationship",

"id": "relationship--c59lea62-ef8a-42c9-85£2-081f4bcb2681",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "uses",
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"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d43",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "relationship",

"id": "relationship--6d62221c-26ab-413c-b4le-1c526b3cf82c",
"created": "2018-07-20T10:03:57.887z2",

"modified": "2018-07-20T10:03:57.887z",

"relationship type": "indicates",

"source ref": "indicator--37el2lcl-7cd7-4830-a062-20687decefa’",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "indicator",

"id": "indicator--13flbel5-9457-4b27-85e9-14886e7£442£f",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.853z2",

"modified": "2018-07-20T10:03:57.853z",

"name": "Hash value of malicious document",

"pattern": "[file:hashes.'SHA-256"
'e498630abe%9a91485ba42698a35c2a0d8el3febcccde65479p£3033¢c45e7d431' 1",

"valid from": "2018-07-20T10:03:57.8534272Z",
"labels": [

"malicious-activity"

"type": "indicator",

"id": "indicator--1d774b78-3acl-4b3d-ac45-al8d698b2d55",

"created by ref": "identity--0b4£f8e07-e259-4110-8510-341604590fb5",
"created": "2018-07-20T10:47:50.715z2",

"modified": "2018-07-20T10:47:50.7152",

"name": "Hash value of malicious DLL",

"pattern": "[file:hashes.'SHA-256"
'5b1663d5eb565cacccal88b6£f£8a36291da32£368211e6437db2dc2e9cd'] ",

"valid from": "2018-07-20T10:47:50.715772",
"labels": [

"malicious-activity"

"type": "indicator",

"id": "indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"created by ref": "identity--0b4£f8e07-e259-4110-8510-341604590fb5",
"created": "2018-07-20T10:47:50.719z",
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"modified": "2018-07-20T10:47:50.7192",

"name": "a List of C2 URLs",
"pattern": "[url:value = 'www.5lup.com/ace/main.asp' OR url:value =
'paulkaren.com/synthpop/main.asp' OR url:value = 'shieldonline.co.za/sitemap.asp']",

"valid from": "2018-07-20T10:47:50.7197612",
"labels": [

"malicious-activity"
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IIpuiaoxkenue A

Cuenapuii ucnosb3opanusi STIX 1.2 B ciiydae nporpaMMbI-BbIMOTraTeJIst
(Hdanrnoe [IpmnoxeHue sIBISICTCS] HEOTHEMIIEMON YacThiO HacTosIel PekoMeHmaIm)

B pannom IlpunokeHWH ONHCaH CLEHAPUN, WUTIOCTPUPYIOIIWNA BO3MOKHOCTh HCIIONIB30BAaHUS SA3bIKA
STIX 1.2 ansg moanep XK ympaBlieHHs KHOEpYrpo3aMu, MpeaHasHadyeHHOTo Asi OOpsObI ¢ MPOrpaMMoi-
BeIMoraTeneM WannaCry.

Al Anaaun3 kubdepyrpos

B nmanHOM paszere mpeicTaBieHa aHanM3upyemas nuHpopmauus o nporpamme-BeiMoratene (WannaCrypt),
MoJly4eHHas 1o (akTy NpeANpPUHUMAEMBIX MO BCEMY MHUPY aTak BPEIOHOCHOTO KOJa C UCIIOJIb30BaHHEM

IIPOTpaMMBI-BBIMOTATEIA, KOTOpas HAICJICHA Ha YA3BHUMOCTb YAAJCHHOI'O BBIIIOJHCHHS KOJa ITPOTOKOJIa
SMBvV2.

A1l Habawaaemsblie pe3yabTaThl

OOHapy>KeHO, 4TO JIEKTPOHHOE MIUCEMO C YBeJIOMIIeHHEM 00 OTMpaBKe OBLIO MOJyYEHO C apXHBOM (aiiyioB
.egg u HaOmromanock 52 nomena cepsepa CnC.

<stix:Observables xsi:type="cybox:0bservablesType" cybox major version="2"
cybox minor version="1">

<cybox:Observable id="IGL:observable 000009392 01">
<cybox:Event>
<cybox:Type xsi:type="cyboxVocabs:EventTypeVocab-1.0.1">Email Ops</cybox:Type>

<cybox:Description>Mail title: FedEx Shipping Information, Sender: john@mail,
Attachment: Before decompression HBDIN 386572.egg (MD5:
447282e7c0ef3b830128476648015831) After decompression FedEx branch Information.doc (MD5:
aa083ddebbb8ecbe22aldafeal36f96£8), Access URL: icanhazip.com (Infection signal
transmission) voh2in67mks5uygu.tor2web.cf (Ransomware private key transmission)
</cybox:Description>

<cybox:Actions>
<cybox:Action>
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0">Receive</cybox:Type>
<cybox:Associated Objects>
<cybox:Associated Object id="IGL:object igloo email 000009392">
<cybox:Properties xsi:type="EmailMessageObj:EmailMessageObjectType">
<EmailMessageObj:Header>
<EmailMessageObj:To>

<EmailMessageObj:Recipient category="e-mail">

<AddressObj:Address Value>john@mail.com</AddressObj:Address Value>
</EmailMessageObj:Recipient>
</EmailMessageObj:To>

<EmailMessageObj:Subject>FedEx Shipping
Information</EmailMessageObj:Subject>

</EmailMessageObj:Header>
<EmailMessageObj:Attachments>

<EmailMessageObj:File
object reference="IGL:object igloo email attachment zip 000009392"/>

</EmailMessageObj:Attachments>

</cybox:Properties>
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<cybox:Association Type
xsi:type="cyboxVocabs:ActionObjectAssociationTypeVocab-
1.0">Returned</cybox:Association Type>

</cybox:Associated Object>
</cybox:Associated Objects>
</cybox:Action>
</cybox:Actions>
</cybox:Event>
</cybox:0bservable>
<cybox:0bservable id="IGL:observable 000009392 02">
<cybox:Description> CnC Server </cybox:Description>
<cybox:0bject 1d="IGL:0bject-37be6630-b2df-4bf9-8750-3f45ca%19cf">
<cybox:Properties xsi:type="URIOb]j:URIObjectType" type="URL">
<URIObj:Value condition="Equals">43bwabxrduicndiocpo.net</URIObJj:Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0Observable id="IGL:observable 000009392 03">
<cybox:Description> CnC Server </cybox:Description>
<cybox:0bject 1d="IGL:0bject-827A13A8-7C90-4A6C-9FEF-F5734BE6I93F1">
<cybox:Properties xsi:type="URIObJ:URIObjectType" type="URL">
<URIObj:Value condition="Equals">dycbm6xx36kxj.net</URIObj:Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>

</stix:0Observables>

Al2 TTP

HOJ’Iy‘-IeHBI JaHHBIC O TOM, 4YTO Ha6n}ozxaﬂacr> aTakKa MmporpaMMbI-BbIMOTATCIIA, HALICJICHHASA Ha OTI[eHbeIﬁ
KOMIIBIOTEP; CXEMaA aTAKHU — HeﬁCTBHe LIeJ'IeBOfI aTaKH C UCIIOJIb30BAHUECM BpeI{OHOCHOfI nporpaMmel, U LCJIbO
aTaKH! ABJIACTCA HHq)OpMaHI/ISI, KOTOpOﬁ BJIAACCT OpraHru3anusl.

<stix:TTPs>

<stix:TTP xsi:type="ttp:TTPType" id="IGL:ttp 000009392">
<ttp:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</ttp:Intended Effect>
<ttp:Behavior>
<ttp:Attack Patterns>
<ttp:Attack Pattern capec id="CAPEC-542">
<ttp:Title>Targeted Malware</ttp:Title>
</ttp:Attack Pattern>

</ttp:Attack Patterns>

<ttp:Malware>
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<ttp:Malware Instance>
<ttp:Type xsi:type="stixVocabs:MalwareTypeVocab-1.0">Ransomware</ttp:Type>
<ttp:Title>WannaCry</ttp:Title>
</ttp:Malware Instance>
</ttp:Malware>
</ttp:Behavior>
<ttp:Resources>
<ttp:Tools>
<ttp:Tool>

<cyboxCommon:Type
1.0">Malware</cyboxCommon: Type>

xsi:type="stixVocabs:AttackerToolTypeVocab-
</ttp:Tool>
</ttp:Tools>
</ttp:Resources>

<ttp:Victim Targeting>

<ttp:Targeted Systems xsi:type="stixVocabs:SystemTypeVocab-1.0">Enterprise
Systems</ttp:Targeted Systems>

<ttp:Targeted Information xsi:type="stixVocabs:InformationTypeVocab-
1.0">Information Assets</ttp:Targeted Information>

</ttp:Victim Targeting>
<ttp:Exploit Targets>
<ttp:Exploit Target>
<stixCommon:Exploit Target idref="IGL:et 000009392"/>
</ttp:Exploit Target>
</ttp:Exploit Targets>
</stix:TTP>

</stix:TTPs>

A.1.3 Heab 3xcmioiiTa

[TonyuyeHsl JaHHBIE, YTO HCHOJb3yeMasi ysS3BUMOCTb sBisiercs ysi3Bumocthio (CVE-2017-0147,

CVE-2017-0143) u OC Windows 10, u mporpaMma-BbEIMOTaTellb HCIIONB3yeT YSA3BUMOCThH YAAJIECHHOTO
BeInoHeHHs koga SMBv2 B Microsoft Windows.

<stix:Exploit Targets>

<stixCommon:Exploit Target xsi:type="et:ExploitTargetType"
id="IGL:vulnerability 8f38ecb0-baba-4746-9f97-6ddaec989d89" timestamp="2014-02-
20T09:00:00.000000Z2">
<et:Title>SMBv2 related Vulnerability </et:Title>
<et:Vulnerability>
<et:CVE_ID>CVE-2017-0146</et:CVE_ID>
<et:Affected Software>
<et:Affected Software>
<stixCommon:Observable>
<cybox:0bject>
<cybox:Properties xsi:type="ProductObj:ProductObjectType">

<ProductObj:Product

condition="Equals">Windows
10</ProductObj:Product>
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<ProductObj:Version condition="Equals" apply condition="ANY">1511 for
32-bit systems##comma##1511 for x64-based Systems##comma##1607 for 32-bit
Systems##comma##1607 for x64-based Systems</ProductObj:Version>

</cybox:Properties>
</cybox:0bject>
</stixCommon:Observable>
</et:Affected Software>
</et:Affected Software>

<et:References>

<stixCommon:Reference>https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb msl7_
010</stixCommon:Reference>

</et:References>

</et:Vulnerability>

<et:Vulnerability>
<et:CVE_ID>CVE—2017—Ol47</et:CVE_ID>

<et:References>

<stixCommon:Reference>https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb msl7
010</stixCommon:Reference>

</et:References>

</et:Vulnerability>

<et:Vulnerability>
<et:CVE_ID>CVE-2017-0143</et:CVE_ID>

<et:References>

<stixCommon:Reference>https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb msl7
010</stixCommon:Reference>

</et:References>
</et:Vulnerability>
</stixCommon:Exploit Target>

</stix:Exploit Targets>

A.1l4 HWuanunenr

[TosmyueHsl JaHHBIC, YTO KaTEropwel sBJIsSeTCS "HeCaHKIIMOHMPOBaHHBIA gocTyn” (unauthorized access),
1eNIeBbIe pecypchl — MH(GOpMaIHsi, KOTOPOil 00J1agaeT opraHu3aliys, 3aTPOHYThIE OOBEKTBI, 8 TAK)KE OTBETHBIC
MepHI B CBSI3U ¢ HHIMICHTOM — "Kpaxka" (theft).

<stix:Incidents>
<stix:Incident xsi:type="incident:IncidentType" id="IGL:incident 000009392">
<incident:Time>

<incident:First Malicious Action>2012-07-19T14:25:36+09:00
</incident:First Malicious Action>

<incident:Incident Reported>2012-10-30T00:00:00+09:00
</incident:Incident Reported>

</incident:Time>

<incident:Categories>
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<incident:Category xsi:type="stixVocabs:IncidentCategoryVocab-1.0">Unauthorized
Access</incident:Category>

</incident:Categories>

<incident:Victim>
<stixCommon:Name>Igloo</stixCommon :Name>

</incident:Victim>

<incident:Affected Assets>
<incident:Affected Asset>

<incident:Ownership Class xsi:type="stixVocabs:0OwnershipClassVocab-
1.0">Internally-Owned</incident:Ownership Class>

<incident:Management Class xsi:type="stixVocabs:ManagementClassVocab-
1.0">Internally-Managed</incident:Management Class>

<incident:Location Class xsi:type="stixVocabs:LocationClassVocab-
1.0">Internally-Located</incident:Location Class>

</incident:Affected Asset>
</incident:Affected Assets>
<incident:Impact Assessment>

<incident:Effects>

<incident:Effect xsi:type="stixVocabs:IncidentEffectVocab-1.0">Financial
Loss</incident:Effect>

</incident:Effects>
</incident:Impact Assessment>

<incident:Status xsi:type="stixVocabs:IncidentStatusVocab-
1.0">Closed</incident:Status>

<incident:Related Indicators>
<incident:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 01"/>
</incident:Related Indicator>
<incident:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 02"/>
</incident:Related Indicator>
<incident:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 03"/>
</incident:Related Indicator>
</incident:Related Indicators>
<incident:Leveraged TTPs>
<incident:Leveraged TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</incident:Leveraged TTP>
</incident:Leveraged TTPs>
<incident:Attributed Threat Actors>
<incident:Threat Actor>
<stixCommon:Threat Actor idref="IGL:ta 000009392"/>
</incident:Threat Actor>

</incident:Attributed Threat Actors>

<incident:Intended Effect>
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<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</incident:Intended Effect>

<incident:Security Compromise xsi:type="stixVocabs:SecurityCompromiseVocab-
1.0">No</incident:Security Compromise>

<incident:Discovery Method xsi:type="stixVocabs:DiscoveryMethodVocab-
1.0">User</incident:Discovery Method>

<incident:COA_Taken>
<incident:Course Of Action idref="IGL:coa 000009392"/>
</incident:COA Taken>
</stix:Incident>

</stix:Incidents>

Al5 3a0ymbIILIeHHHK

[Tony4eHsl gaHHBIE, YTO THUIIOM aTaKYIOLIETO SIBISiETCS "pa3paboTUiK BpelOHOCHOMW mporpammbl” (malware
developer), ero mMoTuBHI — (hruHaHCOBBIE WM 3KoHOMmYeckue (financial or economic), kBamudukamus —
aKcrepT (expert), HAMEpeHHe HapymuTens — kpaxa (theft).

<stix:Threat Actors>
<stix:Threat Actor i1id="IGL:ta 000009392" xsi:type="ta:ThreatActorType">
<ta:Description>

It infected more than 120,000 computers worldwide during May 12-13, 2017. Damage
caused by WannaCrypt, a variant of WannaCry, which has spread to about 100 countries
including Europe and Asia.

The spread of malware is assumed by the hacker group 'Shadow Brokers' who claimed
to have stolen hacking tools developed by the US National Security Agency (NSA).

The type of attacker is malware developer, the motivation is financial or economic,
the proficiency is an expert and the intruder's intent is theft.

</ta:Description>
<ta:Type>

<stixCommon:Value xsi:type="stixVocabs:ThreatActorTypeVocab-1.0"> eCrime Actor -
Malware Developer </stixCommon:Value>

</ta:Type>
<ta:Motivation>

<stixCommon:Value xsi:type="stixVocabs:MotivationVocab-1.1"> Financial or
Economic </stixCommon:Value>

</ta:Motivation>
<ta:Sophistication>

<stixCommon:Value xsi:type="stixVocabs:ThreatActorSophisticationVocab-
1.0">Expert</stixCommon:Value>

</ta:Sophistication>
<ta:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</ta:Intended Effect>
<ta:0Observed TTPs>
<ta:Observed TTP>

<stixCommon:TTP idref=" IGL:ttp 000009392"/>

</ta:0bserved TTP>
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</ta:0Observed TTPs>
</stix:Threat Actor>

</stix:Threat Actors>

A.1l.6 Kamnauus

HOJ’Iy‘-ICHI:I JAaHHBIC, YTO OIMMCAaHbl OTHOCAIIHUCCA K MHOUICHTY TTP u 3JIOYMBIIIUICHHUK, IJIA TOI'O YTOOBI
OTpasuTb HAMEPECHHUEC 3JIOYMBIIIJICHHUKA.

<stix:Campaigns>
<stix:Campaign xsi:type="campaign:CampaignType" id="IGL:campaign 000009392">
<campaign:Title> Ransomware (WannaCrypt) Attack </campaign:Title>
<campaign:Names>
<campaign:Name>000009392</campaign:Name>
</campaign:Names>
<campaign:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</campaign:Intended Effect>
<campaign:Related TTPs>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</campaign:Related TTP>
</campaign:Related TTPs>
<campaign:Related Incidents>
<campaign:Related Incident>
<stixCommon:Incident idref="IGL:incident 000009392"/>
</campaign:Related Incident>
</campaign:Related Incidents>
<campaign:Related Indicators>
<campaign:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 01"/>
</campaign:Related Indicator>
<campaign:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 02"/>
</campaign:Related Indicator>
<campaign:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 03"/>
</campaign:Related Indicator>
</campaign:Related Indicators>
<campaign:Attribution>
<campaign:Attributed Threat Actor>
<stixCommon:Threat Actor idref="IGL:ta 000009392"/>
</campaign:Attributed Threat Actor>
</campaign:Attribution>
</stix:Campaign>

</stix:Campaigns>
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A2 Onucanue mad10HOB HHIAUKATOPOB /I KUOEPYrpo3
A.2.1 Huauxartop

[lonmy4eHsl maHHBIE, YTO OMpEJENeHbl TUIBl MHAMKATOPOB "BpPEIOHOCHAs 3JeKTpoHHas mourta’ (malicious
e-mail), "sxcuaprparus” (exfiltration), "koutpons URL"™ (URL watch) u cooTBeTcTBYIOIINE HAOIIO1aeMbIC
pe3ynbTarsl, TTP 1 kamnaHus CBsA3aHbL.

<stix:Indicators>
<stix:Indicator xsi:type="indicator:IndicatorType" id="IGL:indicator 000009392 01">

<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">Malicious E-
mail</indicator:Type>

<indicator:Description> Ransomware infection with malicious mail as one of the
indicators </indicator:Description>

<indicator:0bservable>
<cybox:0Observable Composition operator="OR">
<cybox:Observable idref="IGL:observable 000009392 01"/>
</cybox:0Observable Composition>
</indicator:Observable>
<indicator:Indicated TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</indicator:Indicated TTP>
<indicator:Related Campaigns>
<indicator:Related Campaign>
<stixCommon:Campaign idref="IGL:campaign 000009392"/>
</indicator:Related Campaign>
</indicator:Related Campaigns>
</stix:Indicator>
<stix:Indicator xsi:type="indicator:IndicatorType" id="IGL:indicator 000009392 02">

<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-
1.1">Exfiltration</indicator:Type>

<indicator:Description> SMB vulnerability attack as one of the Indicators
</indicator:Description>

<indicator:Indicated TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</indicator:Indicated TTP>
<indicator:Related Campaigns>
<indicator:Related Campaign>
<stixCommon:Campaign idref="IGL:campaign 000009392"/>
</indicator:Related Campaign>
</indicator:Related Campaigns>
</stix:Indicator>
<stix:Indicator xsi:type="indicator:IndicatorType" id="IGL:indicator 000009392 03">

<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">URL
Watchlist</indicator:Type>

<indicator:Description> malicious code distribution sites as one of the indicators
</indicator:Description>
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<indicator:0Observable>
<cybox:0bservable Composition operator="OR">
<cybox:0Observable idref="IGL:observable 000009392 02"/>
<cybox:0Observable idref="IGL:observable 000009392 03"/>
</cybox:0Observable Composition>
</indicator:Observable>
<indicator:Indicated TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</indicator:Indicated TTP>
<indicator:Related Campaigns>
<indicator:Related Campaign>
<stixCommon:Campaign idref="IGL:campaign 000009392"/>
</indicator:Related Campaign>
</indicator:Related Campaigns>
</stix:Indicator>

</stix:Indicators>

A3 YnpasJjienue 0TBeTHBIMH J€iiCTBUSIMH

A3.1 JeiicrBue

OtMmedyeHO, YTO BO3MOXKHBI 3aIIUTHBIE MEPHI C IIOMOIIBIO HCIPABICHUS YA3BUMOCTH IIPOrPAMMHOTO
obecrieueHns, OTCYTCTBYET BO3ICHCTBUE B ACIEKTE OrPaHUYCHHUS COCAWHEHUS, CTOMMOCTh OTBETHBIX MeEp
HU3Kas1, dXPPEKTUBHOCTD OTBETHBIX MEP CPETHSISL.

<stix:Courses Of Action>
<stix:Course Of Action xsi:type="coa:CourseOfActionType" id="IGL:coa 000009392">
<coa:Stage xsi:type="stixVocabs:COAStageVocab-1.0">Remedy</coa:Stage>
<coa:Type xsi:type="stixVocabs:CourseOfActionTypeVocab-1.0">Patching</coa:Type>

<coa:Parameter Observables xsi:type="cybox:0bservablesType"
cybox major version="2" cybox minor version="1">

<cybox:Observable idref="IGL:observable 000009392 01"/>
<cybox:0Observable idref="IGL:observable 000009392 02"/>
<cybox:0Observable idref="IGL:observable 000009392 03"/>
</coa:Parameter Observables>
<coa:Impact>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">None</stixCommon:Value>

</coa:Impact>
<coa:Cost>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Low</stixCommon:Value>

</coa:Cost>
<coa:Efficacy>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Medium</stixCommon:Value>

</coa:Efficacy>
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</stix:Course Of Action>

<stix:Course Of Action id="IGL:coa 000009393" xsi:type="coa:CourseOfActionType"
version="1.1">

<coa:Title>(For users who cannot use the latest Windows security patch) Disable
the SMB protocol </coa:Title>

<coa:Stage xsi:type="stixVocabs:COAStageVocab-1.0">Response</coa:Stage>

<coa:Type xsi:type="stixVocabs:CourseOfActionTypeVocab-1.0">Perimeter
Blocking</coa:Type>

<coa:0Objective>

<coa:Description> Block SMB-related ports (TCP 139, TCP 445) wusing network
firewalls and Windows Firewall</coa:Description>

<coa:Applicability Confidence>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">High</stixCommon:Value>

</coa:Applicability Confidence>
</coa:0bjective>

<coa:Parameter Observables cybox major version="2" cybox minor version="1"
cybox update version="0">

<cybox:0bservable id="IGL:Observable-e04425e4-60a2-4d91-a9f9-0ca9%56f19%edb">
<cybox:0bject 1d="IGL:Port-db5bc7186-319d-44e0-85f4-0b65£59034a3">
<cybox:Properties xsi:type="PortObj:PortObjectType">
<PortObj:Port Value>139</PortObj:Port Value>
<PortObj:Layer4 Protocol>TCP</PortObj:Layer4 Protocol>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0bservable id="IGL:Observable-e04425e4-60a2-4d91-a9f9-0ca9%956f19asd">
<cybox:0bject id="IGL:Port-d5bc7186-319d-44e0-85f4-0b65£59034a4">
<cybox:Properties xsi:type="PortObj:PortObjectType">
<PortObj:Port Value>445</PortObj:Port Value>
<PortObj:Layer4 Protocol>TCP</PortObj:Layer4 Protocol>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
</coa:Parameter Observables>
</stix:Course Of Action>

<stix:Course Of Action id="IGL:coa 000009394" xsi:type="coa:CourseOfActionType"
version="1.1">

<coa:Title> Latest Windows Updates</coa:Title>

<coa:Stage xsi:type="stixVocabs:COAStageVocab-1.0">Remedy</coa:Stage>

<coa:Type xsi:type="stixVocabs:CourseOfActionTypeVocab-1.0">Patching</coa:Type>
<coa:0bjective>

<coa:Description> Download and apply version upgrades and latest security patches
through MS update catalog site </coa:Description>

<coa:Applicability Confidence>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">High</stixCommon:Value>

</coa:RApplicability Confidence>
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</coa:0Objective>

<coa:Parameter Observables cybox major version="2" cybox minor version="1"
cybox update version="0">

<cybox:0bservable 1d="IGL:0Observable-e04425e4-60a2-4d91-a9f9-0ca%956f19%adn">
<cybox:0bject id="IGL:0bject-37be6630-b2df-4bf9-8750-3f45ca%9e1923bb">
<cybox:Properties xsi:type="URIOb]j:URIObjectType" type="URL">

<URIObj:Value
condition="Equals">http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598</URI
Obj:Value>

</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
</coa:Parameter Observables>
<coa:Cost>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Low</stixCommon:Value>

</coa:Cost>
<coa:Efficacy>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Medium</stixCommon:Value>

</coa:Efficacy>
</stix:Course Of Action>

</stix:Courses Of Action>
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CEPUM PEKOMEHIAIIUM MCD-T

Opranunzanus pabotst MCO-T

[MpuHnunel TapuduKauu W ydeTa M DIKOHOMHYECKHE M CTPATeTHYECKHUE BOIPOCHI
MeXyHapoaHOM AnekTpocBs3n/ KT

O6mas »Kcrutyaranusi ceTH, TenedoHHas cioyk0a, (QyHKIMOHHpPOBaHHWE CIYyX0 U
geoBedeckue (paKkTophl

Herenedonnsie ciry>k0bI 27IEKTPOCBAZH

Cuctemsl U cpefia iepenadn, TH(GpoBbIE CHCTEMBI 1 CETH
AyIMOBU3YyaTbHBIC U MYJIETUMEHUIHBIC CHCTEMBI
Hudposas ceTs ¢ nHTETpanmeit Ciryx0

KabGenpHble ceTn W mepegaya CUTHaJOB TEJICBM3MOHHBIX U 3BYKOBBIX IPOTPaMM M APYTHX
MYJIbTUMEANNHHBIX CUTHAJIOB

3ammuTa OT HOMeX
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OxoHeuHoe 000pyA0BaHKE /ISl TenerpaHbIX CIyxO
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