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"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83cbl",
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T719:37:11.213z2",

"modified": "2017-04-14T19:37:11.213z",
"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.2132",
"number observed": 1,
"objects": {

N0 |

“type”: “email-addr”,

“value”: john@mail.com,

”

“display name” : “john

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6al83cb2",
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z",

"modified": "2017-04-14T19:37:11.213z2",

"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.2132",
"number observed": 1,

"objects": {

"0: |
"type": "email-message",
“to refs” : “07,

“is multipart”: false,
“subject” : “FedEx Shipping Information”,
"body multipart": [

{

"content type": "application/zip",
"content disposition"”: "attachment; filename=\" ipa email attachment zip\"",
"body raw ref": "5"
}
]

1

}

"type": "observed-data",

(2019/01) ITU-T X.1215 iwe ¢!




"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83cb3,
"created by ref": "identity--987eceeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z",
"modified": "2017-04-14T19:37:11.2132",
"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.2132",
"number observed": 1,
"objects": {
N0 |
“type”:”domain-name”,
“value”:” 43bwabxrduicndiocpo.net”,
“description” : “CnC server”

}

"type": "observed-data",

"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6al83cb4d",
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z",

"modified": "2017-04-14T19:37:11.213z2",

"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.2132",
"number observed": 1,

"objects": {

N0 |
“type”:”domain-name”,
“value”:” dycbm6xx36kxj.net”,
“description” : “CnC server”

}

TTP 3.1.1.7
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"type": "attack-pattern",

"id": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacdb",
"created": "2016-05-12T08:17:27.000z",

"modified": "2016-05-12T08:17:27.000Z",

"name": " Targeted Malware ",
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"external references": [

{

"source name": "capec",
"id": "CAPEC-542"
}
]
}
{
"type": "malware",

"id": "malware--£fdd60b30-b67c-11e3-b0b9-f01faf20d4111",
“created by ref” : "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2014-02-20T09:16:08.9890002",

"modified": "2014-02-20T09:16:08.989000z",

"name": "WannaCry",
"labels": [
"Ransomware"
]
}
{
"type": "relationship",
"id": "relationship--57b56a43-b8b0-4cba-9deb-34e3elfaed9e",

"created": "2016-05-12T08:17:27.0002",
"modified": "2016-05-12T08:17:27.000Z2",

"relationship type": "uses",
"source ref": " attack-pattern--7e33ad43e-e34b-40ec-89da-36c9%bb2cacd5",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf20d111"

by

cinall oblgs 4117

b 42 Ofy (CVE-2017-0143 5 (CVE)-2017-0147 nailid) (oadly Caniall sbss glan Camal) bse 0L c“
i) ol e (MS17-010 ¢17.3.14 &t 32 501y SMBV2 day o8 5,88l dpid) Camaal) (bge izl 2304

Jda ;ix¢ﬂ\¢}ay ;3U4;~Y @L¢J\%§%&\¢Jﬁd@q %)h:¢;ET;LuL¢§Q@ Aléjwlﬁgy QSJJ<DJ%j

"type" :

nidn.

"created": "2016-05-12T08:17:27.000z",
"modified": "2016-05-12T08:17:27.000z",
"name" :

"external references": [

{

"vulnerability",

"vulnerability--0c7b5b88-8ff7-4a4d-aa%d-£feb398cd0061",

"Related CVE Information”
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"source name": "cve",

"external id": "CVE-2017-0147"
by
{
"source name": "cve",
"external id": "CVE-2017-0143"
}
]
}
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d472€t",
"created": "2014-06-30T09:15:17.182z",
"modified": "2014-06-30T09:15:17.182z",

"relationship type": "targets",
"source ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf204111",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aa9%d-feb398cd0061"

530gd) dgadlg dad!  5.1.17
B sady Bl (b By pems Oliy leglall ol e 830k by ALkl Lughogs cnf) 35187 Ly us cb
"Claal" BMally pgmebl Jady Aladd) ol a " Jlemna” @55ly 332l Ay Aled ol L) s BV sLts)

"type": "campaign",

"id": "campaign--e5268b6e-4931-42f1-b379-87£f48eb4dlble",
"created": "2017-05-12T15:50:10.983z",

"modified": "2017-05-13T08:33:39.0012",

"name": "Ransomware (WannaCrypt) Attack",

"description": "May 12-13, 2017 infected more than 120,000 computers worldwide.
Damage caused by WannaCrypt, a variant of WannaCry, which is distributed via networks in
about 100 countries, including Europe and Asia.

The spread of malware is assumed by the hacker group 'Shadow Brokers' who claimed to
have stolen hacking tools developed by the US National Security Agency (NSA). The attacker
type is Malware Developer motivated by financial (Financial or Economic). Proficiency is
Expert. The intruder's intention is Theft",

"aliases": ["WannaCry"],
"first seen": "2017-05-12T04:50:40.1232",

"objective": "Theft"

"type": "threat-actor",
"id": "threat-actor--56£f3f0db-b5d5-431c-ae56-c18f02caf500",
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"created": "2017-05-08T15:50:10.9832z",
"modified": "2017-05-08T15:50:10.9832",

"labels": ["hacker"],
"roles": ["malware-author"],
"sophistication": "expert",
"resource level": "team",
"goals": ["Theft the development Tools"],
"primary motivation": "organizational-gain",
"name": "Shadow Brokers”
"type": "relationship",
"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5922",

"created": "2017-08-08T15:50:10.983z",
"modified": "2017-08-08T15:50:10.983z",

"relationship type": "attributed-to",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",
"target ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl18£f02caf500"
"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5922",
"created": "2017-08-08T15:50:10.9832z",
"modified": "2017-08-08T15:50:10.983z2",

"relationship type": "uses",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",
"target ref": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9%bb2cacd5"
"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5923",
"created": "2017-08-08T15:50:10.9832",

"modified": "2017-08-08T15:50:10.983z2",

"relationship type": "targets",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aa9%d-feb398cd0061"

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5924",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "uses",

"source ref": "threat-actor--56£3f0db-b5d5-431c-ae56-c18£02caf500"
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"target ref": " attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5"

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5925",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "attributed-to",

"source ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl18£02caf500"
"target ref": " campaign--e5268b6e-4931-42f1-b379-87f48eb4dlble"

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5926",
"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.983z",

"relationship type": "targets",
"source ref": "threat-actor--56£3£f0db-b5d5-431c-ae56-cl18£02caf500"
"target ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c"

451 prend) M@l O i 50d) Dlasl i 2,107
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{
"type": "indicator",
"id": "indicator--d81£f86b9-975b-bc0b-775e-810c5ad45a4£f",
"created": "2017-02-29T13:49:37.0790002",
"modified": "2017-06-29T13:49:37.079000z",
"labels": [
"malicious-activity"
1,
"name": " Malware distribution site URL",
"pattern": "[url:value = ‘43bwabxrduicndiocpo.net'] OR [url:value =

‘dycSmb6xx36kxj.net’ 1",
"valid from": "2017-06-29T13:49:37.0790002Z"

"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d473g",

"created": "2017-06-30T09:15:17.182z2",
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"modified": "2017-06-30T09:15:17.1822",

"relationship type": "indicates",

"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",

"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111"
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d4473h",
"created": "2017-06-30T09:15:17.1822",
"modified": "2017-06-30T09:15:17.182z",

"relationship type": "indicates",
"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl18£f02caf500"

Ll il &30 3.1.7
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and Windows Firewall"

}

through MS update catalog site ",

"external references": [

"type": "course-of-action",

"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3cd3f",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2016-04-06T20:03:48.0002z2",

"modified": "2016-04-06T20:03:48.000z",

"name": " Disable the SMB protocol ",

"description": " Block SMB-related ports (TCP 139, TCP 445) using network firewalls

"type": "course-of-action",

"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eedb6b3ef3g",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0aB8acdcc2f2c",
"created": "2016-04-06T20:03:48.0002",

"modified": "2016-04-06T20:03:48.000Z",

"name": " Latest Windows Updates ",

"description": " Download and apply version upgrades and latest security patches

{
"url": " http://www.catalog.update.microsoft.com/Search.aspx?g=KB4012598",
}
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"type": "relationship",

"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fad",

"created": "2016-04-06T20:07:10.000z2",

"modified": "2016-04-06T20:07:10.0002",

"relationship type": "mitigates",

"source ref": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3cd3f",
"target ref": " malware--£fdd60b30-b67c-11e3-b0b9-f01faf20d111"

"type": "relationship",

"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fae",
"created": "2016-04-06T20:07:10.0002",
"modified": "2016-04-06T20:07:10.000z",

"relationship type": "mitigates",
"source ref": " course-of-action--8e2e2d2b-17d4-4cbf-938f-98eedbb3ef3g ",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf20d4111"
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"type": "bundle",
"id": "bundle--44af6c39-c090-49c5-9de2-394224b04982",
"spec version": "2.0",
"objects": [
{
"type": "identity",
"id": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T13:07:49.81272",
"modified": "2017-04-14T13:07:49.812z",
"name": "IglooSecurity”
"identity class": "organization",
"contact information": "noreply@igloosec.com",
"sectors": [
"technology"
]
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by

"type": "observed-data",
"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83cbl",
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z",
"modified": "2017-04-14T19:37:11.2132",
"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.213z2",
"number observed": 1,
"objects": {
N0 |
“type”: “email-addr”,
“value”: john@mail.com,

“display name” : “john”

s

"type": "observed-data",
"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83cb2",
"created by ref": "identity--987eceeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z2",
"modified": "2017-04-14T19:37:11.213z",
"first observed": "2017-04-14T21:37:11.2132",
"last observed": "2017-04-14T21:37:11.213z",
"number observed": 1,
"objects": {
"0: |
"type": "email-message",
“to refs” : “0”,
“is multipart”: false,
“subject” : “FedEx Shipping Information”,
"body multipart": [
{

"content type": "application/zip",
"content disposition": "attachment; filename=\\" ipa email attachment zip\\"",
"body raw ref": "5"
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"type": "observed-data",
"id": "observed-data--cf8eaadl-6f4c-482e-8909-9cd2d6a83cb3,
"created by ref": "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T719:37:11.2132",
"modified": "2017-04-14T19:37:11.2132Z",
"first observed": "2017-04-14T21:37:11.213z",
"last observed": "2017-04-14T21:37:11.213z2",
"number observed": 1,
"objects": {
N0 |
“type”:”domain-name”,

”

“value”:” 43bwabxrduicndiocpo.net”,
“description” : “CnC server”

}

"type": "observed-data",
"id": "observed-data--cf8eaadl-6f4c-482e-89b9-9cd2d6a83cb4",
"created by ref": "identity--987eceeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2017-04-14T19:37:11.213z2",
"modified": "2017-04-14T19:37:11.213z",
"first observed": "2017-04-14T21:37:11.2137Z",
"last observed": "2017-04-14T21:37:11.213z",
"number observed": 1,
"objects": {
N0 o
“type”:”domain-name”,
“value”:” dycbm6xx36kxj.net”,
“description” : “CnC server”
}
}
}y
{
"type": "attack-pattern",
"id": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacdb",
"created": "2016-05-12T08:17:27.0002",
"modified": "2016-05-12T08:17:27.000zZ",
"name": " Targeted Malware ",
"external references": [
{
"source name": "capec",

"id": "CAPEC-542"
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by

"type": "malware",

"id": "malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111",
“created by ref” : "identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2014-02-20T09:16:08.9890002",

"modified": "2014-02-20T09:16:08.989000z",

"name": " WannaCry ",
"labels": [
" Ransomware "
]
by
{
"type": "vulnerability",

"id": "vulnerability--0c7b5b88-8ff7-4a4d-aa9%d-feb398cd0061",
"created": "2016-05-12T08:17:27.000z2",

"modified": "2016-05-12T08:17:27.000zZ",

"name": " Related CVE Information”

"external references": [

{

"source name": "cve",
"external id": "CVE-2017-0147"
b
{
"source name": "cve",
"external id": "CVE-2017-0143"
}
]
b
{
"type": "campaign",

"id": "campaign--e5268b6e-4931-42f1-b379-87f48eb4dlble",
"created": "2017-05-12T15:50:10.983z",

"modified": "2017-05-13T08:33:39.0012",

"name": " Ransomware (WannaCrypt) Attack ",

"description": "May 12-13, 2017 infected more than 120,000 computers worldwide.
Damage caused by WannaCrypt, a variant of WannaCry, which is distributed via networks in
about 100 countries, including Europe and Asia.

The spread of malware is assumed by the hacker group 'Shadow Brokers' who claimed
to have stolen hacking tools developed by the US National Security Agency (NSA). The
attacker type 1s Malware Developer motivated by financial (Financial or Economic).
Proficiency is Expert. The intruder's intention is Theft ",

"aliases": ["WannaCry"],
"first seen": "2017-05-12T04:50:40.1232",

"objective": "Theft"
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"type": "threat-actor",

"id": "threat-actor--56f3f0db-b5d5-431c-ae56-c18f02caf500",
"created": "2017-05-08T15:50:10.9832",

"modified": "2017-05-08T15:50:10.983z",

"labels": ["hacker"],
"roles": ["malware-author"],
"sophistication": "expert",
"resource level": "team",
"goals": ["Theft the development Tools"],
"primary motivation": "organizational-gain",
"name": "Shadow Brokers”

s

{
"type": "indicator",
"id": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4£f",

"created": "2017-02-29T13:49:37.0790002",
"modified": "2017-06-29T13:49:37.079000z",
"labels": [

"malicious-activity"

1,

"name": " Malware distribution site URL ",

"pattern": "[url:value = ‘43bwabxrduicndiocpo.net'] OR [url:value =
‘dycSmb6xx36kxj.net’ 1",

"valid from": "2017-06-29T13:49:37.0790002"
by
{

"type": "course-of-action",
"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed46b3cd3f",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0aB8acdcc2f2c",

"created": "2016-04-06T20:03:48.0002",
"modified": "2016-04-06T20:03:48.000zZ",
"name": " Disable the SMB protocol ",

"description": " Block SMB-related ports (TCP 139, TCP 445) using network firewalls
and Windows Firewall "

by

{
"type": "course-of-action",
"id": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eed6b3ef3g",
"created by ref": " identity--987eeeel-413a-44ac-96cc-0a8acdcc2f2c",
"created": "2016-04-06T20:03:48.000z",
"modified": "2016-04-06T20:03:48.000z2",

"name": " Latest Windows Updates ",
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"description": " Download and apply version upgrades and latest security
through MS update catalog site ",

"external references": [
{
"url"™: " http://www.catalog.update.microsoft.com/Search.aspx?gq=KB4012598"
}
]
}o
{
"type": "relationship",
"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5922",
"created": "2017-08-08T15:50:10.983z2",
"modified": "2017-08-08T15:50:10.983z",
"relationship type": "uses",

"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",

"target ref": "attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5"
by
{

"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5923",

"created": "2017-08-08T15:50:10.983z",
"modified": "2017-08-08T15:50:10.983z",

"relationship type": "targets",
"source ref": "campaign--e5268b6e-4931-42f1-b379-87f48eb4lble",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aad9d-feb398cd0061"
s
{
"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffcee5924",

"created": "2017-08-08T15:50:10.983z",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "uses",

"source ref": "threat-actor--56£3£f0db-b5d5-431c-ae56-cl18£02caf500"

"target ref": " attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5"
}y

"type": "relationship",
"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5925",
"created": "2017-08-08T15:50:10.9832",
"modified": "2017-08-08T15:50:10.983z2",
"relationship type": "attributed-to",
"source ref": “campaign--e5268b6e-4931-42f1-b379-87f48ebdlble"
"target ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl18£02caf500"
by
{

patches

19 (2019/01) ITU-T X.1215 dwp g3l




"type": "relationship",

"id": "relationship--3dcf59c3-30e3-4aa5-9c05-2cbffceeb5926",
"created": "2017-08-08T15:50:10.983z2",

"modified": "2017-08-08T15:50:10.9832",

"relationship type": "targets",

"source ref": "threat-actor--56£3f0db-b5d5-431c-ae56-cl8£f02caf500"

"target ref": " identity--987eeceel-413a-44ac-96cc-0a8acdcc2f2c"

by

"type": "relationship",

"id": "relationship--57b56a43-b8b0-4cba-9deb-34e3elfaed9e",
"created": "2016-05-12T08:17:27.000Z",

"modified": "2016-05-12T08:17:27.000z2",

"relationship type": "uses",
"source ref": " attack-pattern--7e33a43e-e34b-40ec-89da-36c9bb2cacd5",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£01faf20d111"
b
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d472£f",
"created": "2014-06-30T09:15:17.182z2",
"modified": "2014-06-30T09:15:17.182z",

"relationship type": "targets",
"source ref": " malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111",
"target ref": " vulnerability--0c7b5b88-8ff7-4a4d-aad9d-feb398cd0061"
s
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d473g",
"created": "2017-06-30T09:15:17.1822",

"modified": "2017-06-30T09:15:17.1822",

"relationship type": "indicates",

"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-f01faf20d111"

by

"type": "relationship",

"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fad",

"created": "2016-04-06T20:07:10.0002",

"modified": "2016-04-06T20:07:10.000z",

"relationship type": "mitigates",

"source ref": "course-of-action--8e2e2d2b-17d4-4cbf-938f-98eedbb3cd3f",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£01faf20d111"

},
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"type": "relationship",

"id": "relationship--44298a74-ba52-4f0c-87a3-1824e67d7fae",
"created": "2016-04-06T20:07:10.0002",

"modified": "2016-04-06T20:07:10.0002",

"relationship type": "mitigates",
"source ref": " course-of-action--8e2e2d2b-17d4-4cbf-938f-98ece46b3ef3g ",
"target ref": " malware--fdd60b30-b67c-11e3-b0b9-£f01faf20d111"
b
{
"type": "relationship",

"id": "relationship--6ce78886-1027-4800-9301-40c274£d473h",
"created": "2017-06-30T09:15:17.182z2",
"modified": "2017-06-30T09:15:17.182z",

"relationship type": "indicates",
"source ref": "indicator--d81£86b9-975b-bc0b-775e-810c5ad45a4f",
"target ref": "threat-actor--56f£3f0db-b5d5-431c-ae56-cl18£f02caf500"
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{

"type": "identity",

"id": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32co2",
"created": "2018-07-20T10:03:57.843z2",

"modified": "2018-07-20T10:03:57.8432Z",

"name": "WINS",

"identity class": "organization",

"sectors": [

"technology"

1y

"contact information": "sangpil@wins2l.co.kr"

}y

{

"type": "identity",

"id": "identity--650de76c-7638-4026-8900-ec7de2fc757£f",
"created": "2018-07-20T10:03:57.8862",

"modified": "2018-07-20T10:03:57.886Z",

"name": "BC-Company.com — pseudonymous URL",

"identity class": "organization"

}y

30l UL 2.1.2.7
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"type": "observed-data",

"id": "observed-data--45eeee3b-a455-404e-8612-613168eeb693",
"created": "2018-07-20T10:03:57.8872",

"modified": "2018-07-20T10:03:57.887z",

"first observed": "2018-07-20T10:03:57.8870952",

"last observed": "2018-07-20T10:03:57.887101z",

"number observed": 1,

"objects": {

"O": {
"type": "email-addr",
"value": "****@hanmail.net"

,
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nqn. {
thpe": "file",

“name”: “ICT staff profile.hwp”

}y

"type": "sighting",

"id": "sighting--99£5d054-ac33-4970-abd9-6ddfd75b4d21",

"created": "2018-07-20T10:03:57.8962",

"modified": "2018-07-20T10:03:57.8962",

"count": 1,

"sighting of ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",

"observed data refs": [
"observed-data--45eeee3b-a455-404e-8612-613168eeb693"

i

"where sighted refs": [

"identity--650de76c-7638-4026-8900-ec7de2fc757£"

Slel il il NS 3.1.2.7
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"type": "attack-pattern",

"id": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923fd4e6f692",
"created by ref": "identity--471£f30£f8-a2b5-4478-80ece-94af783486fe",
"created": "2018-07-20T10:03:57.851z2",

"modified": "2018-07-20T10:03:57.8512",

"name": "Sphere Phishing",

"external references": [

"source name": "capec",
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"external id": "CAPEC-163"

"type": "malware",

"id": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.845z2",

"modified": "2018-07-20T10:03:57.845z2",

"name": " malicious document (HWP file)",

"description": "A purpose for downloading the RAT in the document file that contains
the postscript in the attachment of the spear fishing e-mail",

"labels": [
"exploit",
"dropper"
]
by
{
"type": "malware",
"id": "malware--dco6df47d-1a83-493f-adf6-393bb05eac40",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.847z",
"modified": "2018-07-20T10:03:57.847z",
"name": "Malicious DLL (C2 communication)",

"description": " A tool for remote control of the attacker controls to steal the bit
coin.",

"labels": [
"exploit",
"dropper"
]
s
{
"type": "relationship",
"id": "relationship--d43720£8-a45f-4fc9-be69-191fee09249b",
"created": "2018-07-20T10:03:57.888z",
"modified": "2018-07-20T10:03:57.8882",
"relationship type": "targets",
"source ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692",
"target ref": "identity--650de76c-7638-4026-8900-ec7de2fc757f"

"type": "relationship",

"id": "relationship--8d345e2f-26ea-4994-97c2-097dccbabe89",

"created": "2018-07-20T10:03:57.889z",
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"modified": "2018-07-20T10:03:57.889z",

"relationship type": "related-to",

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "relationship",

"id": "relationship--de382dc8-ee33-4c5e-9bcl-29896f631e06",
"created": "2018-07-20T10:03:57.888z",

"modified": "2018-07-20T10:03:57.888z",

"relationship type": "targets",
"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "vulnerability--91deaa68-9102-4b9f-95fl-eed43fa8f5alo"

gi&Jﬂ\d#vﬁ
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"type": "vulnerability",

"id": "vulnerability--91deaa68-9102-4b9f-95fl-eed43fa8fbale",
"created": "2018-07-20T10:03:57.885z2",

"modified": "2018-07-20T10:03:57.8852",

"name": " CVE information",

"external references": [

"source name": "cve",
"external id": "CVE-2015-2545"
]

"type": "relationship",

"id": "relationship--de382dc8-ee33-4c5e-9bcl-29896f631e06",
"created": "2018-07-20T10:03:57.888zZ",

"modified": "2018-07-20T10:03:57.8882",

"relationship type": "targets",

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "vulnerability--91deaa68-9102-4b9f-95fl-eed43fa8fbale"
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"type": "campaign",

"id": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"created by ref": "identity--471£30£8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.8502",

"modified": "2018-07-20T10:03:57.850z",

"name": " Hacking incident for the BC-Company on June 20, 2018",

"description": "The Lazarus APT group launched a campaign to hack the BC-
Company cryptocurrency exchange. The attack method was to send the malicious code to the
target through the spear phishing technigque, and then installed the DLL file which was
able to communicate with the C2 server and use them to steal the Bit coin.",

"objective": "Theft"
by
{
"type": "threat-actor",
"id": "threat-actor--4ea08c4d-2895-4d63-b81le-3be90bdb6e00",

"created by ref": "identity--471£30f8-a2b5-4478-80ece-94af783486fe",
"created": "2018-07-20T10:03:57.848z2",

"modified": "2018-07-20T10:03:57.848z",

"name": "Lazarus APT Group",

"description": "The Lazarus APT group has been known to use spear phishing
techniques to disguise social issues as document files and use them. Also, it is widely
known in Korea as an example of exploiting a vulnerability that implements postscript in
a Hangul document.",

"roles": [
"malware-author"
i
"goals": [
"Steal cryptographic currency"
Iy
"primary motivation": "organizational-gain",
"labels": |

"crime-syndicate"

b
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"type": "relationship",

"id": "relationship--b94654a3-88bc-4963-9c63-9cd4c71£17d1",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889zZ",

"relationship type": "uses",

"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3

}y

"type": "relationship",

"id": "relationship--dd26321c-9f0a-4bd0-8efa-b8d95185d07d",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "attribute-to",

"target ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3"
s

"type": "relationship",

"id": "relationship--c59lea62-ef8a-42c9-85£f2-081f4bcb2681",
"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "uses",

"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3"
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"target ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6£f692"

"source ref": "threat-actor--4ea08c4d-2895-4d63-b8le-3be%0bdb6el0",
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"type": "indicator",

"id": "indicator--37el21cl-7cd7-4830-a062-20687decefa7",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.875z2",

"modified": "2018-07-20T10:03:57.875z2",

"name": "C2 URL",

"pattern": "[url:value = ‘'https://tpddata.com/skin/skin-6.html' OR
'https://tpddata.com/skin/skin-8.html"']",

url:value =
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"valid from": "2018-07-20T10:03:57.8752382Z",
"labels": [
"malicious-activity"
]
by
{
"type": "indicator",
"id": "indicator--13flbel5-9457-4b27-85e9-14886e7£442f",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.853z",
"modified": "2018-07-20T10:03:57.8532",
"name": " Hash value of malicious document",

"pattern": "[file:hashes.'SHA-256"
'ed498630abe%9a91485bad2698a35c2a0d8el3feS5cccde654790£3033¢c45e7d431']",

"valid from": "2018-07-20T10:03:57.8534272",
"labels": [
"malicious-activity"
]
}y
{
"type": "indicator",
"id": "indicator--1d774b78-3acl-4b3d-ac45-al8d698b2d55",
"created by ref": "identity--0b4£f8e07-e259-4110-8510-341604590fb5",
"created": "2018-07-20T10:47:50.715z2",
"modified": "2018-07-20T10:47:50.7152",
"name": "Hash value of malicious DLL",

"pattern": "[file:hashes.'SHA-256"
'5b1663d5eb565cacccal88boff8a36291da32f368211e6437db2dc2e9cd'] ",

"valid from": "2018-07-20T10:47:50.71577z2",
"labels": [
"malicious-activity"
]
s
{
"type": "indicator",
"id": "indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"created by ref": "identity--0b4f8e07-e259-4110-8510-341604590£fb5",
"created": "2018-07-20T10:47:50.719z",
"modified": "2018-07-20T10:47:50.7192",

"name": " a list of C2 URLs",
"pattern": "[url:value = 'www.5lup.com/ace/main.asp’ OR url:value
'paulkaren.com/synthpop/main.asp' OR url:value = 'shieldonline.co.za/sitemap.asp']",

"valid from": "2018-07-20T10:47:50.7197612",
"labels": [
"malicious-activity"

]
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"type": "relationship",

"id": "relationship--bd273ecb-2781-42fc-891a-e339df63d602",

"created": "2018-07-20T10:03:57.8872",

"modified": "2018-07-20T10:03:57.8872",

"relationship type": "indicates",

"source ref":

"target ref":

"indicator--13f1lbel5-9457-4b27-85e9-14886e7£442f",
"malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "relationship",

"id": "relationship--c3e6cdb7-abcf-4f9a-8£10-1319fd244072",

"created": "2018-07-20T10:47:50.7252",

"modified": "2018-07-20T10:47:50.7252",

"relationship type": "indicates",

"source ref":

"target ref":

"indicator--1d774b78-3acl-4b3d-ac45-a18d698b2d55",
"malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "relationship",

"id": "relationship--8e336a27-4a%a-4a4d-8645-92e8c35244d31",

"created": "2018-07-20T10:47:50.7262",

"modified": "2018-07-20T10:47:50.7262",

"relationship type": "indicates",

"source ref":

"target ref":

"indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "relationship",

"id": "relationship--6d62221c-26ab-413c-b4le-1c526b3cf82c",

"created": "2018-07-20T10:03:57.8872z",

"modified": "2018-07-20T10:03:57.8872",

"relationship type": "indicates",

"source ref":

"target ref":

"indicator--37el121cl-7cd7-4830-a062-20687decefa7",
"malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"
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"type": "course-of-action",

"id": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"created": "2018-07-20T10:03:57.884z",

"modified": "2018-07-20T10:03:57.884z",

"name": "Establishment of EDR policy",

"description": " Registration of DLL downloading URL and a list of C2 URLs as a reputation policy™

"type": "course-of-action",

"id": "course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"created": "2018-07-20T10:03:57.883z",

"modified": "2018-07-20T10:03:57.8832",

"name": "EDR policy establishment",
"description": "Registration of SHA256 hash values for malicious documents and
malicious DLLs as blocking policies "
by
{
"type": "relationship",
"id": "relationship--cfelde62-c75c-42f8-961e-12b418520a6a",
"created": "2018-07-20T10:03:57.888z",
"modified": "2018-07-20T10:03:57.888z",
"relationship type": "mitigates",
"source ref": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"
b
{
"type": "relationship",
"id": "relationship--f1£37e38-e091-48d0-863b-0d80£fdf7606b",
"created": "2018-07-20T10:03:57.888z2",
"modified": "2018-07-20T10:03:57.888z2",
"relationship type": "mitigates",
"source ref": "course-of-action--ae0al2b4f-861b-4805-b562-08bad692b48b",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"
}
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"type": "bundle",
"id": "bundle--42d953f0-0a5c-4b82-b223-b22ec85da222",
"spec version": "2.0",
"objects": [
{
"type": "campaign",
"id": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"created by ref": "identity--471f30£f8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.850z",

"modified": "2018-07-20T10:03:57.8502",
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"name": "Hacking incident for BC-Company on June 20, 2018",

"description": "The Lazarus APT group launched a campaign to hack the BC-
Company cryptocurrency exchange. The attack method was to send the malicious code to the
target through the spear phishing technique, and then installed the DLL file which was
able to communicate with the C2 server and use them to steal the Bit coin.",

"objective": "Theft"
by
{
"type": "relationship",
"id": "relationship--b94654a3-88bc-4963-9c63-9cd4c71£17d1",
"created": "2018-07-20T10:03:57.889z2",
"modified": "2018-07-20T10:03:57.889z",

"relationship type": "uses",
"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"target ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923fde6f692"
}r
{
"type": "course-of-action",

"id": "course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"created": "2018-07-20T10:03:57.883z",

"modified": "2018-07-20T10:03:57.8832",

"name": "Establishment of EDR policy ",

"description": "Registration of DLL downloading URL and a list of C2 URLs as
a reputation policy"

by
{
"type": "relationship",
"id": "relationship--8d345e2f-26ea-4994-97c2-097dccbabe89",
"created": "2018-07-20T10:03:57.889z",
"modified": "2018-07-20T10:03:57.889z",
"relationship type": "related-to",
"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d42",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"
b

"type": "malware",

"id": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",
"created": "2018-07-20T10:03:57.847z2",

"modified": "2018-07-20T10:03:57.847z2",

"name": "Malicious DLL (C2 communication)",

"description": "A tool for remote control of the attacker controls to steal
the bit coin.",

"labels": |
"exploit",

"dropper"

(2019/01) ITU-T X.1215 e 5! 32



by

by

s

2018/06/20.

"type": "relationship",

"id": "relationship--c3e6cdb7-abcf-4£f9a-8£10-1319fd244072",
"created": "2018-07-20T10:47:50.725z2",

"modified": "2018-07-20T10:47:50.7252",

"relationship type": "indicates",

"source ref": "indicator--1d774b78-3acl-4b3d-ac45-al8d698b2d55",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05ecac40"

"type": "relationship",

"id": "relationship--8e336a27-4a9%9a-4a4d-8645-92e8c3524d31",
"created": "2018-07-20T10:47:50.7262",

"modified": "2018-07-20T10:47:50.7262Z",

"relationship type": "indicates",

"source ref": "indicator--5587bed4e-640a-40cd-9a07-4201cfffed7b",
"target ref": "malware--dc6df47d-1a83-493f-adf6-393bb05eac40"

"type": "report",

"id": "report--9led4b5a-5375-42cf-beb5c-5fecffododas”,
"created": "2018-07-20T10:03:57.897z",

"modified": "2018-07-20T10:03:57.897z2",

"name": "Report on hacking incident for <crypto currency exchange

’

"published": "2018-07-20T10:03:57.897114z",

"object refs": [
"identity--c3657c2a-6cd4-4815-8dc4-60a50cf32co2",
"identity--471£30£8-a2b5-4478-80ee-94a£f783486fe",
"malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"malware--dc6df47d-1a83-493f-adf6-393bb05eac40",
"threat-actor--4eal08c4d-2895-4d63-b81le-3be90bdb6e00",
"campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",
"attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692",
"indicator--13f1bel5-9457-4b27-85e9-14886e7£442£f",
"indicator--1d774b78-3acl-4b3d-ac45-al18d698b2d55",
"indicator--37el21cl-7cd7-4830-a062-20687decefa7",
"indicator--5587bede-640a-40cd-9a07-4201cfffed7b",
"course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"vulnerability--91deaa68-9102-4b9f-95f1-ee43fa8f5al6",
"identity--650de76c-7638-4026-8900-ec7de2fc757£",
"observed-data--45eeee3b-a455-404e-8612-613168eeb693",

on
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b

"relationship--bd273ecb-2781-42fc-891a-e339df63d602",
"relationship--6d62221c-26ab-413c-b4le-1c526b3cf82c",
"relationship--d43720£8-a45f-4fc9-be69-191fee09249b",
"relationship--de382dc8-ee33-4c5e-9bcl-29896£631e06",
"relationship--f1£37e38-e091-48d0-863b-0d80£fdf7606b",
"relationship--cfe0de62-c75c-42£8-961e-12b418520a6a",
"relationship--c591lea62-ef8a-42c9-85f2-081£f4bcb2681",
"relationship--b94654a3-88bc-4963-9¢c63-9cd4c71£17d1",
"relationship--dd26321c-9f0a-4bd0-8efa-b8d951854074",
"relationship--8d345e2f-26ea-4994-97c2-097dccbabe89",
"relationship--c3e6cdb7-abcf-4£9a-8f10-1319£d244072",
"relationship--8e336a27-4a%9a-4a4d-8645-92e8c35244d31",
"sighting--99£5d054-ac33-4970-abd9-6ddfd75b4d21"

i

"labels": [

"threat-report"

"type": "identity",

"id": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32co62",
"created": "2018-07-20T10:03:57.843z",

"modified": "2018-07-20T10:03:57.843z2",

"name": "WINS",
"identity class": "organization",
"sectors": [
"technology"
1,
"contact information": "sangpil@wins2l.co.kr"
"type": "relationship",

"id": "relationship--de382dc8-ee33-4c5e-9bcl-29896£f631e06",
"created": "2018-07-20T10:03:57.888z",

"modified": "2018-07-20T10:03:57.888z2",

"relationship type": "targets",

"source ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",
"target ref": "vulnerability--91deaa68-9102-4b9f-95fl-eed3fa8f5alo"

"type": "course-of-action",

"id": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd0o0",
"created": "2018-07-20T10:03:57.884z",

"modified": "2018-07-20T10:03:57.8847",
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"name": "EDR policy establishment”,

"description": "Registration of DLL downloading URL and a list of C2 URLs

a reputation policy"

by

{

by

by

b

b

"type": "relationship",

"id": "relationship--f1£37e38-e091-48d0-863b-0d80fdf7606b",

"created": "2018-07-20T10:03:57.888z",

"modified": "2018-07-20T10:03:57.8882",

"relationship type": "mitigates",

"source ref": "course-of-action--ae0a2b4f-861b-4805-b562-08bad692b48b",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "relationship",

"id": "relationship--bd273ecb-2781-42fc-891a-e339df63d602",
"created": "2018-07-20T10:03:57.887z",

"modified": "2018-07-20T10:03:57.887z",

"relationship type": "indicates",

"source ref": "indicator--13flbel5-9457-4b27-85e9-14886e7£442f",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

"type": "vulnerability",

"id": "vulnerability--91deaa68-9102-4b9f-95f1-eed43fa8f5alo",
"created": "2018-07-20T10:03:57.885z",

"modified": "2018-07-20T10:03:57.8852",

"name": "CVE information",
"external references": [
{
"source name": "cve",
"external id": "CVE-2015-2545"
}
1
"type": "relationship",

"id": "relationship--cfe0de62-c75c-42f8-961e-12b418520a6a",

"created": "2018-07-20T10:03:57.8882",

"modified": "2018-07-20T10:03:57.8882",

"relationship type": "mitigates",

"source ref": "course-of-action--400190bf-a8be-4ee5-a605-e714194abd00",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"

as

35
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b

"type": "indicator",
"id": "indicator--37el121cl-7cd7-4830-a062-20687decefa7",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",

"created": "2018-07-20T10:03:57.8752",
"modified": "2018-07-20T10:03:57.8752",

"name"

"pattern": "[url:value = 'https://tpddata.com/skin/skin-6.html' OR url:value
= 'https://tpddata.com/skin/skin-8.html"']",

"valid from": "2018-07-20T10:03:57.8752382",
"labels™: [

"malicious-activity"

"type": "attack-pattern",
"id": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923f4e6f692",
"created by ref": "identity--471£30£f8-a2b5-4478-80ece-94af783486fe",

"created": "2018-07-20T10:03:57.851z2",
"modified": "2018-07-20T10:03:57.851z2",

"name":

"exter

{

"type" .

nidn:.

"created": "2018-07-20T10:03:57.889z2",

"modif

"relat

"source ref": "threat-actor--4ea08c4d-2895-4d63-b8le-3be%0bdb6el0",
"target ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3"

"type" .

"igdv:

"created by ref": "identity--471f30f8-a2b5-4478-80ee-94af783486fe",
"created": "2018-07-20T10:03:57.848z",
"modified": "2018-07-20T10:03:57.848z",
"name" :

"description": "The Lazarus APT group has been known to use spear phishing
techniques to disguise social issues as document files and use them. Also, it is widely

: "C2 URL",

"Sphere Phishing",

nal references": [
"source name": "capec",
"external id": "CAPEC-163"

"relationship",

"relationship--dd26321c-9f0a-4bd0-8efa-b8d95185d07d4d",

ied": "2018-07-20T10:03:57.889z2",

ionship type": "attribute-to",

"threat-actor",

"threat-actor--4ea08c4d-2895-4d63-b8le-3be90bdb6e00",

"Lazarus APT Group",
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known in Korea as an example of exploiting a vulnerability that implements postscript in

a Hangul document.",
"roles": [
"malware-author"
1,
"goals": [
"Steal cryptographic currency"
1y
"primary motivation": "organizational-gain",
"labels": [

"crime-syndicate"

by

"type": "identity",

"id": "identity--650de76c-7638-4026-8900-ec7de2fc757£",
"created": "2018-07-20T10:03:57.8862",

"modified": "2018-07-20T10:03:57.8862",

"name": "BC-Company.com",
"identity class": "organization"
s
{
"type": "malware",

"id": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2",

"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",

"created": "2018-07-20T10:03:57.8452",
"modified": "2018-07-20T10:03:57.845z2",

"name": "Malicious document (HWPfile)",

"description": "A purpose for downloading the RAT in the document file that

contains the postscript in the attachment of the spear fishing e-mail ",
"labels": [
"exploit",

"dropper"

b

"type": "identity",
"id": "identity--471£30£8-a2b5-4478-80ee-94a£783486fe",
"created": "2018-07-20T10:03:57.8447z",
"modified": "2018-07-20T10:03:57.844z",
"name": "IGLOO Security",
"identity class": "organization",
"sectors": [
"technology"
1,

"contact information": "noreply@igloosec.co.kr"
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}y

}y

"type": "relationship",

"id": "relationship--d43720£8-a45f-4fc9-be69-191fee09249b",
"created": "2018-07-20T10:03:57.8882",

"modified": "2018-07-20T10:03:57.888zZ",

"relationship type": "targets",

"source ref": "attack-pattern--d882ce3b-cldl-496a-8ecd-d923fd4e6f692",
"target ref": "identity--650de76c-7638-4026-8900-ec7de2fc757£"

"type": "observed-data",

"id": "observed-data--45eeee3b-a455-404e-8612-613168eeb693",
"created": "2018-07-20T10:03:57.887z",

"modified": "2018-07-20T10:03:57.8872",

"first observed": "2018-07-20T10:03:57.887095z2",

by

b

"last observed": "2018-07-20T10:03:57.887101z",
"number observed": 1,

"objects": {

"0": |
"type": "email-addr",
"value": "****@hanmail.net"
s
"1t
"type": "file",
"name": " ICT staff profile.hwp"
}
}
"type": "sighting",

"id": "sighting--99f5d054-ac33-4970-abd9-6ddfd75b4d21",

"created": "2018-07-20T10:03:57.8962",

"modified": "2018-07-20T10:03:57.896z",

"count": 1,

"sighting of ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d42",

"observed data refs": [
"observed-data--45eeee3b-a455-404e-8612-613168eeb693"

1,

"where sighted refs": [

"identity--650de76c-7638-4026-8900-ec7de2fc757£"
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"type": "relationship",

"id": "relationship--c59lea62-ef8a-42c9-85f2-081f4bcb2681",

"created": "2018-07-20T10:03:57.889z",

"modified": "2018-07-20T10:03:57.889z",

"relationship type": "uses",

"source ref": "campaign--ee7d0bb2-0610-48b2-b5b4-5cd3d17605d3",

"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"
}y

"type": "relationship",
"id": "relationship--6d62221c-26ab-413c-bdle-1c526b3cf82c",
"created": "2018-07-20T10:03:57.8872",
"modified": "2018-07-20T10:03:57.887z2",
"relationship type": "indicates",
"source ref": "indicator--37el2lcl-7cd7-4830-a062-20687decefa7",
"target ref": "malware--d3ce73ac-b65d-429d-b669-cd3137c437d2"
b

"type": "indicator",
"id": "indicator--13flbel5-9457-4b27-85e9-14886e7£f442f",
"created by ref": "identity--c3657c2a-6cd4-4815-8dc4-60a50cf32c62",

"created": "2018-07-20T10:03:57.853z",
"modified": "2018-07-20T10:03:57.853z2",
"name": "Hash value of malicious document",

"pattern": "[file:hashes.'SHA-256"

'e498630abe%9a91485bad2698a35c2a0d8el3feS5ccecde654790£3033¢c45e7d431']",

"valid from": "2018-07-20T10:03:57.8534272",
"labels": [

"malicious-activity"

b

"type": "indicator",

"id": "indicator--1d774b78-3acl-4b3d-ac45-a18d698b2d55",

"created by ref": "identity--0b4f8e07-e259-4110-8510-341604590fb5",
"created": "2018-07-20T10:47:50.715z2",

"modified": "2018-07-20T710:47:50.7152",

"name": "Hash value of malicious DLL",

"pattern": "[file:hashes.'SHA-256"

'5b1663d5eb565cacccal88b6£f8a36291da32£368211e6437db2dc2e9cd' 1",

"valid from": "2018-07-20T10:47:50.71577z",
"labels": |

"malicious-activity"

,

39
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"type": "indicator",

"id": "indicator--5587bed4e-640a-40cd-9a07-4201cfffed7b",
"created by ref": "identity--0b4f8e07-e259-4110-8510-341604590fb5",
"created": "2018-07-20T10:47:50.719z2",

"modified": "2018-07-20T10:47:50.719z",

"name": "a List of C2 URLs",
"pattern": "[url:value = 'www.5lup.com/ace/main.asp' OR wurl:value =
'paulkaren.com/synthpop/main.asp' OR url:value = 'shieldonline.co.za/sitemap.asp']",

"valid from": "2018-07-20T10:47:50.7197612",
"labels": [

"malicious-activity"
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<stix:Observables xsi:type="cybox:0bservablesType" cybox major version="2"
cybox minor version="1">

<cybox:0Observable id="IGL:observable 000009392 01">
<cybox:Event>
<cybox:Type xsi:type="cyboxVocabs:EventTypeVocab-1.0.1">Email Ops</cybox:Type>

<cybox:Description>Mail title: FedEx Shipping Information, Sender: john@mail,
Attachment: Before decompression HBDIN 386572.egg (MD5:
447282e7c0ef3b830128476648015831) After decompression FedEx branch Information.doc (MD5:
aa083ddeob58ecobe?22aldafeal36£f96£8), Access URL: icanhazip.com (Infection signal
transmission) voh2in67mks5uygu.tor2web.cf (Ransomware private key transmission)
</cybox:Description>

<cybox:Actions>
<cybox:Action>
<cybox:Type xsi:type="cyboxVocabs:ActionTypeVocab-1.0">Receive</cybox:Type>
<cybox:Associated Objects>
<cybox:Associated Object id="IGL:object igloo_email 000009392">
<cybox:Properties xsi:type="EmailMessageObj:EmailMessageObjectType">
<EmailMessageObj:Header>
<EmailMessageObj:To>

<EmailMessageObj:Recipient category="e-mail">

<AddressObj:Address Value>john@mail.com</AddressObj:Address Value>
</EmailMessageObj:Recipient>
</EmailMessageObj:To>

<EmailMessageObj:Subject>FedEx Shipping
Information</EmailMessageObj:Subject>

</EmailMessageObj:Header>
<EmailMessageObj:Attachments>

<EmailMessageObj:File
object reference="IGL:object igloo email attachment zip 000009392" />
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</EmailMessageObj:Attachments>
</cybox:Properties>

<cybox:Association Type
xsi:type="cyboxVocabs:ActionObjectAssociationTypeVocab-
1.0">Returned</cybox:Association Type>

</cybox:Associated Object>
</cybox:Associated Objects>
</cybox:Action>
</cybox:Actions>
</cybox:Event>
</cybox:0bservable>
<cybox:0Observable id="IGL:observable 000009392 02">
<cybox:Description> CnC Server </cybox:Description>
<cybox:0bject 1d="IGL:0bject-37be6630-b2df-4bf9-8750-3f45ca%e19ctf">
<cybox:Properties xsi:type="URIOb]j:URIObjectType" type="URL">
<URIObj:Value condition="Equals">43bwabxrduicndiocpo.net</URIObJj:Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0Observable id="IGL:observable 000009392 03">
<cybox:Description> CnC Server </cybox:Description>
<cybox:0bject id="IGL:0bject-827A13A8-7C90-4A6C-9FEF-F5734BE693F1">
<cybox:Properties xsi:type="URIObJ:URIObjectType" type="URL">
<URIObj:Value condition="Equals">dycbm6xx36kxj.net</URIObj:Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>

</stix:0Observables>
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<stix:TTPs>
<stix:TTP xsi:type="ttp:TTPType" id="IGL:ttp 000009392">
<ttp:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</ttp:Intended Effect>
<ttp:Behavior>
<ttp:Attack Patterns>
<ttp:Attack Pattern capec id="CAPEC-542">

<ttp:Title>Targeted Malware</ttp:Title>

</ttp:Attack Pattern>
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</ttp:Attack Patterns>
<ttp:Malware>
<ttp:Malware Instance>
<ttp:Type xsi:type="stixVocabs:MalwareTypeVocab-1.0">Ransomware</ttp:Type>
<ttp:Title>WannaCry</ttp:Title>
</ttp:Malware Instance>
</ttp:Malware>
</ttp:Behavior>
<ttp:Resources>
<ttp:Tools>
<ttp:Tool>

<cyboxCommon:Type xsi:type="stixVocabs:AttackerToolTypeVocab-
1.0">Malware</cyboxCommon: Type>

</ttp:Tool>
</ttp:Tools>
</ttp:Resources>
<ttp:Victim Targeting>

<ttp:Targeted Systems xsi:type="stixVocabs:SystemTypeVocab-1.0">Enterprise
Systems</ttp:Targeted Systems>

<ttp:Targeted Information xsi:type="stixVocabs:InformationTypeVocab-
1.0">Information Assets</ttp:Targeted Information>

</ttp:Victim Targeting>
<ttp:Exploit Targets>
<ttp:Exploit Target>
<stixCommon:Exploit Target idref="IGL:et 000009392"/>
</ttp:Exploit Target>
</ttp:Exploit Targets>
</stix:TTP>

</stix:TTPs>
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<stix:Exploit Targets>

<stixCommon:Exploit Target xsi:type="et:ExploitTargetType"
id="IGL:vulnerability 8f38ecb0-baba-4746-9f£97-6ddaec989d89" timestamp="2014-02-
20T09:00:00.000000Z">

<et:Title>SMBv2 related Vulnerability </et:Title>
<et:Vulnerability>
<et:CVE ID>CVE-2017-0146</et:CVE_ ID>
<et:Affected Software>
<et:Affected Software>

<stixCommon:Observable>

<cybox:0bject>

43 (2019/01) ITU-T X.1215 dwp g3l



<cybox:Properties xsi:type="ProductObj:ProductObjectType">

<ProductObj:Product condition="Equals">Windows
10</ProductObj:Product>

<ProductObj:Version condition="Equals" apply condition="ANY">1511 for
32-bit systems##comma##1511 for x64-based Systems##comma##1607 for 32-bit
Systems##comma##1607 for x64-based Systems</ProductObj:Version>

</cybox:Properties>
</cybox:0bject>
</stixCommon:Observable>
</et:Affected Software>
</et:Affected Software>

<et:References>

<stixCommon:Reference>https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb msl7
010</stixCommon:Reference>

</et:References>
</et:Vulnerability>
<et:Vulnerability>
<et:CVE ID>CVE-2017-0147</et:CVE_ ID>

<et:References>

<stixCommon:Reference>https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb msl7
010</stixCommon:Reference>

</et:References>

</et:Vulnerability>

<et:Vulnerability>
<et:CVE_ID>CVE-2017-0143</et:CVE_ID>

<et:References>

<stixCommon:Reference>https://www.rapid7.com/db/modules/auxiliary/scanner/smb/smb msl7
010</stixCommon:Reference>

</et:References>
</et:Vulnerability>
</stixCommon:Exploit Target>

</stix:Exploit Targets>
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<stix:Incidents>
<stix:Incident xsi:type="incident:IncidentType" id="IGL:incident 000009392">
<incident:Time>

<incident:First Malicious Action>2012-07-19T14:25:36+09:00
</incident:First Malicious Action>

<incident:Incident Reported>2012-10-30T00:00:00+09:00
</incident:Incident Reported>
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</incident:Time>
<incident:Categories>

<incident:Category xsi:type="stixVocabs:IncidentCategoryVocab-1.0">Unauthorized
Access</incident:Category>

</incident:Categories>

<incident:Victim>
<stixCommon:Name>Igloo</stixCommon :Name>

</incident:Victim>

<incident:Affected Assets>
<incident:Affected Asset>

<incident:Ownership Class xsi:type="stixVocabs:0OwnershipClassVocab-
1.0">Internally-Owned</incident:Ownership Class>

<incident:Management Class xsi:type="stixVocabs:ManagementClassVocab-
1.0">Internally-Managed</incident:Management Class>

<incident:Location Class xsi:type="stixVocabs:LocationClassVocab-
1.0">Internally-Located</incident:Location Class>

</incident:Affected Asset>
</incident:Affected Assets>
<incident:Impact Assessment>

<incident:Effects>

<incident:Effect xsi:type="stixVocabs:IncidentEffectVocab-1.0">Financial
Loss</incident:Effect>

</incident:Effects>
</incident:Impact Assessment>

<incident:Status xsi:type="stixVocabs:IncidentStatusVocab-
1.0">Closed</incident:Status>

<incident:Related Indicators>
<incident:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 01"/>
</incident:Related Indicator>
<incident:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 02"/>
</incident:Related Indicator>
<incident:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 03"/>
</incident:Related Indicator>
</incident:Related Indicators>
<incident:Leveraged TTPs>
<incident:Leveraged TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</incident:Leveraged TTP>
</incident:Leveraged TTPs>
<incident:Attributed Threat Actors>
<incident:Threat Actor>
<stixCommon:Threat Actor idref="IGL:ta 000009392"/>
</incident:Threat Actor>

</incident:Attributed Threat Actors>
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<incident:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</incident:Intended Effect>

<incident:Security Compromise xsi:type="stixVocabs:SecurityCompromiseVocab-
1.0">No</incident:Security Compromise>

<incident:Discovery Method xsi:type="stixVocabs:DiscoveryMethodVocab-
1.0">User</incident:Discovery Method>

<incident:COA Taken>
<incident:Course Of Action idref="IGL:coa 000009392"/>
</incident:COA Taken>
</stix:Incident>

</stix:Incidents>
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<stix:Threat Actors>
<stix:Threat Actor id="IGL:ta 000009392" xsi:type="ta:ThreatActorType">
<ta:Description>

It infected more than 120,000 computers worldwide during May 12-13, 2017. Damage
caused by WannaCrypt, a variant of WannaCry, which has spread to about 100 countries
including Europe and Asia.

The spread of malware is assumed by the hacker group 'Shadow Brokers' who claimed
to have stolen hacking tools developed by the US National Security Agency (NSA).

The type of attacker is malware developer, the motivation is financial or economic,
the proficiency is an expert and the intruder's intent is theft.

</ta:Description>
<ta:Type>

<stixCommon:Value xsi:type="stixVocabs:ThreatActorTypeVocab-1.0"> eCrime Actor -
Malware Developer </stixCommon:Value>

</ta:Type>
<ta:Motivation>

<stixCommon:Value xsi:type="stixVocabs:MotivationVocab-1.1"> Financial or
Economic </stixCommon:Value>

</ta:Motivation>
<ta:Sophistication>

<stixCommon:Value xsi:type="stixVocabs:ThreatActorSophisticationVocab-
1.0">Expert</stixCommon:Value>

</ta:Sophistication>
<ta:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</ta:Intended Effect>

<ta:0Observed TTPs>

<ta:0bserved TTP>
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<stixCommon:TTP idref=" IGL:ttp 000009392"/>
</ta:Observed TTP>
</ta:0Observed TTPs>
</stix:Threat Actor>

</stix:Threat Actors>
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<stix:Campaigns>
<stix:Campaign xsi:type="campaign:CampaignType" id="IGL:campaign 000009392">
<campaign:Title> Ransomware (WannaCrypt) Attack </campaign:Title>
<campaign:Names>
<campaign:Name>000009392</campaign:Name>
</campaign:Names>
<campaign:Intended Effect>

<stixCommon:Value xsi:type="stixVocabs:IntendedEffectVocab-
1.0">Theft</stixCommon:Value>

</campaign:Intended Effect>
<campaign:Related TTPs>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</campaign:Related TTP>
</campaign:Related TTPs>
<campaign:Related Incidents>
<campaign:Related Incident>
<stixCommon:Incident idref="IGL:incident 000009392"/>
</campaign:Related Incident>
</campaign:Related Incidents>
<campaign:Related Indicators>
<campaign:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 01"/>
</campaign:Related Indicator>
<campaign:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 02"/>
</campaign:Related Indicator>
<campaign:Related Indicator>
<stixCommon:Indicator idref="IGL:indicator 000009392 03"/>
</campaign:Related Indicator>
</campaign:Related Indicators>
<campailgn:Attribution>
<campaign:Attributed Threat Actor>

<stixCommon:Threat Actor idref:"IGL:ta_OOOOO9392"/>

</campaign:Attributed Threat Actor>
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</campaign:Attribution>
</stix:Campaign>

</stix:Campaigns>
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<stix:Indicators>
<stix:Indicator xsi:type="indicator:IndicatorType" id="IGL:indicator 000009392 01">

<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">Malicious E-
mail</indicator:Type>

<indicator:Description> Ransomware infection with malicious mail as one of the
indicators </indicator:Description>

<indicator:0bservable>
<cybox:0Observable Composition operator="OR">
<cybox:0Observable idref="IGL:observable 000009392 01"/>
</cybox:0Observable Composition>
</indicator:Observable>
<indicator:Indicated TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</indicator:Indicated TTP>
<indicator:Related Campaigns>
<indicator:Related Campaign>
<stixCommon:Campaign idref="IGL:campaign 000009392"/>
</indicator:Related Campaign>
</indicator:Related Campaigns>
</stix:Indicator>
<stix:Indicator xsi:type="indicator:IndicatorType" id="IGL:indicator 000009392 02">

<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-
1.1">Exfiltration</indicator:Type>

<indicator:Description> SMB vulnerability attack as one of the 1Indicators
</indicator:Description>

<indicator:Indicated TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</indicator:Indicated TTP>
<indicator:Related Campaigns>
<indicator:Related Campaign>
<stixCommon:Campaign idref="IGL:campaign 000009392"/>
</indicator:Related Campaign>
</indicator:Related Campaigns>
</stix:Indicator>
<stix:Indicator xsi:type="indicator:IndicatorType" id="IGL:indicator 000009392 03">

<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">URL
Watchlist</indicator:Type>

<indicator:Description>malicious code distribution sites as one of the indicators
</indicator:Description>

<indicator:0Observable>
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<cybox:0Observable Composition operator="OR">
<cybox:0Observable idref="IGL:observable 000009392 02"/>
<cybox:0Observable idref="IGL:observable 000009392 03"/>
</cybox:0Observable Composition>
</indicator:Observable>
<indicator:Indicated TTP>
<stixCommon:TTP idref="IGL:ttp 000009392"/>
</indicator:Indicated TTP>
<indicator:Related Campaigns>
<indicator:Related Campaign>
<stixCommon:Campaign idref="IGL:campaign 000009392"/>
</indicator:Related Campaign>
</indicator:Related Campaigns>
</stix:Indicator>

</stix:Indicators>
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<stix:Courses Of Action>
<stix:Course Of Action xsi:type="coa:CourseOfActionType" id="IGL:coa 000009392">
<coa:Stage xsi:type="stixVocabs:COAStageVocab-1.0">Remedy</coa:Stage>
<coa:Type xsi:type="stixVocabs:CourseOfActionTypeVocab-1.0">Patching</coa:Type>

<coa:Parameter Observables xsi:type="cybox:0bservablesType"
cybox major version="2" cybox minor version="1">

<cybox:0Observable idref="IGL:observable 000009392 01"/>
<cybox:Observable idref="IGL:observable 000009392 02"/>
<cybox:Observable idref="IGL:observable 000009392 03"/>
</coa:Parameter Observables>
<coa:Impact>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">None</stixCommon:Value>

</coa:Impact>
<coa:Cost>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Low</stixCommon:Value>

</coa:Cost>
<coa:Efficacy>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Medium</stixCommon:Value>

</coa:Efficacy>

</stix:Course Of Action>
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<stix:Course Of Action id="IGL:coa 000009393" xsi:type="coa:CourseOfActionType"
version="1.1">

<coa:Title>(For users who cannot use the latest Windows security patch) Disable
the SMB protocol </coa:Title>

<coa:Stage xsi:type="stixVocabs:COAStageVocab-1.0">Response</coa:Stage>

<coa:Type xsi:type="stixVocabs:CourseOfActionTypeVocab-1.0">Perimeter
Blocking</coa:Type>

<coa:0bjective>

<coa:Description> Block SMB-related ports (TCP 139, TCP 445) wusing network
firewalls and Windows Firewall</coa:Description>

<coa:Applicability Confidence>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">High</stixCommon:Value>

</coa:Applicability Confidence>
</coa:0bjective>

<coa:Parameter Observables cybox major version="2" cybox minor version="1"
cybox update version="0">

<cybox:0Observable id="IGL:0Observable-e04425e4-60a2-4d91-a9f9-0ca956f19%edb">
<cybox:0bject id="IGL:Port-d5bc7186-319d-44e0-85£4-0b65£59034a3">
<cybox:Properties xsi:type="PortObj:PortObjectType">
<PortObj:Port Value>139</PortObj:Port Value>
<PortObj:Layer4 Protocol>TCP</PortObj:Layer4 Protocol>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0bservable i1id="IGL:0Observable-e04425e4-60a2-4d91-a9f9-0ca%956£f19asd">
<cybox:0bject id="IGL:Port-d5bc7186-319d-44e0-85£f4-0b65£59034a4">
<cybox:Properties xsi:type="PortObj:PortObjectType">
<PortObj:Port Value>445</PortObj:Port Value>
<PortObj:Layer4 Protocol>TCP</PortObj:Layer4 Protocol>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
</coa:Parameter Observables>
</stix:Course Of Action>

<stix:Course Of Action id="IGL:coa 000009394" xsi:type="coa:CourseOfActionType"
version="1.1">

<coa:Title> Latest Windows Updates</coa:Title>

<coa:Stage xsi:type="stixVocabs:COAStageVocab-1.0">Remedy</coa:Stage>

<coa:Type xsi:type="stixVocabs:CourseOfActionTypeVocab-1.0">Patching</coa:Type>
<coa:0bjective>

<coa:Description>Download and apply version upgrades and latest security patches
through MS update catalog site </coa:Description>

<coa:Applicability Confidence>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">High</stixCommon:Value>

</coa:Applicability Confidence>

</coa:0Objective>
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<coa:Parameter Observables cybox major version="2" cybox minor version="1"
cybox update version="0">

<cybox:0bservable 1d="IGL:0Observable-e04425e4-60a2-4d91-a9f9-0ca956£f19%adn">
<cybox:0bject 1d="IGL:0Object-37be6630-b2df-4b£f9-8750-3£f45ca%e1923bb">
<cybox:Properties xsi:type="URIOb]j:URIObjectType" type="URL">

<URIOb7j:Value
condition="Equals">http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598</URI
Obj:Value>

</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
</coa:Parameter Observables>
<coa:Cost>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Low</stixCommon:Value>

</coa:Cost>
<coa:Efficacy>

<stixCommon:Value xsi:type="stixVocabs:HighMediumLowVocab-
1.0">Medium</stixCommon:Value>

</coa:Efficacy>
</stix:Course Of Action>

</stix:Courses Of Action>
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