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Design considerations for improved end-user perception of trustworthiness indicators

Summary

Diverse kinds of attacks employ replicated content from trustworthy service providers, thereby deceiving end-users into believing its false trustworthiness.

Recommendation ITU-T X.1212 describes design consideration for improved end-user perception of trustworthiness indicators. The appendices describe representative techniques for measuring end-user perception of such indicators.
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Recommendation ITU-T X.1212

Design considerations for improved end-user perception of trustworthiness indicators

1Scope

A wide variety of attacks utilize replicated content from trustworthy service providers, thereby deceiving end-users into believing their false trustworthiness. This Recommendation describes design considerations for improved end-user perception of trustworthiness indicators. The appendices describe representative techniques for measuring the end-user perception of such indicators.

2References

None.

3Definitions

3.1Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1    disability [b-ITU-T F.790]: This is defined as a state when use of telecommunications equipment and services is restricted. Mainly, "disability" is viewed as a result of temporary or permanent functional limitation due to disease, accident, ageing and so on. More generally, "disability" includes a state when full use of telecommunications equipment and services is not possible due to the physical and/or social environment (e.g., voice telephony under noisy environment).

3.1.2    measurement [b-ENISA]: The act or the process of measuring, where the value of a quantitative variable in comparison to a (standard) unit of measurement is determined.

3.1.3    metric [b-ENISA]: A system of related measuring enabling quantification of some characteristic of a system, component or process. A metric is composed of two or more measures.

3.1.4    personally identifiable information (PII) [b-ITU-T X.1252]: Any information a) that identifies or can be used to identify, contact, or locate the person to whom such information pertains; b) from which identification or contact information of an individual person can be derived; or c) that is or can be linked to a natural person directly or indirectly.

3.1.5    phishing [b-ITU X.1254]: A scam by which an email user is duped into revealing personal or confidential information which the scammer can then use illicitly.

3.1.6    telecommunications accessibility [b-ITU-T F.790]: For the telecommunications area, the usability of a product, service, environment or facility by the widest possible range of users and especially users with disabilities.

3.1.7    person with disabilities [b-ITU-T F.791]: The correct way to refer a person with a disability [b-UNCRPD].

3.2Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1    trustworthiness indicators: Symbols presented by a web user agent that will be used to inform the trustworthiness of the website to end users.

4Abbreviations and acronyms

DKIMDomainKeys Identified Mail

DOMDocument Object Model

FNEFear of Negative Evaluation

SSLSecure Socket Layer

URLUniform Resource Locator

5Conventions

None.

6End-user perception of trustworthiness indicators

Protocols for cybersecurity information exchange, as identified in [b-ITU-T X.1500], may convey useful information for trustworthiness decisions of any interactions in cyberspace. Such information includes, but is not limited to, extended validation certificate information [b-CAB-Baseline], level of assurance of identities [b-ITU-T X.1254], domainkeys identified mail (DKIM) signatures of e-mail [b-IETF RFC 6376] and indication of phishing sites [b-IETF RFC 5901].

These trustworthiness indicators are however often ignored or least considered by end users, according to past studies based on diverse demographics (details are provided in Appendix II). Thus it is necessary to improve the end-user perception of trustworthiness indicators.

7Techniques for improved end-user perception of trustworthiness indicators

In this clause, several techniques for improving end-user perception of trustworthiness indicators are presented. These techniques can be used individually or in combination, as desired or appropriate, to present trustworthiness indicators in a more recognizable manner.

7.1Visual elements

Developers of trustworthiness indicators shall consider the use of standardized visual elements. Past studies have revealed that symbolic encoding of trustworthiness indicators, e.g., in uniform resource locators (URLs), are not friendly to novice users and they are often ignored [b-Miyamoto]. It is thus recommended to introduce visual elements, e.g., icons that represent trustworthiness indication. Implementers may consider employing a few standardized visual elements, as in road signs, to minimize cognitive overhead and training overhead.

According to product safety signs and labels [b-ANSI-Z535.4], the use of signal words (e.g., "Danger," "Warning,") with associated colours (red, orange, yellow) decreases levels of risks.
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Figure 1 – Product safety signs and labels (ANSI Z535.4)

The message "DANGER" uses a white triangle, red exclamation mark and red background. The "WARNING" message employs a black triangle with an orange exclamation mark. The "CAUTION" message uses a black triangle with a yellow exclamation mark.

Additionally, developers of trustworthiness indicators should employ standard colouring schemes to represent the level of trustworthiness. In the context of colour psychology, red is used for attention. Red is the longest wavelength in the visible light spectrum, and has the property of appearing to be nearer than it is. Red therefore grasps users' attention and is used for traffic lights. The wavelength of yellow is relatively long and essentially stimulating, and it can grab users' attention. The centre of the spectrum is green; it is the intermediate wavelength of visible light. Green also tends to require no adjustment to be seen, so it is used as a restful and relaxed sign. Blue calms the mind and aids concentration.

Developers of trustworthiness indicators may use the concept of the "social brain," which encourages pro-social and cooperative behaviour. Past studies have found that people behave in a more socially conscious manner when they are near images of watching eyes [b-Rigdon], [b-Senju]. However, there is a sceptical view about it, which claims that the image of watching eyes had little to no effect on behaviour [b-Felt2014].

7.2Narrative elements

Past studies have revealed that certain groups of users make their trustworthiness decision based on narrative writings, rather than domain names, protocol types or URLs [b-Felst2014], [b-Felt2015]. It is recommended to equip end-user software with the capability to convert symbolic information into narrative elements that do not employ acronyms. It can also be helpful to visually impaired users, when combined with text-to-speech systems.

In order to capture users' attention, i.e., warning messages, end-user software may need to consider several design criteria as follows:

1.Developers of trustworthiness indicators should avoid using technical terms. In the warning message, technical terms should be replaced with phrases or expressions that can be understood by users; they will ignore the message if they do not know how to properly respond to it.

2.Developers of trustworthiness indicators should consider the brevity of messages. Large quantities of text will give an indication that much effort will be required to read it, thus users may not read it. In the message, redundant text should be removed in order to be concise and accurate. It should be noted that there is a trade-off relationship between brevity and accuracy; it is not possible to explain all aspects of the threat model in a single short paragraph. Therefore warnings may utilize both visual and text elements. In order to calculate the level of the brevity, the developers may apply a readability index, which is the measure of readability that estimates the years of education a person needs to understand a piece of writing.

3.Developers of trustworthiness indicators should describe the risk that had occurred or is about to occur. Warning messages should describe the underlying risk, since users are likely to comprehend and comply with the message if it describes the risks explicitly and unambiguously. The message should also include instructions on how to avoid risk, unless these instructions are obvious in the statement of the risk.

7.3Peripheral design transitions

Developers of trustworthiness indicators may test their interface regarding the peripheral design transitions. Sudden transition in peripheral vision may be effective to signal potential risk. It is thus recommended to employ this technique through the transition of peripheral designs (typically called "themes" or "skins"), whenever end-users are faced with high-risk websites or e-mail messages.

7.4Training mode

Developers of trustworthiness indicators may prepare training modes. The end-user perception of risk will be inaccurate at best if he or she is very rarely exposed to such risks. It is therefore recommended to equip end-user software with a training mode, where emulated risk events can be artificially generated and the end-user's perception accuracy can be trained. Such training can also be incentivized by gamifying the training.

7.5Accessibility

Developers of trustworthiness indicators should design its interface considering accessibility. Vision refers to the ability to distinguish the form, size, shape and colour of visual stimuli. For individuals with vision impairment, there can be difficulties to find trustworthiness indicators. Due to the effects known as "protanopia" and "deuteranopia," some end-users have problems in distinguishing colours, e.g., red from green.

ISO/IEC developed the accessibility guideline document [b-ISO/IEC 40500] for persons with disabilities, although, it does not directly address trustworthiness indicators on the address bar. The CA Browser Forum's baseline requirements document [b-CAB-Baseline] defines the standard for certificates and certificate authorities, although it does not define how browsers present certificates to users.

The telecommunications accessibility checklist [b-ITU-T-FSTP-TACL] ensures that the specified services and features are accessible to diverse users, including persons with disabilities. In order to provide better accessibility for visual impairment or blindness, the interface should provide media presentation to the user, and have the ability to be controlled in various modes and types of control action. For persons with cognitive disabilities, important points should be highlighted to draw their attention as well as using supplemental media, such as icons, video and audio.

Screen reader applications may retrieve trustworthiness indicators from websites. They may present security information, e.g., the green address bar of an EV-SSL certificate, and read the information with text-to-speech services. They may also summarize information from a document object model (DOM) tree within the browser.

7.6Children

With regard to children on line, a parent normally checks up by listening or seeing to the proceedings or activities of their children communicating online or has the information to restrict access in accessible format. That "protective" route may not be accessible to a parent with disabilities. That specific role, as identified, falls between two areas – child protection on line and accessibility for an adult/parent with disabilities with responsibilities for the upbringing of children without disabilities as well as children with disabilities.



Appendix I

Considerations for cognitive task analysis in cybersecurity

(This appendix does not form an integral part of this Recommendation.)

I.1Considerations for cognitive task analysis in cybersecurity

Cognitive task analysis for cybersecurity purposes may involve the measurement of behavioural elements as well as the analysis of interactions, ultimately leading to the inference of internal mental processes. This Recommendation considers the three concepts of the information security, namely; confidentiality, integrity, and availability, as the requirements for cognitive task analysis in cybersecurity.

I.2Three enabling concepts of information security

Confidentiality

Measured data may include personal information, which is essentially privacy sensitive. Thus, the use of such data needs to be handled carefully, accompanied by agreement with end users. The extent of sharing such information must be under strict control.

Integrity

The measurement methods might make use of the collected information regardless of the fear of negative evaluation (FNE). Observations are often affected by FNE, where some people will conceal their human errors, as disclosing mistakes often damage their own self-image and professional standing.

Availability

Observations should employ the method which is easily applicable to people. Within the context of phishing prevention, the methods should be available while users are browsing presented information. Non-contact devices will be preferred. Furthermore, users will not carry implants or other devices that may hurt them in any way.

I.3Possible measurement methods

Research on experimental psychology has evidenced a strong link between eye movements and mental disorders [b-Crawford], [b-Noris]. Leigh et al. [b-Leigh] classified the eye movements into four categories, namely; saccades, fixations, smooth pursuit movements, and vestibulo-ocular reflexes. Generally, the saccadic eye movement changes with what a person is seeing. In the context of mental model, Irwin et al. showed that mental rotation is suppressed during the movements [b-Irwin], and Tokuda [b-Tokuda] showed that mental workload, the indicator of how mentally/cognitively busy a person is, can be estimated from saccadic intrusions.

Validation of facial skin temperature is also feasible to gather information as a physiological measure of mental status [b-Or], [b-Wang], [b-Volskamp]. According to Genno et al. [b-Genno], their experiments showed that there are temperature changes in the nose area when subjects experienced sensations like stress and fatigue. Furthermore, the thermography, when combined with other modes of measurement, provides a highly automated and flexible means to objectively evaluate workload [b-Or].

Aside from these solutions, brain activity, skin conductivity, heart measure, and blood pressure are often used to gather information, however, they tend to require obtrusiveness for users. Recognition of facial expression and gestures are helpful with regard to availability, however, they are easily affected by FNE.



Appendix II

Consideration of end user protection with cognitive task analysis

(This appendix does not form an integral part of this Recommendation.)

II.1Estimation of users' knowledge and skills

A past study illustrates that end users can be categorized into two types, namely; experts and novices [b-Miyamoto]. The experts evaluate a site's URL and/or browser's secure socket layer (SSL) indicator rather than the contents of a web page to judge the credibility of sites. On the other hand, novices received strong signals from web contents. Due to the nature of phishing, the web contents are quite similar to that of legitimate site, leading novices to fall victims to the phishing trap.

These distinct characteristics of end users are useful to adjust phishing prevention for each of them. A possible solution is to provide phishing detection with lower false negative for novices, and lower false positive for experts. Generally, phishing prevention systems have a problem in detection accuracy as there is a trade-off relationship between false positive (labelling legitimate sites as phishing) and false negative (labelling phishing sites as legitimate). The false positive would increase if the systems focus on decreasing false negatives (labelling phishing sites as legitimate). Reduction of both errors is considered difficult. In spite of that, the system must protect novices, who often fail to make the correct decision.

Using an eye-tracking device facilitates the identification of novices among web users. Figure II.1 shows the eye movement of a novice in a phishing website and Figure II.2 shows that of an expert. Circles denote fixations, and the numbers in the circles denote the order of the fixation. In the phishing case, the novice looked at the web content but ignored the browser's address bar while assessing credibility, as shown in Figure II.1.
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Figure II.1 – A novice user on a phishing website
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Figure II.2 – An expert on a phishing website
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Figure II.3 – A novice on a legitimate website
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Figure II.4 – An expert on a legitimate website

In the legitimate case, the user also only paid attention to the web content as shown in Figure II.3. By contrast, an expert tends to evaluate the site's URL and/or the browser's SSL indicator rather than the contents of the web page in order to judge the credibility of the sites, as shown in Figure II.4. These behavioural observations indicate that experts tend to look at the address bar where the URL and browser's SSL indicator is displayed at the beginning of browsing. Novices are not aware of them due to the lack of knowledge on URL or SSL indicators.
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