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Recommendation ITU-T X.1159

Delegated non-repudiation architecture based on ITU-T X.813

Summary

Non-repudiation is the ability to prevent entities from denying that they have sent or received
electronic transaction data in a telecommunication network. Recommendation ITU-T X.1159 provides
a delegated non-repudiation architecture based on Recommendation ITU-T X.813 to generate non-
repudiation evidence by a trusted third party (TTP) instead of a user.

Recommendation ITU-T X.813 defines six non-repudiation mechanisms: a TTP security token,
security tokens and tamper-resistant modules, a digital signature, time stamping, an in-line TTP and a
notary. This Recommendation complies with these six mechanisms, and the non-repudiation service
can use a combination of these mechanisms to satisfy the security requirements of the application
service.

In this Recommendation, a right and/or user's signing key for a non-repudiation generation delegates
to a TTP, which is a central signing authority, and the central signing authority generates and verifies
non-repudiation evidence using the delegated user's signing/validation key or the central signing
authority's secret key/validation key. The delegated non-repudiation model in this Recommendation
is capable of responding to key loss and theft, is safe in an open network, such as a mobile and cloud
network, and provides convenient non-repudiation service.

This Recommendation describes the delegated non-repudiation service models and operations for each
of the service models. The architecture also defines the security requirements of the delegated non-
repudiation service. In this delegated non-repudiation service model, there are two types of service
models that use the central signing authority's secret key and the delegated signing key.
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The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.
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the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.
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Recommendation ITU-T X.1159

Delegated non-repudiation architecture based on ITU-T X.813

1 Scope

This Recommendation provides an enhanced non-repudiation model based on [ITU-T X.813] in
support of application services. The user can authenticate and generate non-repudiation evidence for
the transaction of data by a trusted third party (TTP), which is the central signing authority. The
recommended architecture provides an integration of the authentication token to access the central
signing authority. The architecture also integrates multiple service providers to provide a non-
repudiation service for a single authenticated device. The model will provide non-repudiation services
for any type of device including the mobile device. Although this architecture requires the use of
strong authentication, this is out of the scope of this Recommendation. Furthermore, issuing and
managing a signing key are out of the scope of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision, users
of this Recommendation are therefore encouraged to investigate the possibility of applying the most
recent edition of the Recommendations and other references listed below. A list of the currently valid
ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.813] Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information
technology — Open Systems Interconnection — Security frameworks for open
systems: Non-repudiation framework.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 authentication token [b-ITU-T X.509]: Information conveyed during a strong
authentication exchange, which can be used to authenticate its sender.

3.1.2 evidence [ITU-T X.813]: Information that, either by itself or when used in conjunction with
other information, may be used to resolve a dispute.

3.1.3 evidence subject [ITU-T X.813]: The entity whose involvement in an event or action is
established by evidence.

3.1.4 evidence verifier [ITU-T X.813]: An entity that verifies non-repudiation evidence.

3.1.5 in-line TTP [b-ITU-T X.842]: ATTP positioned directly in the communication path between
the entities that can facilitate secure exchanges between these entities.

3.1.6 non-repudiation token [b-ITU-T X.1156]: This token is the unforgeable evidence for the
non-repudiation service.
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3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 authentication service provider: The entity is a trusted third party (TTP) that issues the
authentication device and/or user's signing key and verifies the transaction-based authentication
information.

3.2.2 central signing authority: The entity is a trusted third party (TTP) that stores and manages
the user's delegated signing key and generates the non-repudiation evidence on behalf of the user.

3.2.3 delegated signing key: The signing key that is used in generating non-repudiation evidence
by a trusted third party (TTP).

3.2.4 delegation information: The information that is derived by the user's signing key for a
delegated non-repudiation service.

3.2.5 delegation warrant: The information that assumes that the user gave the central signing
authority the authority to generate a non-repudiation evidence.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ASP Authentication Service Provider
DB DataBase

HSM Hardware Security Module
LDAP Lightweight Directory Access Protocol
NRD Non-Repudiation of Delivery
NRE Non-Repudiation Evidence

NRO Non-Repudiation of Origin
OCSP Online Certificate Status Protocol
OTP One-Time Password

PKI Public Key Infrastructure

RET REsulT

SM Service Model

SP Service Provider

TTP Trusted Third Party

5 Conventions

The keywords "is required to™ indicate a requirement which must be strictly followed and from which
no deviation is permitted if conformance to this Recommendation is to be claimed.

The keywords "is prohibited from™ indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this Recommendation is to be claimed.

The keywords "can optionally" indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with this Recommendation.
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6 Delegated non-repudiation architecture

6.1 Introduction

[ITU-T X.813] defines six non-repudiation mechanisms that use: a TTP security token, security
tokens and tamper-resistant modules, a digital signature, time stamping, an in-line TTP, and a notary.
The non-repudiation service can use a combination of these mechanisms and services to satisfy the
security requirements of the application.

This Recommendation defines a delegated non-repudiation architecture based on [ITU-T X.813]
which can provide a non-repudiation service by TTP safely and conveniently. The delegated non-
repudiation model can protect against key loss or theft because the architecture stores the user's
signing key safely and can generate and verify non-repudiation evidence (NRE) for the transaction of
data by a TTP. In addition, the delegated non-repudiation model can apply a mobile and/or a cloud
service.

A non-repudiation service involves the generation, verification and recording of evidence, and the
subsequent retrieval and re-verification of this evidence in order to resolve disputes. The evidence
generation requestor requests the evidence generator to generate evidence for an event or action, see
[ITU-T X.813]. In this Recommendation, the evidence generation requestor is a user, and the
evidence generator is a central signing authority.

A delegated non-repudiation service permits an entity to delegate its evidence generation right to the
TTP, called a central signing authority, and a central signing authority will generate the evidence on
behalf of the user. In [ITU-T X.813], the evidence generator will generate the evidence using its own
key, but in the delegated non-repudiation service, the evidence generator, called the central signing
authority, will generate the evidence using either its own key or the delegated user's signing key.

The delegated non-repudiation service provides non-repudiation of origin (NRO) and/or non-
repudiation of delivery (NRD).

Figure 1 illustrates the concept of the delegated non-repudiation architecture, which shows the
interactions of the different entities for the delegated non-repudiation service.

Rec. ITU-T X.1159 (11/2014) 3



Authentication service provider (ASP)

PKI ASP based on ITU-T X.509 OTP ASP

DB

CA oo e - OTP i | W™ E

: m server '

w server 7 :

/ H

i OCSP  + OTP :

7 S i

. server - validation !

| £ server :

: y :

I . H

. 7 T

| > :

User : £ Central signing authority

| L
Registration interface

Registration server

Non-repudiation evidence

:

:

:

H

:

:

:

H

:

:

:

:

:

:

I H

interface % :
3

X Non-repudiation ;

; 5, Key 4 :

! * evidence i

: AN storage :

: ., storage :

' . H

. . .

: , ‘ ;

: :

1] . 1]

[ . . '

. Central signing server :

Service provider ) :

\‘ ‘ :

\“ :

Non-repudiation evidence | | ] % Non-repudiation evidence | = |

interface generation and validation server ====== 7

X.1159(14)_F01

Figure 1 — Concept of delegated non-repudiation architecture

For the delegated non-repudiation service, the user pre-issues a signing key and/or an authentication
token through the authentication service provider (ASP). Using the registration interface, the user can
register the non-repudiation service to a central signing authority. In this operation, a central signing
authority verifies the user's identification and registers a pre-issued authentication token to access a
central signing authority. If necessary, the user can register the delegated signing key to a central
signing authority in this operation. Using the registration server, a central signing authority registers
the user's delegated signing key and stores it securely in the key storage. If the user or the service
provider needs to provide the non-repudiation service, they may request from a central signing
authority to generate the non-repudiation evidence through the non-repudiation evidence interface. A
central signing authority validates the user's transaction-based authentication data before the
generation of non-repudiation evidence. The non-repudiation evidence, concatenated with the result
of validation, is stored securely in a non-repudiation token storage. In a non-repudiation evidence
generation and validation server, the central signing authority can generate and validate the non-
repudiation evidence. For the generation of the non-repudiation evidence, a signature is generated by
a central signing server which is only for the access to a key storage. The central signing authority
generates the non-repudiation evidence and sends it to the requestor. Also the central signing authority
can store it in non-repudiation evidence storage.

6.2 Entities
The delegated non-repudiation architecture consists of four entities as follows:
1) user,;

2) service provider (SP);
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3) central signing authority;
4) authentication service provider (ASP).

6.2.1 Roles of user

A user is the evidence subject and can request evidence generation for proof as the originator of data.
A user registers the delegated non-repudiation service with a central signing authority and can be
provided with the service by a central signing authority. If necessary, the user registers the user's
delegated signing key with a central signing authority. For delegated non-repudiation service, the
user's signing key and authentication token are required to be pre-issued. The user is the subject that
approves the transaction by verifying the received non-repudiation evidence for delivery.

6.2.2 Roles of service provider

A service provider is the evidence subject and can request evidence generation for proof of data
delivered. A service provider registers the delegated non-repudiation service with a central signing
authority and can be provided with the service by a central signing authority. The service provider is
the subject that approves the transactions by verifying the received non-repudiation evidence of
origin.

6.2.3 Roles of central signing authority

A central signing authority is an in-line TTP and the subject that generates and verifies non-
repudiation evidence using the delegated user's signing/validation key or the central signing
authority's secret key/validation key.

The user's delegated signing key is required to be stored in a physically secure device such as a
hardware security module (HSM) to prevent unauthorized access, and the non-repudiation evidence
is required to be generated with the involvement of the user. The central signing authority is required
to validate the user's delegated signing key before generating non-repudiation evidence using the
user's delegated signing key, and the non-repudiation evidence must include trusted time information.

6.2.4 Roles of authentication service provider

The ASP isa TTP and the subject that issues the user's signing key and/or user's authentication token.
The ASP also provides an authentication service for a user and the user's transaction-based
authentication information.

6.3 Operations of the delegated non-repudiation service

The operations of the delegated non-repudiation service consist of a registration of the delegated non-
repudiation service, the generation of non-repudiation evidence and the verification of
non-repudiation evidence.

In the registration of the delegated non-repudiation service, a central signing authority proves the
user's identification and registers a pre-issued authentication token to access a central signing
authority. If necessary, a user can register the delegated signing key with a central signing authority.
Furthermore, the central signing authority registers the user's delegated signing key and stores it
securely in a key storage.

6.3.1 Registration of the delegated non-repudiation service

This is a process where a user or a service provider registers the delegated non-repudiation service
with a central signing authority. The central signing authority proves the requestor's identification
and registers the requestor's authentication token to access the central signing authority. The central
signing authority also registers the delegation warrant. If necessary, a requestor can register the
delegated signing key with the central signing authority. The central signing authority also registers
the requestor's delegated signing key and stores it securely in a key storage.
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In general, when a non-repudiation service is provided through delegation of a user's signing key to
a TTP, the user and the TTP share the same signing key, which results in limitations of the non-
repudiation service between the objects. Because the delegated signing key is the same as the user's
original signing key, the non-repudiation evidence generated by a central signing authority is
indistinguishable from the non-repudiation evidence generated by the user. Consequently, in this case,
the service cannot provide the non-repudiation between the user and a central signing authority. If the
user fully trusts the TTP, the service may be applicable. Otherwise, a delegated signing key for a non-
repudiation generation is required to be distinguishable from the user's original signing key. In the
delegated non-repudiation service model, the requestor derives the delegated information from the
requestor’s signing key and then sends the delegated information to a central signing authority. A
central signing authority derives the requestor's delegated signing key from the received delegated
information by the requestor and from a central signing authority's secret key.

The delegated non-repudiation service is required to provide the management of a delegated signing
key such as renewal and revocation. Furthermore, the requestor's pre-issued authentication token is
required to provide the function to generate transaction-based authentication information.

6.3.2 Generation of the non-repudiation evidence

This is a process in which a central signing authority generates the non-repudiation evidence using
its own secret key or registers a delegated signing key.

A user or service provider makes a request to a central signing authority to generate non-repudiation
evidence of origin or delivery with transaction-based authentication information. This information is
generated using symmetric or asymmetric cryptographic techniques such as message authentication
codes (MACs), digital signature, etc., using a secret key issued by the ASP. For example, if
transaction based authentication information is generated using a one-time password (OTP)-based
cryptographic technique (see [b-ITU-T X.1153]), the generation function can use an OTP generation
function. The central signing authority validates a requestor's transaction-based authentication
information through an ASP. If the authentication result is valid, the central signing authority
generates the non-repudiation evidence using its own key or the delegated signing key. A central
signing authority is required to verify the non-repudiation generation key before generating the non-
repudiation evidence.

[ITU-T X.813] defines the non-repudiation evidence format as follows:

Candidate inputs include:

- the non-repudiation policy;

- the distinguishing identifier of the evidence subject;

— the distinguishing identifier of the non-repudiation service requester;

— the data or a digital fingerprint of the data;

— the distinguishing identifier of the TTP that will be used to generate the digital signature, the
security token or other evidence.

Candidate outputs include:

— evidence (e.g., a digital signature or a security token);

— the distinguishing identifier of the TTP that generated the digital signature, the security token
or other evidence.

6.3.3  Verification of non-repudiation evidence

This is a process in which a central signing authority verifies the non-repudiation evidence. In
clause 6.3.2, non-repudiation evidence can be generated using the central signing authority's own key
or the registered delegated signing key. If the non-repudiation evidence is generated using a central
signing authority's secret key, the central signing authority verifies the non-repudiation evidence
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using its own secret key. On the other hand, if the non-repudiation evidence is generated using
delegated signing key, the central signing authority verifies the non-repudiation evidence using the
delegated verification key. A central signing authority is required to verify both the delegated
verification key and the central signing authority's secret key before verifying the non-repudiation
evidence.

7 Requirements for a delegated non-repudiation service

7.1 Unforgeability

Only a central signing authority is required to generate the valid non-repudiation evidence and the
non-repudiation evidence is existentially unforgeable. The non-repudiation evidence generated by a
central signing authority for a transaction, tm, cannot generate the same evidence when the same
transaction, tm, is conducted by another entity. Furthermore, a central signing authority is required to
check a status of evidence generation key (e.g., revoked) before generating the non-repudiation
evidence.

7.2 Prevention of misuse

A central signing authority is required to generate the valid non-repudiation evidence on behalf of a
user.

7.3 Verifiability

A central signing authority is required to provide enough verification for the non-repudiation
evidence. In addition, the verifier can be convinced of the user's delegation for the non-repudiation
evidence.

7.4 Identifiability

The non-repudiation evidence is required to include the identifiers of the corresponding user, the
service provider, the central signing authority and of the types of the generating key.

8 Delegated non-repudiation service models

In the delegated non-repudiation service model, there are two types of service models that use the
central signing authority's secret key and the delegated signing key.

For a delegated non-repudiation service, the user can give a central signing authority the authority
and/or user's signing key to generate non-repudiation evidence. If the user gives a central signing
authority only the authority to generate non-repudiation evidence; in the first service model, the
central signing authority can generate the non-repudiation evidence using its own secret key. This
service model is described in clause 8.1. The second service model, where the user gives a central
signing authority the authority and the user's signing key to generate non-repudiation evidence, a
central signing authority can generate the non-repudiation evidence using the user's delegated signing
key. This service model is described in clause 8.2. Each service model provides NRO and NRD. For
example, an originator of the transactions may request a service for NRO and a recipient may request
a service for NRD.

8.1 Delegated non-repudiation service model using a central signing authority’s secret key

This service model does not need the registration operation of the user's signing key. The central
signing authority generates the non-repudiation evidence using its own secret key. A central signing
authority can generate non-repudiation evidence using symmetric or asymmetric algorithms.
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8.1.1 Non-repudiation evidence of origin

Figure 2 illustrates the service model for delegated non-repudiation of origin using a central signing
authority's secret key.
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Figure 2 — Service model for delegated non-repudiation of origin
using a central signing authority's secret key

Step A: Registration

For the delegated non-repudiation service, the user pre-issues a signing key and/or an authentication
token through an ASP. In this step, the user registers a delegation warrant, Wy, where it is assumed
that the user gives a central signing authority the authority to generate non-repudiation evidence.

Step B: Generation for non-repudiation evidence of origin

When the service provider requests from the user the non-repudiation evidence of origin, the user, in
turn, requests from a central signing authority to generate the non-repudiation evidence. For this
request, the user transmits the transaction-based authentication information (Alty) to a central signing
authority. The central signing authority uses the ASP to verify the user's transaction-based
authentication information Alry and then generates the non-repudiation evidence NREry using its
own secret key. Additionally, a central signing authority transmits NREty to the user and securely
stores NREty and Alyy transmitted by the user, and the verification result of Alty RETairu. The user
transmits NREry to the service provider.
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Step C: Verification for non-repudiation evidence of origin

When the service provider requests from a central signing authority to verify NRETy, a central signing
authority verifies NREty and Alru. A central signing authority then transmits the result for verification
of NRETy to the service provider. If a central signing authority transmits the non-repudiation evidence
of origin to the service provider directly in step B, the service provider cannot necessarily verify the
evidence.

8.1.2 Non-repudiation evidence of delivery

Figure 3 illustrates the service model for delegated non-repudiation of delivery using a central signing
authority's secret key.
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Figure 3 — Service model for delegated non-repudiation of delivery
using a central signing authority’s secret key

Step A: Registration

For the delegated non-repudiation service, the service provider pre-issues a signing key and/or an
authentication token through an authentication service provider. In this step, the service provider
registers a delegation warrant, Wy, where it is assumed that the service provider gives a central signing
authority the authority to generate non-repudiation evidence.

Step B: Generation for non-repudiation evidence of delivery

When the user requests from the service provider the non-repudiation evidence of delivery, the service
provider requests a central signing authority to generate the non-repudiation evidence. For this
request, the service provider transmits the transaction-based authentication information, Al+spe, to a
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central signing authority. The central signing authority uses the ASP to verify the user's transaction-
based authentication information Alrsp and then generates the non-repudiation evidence NRErsp using
its own secret key. The central signing authority also transmits NREvsp to the service provider and
securely stores NRETsp, Altse transmitted by the service provider and the verification result of Alyse
RETairse. The service provider transmits NRErsp to the user.

Step C: Verification for non-repudiation evidence of delivery

When the user requests from a central signing authority to verify NRErsp, a central signing authority
verifies NRErsp and Alrse. The central signing authority also transmits NRErse for delivery to the user
directly in step B, since the user cannot necessarily verify the evidence.

8.2 Delegated non-repudiation service model using delegated signing key

This service model needs the registration operation of the user's signing key for delegated non-
repudiation service. If the user fully trusts a central signing authority, the user delegates its original
signing key to a central signing authority. Otherwise, a delegated signing key for a non-repudiation
generation is required to be distinguishable from the user's original signing key. In the delegated non-
repudiation service model, the user derives the delegated information from the user's signing key and
then sends the delegated information to a central signing authority. The central signing authority
derives the user's delegated signing key from the received delegated information by the user and the
central signing authority's signing key. These models provide not only a general non-repudiation
service but also a non-repudiation service between the user and the central signing authority because
only the central signing authority can generate a valid delegation non-repudiation evidence using the
user's delegation signing key, whereas the other cannot generate a valid one. To validate the non-
repudiation evidence, the non-repudiation evidence validator needs the user and the central signing
authority's validation key. The central signing authority generates the non-repudiation evidence using
the delegated signing key.

8.2.1 Non-repudiation evidence of origin

Figure 4 illustrates the service model for delegated non-repudiation of origin using delegated signing
key.
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Figure 4 — Service model for delegated non-repudiation of origin using delegated signing key

Step A: Registration

For the delegated non-repudiation service, the user pre-issues a signing key and/or an authentication
token through an authentication service provider. In this step, the user registers a delegation warrant,
Wuy, where it is assumed that the user gives a central signing authority the authority to generate non-
repudiation evidence. The user also derives delegated information from the user's signing key and
then transmits the delegated information, SKuy, to a central signing authority. The central signing
authority derives the user's delegated signing key from the received delegated information by the user
and the central signing authority's signing key.

Step B: Generation for non-repudiation evidence of origin

When the service provider requests from the user the non-repudiation evidence of origin, the user, in
turn, requests a central signing authority to generate the non-repudiation evidence. For this request,
the user transmits the transaction-based authentication information (Alty) to central signing authority.
The central signing authority uses the ASP to verify the user's transaction-based authentication
information Alry and then generates the non-repudiation evidence NREry using the derived delegated
user's signing key. The central signing authority also transmits NRETy to the user and securely stores
NREry and Alry transmitted by the user and the verification result of Alty RETairu. The user transmits
the NRETy to the service provider.
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Step C: Verification for non-repudiation evidence of origin

When the service provider requests from a central signing authority to verify NREy, it verifies NREty
(using the user and the central signing authority's verification key) and Alry. The central signing
authority also transmits the verification result of NREry to the service provider. If the central signing
authority transmits NREty to the service provider directly in step B, the service provider cannot
necessarily verify the evidence.

8.2.2 Non-repudiation evidence of delivery

Figure 5 illustrates the service model for delegated non-repudiation of delivery using delegated
signing key.
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Figure 5 — Service model for delegated non-repudiation of delivery
using delegated signing key

Step A: Registration

For the delegated non-repudiation service, the service pre-issues a signing key and/or an
authentication token through an authentication service provider. In this step, the service registers a
delegation warrant, Wy, where it is assumed that the service provider gives a central signing authority
the authority to generate non-repudiation evidence. The service provider also derives delegated
information from the service provider's signing key, and then transmits the delegated information,
SKsp, to a central signing authority. The central signing authority derives the service provider's
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delegated signing key from the received delegated information by the service provider and the central
signing authority's signing key.

Step B: Generation for non-repudiation evidence of delivery

When the user requests from the service provider the non-repudiation evidence of delivery, the service
provider requests a central signing authority to generate the non-repudiation evidence. For this
request, the service provider transmits the transaction-based authentication information, Alrsp, to a
central signing authority. The central signing authority uses the ASP to verify the user's transaction-
based authentication information Alrsp and then generates the non-repudiation evidence NRErsp using
the derived delegated signing key. The central signing authority also transmits NREtse to the service
provider and securely stores NREvsp, Altsp transmitted by the service provider, and the verification
result of Alrse RETarrse. The service provider transmits NREvspe to the user.

Step C: Verification for non-repudiation evidence of delivery

When the user requests from a central signing authority to verify NRErse, a central signing authority
verifies NREtsp and Alrsp. If the central signing authority transmits NREvsp to the user directly in step
B, the user cannot necessarily verify the evidence.

8.3 Security considerations for delegated non-repudiation service models

The security considerations for delegated non-repudiation service models (SMs) are shown in Table 1
which gives considerations in order to satisfy the requirements for each service model. SM1 refers to
the delegated non-repudiation service model using the central signing authority's secret key in
clause 8.1, and SM2 refers to the delegated non-repudiation service model that uses the delegated
signing key in clause 8.2.

Table 1 — Security considerations for delegated non-repudiation service models

SM1 SM2
— The secret key which generates — A delegated signing key which
non-repudiation evidence is known generates non-repudiation
R1-Unforgeability only to a central signing authority evidence is required to be
and is required to be securely distinguishable from the user's
stored. original signing key.

— Generation (only by a user) and verification (only by ASP) of transaction-
based authentication information is prohibited from intervening with the
central signing authority.

— The central signing authority is required to verify transaction-based
authentication information by the ASP before generating non-repudiation
evidence. Furthermore, the central signing authority is required to securely
store the transaction-based authentication, the result of validation, and the
non-repudiation evidence.

R2-Prevention of misuse
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Table 1 — Security considerations for delegated non-repudiation service models

SM1

SM2

R3-Verifiability

— Even if the central signing

authority's secret key has changed
(e.g., updating, reissuing of key),
the central signing authority is
required to provide verification
methods for generation of non-

repudiation evidence using the new

key as well as the old key.

— Even if the delegated signing key

has changed (e.g., updating,
reissuing of key for user and/or
the central signing authority), the
central signing authority is
required to provide verification
methods for generation of non-
repudiation evidence using the
new key as well as the old key.

The non-repudiation evidence is required to involve an explicit unforgeable
warrant which includes the fact that the user gave the central signing
authority the authority and/or the user's signing key for generation of non-
repudiation evidence. The warrant can also be identified by anyone to

verify the non-repudiation evidence.

R4-lIdentifiability

— The non-repudiation evidence is

required to provide the identifier
to indicate whether the delegated
signing key is the user's original
key or a derived key from the
user's key and the central signing
authority's key.
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