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 �#$��� ��;���� 87� 9:�%2.0 D������ ��3�2�� ������ � 
����� 
�* ��� �� (XACML) .��z� ����� �� ������ ���� ��� 9:�% ��> .
 ����� ��"�- X�+* ������� �������*XACML ����� ��� Dm* ��  ����� 6�� ��G�4XML�@�% � �?��"#��� ��� : 

� u�v +�4 /�0 6�� ~�(% J"M�* ����� � �4��� ������* "���4 D�A �2)0. 

� �����$��* "���2�� W�F�< D�xo% '7�� X�Fq� P� �)�% �2)0. 

� ����� ��+"2< j��% J�"��� �����$� ��?F D� j������ �2)0. 

�  +�";` �2)0�+��	�* \�m�	� ���^ ,- L������� ��v��� +�4. 

� 
�2�� J�"��� ���^ D� j������ �2)0. 

� ������	� �+�� ��)��� ,- L������� ��v��� +�4 +�";` �2)0. 

� �e����* �+��	�* \�m�	� ���^ Phi3 ��m�)+* ��2(�� ���k� �����. 

� �^��� �� ��t�� ����� �A��	 �2)0 ��������* ����$�� ��^��� D4�� ")"��3 �2���	� �2)(�� �� r��� w�3 ����$�� �
�g�2����*. 

� ��X�F`�* �+��	�* ������ ���^ 
�4 s��K 6�� ��� X�F- 6�� ~�(% &�� ����$�� ")"��� ��)� �2)0. 

� ~��(��� �e�3 j�;��% �� ����$�� /%�> 1=�% J�� �)r^ �2�0. 

� 2�0�S !��2�� ���) ��X�F- ����� ")"��� � ����$�� 7���% D�. 

 1���� �%*XACML��;���� 87� � ����(�	� 87� �� j�3 �;�U�  . J2��� � L�;�Tv*7 ����� /� f�% &�� XACML�<   �?�@
 B������XACML�A��	� "���4* �?��>% "���4* ����$�� ��� B��C*  . J2��� f�%*8�  ����� /XACML ������ � 
����� ��;���* 

 +*"�� 6�� 
G�2��(RBAC)I%����  . J2��� f�%*9 ����� �+��� �"�% ��;��� XACML .��K  J2���10 ������� ���F�������� �4���@ 
 �Z�T%Z� ��K 6�� �����3XACML ��;��	� )�(% 1cv �� SAML 2.0 ���� XACML . J2��� "��$%*11,-  J2��� 10 Dm�� 

 ��4�� D�4���� ��;���XACML . J2��� �4��%*12 ���;��	� D� XACML �� ��2��� � J�+���� 7 ,- 11 ��;��� Dm* 1cv �� 
 ���� ���%���� �+��	�XACML .��K  J2��� �  (�@ �)$�� �)�N413. 

2 ������ 

* �Z�T%Z� [��2% \�(2� ������� ���;���� ��N�% �� K=x�) Z L�X=F ���� �7� � �?��- J+�Q`� 1cv �� j�i% L����MK DF�	� �� ���{
��;���� 87� .i��� Y4* � ��McT�� �)+�� J+�>7	� ����(�� D�� Y^�> "4* . ,- DN5 �vz� DF�	�* ���;���� D�� Y^�> �	*

��$�� 6�� ��;���� 87� �����$	� D�� �¡ O��F�	�8�^�K J�+���� DF�	�* ���;���� ���0 �"MK ~��(% ,-  . ���;�% ��G�4 !�r�^�3 i�o%*
��McT�� �)+�$�� �Z�T%Z� [��2% \�(4 .��;���� ��; ���� "M � �2����� 6�� ��N) Z ��;���� 87� � �2��* ,- J+�Q`�*. "?�	� i�)* 

IETF �)��	�3 ��G�4 RFC�� j(3 &�� _�% D�  �)��	�3 Y�"����* ����RFC�})"��  . ��	���� ��%�����	� ����i�� ����� i�%*(W3C) 
�vz� ��+�i�	�* ���;���� �"Mh3 ��G�4. 

�  ��;����(1995) ITU-T X.811| +���	�ISO/IEC 10181-2:1996 O ������	� ��F�����%� �M���	� ��r^b� ����� j�;���� � 
z� � ��z� 0K�M���	� ��r^ :P�2���Z� +�0-. 

– ITU-T Recommendation X.811 (1995) ⎜ ISO/IEC 10181-2:1996, Information technology – Open 

Systems Interconnection – Security frameworks for open systems: Authentication framework. 

– ITU-T Recommendation X.812 (1995) ⎜ ISO/IEC 10181-3:1996, Information technology – Open 

Systems Interconnection – Security frameworks for open systems: Access control framework. 

– ITU-T Recommendation X.1141 (2006), Security Assertion Markup Language (SAML 2.0). 

– IETF RFC 822 (1982), Standard for the Format of ARPA Internet Text Messages. 

– IETF RFC 2119 (1997), Key words for use in RFCs to Indicate Requirement Levels. 

– IETF RFC 2253 (1997), Lightweight Directory Access Protocol (v3): UTF-8 String Representation of 

Distinguished Names. 
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– IETF RFC 2256 (1997), A Summary of the X.500 (96) User Schema for use with LDAPv3. 

– IETF RFC 2396 (1998), Uniform Resource Identifiers (URI): Generic Syntax. 

– IETF RFC 2732 (1999), Format for Literal IPv6 Addresses in URL's. 

– IETF RFC 2821 (2001), Simple Mail Transfer Protocol. 

– IETF RFC 3280 (2002), Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation 
List (CRL) Profile. 

– W3C Canonicalization:2002, Exclusive XML Canonicalization Version 1.0, W3C Recommendation, 
Copyright © [18 July 2002] World Wide Web Consortium, (Massachusetts Institute of Technology, 
Institut National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/xml-exc-c14n/. 

– W3C Datatypes:2001, XML Schema Part 2: Datatypes, W3C Recommendation, Copyright © [2 May 
2001] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut National de 
Recherche en Informatique et en Automatique, Keio University), http://www.w3.org/TR/2001/REC-
xmlschema-2-20010502/. 

– W3C Encryption:2002, XML Encryption Syntax and Processing, W3C Recommendation, Copyright © 
[10 December 2002] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/. 

– W3C MathML:2003, Mathematical Markup Language (MathML), Version 2.0, W3C Recommendation, 
Copyright © [21 October 2003] World Wide Web Consortium, (Massachusetts Institute of Technology, 
Institut National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/2003/REC-MathML2-20031021/. 

– W3C Signature:2002, XML-Signature Syntax and Processing, W3C Recommendation, Copyright © [12 
February 2002] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/. 

– W3C XML:2004, Extensible Markup Language (XML) 1.0 (Third Edition), W3C Recommendation, 
Copyright © [4 February 2004] World Wide Web Consortium, (Massachusetts Institute of Technology, 
Institut National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/REC-xml/. 

– W3C XPATH:1999, XML Path Language, Version 1.0, W3C Recommendation, Copyright © [16 
November 1999] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/1999/REC-xpath-19991116. 

– W3C XSLT:1999, XSL Transformations (XSLT) Version 1.0, W3C Recommendation, Copyright © 
[16 November 1999] World Wide Web Consortium, (Massachusetts Institute of Technology, Institut 
National de Recherche en Informatique et en Automatique, Keio University), 
http://www.w3.org/TR/1999/REC-xslt-19991116. 

����� -� ������� 	
� � ���� �� ������  ������� ��� ������ ��� ����. 

3 �������� 

������� �	
 ���� ������� �������� ������. 

1.3 ���� ����� 	� 
���� ������ 

1.1.3  ������� � ����� ����� ���!�� ������� �	
 ������ITU-T X.811: 

 " ( "�#�� 

2.1.3 ����� ������� � $%���� $������ $&��!�� ������� �	
 �ITU-T X.812: 

 " ( ')�*+�� � ,-&��� /012 3�4���4 

5( 67�����. 

3.1.3  �8�79� ;8 �<�!�� =���� 3�4�> ,?�4 � $%���� $������ $&��!�� ������� �	
 ������W3C: 

 " ( ',@A� /�-4 

5(  �B��� C�DXML. 

http://www.w3.org/TR/xml-exc-c14n/
http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/
http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/
http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/
http://www.w3.org/TR/2003/REC-MathML2%1e20031021/
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/
http://www.w3.org/TR/REC-xml/
http://www.w3.org/TR/1999/REC-xpath-19991116
http://www.w3.org/TR/1999/REC-xslt-19991116
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4.1.3 �� ������ � �%���� ������� 3�&��!�� ������� �	
 ����IETF RFC 2828: 

 " ( ')�*+�� 

5( ')�*+�� � ,-&��� 

E( '�@����� F��<G ��HI 

 <( '�@����� ���J ��HI 

 
( '�@����� K�#�� ��HI 

 L( ';4�� ����7�4 

 M( ';4�� �@��@ 

N( ;4�� �4�>. 

5.1.3 &��!�� ������� �	
 ������ ������ � $%���� $������ $IETF RFC 2396: 

 " ( 'O��8 <��4 ���
 ���4 

5(  ���4 PQ�4URI. 

6.1.3  P�J���� � ����� ����� ���!�� ������� �	
 ������W3C XML: 

 " ( 3����4 ��. 

2.3 ������ ������ 

1.2.3 �	
� :�4 R��QG R�<". 

2.2.3 �	
���  ������ :� � ,-&����4 �@���� S�H%L )�*+�. 

3.2.3 ����� :<�T��� � ,�� ���78. 

4.2.3 ������� ���	� ��	�� :<�U ���J =�V ���� )�*+�� � ,-&�� ��@��@ 3�8�7WL 3�@��@ �8�7W. 

5.2.3 ��� :�4 ��
 � L" ��H�+4 F��#8 � �X��G ���YZ� ;-[ �\�2 L" R��QG L" <�T�4 L" �X] �*�. 

6.2.3 �� ����� ��(AA) :3���^�L 3��+�� $2 P7_ /��` . a�I ,8b4 �����@�2 6�#H�� �	
 ;4 P�7c ;8 d#���� ;-[LSAML ��!� 
a�+�� ���@ ;8. 

7.2.3 ������� !��� : ��H+�� �X�@�� �4����4 �@��@ ,��H� �?��IPDP ��H+�� eG PEP .�4 S�f� /" ,g�H� �*�hL �
L "N�7�4 " L"
"��%�4 "L"" <�U d " L""K�#���� 62�J d " Pj�L)S�����> (3�4�b��� �8�7W. 

8.2.3 ��� :�*8�j4 ,�J �X�% �Q���� �J ,�H�� ;4 �#��4 d �8�7W. 

9.2.3 "�# :3��+��� ;4 F��#8 . 3�*!��2 ,l�H� m�� �*�h��� �
L"�� " L""0�> " L""<�U d." 

10.2.3 $�! %�	�& :�H�+4 3���#8 P2��� ��H�+�� ���7��� �X+�2 C2�� �'L' ('AND'). 

11.2.3 '	�� :n�>���� ���JL ���H�� =��� ,o+4 6�pq. 

12.2.3 '	�(�� )!�*� : �B�� O4�o+�� 6-1�� eG O���� =���� K�I ;4 ���H�� 3�#�V rg�s t	�� ��o+�� /��`XACML 3����J rg�sL 
 �B�� O4�o+�� 6-1�� ;4 n�>����XACML eG O���� �2�QZ� K�I. 

13.2.3 +!	,� :n�1�� ���
 ���&�2 ���*-�� 3�4����� u��� v<�� t	�� /��-��. 

14.2.3 -	���. /�0 :u��J�� w O7J� �� �
L . �!+��� � 3������ �� eG r�sL(Reference) �l���� r�7��@�2 URI. 

15.2.3 !��� :�@ �8�7W L" �@��@ L" F�8�J ,��H� �?��I3�@�. 

16.2.3 !��� 1�2 : ��H+�� uQ�� =�VPEP ��H+�� eG PDPn�>�� ���J x�8 r�!y� 6Q" ;4 . 

17.2.3 345 %�	�& : ��H�+�� ���7��� �X+�2 6!*� ��H�+4 3���#8 P2���'L"' ('OR'). 

18.2.3 �67 : �XVL�z F�%���4 F�8�H� ��J���� �?��+��")N�7�4 " L""��%�4.(" 

19.2.3 �8�� :7W�4 R��QG L" <��4 L" ��7���4 �XQ ;8 ��H����L n�>�� ���H2 ��!��� 3��+�� �8�. 
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20.2.3  ��	�(��HasPrivilegesOfRole : �7��7�� t���> C{<Policy> �!>��� � uQ��<G ;-[ <PolicySet> N�V �Y��G ��B2 
�78 ��\@" �4 �X] /�` �)G "3�M���4� "<�U �L< �. 

21.2.3 9&��& *!�. : v�*� 6-z x�8 ,o�+� <��4)F�?z ( 3�8�*� �8�7W L")�2�) (A uQ�4 |��2 C> t�L< ( �X}� ��<��%G <����
�~H�8. 

22.2.3 :;� !<* : �L��� /�-�A �L��� eG S�#�I S�dB� ��L<�� ��#���� � B�L��� ��L �)G  B�L��� �#Y�!�� n>��� P��  A. 

23.2.3 !�<*=� )*>��. ����� :)�*+�� ;4 ;-7�� O-� �/� � �X+4 F�Y�L ;4 �p`" 67����� ���[ /" $��� n>� �8�7W. 

24.2.3 ?@A(. ��� : a�+�� =Y�� ���
L u�{L a�+�� ,@� �
<�s a�+�� ;4 F<�U ���Y)C7+�� ;4 /�-� �J t	�� : L" ��7���4 �XQ
�\�2 L" R��QG L" <��4 (L)S�����> (��!� m�� ������ ���
�. 

25.2.3 )>BC :������� <���� ;4 S�RbQ 6-1� <�*+4 <��4. 

26.2.3 D�E��� :�� ��H� /" OB#+� 3�@��@ �8�7W L" �@��@ � F<�U ���78 ��H+�� PEPn�>���� ���J 	�*+� P4 K%�����2 . 

27.2.3 F�	. :��!�1�� �X���
 3�4����� <�� m�� �X]�. 

28.2.3 �4���� :y� L" 6������R�j�JA� =�Y F<�U �L�z K%L <����� ��2 � r�78�� ��2 R��QG ���� t	�� K. 

29.2.3  �4���� -	�	�� �C�AG)<Policy Set> ((PPS) : �7��4 O
<PolicySet>�� n>��� ,j� $�4 �L�2 ��#���� ����*. 

30.2.3  ��	�(�� JC -	.���. ��B�(PIP) :�+�� ,�H� ��!7` 67�� ��o+�� � /��`3�. 

31.2.3 -	�	�� �C�AG :L 3�@��@ P� ��4M���>L ��>" ��@��@ 3�8�7WL 3�@��@ �8�7W)S�����> (3�4�b��� �8�7W . 6-1� �JL
��>" 3�@��@ �8�7W ;4 S�I�-4. 

32.2.3 ��B��. )!	�C :�X�&� ���H� ;-[ 3��I ;8 /��2. 

33.2.3 *!�. :��oI �I�-4 L" �4�> L" 3����4. 

34.2.3 !<* :u� ,�o+� ���@ � �*�hL �L��� �	^ n!��� 67����� eG ��`��� ���L����2L ������2 K���� u#Y�!� 3AA<. 

35.2.3  !<>�� ?�C �K	B�� �	
���  ������(RBAC) :�� N�7��� r��%�� <�&�� ��Y <����� eG )�*+�� � ,-&��� E)�{  S��#� <����� �
]� 3���^ ���L ��L<���*����� ��7����� 3�X. 

36.2.3 !<>�� 3��
& ���� :67���4 ���Q R�+�" ,�H��L �L��� 3��I 6g�*� L" �$�7���7�� ,�H��L �L��� 3��I n!� /��` �4. 

37.2.3  -	�	�� �C�AG)<PolicySet> ((RPS) : �7��4<PolicySet> $2L u�7�JL $�4 �L< a�I 5�&�" $2 P7c 
<PolicySet>>��� �L��� �	^ �#Y�!�� ����*�� n>��� x�8 t��� m�� �!. 

38.2.3 :�L !<* : �L��� /�-�A�L��� eG S�#�I S�d#` ��L<�� ��#���� �  B�L��� �#Y�!�� n>��� P�� ��L �)G  B. 

39.2.3 )>C	� :�@��@ �I�-4 O
L S�%�hL S���"L S�%�
 ,j� �4. 

40.2.3 >C��B�� %�AM ��.N!��� :Z�F<���4 �8��J ;4 3����J P�7?�2 ���� R��Q. 

41.2.3 ��A��(. �O� :F��#8 � u���I ��7�� ;-[ 68�% /��`. 

42.2.3 P>Q : �@��@ L" F�8�H2 �X7��H� ���*� m�� 3�R��QZ�L ��7����� 3�X]�L <����� ������ � �X���
 <�&�� ���J 3�#�V �8�7W
3�@��@ �8�7W L". 

43.2.3 � >�R�&$A�� : �H��V"��Y�� "C{ ���#8 $2 .�X��+2 � �R���� C7+�� 3���#8L . 3���#��� ��YG � C{ dB�4 ��Xh �+8L
,�� "���Y�� "O` ��8�% F��#8 �" S��>� S�dB�4 /�`" ��>�� F��#��� ��2�H�� ��+#�� �!+8 6p[ . � �H��4 dB��� 3�!�!� P�� xH#� /" =_L

$��+#�� ���` .L� /G ��Y���� 61*�  6�pq eG dB��� E���Y� 6�#J ;4 �7X+�2 �7��H�� 3�8�b�+�� L" �*����� �7X��+2 =#�2 /����#��� ������
 $�7����"xs:string"L "xs:integer"aJ��� �*I � . 
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4 	�
���� 

������� �	
 ���� ������� 3��!���� ������: 

AA  a�+�� ���@(Attribute Authority) 

ASP  3�H�#���� �4�> <Lb4(Application Service Provider) 

CA  3�<�X1�� ����G ���@(Certification Authority) 

CMP  F<�X1�� F��<G r�`��L�2(Certificate Management Protocol) 

CRL  3�<�X1�� �%� �7��J(Certificate Revocation List) 

ECP /�2M/ Mb�4 6�`L(Enhanced Client/Proxy) 

HTTP  O8�@��� n+�� 6HI r�`��L�2(Hypertext Transfer Protocol) 

ID  ���
 ���4(IDentifier) 

IPSEC  aI��IZ� r�`��L�� ;4�� r�`��L�2(IP SECurity protocol) 

LDAP  6����� eG )�*+�� C�#4 r�`��L�2(Lightweight Directory Access Protocol) 

PAP � F��<G ��HI �@����(Policy Administration Point) 

PDP  �@����� ���J ��HI(Policy Decision Point) 

PEP  �@����� 	�*+� ��HI(Policy Enforcement Point) 

PIP  �@����� 3�4���4 ��HI(Policy Information Point) 

PKI  O4�78 N��*� ���� ��+2(Public-Key Infrastructure) 

POP -��� 3�#�G ��(Proof of Possession) 

PPS  �!>���<Policy Set> (Permission <Policy Set>) 

RA  6�?���� ���@(Registration Authority) 

RBAC  �L��� x�8 ,��H�� )�*+�� � ,-&���(Role Based Access Control) 

RPS  �L���<PolicySet> (Role <PolicySet>) 

RSA  /��<" �d4�z �a�*��)4M���>O4�7��� N��*�� �� ((Rivest, Shamir, Adleman (public key algorithm)) 

SAML  ;4�� ,8M ,@L �B�(Security Assertion Markup Language) 

SP  �4��� <Lb4(Service Provider) 

SSO  ��YL P�J��(Single Sign On) 

TLS  6H+�� �H#V ;4"(Transport Layer Security) 

URI  ���
 �l��4 <��7�� O��8(Uniform Resource Identifier) 

URN  <��7�� O4�oI ,@�(Uniform Resource Name) 

XML  ��@�4 ,@L �B�(eXtensible Markup Language) 

XPath  d�4 �B�XML) (XML Path Language 

XSLT  ��@��� 5��@�� �B�(eXtensible Stylesheet Language) 

5 	������ 

�� �	
 ������ ��@�@�� 3�7�-�� �����"=_ "L"�A" =_ "L"=���4 "L v��j�� �B��L"OB#+� "L"�A" OB#+� "L"x��� u2 "L"M�_ "
L"t���> ." ������ � <����� �X*��� S��#� ������� �	
 � 3�&��!�� �	
 ,X% OB#+�LRFC 2119. 

 ��7]� ���L"t���> u+-� t����4 " ���h��� /" ������� �	
 � 3�H�#���� � �����> �%�����XACML �4�8b�� ���h��� aI�` �)GL 
�X*�L <����� �H����� =�Y 67�� ���% �*����� �	^ S�H%L �%��� �H2����. 

 ;�b4��� � ���+��� r��#�@� �=�`���� �8��J ��L ��� OB#+�("<", ">")�4" ��#@�+�� ,�H��2   $�%�H���("[", "]")���+8 /�7j�%  ������> 
��%�Y 3�I�-4 O
 $�QL<b4 $2 ���+���L . b4��� r��L"*"�J u��G ��1�� �!+��� /" x�8  A L" �Xo� �p`" L" F�Y�L F�4 �Xo�. 
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6 ���� �� 

 a�%<"Fd#-�� 3�<�!�JA� "-  ��4 P@L" � �X4����@� ;-[ S��Q �4�8 ���hL 3�) 3�?�+4 ����� eG ��2�@�y� �8��H�� O�+!4 ;4 ;
3A�y� .�4L  � �^�7��@� ;-[ ��¡ 3��W��� 	�*+�L 3������ eG )�*+�� ;-  M���4� �`02 <Lb� ¢Y 3�?�+�� �	
 ;8 5�H+�� �1-� /"

�£ �K�#���� 3�\�2 ;4 ;-  ��J �`" S¤
��� �p`�� ;4�� 3�@��@ ������ m�� ��� �X�% .�4" 3�@���� S�8��z 3A�y� �p`" � ;4�� 
6�-1��� 3���78 r¤> ;4 �8��H�� �4M¤�� 3�M���4� ;4 �y� =_ uI�% S��#�I �4��!��. 

Fdp` 	�*+� ��HIL F���8 ���+8 Fd#` F01+4 � ;4�� �@����L . <���4 eG R�?���2L 3�4����� �7oI" F���< � �@����� ���+8 F��<G ,��L
� F������L ��I�I�H�� F������ �L ���12����� . )�*+�� �7oI"L ���¥� 3�-#1��L |L��-�Z� �����L ��Q���� �-#1�� r¤> ;4 �@����� 	�*+� ;-[L

��
���4 ;4" �@��@ �X���#�2 	*+� �8��J O
L '��2 ;8 . 	�*+� ��� F�Y x�8 	�*+� ��HI 6` ���-1� F��<G � ����1�� �@��7�� ;7-�L
;-  uQL �<" x�8 ;4�� �@��@ .L����4 dL ����-��� ¦
�2 N���J� ;4�� �@��@ 6���� /�% ��) x�8 §R�+2 .�7`  ;��-� S�f���%� �	��� uI"

 ,X@�� 5�&�"L $-�X���� CBf ���b�� u��) aJ��� �L ;4�� �@��@ 6��*� 6Q" ;4 F01+�� 64�` � ����*�� �@��&�� ��4�-�4 ��¨�
 ;
�� O` F01+�� F��<G x�8 $7o+��L�X+��2ML F01+�� 3�4���4 ���© � 3�@��7�� 6j%� �X8�#�� ;8. 

;4�� �@��@ ���� � �`��14 �B� eG �&��� �Q�y� M�� 5�#@�� �	^L .�4 �)G F01+7�� �`��1�� �@����� �B� ����L  P�� 6��*� F��<G �X�H#V
�ª�4���4 �7oI" 3�I�-4 P�� � ��+4�� �X�@��@ ���+8 . �JL�X��� L" ������� 3����� ��2 ;4�� �@��@ F��<G ,j� : ��Q����L �2��-��

�@����� 6��*�L F<���@A�L =&���L 6������L 6��&���L P7]�L ����Z�L �H%����L ��#�>A�L. 

7  ����� ����XACML 

 �B��� �@" F�H*�� �	
 Pj�XACML�£  �����L E)�7+��L �4���� �@����� 3�#���4 �X�% ��p4�� ��2 ��H�L ��@����� =�`�� �8��JL ����� �
�^. 

1.7 ������ 

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 

 �B���LXMLO` �ªAA<L �X#�`�� �8��J P�@�� ��I�-4G ���X@ =#�2 �;4�� �@���� �`��1�� �B��� «�@� O��#V ���>   ����#�����3 
�4 K�#��� F���*�� ���� ,8��� =#�2L3�L<��L FbXQ�� $������� $�+!�� P�� ;4 ��H�� t	�� P@. 

1.1.7 �����!� 

�4 d%�� O
 3�4���4 ��oI ;4" �@��@ ;8 d#����2 ����� �@����� �B�� ��@�@�� 3�#����� O��: 

� <�U ���J =�V x�8 K#�+� F�Y�L �@��@ �8�7W � �J�*�4 3�@��@L �8��J P� �H��V. 

� �� �H��V3�@�����L �8��H�� P� u�¤> ;4 ;-[ R��Q¬� /�4 ���. 

� �*��D 3A�W � 67�� F<���4 ��7���4 3�XQ P4 64����� �H��V. 

� <L���L ��7����� �X]� 3��I eG S�<�+�@� n�>���� 3����J ����Z �H��V. 

� F<����� ,�H�� 3�) 3��+�� �]��� �H��V. 

� ��� 3����J ����Z �H��V3�4����� <��4 3����U x�8 S�<�+�@� n�>�. 

� �\�#��L <����L ��7����� �X]� 3��I /012 ��f���L ��H�+4 3����4 �8�7W. 

�  �ª<���@�L �@����� 3�I�-4 PJ�4 ���� �H��V ;8 �o+�� �B2 �@����� 3�I�-4 ;4 �8M�4 �8�7W �]��� �H��V
���H��@�L. 

� ���
 ���&�� ����@ �H��V <�����L ��7����� 3�X]� 3��I ,�J eG S�<�+�@� $�4 R��QG x�8 K#�+� m�� �@����� 
3�R��QZ�L. 

� K�#���� �\�2 6���*� ;8 �@����� =��` rb�� ���c �H#V. 

� �� ���H�� =_ 3�R��QG �8�7W ���� �H��V �@����� 6��*� P4 K%�����2. 

 �B��� R��L �+4�-�� �8��#��LXACML
  �B��� P�@�� �B� ������ m�� )�*+�� � ,-&��� �@��@ r�W � ��@���� ��-%�� ;8 d#���� OXML .
 r��y� ������� 3��H*�� J�+�LXACML�`	�� �*I®� 3�#����� ;4 6-� . 
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2.1.7 ��"���#�$ �%�&'#� �( 

��L �8��H�� ;4 <�8 ;4 ��> ���J =�V x�8 �H#��� ��4�-�� �@����� /�-��3�@��� . �J ���!�z ����!> t) K�#�� � r�p�� 6�#@ x�8
�7+�2 R�1%Z� �@��@ =I��Q ��2 ��!�1�� 3�4����� ���4 <�s ��>�� =I��]� ��2 3�4����� �@��¡ ��H� m�� F01+�� <�� . 6Q" ;4L

F�Y�L �@��@ 6�-1� ��� $��!*+4 $�@��@ P� ;4 ;-7��� =_ �n�>���� ���J )���=���� x�8 �XH�#�� ;-[ . 

 �B��� <��LXACMLO
 ������ ����8 ��@��@ ���+8 ��¤�  :<Rule>) F�8�J (L<Policy>) �@��@ (L<PolicySet>)  �8�7W
3�@��@ .( �!+��� ,j�L<Rule>A u+-� �F�Y x�8 u7��H� ;-[ S��IA�2 S�d#��   ��H+�� ;8 rb�£ u��G )�*+�� ,�� /" ���*�PDP .	2L uI�% ��

A AL �n�>���� ���H� S�@�@" �<�*£ 6-1� AG �<�*£ �Q����  ��HI ;7fXACML PAP ;-[L F��<¬� ��@�@" F�YL 6�-1� u+-[ ��Y 
F<���4 3�@��@ � ���Q ;4 u��7��@�. 

 �!+��� ,j�L<Policy> ���+8 �8�7W <Rule>�X7��H� ¯���I P7] §R��QG <�sL  .��@�@�� F�Y��� �
L ��H+�� �X4����� m�� �@����� 
PDPn�>���� ���J «�@" ��	2 6-1� �
L . 

 �!+��� t��sL<PolicySet> ���+��� ;4 �8�7W x�8 <Policy> ���+8 L" <PolicySet>�X7��H� ¯���I P7_ §R��QG <�sL ���>"  .
F�Y�L ��7�W �@��@ � �J�*��� 3�@����� P7] �������� ���@��� �
L. 

3.1.7 ��)� ����*��&� 

 �B��� <��SACML a�+�� ;-[ m�� P�7?��� 3��4M���> ;4 S�<�8 RuleCombiningAlgId L" PolicyCombiningAlgId � 
 ;��!+���<Policy> L" <PolicySet>�X���
 ���� /" ������ x�8  . ���J eG r����� R��QG uI" x�8 �8��H�� P�7c ��4M���> �l���L

�@� n�>�����8��H�� �8�7W ,��H�� ��<��%Z� ¯���+�� eG S�<�+ . n�>�� ���J eG r����� §R��QG 3�@����� P� ��4M���> ���� �H����� �*+2L
3�@����� �8�7W ,��H�� ��<��%Z� ¯���+�� eG S�<�+�@� .������� ����� �������� P7]� 3��4M���> <�&��L: 

�  ����L" L) �%�(Deny-overrides)) ,o�+4 dL ,o�+4(' 

�  ����L" L) N�}(Permit-overrides)) ,o�+4 dL ,o�+4(' 

�  rL�� �!+��� K#��(First-applicable)' 

� A AG K#��  F�Y�L �@��@(Only-one-applicable). 

 �Y�L �!+8 �QL �)G �����L�� t) �%��� ��4M���> ���Y �<Rule> L" <Policy> r<��� "Deny) "��%�� ( �?��I ;8 �o+�� �B2L °	��+8
 ��>�� ���+��� ,��H�<Rule> L" <Policy> �%��� P�7?��� �?��I /�-� ��H#��� �@����� � ")Deny.(" 

 �?��I 3�QL �)G ����  �H���2L"Permit) "N�} ( N�7��� P�7?��� �?��I /�-� ����L�� t) N�7��� ��4M���> ���Y � F�Y�L")Permit.(" 

�L P7]� ��4M���> ���Y "First-applicable) "rL�� �!+��� K#�� ( �!+8 rL" ,��H� �?��I �*I O
 P�7?��� �?��I /�-�<Rule> L" 
<Policy>���H�� =�V x�8 �X%�
 K#�+� m�� �8��H�� �7��J � . 

AL  3�@����� P�7c ��4M���> K#�+�"Only-one-applicable "3�@����� x�8 ±AG .j�L �AG K#�� �A" �	
 P�7?��� ��4M���> �?��I ;7
�7X%��
� S��#� F�Y�L ��@��@ �8�7W L" F�Y�L �@��@ .� /GL  �?��+�� /�-� ��@��@ �8�7W L" �@��@ t" K#�+�"NotApplicable) " d

K�#���� ��2�J .(�4"  �?��+�� /�-�% F�Y�L 3�@��@ �8�7W L" �@��@ ;4 �p`" N¤� r�Y �"Indeterminate) "F<�U d .( <�QL �+8L
K�#���� ��2�H�� F��Y��� 3�@����� �8�7W L" �@����� ,��H� �?��I O
 P�7?��� ��4M���> �?��I /�-� CH% F�Y�L ��@��@ �8�7W L" �@��@. 

P�7?��� 3��4M���> ²��@ ;4 �l�B� 3�7��4 3�@����� 3�8�7WL 3�@����� 	��� �JL .> ;4 S��" /" dA �������� P�7?��� 3��4M���  ��0��
3�7����2. 

�Q�y� aj�J� /G ,� ���> P�7c 3��4M���> ������� �	
 O�7���� M�_L. 

4.1.7 
+��� ������ ��,� 

�4 S�#�� ��7���4 �XQ ;4 �p`" � 3�R��QZ� x�8 S�VL�z )�*+�� � ,-&��� 3�@��@ ��*� .� 	�*+� � ,-&�� m�� �@�����% ������ 3���7��
�*��D 3���H£ /��7�� <��%" F�8 �H%��4 =���� �J S¤p4 Fd#-�� . �B��� /�% ��	�XACML 6!�� ��7���4 3�XQ F�8 <�QL r�7�Y�2 �H� 

���H�� =��2 . u}� a�I �³L"subject-category) "��7����� �X]� �\% (�D 3���H£ ��4���� 3�X]� �	
 $2 b��7��� 67�����*� . ��2 ²�+
L
��%�fG ,�J ���� $�7���7�� ;-[L �a�+�� �	^ �������� ,�H��. 

5.1.7 +��&!�$ �����!� ��,)� �&�- .�% ��/�'#� ��"���#� 

u���
 ;8 S¤j% ��7����� �X]� n��!> ��2 «�@" x�8 n�>���� ���J ��H� /" �
 �>� ��8 =���4 �³ .�£�L z �p`�� K�#���� /�-� S�8��
�X]� �L< �
 F�-*�� �	^ . �B��� ��H�LXACML¯X+�� �	
 ,8�� 3¤�X��  . ;4 =���� ���@ �X+7j�� m�� 3�X]� 3��I ���� ;-[L

 �!+��� r¤><SubjectAttributeDesignator> . O4�o+�� <���� ,@� �!+��� �	
 ,j�L(URN)a�+�� <�s t	��  .�7`  ;-[
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 �!+���<AttributeSelector> F��#8 ,j� /" XPath � �X�J�4 r¤> ;4 ���> �XQ a�I �7�J ���� 6Q" ;4 =���� ���@ � 
������. 

 �B��� ��H�LXACML ������ �X%��� m�� 3��+�� eG ���Y¬� ������4 �H��V IETF RFC 2253 . x�8 ;�	*+�� P�?1� �
 ��) ;4 ��B��L
3��+�� ��#� ������4 ���
 3�%��4 r�7��@���7����� �X?�� �`��1�� . 

u���� �H����� d <���� n��!> ��2 «�@" x�8 n�>���� ���J Pf�2 OjH� �>� ²��14 =���4 ²�+
L . �B��� �%��LXACML 
¯X+�� �	^ 3¤�X���� . �!+��� r�7��@�2 <���� 3��I ���� ;-[L<ResourceAttributeDesignator> . ,@� �!+��� �	
 ,j�L

URN�� a�+�� ���
 �� . �!+��� ,j� ��>" ��Y�I ;4L<AttributeSelector> �B��� ;4 S�d#�� XPath 6Q" ;4 =���� ���@ � 
������ � u�J�4 r¤> ;4 $�4 <��4 a�I �7�J ���
 ����. 

6.1.7 0�'#� 
+��� �&�- 

 S���1�I� �p`�� 3��+�� 6HI 3��+H� ��H�)LDAP �XPath �SAML�
dL  (4 S�7�J�Y���� a�+�� F<��� . ��H+�� ������ �4�+8 �����2L
XACML PDP,�J F�8 ,j� �?��+�� /�% $�4 a�I �7�J  .���@ �	
 ,�H�� �8�7W x7��L . ;8 �*8�j4 S�7�J ,j� �J �8�7W ��@ ����L

A m�� ��� ,�H�� �	
 ,j� .S�I��Y" ���y� �	
 � R��>" �Xo�L .F�8�J �L�z ´���� S�I��Y"L �B��� XACML a�+�� �7�J t" K2��� �4�+8 
F�8�H�� � <�¥� ������. 

 �B��� ��H�LXACML ��H+�� �]��4 ��*�` ;8 ��� N�f�2 ��� /" �@����� =��-� ���� ���h��� ;4 �8�7W PDP F<����� a�+�� ,�J ���y 
 ���hL O
L"������ �#����." 

7.1.7 !� ���&1 .�% ��/�'#� ��"���#�+��& 

u��G )�*+�� =��� m�� 3�4����� <��4 � F<����� 3������ «�@" x�8 n�>���� ���J ��H� /" 3�H�#���� ;4 ������ � 5����� ;4 . �I�-��%
�4 n�1� N�7��� x�8 t��+� S¤p4 ����!�� �@���� �4���� �X8�f�4 6-1� m�� 3¤�?���� "�H� /" .��2�H�� �@����� ,j� /" =_L ���YG 

u��) 3�4����� <��4 � F<�¥� ��7����� �X]� �	^. 

 �B��� �%��LXACML �H���` 3�4����� <��4 µ�H� /�-4Z�2 /�-� �4�+8 ��	2 ���H�� 3¤�X�� XML . �!+��� ,j� �JL
<AttributeSelector> F��#8 XPath 3�4����� <��4 � 3������ ���
 ���� 6Q" ;4 =���� ���@ � �@����� ���H� � u��7��@A. 

8.1.7 ���23!� 

n�>���� ���J eG r����� ��� �\�#��L 3�R��QZ�L <�����L ��7����� 3�X]� 3��I x�8 3�4����� ;4" 3�@��@ 67�� . 3��I =���� �JL
5��YL �I��H4 3���78 n�>���� ���J eG r����� ���78 R�+�" Fdp` ��{" .-[ r�p�� 6�#@ x�8�4 n�1� N���� /�7��A� 5��Y ;  �

u2 N�7��� x!J�� �y� �%�f�2 ������ 3�H�#���� u2��Y ���� eG /�7��A� ;4 . �	
 ;8 ,?+�L ���7��� �7�H2 �?��+�� �I��H4 	��+8 ;-[L
 ��7����� �X]� 3��+� ��2��Y 3���78 R��QG F�L�f ���y�)�� /�7��¤� x!J�� �y�L 5��y� �����^ N�� ( <����L)���7��� �7�J.( 

�4 S�#��L �4 �@��@ <�� �4 R��QG R�<� �Y�7�4 ��L<" �8�7W . $2 ¶��% d PV�H� <�QL ;4 KH&��� x�8 ���L�j�� 3���7��� t��+�L
�@����� �
<�� m�� ��L<�� �8�7WL ��7����� �X]� �X�B1� m�� ��L<�� �8�7W .�  eG �Q�y� ��*���4�-�4 3���78 . 

 �B��� ,j�LXACML������4 d ���hL �%�fZ �H��VL �W��� ���h��� ;4 S�<�8  .d2��� ���� ��¡ ���h��� �	
 �*!�L<Apply> 
��V�#�8� F�H�4 . �!+��� r�7��@�2 ��) ,��L<Apply>) K�#�� .(�!+���L <Apply> a�I XML u}� FunctionId)  ���
 ���4

�*�h��� (�s�!+��� 3����U x�8 �XH�#�� =Q���� �*�h��� < . ,�H��L 3������ ��{" ;4 �+��4 �#�`�� 6Q" ;4 ������4 �*�hL 6` <�&��L
�X8�Q� 3����4 C{ S�j�" <�&��L .6�� L" �@����� �	
 u�% Pf�� t	�� aJ��� � �@����� 3����4 ��{" ����� ;4 KH&��� ;-[ �����2L .

�7` KH&��� ;-[��J���� �?��+�� /�7f 6Q" ;4 �@����� � ���#H�� ,�H�� P4 �X�I��H£ =���� ���@ � �4�H�� 3������ ,�J ��{" ;4  . 

F���L ;4b��L ·������ ,�H2 ���> 3����4 <�&�� ������Z�L ��7J��� ,�H�� � ��2��y� 3������ eG �%�fGL. 

�7`  3�J¤��� 3����4 S�j�" <�&��)L����I��H4L t ( ������ � F<�¥� 3¤�����L ,@A� r�-z" �X+4L �3������ ��{" ;4 <���
IETF RFC 822 �������L X.500 3�%����L URI�
dL . 

F�8�H�� =�Y 3A�H� OH�+�� P7]�2 �7�� m�� ��IA�#�� 3������ ��{" 3����4 S�j�" �`	��2 ��_L .r�p�� 6�#@ x��%��J ,j� �J  F�8
�4  67��� 3�8�@ R�+�" )�*+��2 N�7���2 OjH� S�s�!�<67��� /�-4 � ,��J ����4 ;4. 
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9.1.7 �"���#� ��*&� 

6��*� ��HI F�8 � 6�*�� /"L ���V" F�8 6#J ;4 �J�*��� 3�@����� 3�I��2 PfL vlM�4 ��oI � ;-[ . 6�X�� eG �%�fG ¯X+�� �	
 �7��L
 3�@��@ 3�I�-4 =�`��L P�R�j�JA� =�Y 3�@����� ���&�2 ���H��4 . �@����� 3�I��2 vM�� �JLXACML ;4 �H��V t" � 

����� . �B��� ;-�XACMLA  ��	2 ���H�� ������4 �H��V t" �!� . ��H+�� �`�� /" �P�M���� 6��@L ;8 �o+�� �B2 ���*�LPDP /" 
�]��4 <�!2 O
 t	�� ���H�� =�V x�8 K�#���� ��2�J �@����� �@����� �!+8 n&*� r¤> ;4 ��)L u<Target>) ��^�.( 

 ���+��� ��%�G ;-[L<Policy>3�4����� <���£ �X��8 K#�� m��  .�7`  ���+��� x�8 R�H2Z� ;-[<Policy> L" �Y�L PJ�4 �  ;4 �p`"
2 �X+4 3	>" m�� PJ�����,��H��.� ;-[ m�� �@����� eG r�s ���y� �	
 6p4 �L  ��#��A� K��L PJ�4 6��< L" ���
 �l��4 r�7��@�2 �XH�#�

3�4����� <��£. 

10.1.7 ��"���#� �"�,� 

�4 F01+4 � F	%�+�� �4���� ;4�� �@��@ ;8 d#���� ;-[ ���X@ F��<GL r�l�% ,��H� 6Q" ;4 �J�*�4 ��@��@ 3�I�-4 F�8 r¤> ;4 . ;4L
��� 3�I��2 ���� ���y� �	
 � t�L�j�� R�#�� 6#J 5����� R��Q¬� �&�&!�� �@����� ��" ;4 KH&���L �ª<���@�L K�#���� ��2�H�� �@��

�X7��H�2 . �!+��� ;4 ��B�� �
 �	
L<Target> �B��� � XACML. 

�¸ ��	� /�?� �³L: 

(1 3����4 F�8�J � �@����� 3�I��2 ;�b� . ��H+�� 6-1� /" ���y� �	
 � OB#+�LPDPF�8�J  C#f ;4 ;-7��� 3����4 
��B��2 O*� /" PJ��� m��L ���H�� 3�#�V �8�7W x�8 K#�� m�� 3�@����� ��� F<���@� .��) x�8 FL¤8� ,�H� /" OB#+� 

 ��H+��PDP �!+8 <Target>F<������ 3�@����� �8�7W L" �@����� 3�I��2 � . 

(2  ��H+�� 6�7�PDP�H�L F������ 3�@����� P�� P4  ���+��� ,�<Target> ��� $�4 ���J =�V ���@ � �^ ��2���� 
H�#�� ;-[ m�� 3�@����� 3�8�7WL 3�@����� ���
 �����X=���� ��) x�8 . 

11.1.7 �����4#� �'��#� 

 ��H+�� 	���PEPL ;4 S�RbQ L" =�L �-#z ��D ;4 S�RbQ L" F���2 )�*I �2��2 ;4 S�RbQ /�-� /0` 'F���8 r�-z"  ���� 67���4 6�`
S¤p4 |L��-�G . ��H+�� P�� ��H� /" ����%� O�7��� d ;4LPEP�4 F01+4 �   ��H+�� eG ���J 3�#�V �����2 S�HYA L" S����YPDP K�I � 

²��14 .�4 �@��@ 	�*+� t�L�j�� ;4 /�-� �J ��) P4L  ��HI F�8 �PEP .2��` x�8 �@����� =��` ��b�G t�9� d ;4L �@����� �*I �
 ��HI 6` � K�+�� 3�#���4 ��#�� ��� �*��D ��V F�8 �PEP . �*��D ���B� ��{" � ����7��� 3��+�� PfL ;-[L)r�p4 : 3�<�Xz

 3��+��X.509 3��+�� ��`0�L SAML (�
dL .( ��H+�� �X]��� m�� 3�2�?�@¤�L 3�#���� O4�oI 6-z eG �Q�Y ��) ;8 ¯�+�L
XACML DPD . ������ u}� O4�o+�� 6-1�� �	
LXACML . C���� � u#�`�� F�8�J <�&��LXML. 

 ��H+�� P#���2 M�_LPEP �B�� �H2���� XACML ������ 6-z � 3�2�?�@A� 6#H���L 3�#���� ��!� /" XACML . � =���� uI" d
=���� K�I ;4 6��&��� 6Q" ;4 ���@L ��Y�4 <�QL ����y� �	
 5��/ ��H+�� � $+7j��� �2�?�@A�PEP ������ K�IL XACML t	�� 

 ��H+�� u+7j��PDP. 

�X�% 67��@ m�� F<�¥� �\�#�� ;8 rb�£ �X����L 3�@����� ��� �2��` ��I�-4G � ¯X+�� �	
 ��¸" ;7-�L. 

=���� K�I �X�% /�-� m�� ���y� �L/ C���� � S�<�U O���� �2�?�@A�XML) p4 �B�� �H2��4 ��HI 6SAML( K�+�� ;4 6��&��� <�&�� �
 ������ K�I eG O����XACML��@��� 5��@�� �J�L �B��� 6��� 6-1�� � . 

 �H��L )�*+�� u��G =��� t	�� <���� /�-� �4�+8 ����  F��!2LXML �	
 u��G 6�s L" =���� ���@ � S�Q��4 u��) <���� /�-� �J �
������ .��	2L d2����� r�7��@� r¤> ;4L XPath�@����� ,��H� � <���� � F<�Q��� ,�H�� E��<G ;-[ �@����� � . 

12.1.7 �"���#� 5��6� 7���� 8#� ��9���:� 

�� ���H�� =_ m�� 3�R��QZ� 3�H�#���� ;4 ������ � 3�@����� <�� �� ���H�� ;-[ m�� 3�R��QZ� ;4 SA�2 �4G �4GL �X��G �%�fG . �B��� ����L
XACML �!+��� � �@����� ,��H� P4 �
¨�<" =Q���� 3�R��QZ� 6Q" ;4 K%��4 <Obligations>) 3�4�b��� .(AL  ������4 ������ �Q��

 ���+�� � 3�R��QZ� �	^2.0 �B��� XACML .A �����2L  $��H+�� $2 O��+� ��*�� ;4 �2PAPL PEP��@ 6��*� uI0z ;4  ��� �7ª�@
�^ ,��@ d�*� K�H� . ��H+�� �%�� /" $���LPEP ���+�� �H2���� 2.0 �B��� ;4 XACMLAG �)�*+��   ���+��� P�� a7X% �)G
<Obligations>�� R�%��� x�8 F�<�J aI�`L �H#��� �@����� �#Y�!�� . ���+��� <���L <Obligations> ��H+�� eG PEP�X���*�� . 

2.7 �; �<�#� =>XACML 

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 
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 �B��� E)�{L 3������ K%�� E)�{ ��L <��LXACML������� 3��H*�� � . 

1.2.7 �����!� 7��� =>&; 

 �B��� r�9 �������� ���+��� �Xo�XACML ��1�� � $#�� 3������ K%�� C�D � 7-1. 

 

X.1142(06)_F7.1
 

 

 3�S��X.1142/1-7 � -	���T� �5>& $�U 

����� - ������ !��"�� #�$% &' (��)��� *�+"� ,-/ 01234 56+4 7�3$�8�' 9�:;� � ���<;� (���$;� (�4=� >$' *�+"� ,-/ PIP &' �? 
 �����PDP ������ PAP56+4 �� @�A���'  . B��C DE� ������� 	
� ,% F6G�� H��� 7�I���J� �����% DE� �? 5��+��� 	
� ,% K? DC�% ���

(���$;� (�4=� ,% KL M�N (��)��. 

������� 6Y���� =�Y E)�7+�� �	
 67��L: 

1(  ��H+�� Pj�PAP ��H+�� � ,X&���L 3�@����� 3�8�7WL 3�@����� PDP . 3�8�7W L" 3�@����� �	
 6pqL

 �4�� ��4�-�� �@����� 3�@�����<�U ��. 

2(  ��H+�� eG )�*+�� S�#�V )�*+�� =��V 6@��PEP. 

3(  ��H+�� 6@��PEP R��QZ�L <����L ��7����� �X]� 3��I P4 S�����>L O���� uH�I � ������ ¹��4 eG )�*+�� =�V 
�\�#��L. 

4(  =�V ���@ ������ ¹��4 ���XACML ��H+�� eG u�@��L PDP. 

5(  ��H+�� =���PDP ������ ¹��4 ;4 �\�#��L R��QZ�L <����L ��7����� �X?�� ��%�fZ� 3��+�� 6`. 

6(  ��H+�� ;4 3��+�� ������ ¹��4 =���PIP. 

7(  ��H+�� 6!�PIP�2����� 3��+�� x�8 . 

8(  ��H+�� ����PIP������ ¹��4 eG �2����� 3��+�� . 

O��P Q��R 

2 .O��P Q�R 

�����PEP

13.(�%�S���
(�%�S��� �%=N 

12.�'�A�8�3.Q�R

4 . Q���� ,� T��<�
5 .�$��� 7�U ��V8?(

10 .(�$P
11 . �'�A�8�� !��8

����� PDP !��"�� #�$%

�����PIP

����� PAP 

B��;� 

D�E��% �V�<�� 

9.B��;� W��X

8.Y$���6. Z��A�8�
 Y$��� 

1 .�8��"��
7c.B��;� (�$P

7b.�V�<�� (�$P

7a.[�E�;� (�$P
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9( �� � <���� �S�����> ������� ¹��4 E�������. 

10( L �2����� 3��+�� ������ ¹��4 6@��)S�����> ( ��H+�� eG <����PDP . ��H+�� ,l�H�LPDP��@����� . 

11(  ��H+�� ����PDP �2�?�@A� ���@ )�£ n�>���� ���J �X�% (������ ¹��4 eG. 

12(  ��H+�� O���� �2�?�@A� K�I eG �2�?�@A� ���@ ������ ¹��4 rl�sPEP . ��H+�� eG �2�?�@A� ����LPEP. 

13(  ��H+�� O*�PEP3�4�b��Z�2 . 

14(  ��H+�� �7�� )�*+��2 �} �)GPEP uj%�� ���% �AGL �<���� eG )�*+��2 )A 6-1�� � ��Y��� �	
 �Xo�.( 

3.7  ?���#�XACML 

 �B��� a77�XACML�*��D 3�H�#�� 3�\�2 P4 x17���  .8 �B��� «�@" rb��L ������ r¤> ;4 K�#���� �\�2 ;XACML7` �  6-1�� $#�
2-7 ���+�� �Xo� t	�� XACML����o�� �H�+�� �  . ������ ����LXACML C���� � XML ��H+�� E�>L 6>�2 S��4�oI S¤�pq �!� t	�� 

PDP . �@����� 3��YL ��YG �X��G 6�� m�� 3��+�� 	��� �JLXACML d2��� 6-z XPath� �  ���� 3��I 3��z�4 6-z L" �����
L u�����4 C{L u���
 ���4L �\�#�� L" R��QZ� L" <���� L" ��7����� �X]� r¤> ;4 a�+��)S�����> (�ª���" m�� �X]� . $2 	�*+��� rl�s /" =_L

 K�#���� �\�2 � a�+�� 6�pq) 6p4SAML ( ������ � a�+�� 6�pqLXACML .AL �*�` E��+�������� �	
 ���I ;7f 3���7��� �	� ���H�� � .
 �B��� 6�#J ;4 3A�y� ��2 � 6��&��� �	
 ,��LSMAL 6��&��� r�7��@� r¤> ;4 ��q�4 �H���2 XSLT)  ������ �oI�1999:C XSLT3W.( 

X.1142(06)_F7.2
 

 3�S��X.1142/2-7 �  '	�(��XACML 

 ��H+��PDP�4b�4 d �4 �@��@ 6�pq � F�z�#4 67���2   �B���2XACML .6��2 6�pq � F�z�#4 67�� �JL. 

1.3.7 �"���#� �<# =>&; 

 6-1�� � �@����� �B� E)�{ �Xo�3-7������� O
 �������� E)�7+�� 3�I�-4L : 

• '�8��H�� 

• '�@����� 

• 3�@����� �8�7W. 

�����XACML
policy.xml 

���	�� 
�� ��
  ������XACML/���
XML 

������PDP ���	�� 
�� ��� ������XACML/
 �������XML 
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X.1142(06)_F7.3

0..*

1

0..*0..*

1

0..1

1

1

1

1

1

0..*

1 0..*

1

0..*

1

1

1

0..*

1

0..1

11

1

1

1

0..*

1

0..*

1 1

 

�S�� 3X.1142/3-7 � ��	�(�� �;� V��W 

1.1.3.7 ������� 

�@����� � F�YL �B�" O
 F�8�H�� .AL AG �
<�*£ �Q��  r�?7�� �������� ���+��� �Y" ;7fXACML . �XQ��<G �8��H�� r<�#� O8����L
�4 �@��@ � .�ª����U «�@" x�8 F�8�H�� ,�H�L .�4" OX% �������� �ª�I�-4: 

• '��^� 

• '���� 

• ��1��. 

1.1.1.3.7 )>C	B�� P>Q 

3�8�7W ��^� ����: 

• '<����� 

• '��7����� 3�X]� 

• '3�R��QZ� 

• ��\�#�� 

�X��8 F�8�H�� K�#�� ���*�� m��L . �!+��� ��j�L<Condition>) ��o�� (��^� �X�j� m�� K�#���� ��I�-4G eG 6���*� . a!!�> �)GL
 x�8 K�#���� F�8�H����^� ;4 62�H�� /��-�� �	Y $�4 3����4 C{ 3�I��` P�� . ��H+�� KH&��LXACML PDP m�� 3¤2�H��� /" 

5����� ������ ;7f �\�#��L 3�R��QZ�L <�����L ��7����� 3�X]� 3��I � F�%���4 ��^� �
<�s . ;-[ ��¡ ��!*+4 ��^� ������L
 ��H+��PDP��2�H�� �8��H�� ���� r��% 6-12 K�#���� . 

������ ��	�

��	� ��!"#��
$������� 

����� %�&��� '�( 

)*! 
#! +��,- �.�� ��	� ��!"#��
������ 

0���1

2�3 �45 
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 �!+��� =�B� �JL<Target> ;4 <Rule> . �!+��� ��
 /�-�L<Rule> �!+��� ��
 �*I �
 °	��+8 <Policy>6��� . 

���>�< ��+2 � <���� ��{" ��2L <���� ,@� r�-z"L ��7����� �X]� ,@� r�-z" ��2 ,o�+�L . 6����� ,@� 6-1%X.500 ,@A� 6-zL 
IETF RFC 822 �7^ S¤p4 A �7+�2 ���7����� �X]� ,@A O4�o+�� 6-1�� ��+2 �&f�L ��+2 S�4�78 5��y� ,J� �7��� . ��oI 3����4 R�}"L

 3�*���UNIX 3�%����L URI��4�o+�� ��+#�� 3�) <���� ,@� r�-z� ��p4"  . �B��� K���LLXML��4�oI ��+2 t) <��� r�p4 . 

 ,@� S�j�" /�-� �S�4�78L �4 F�H8)�J���� F�H8 d (,@A� 6-1� ��4�oI ���Y ��+#�� ,o�+4 ,@� 6-z � . ,@A� /�-� S¤p4 ��	2L
"med.example.com" ������ =�Y IETF RFC 822 ����� S��4�oI S�}� IETF RFC 822 ��D � F<�Q��� ��IL��-�Z� ;�L�+��� �8�7W �l��� 

 |L��-�Z� �����med.example.com . �7�H��LXPath/XPointer �&+�� x�8 �X+8 ��� //xacml-context:Request/xacml-

context:Resource/xacml-context:ResourceContent/md:record/md:patient/ ��4�oI �7�J XPath/XPointer 
 �H����� � �H8 �8�7W ����XML. 

r����� N��� �+
L : ��H+�� ��*� /" OB#+� ��`PDPS�}� �4 �)G <���4 L" ��7���4 3�XQ �8�7W ����   � L" �@��@ ���@ � �Xh
ºF�H��� ���� P2���� O8�*�� v�*��� 6�pq L" ,@A� � �Y��� �%���� F�H��� 6�pq <�W u+4 ��B�� 6
L º=�V ���@ 

AL 6�#H�� �	
 ;4 F�H8 62�H� O��% /��` t" ��7����� 3�X]� ���Y � �Q�� .� �	-
L �8�7W eG S�7��< C7+�� �	
 R�}" 6� 

,@A� ��+2 � F<�¥� F�H��� eG ��2���� 3�X]� . ���hL � �J�L 3�8�*� /L< 3�X]� R�}" r�7��@� ��8 OB#+� ��) x�8 §R�+2L 

 6p4 �62�H��� ���hL � 62 tL�����"urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match" ���L 
"urn:oasis:names:tc:xacml:1.0:function:rfc822Name-equal." 

2.1.1.3.7 :6X��� 

 ,��H���2 �8��H�� Pf�L �X�J��� m�� ¯���+�� x�8 F�8�H�� d�0� r��"�� "F�8�H�� .�¸ /��Y���� /��7�H��L "N�7�4") "Permit ("L"��%�4 "
")Deny.(" 

3.1.1.3.7 P�Y�� 

�IA�2 d2��� ��o�� 6p[��^� �Xf��*� m�� 3������ ML�?�� F�8�H�� K�#�� ��I�-4Z �<" 6���*� ���� � .S�+-  ���� /�-� �	�L. 

2.1.3.7 �	�
��� 

A uI" �oY¤4 3������ K%�� E)�{ eG S�<�+�@� ;-[ ��o+�� 3�I��` $2 �8��H�� r<�#� ,�� . ��H+�� P7c ��	�LPAP ;7f �8��H�� 
�@��@ �4 .7�1�L x�8 �@����� 6P2�"O
 ������ 3�I�-4 : 

• '��^� 

• '�8��H�� P� ��4M���> ���
 ���4 

• '�8��H�� �8�7W 

• 3�4�b��A�. 

1.2.1.3.7 ��	�(�� P>Q 

 �!+��� t��s<PolicySet>L"  <Policy> L" <Rule> �B��� � XACML �!+8 x�8 <Target> ��7����� 3�X]� �8�7W <�s 
Z�L <�����L�X��8 K#�+� m�� 3�\�#��L 3�R��Q . ���4 N�!� �JL<PolicySet> L" <Policy> �!+��� ;8 <Target> �!+��� P2���� 

<PolicySet> L" <Policy> ���+��� eG S�<�+�@� �!+��� �	
 =�s L" �<Target> ���+��� � F<�Q��� <Policy>L <Rule>. 

AL  �B��� ����XACML��� =�s ��oI /��`  �!+<Target>�7X4����@� ;-[ $��H�+4 $�H��V ²�+
 ;-� ��H����� �	�  . �H����� �L
 �!+��� =�s �eL��<Target> �I�-7�� <PolicySet> L" <Policy> ��Q���� ")��Q���� �I�-�� (" ���+��� v�7W uI" x�8

<Target> ���+��� <PolicySet> L" <Policy> L" <Rule>��G r�¥�  �X")���>���� 3�I�-�� .("�4"  �!+��� =�&�% ��I�p�� �H����� �
<Target> ���+��� P�� PV�H� uI" x�8 ��Q���� �I�-7�� <Target>���>���� 3�I�-7�� .3L�*��� F���z $���y� � ,��H��� ¯���IL  : O*%

 �!+8 K#�+� eL�� ���y�<Target> ���J =�V 6` x�8 ��Q���� �I�-7��  �!+8 P4 x17��<Target> '6J�� x�8 F�Y�L ���>�< �I�-4 
¤% ���I�p�� ���y� � �4"  �!+��� K#�+�<Target> x17�� m�� ���H�� 3�#�V P4 �AG ��Q���� �I�-7��  ���+8 P4<Target> P�� � 

���>���� 3�I�-��. ���+��� ;4 �8�7W PV�H� /" eG F��zZ� ��cL <Target> L�#�  S����2 ��^� 3����4 E)�{ /�` �)G �AG O�78 d
S��#�I. 

 ��
 ;8 �@����� Pf�L �X�% �!*� m�� 3A�y� �L>�@�����< ���+8 �I�-4 6-� M�_ >F�8�H��< � >�@�����< �!+8 �*I ,j� m�� 
>��^�< �!+�` >�@��@< �!+��� �	� /" >��
< . ���+��� �	
 ���L>F�8�J< >��
< >@������<�X+7j�� m�� . 
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2.2.1.3.7 >C��B�� %�AM ��.N!��� 

 ���H�� �7�J /" t" ��@����� ,��H� �+8 3�I�-�� �8��J ,��H� ¯���I Pg7_ t	�� R��QZ� �8��H�� P�7c ��4M���> <��(Decision) �
<�� m�� 
 ��H+��PDP�7` �@����� �7�J O
 �2�?�@A� ���@ �   P�7c ��4M���> �
<���8��H�� .�4 �@��@ t��� �JL  x�8 ���� P�7c 3�7��4 x�8

�8��H�� P�7c ��4M���> 678. 

3.2.1.3.7 -	.�E��Z� 

3�4�b��A� ��2 ��j� /" �@����� Pf��� M�_. 

 ��HI ,�H� �4�+8LPDP�4 �@��@   ��H+�� eG 3�4�b��A� �	
 ��2 ���� ���% 3�4�b��� ;7j��PEP�2�?�@A� ���@ � . 

3.1.3.7 ��	�
��� ���� 

O
 ������ 3�I�-4 P2�" 3�@����� �8�7W ,j�L: 

• '��^� 

• '3�@����� P�7c ��4M���> ���
 ���4 

• '3�@����� �8�7W 

• 3�4�b��A�. 

1.3.1.3.7 -	�	�(�� %�AM ��.N!��� 

l7_ t	�� R��QZ� 3�@����� P�7c ��4M���> <�� 3�I�-�� 3�@��@ ,��H� ¯���I P ���H�� �7�J /" t" '3�@����� �8�7W ,��H� �+8
(Decision) ��H+�� �
<�� m�� PDP�7` 3�@����� �8�7W ,��H� �?��I O
 �2�?�@A� ���@ �  3�@����� P�7c ��4M���> �X%��� . �JL

3�@����� P�7c ��4M���> 678 x�8 ���� P�7c 3�7��4 x�8 3�@����� �8�7W t���. 

2.3.1.3.7 �-	.�E��Z 

3�@����� 3�8�7WL �I�-�� 3�@��@ �X+7j�� m�� ��� eG 3�4�b��� ��j� /" 3�@����� �8�7W Pf��� M�_. 

 ��H+�� ,l�H� �4�+8LPDP ��H+�� eG 3�4�b��A� �	
 ��2 ���� ���% 3�4�b��� ,j� 3�@��@ �8�7W PEP�X�2�?�@� ���@ � . 

4.7 �"���#� @�A�� �%�&B 

�bQ" ��2������4 d ������� 3��H*�� � F<����� 3������ ;4 R. 

1.4.7  �C6�#�<PolicySet> >��"��" �%&�D< 

 �!+���<PolicySet> �B��� �@��@ C�D � ������ ������ ;4 �!+8 �
 XACML .��>" 3�@��@L ��@��@ 3�8�7W ,`��� �
L .
 �!+8 � ��@��@ 3�8�7W E��<G ;-[L<PolicySet> ��8 �4G  �!+8 r�7��@�2 F�z�#4<PolicySet> r�7��@�2 F�z�#4 d �H���2 L" 

 �!+���<PolicySetIdReference> . �!+8 � 3�@��@ E��<G ;-[L<PolicySet>�4G ��8   �!+��� r�7��@�2 F�z�#4<Policy> 
 �!+��� F�z�#4 d �H���2 L"<PolicySetIdReference>. 

 �!+��� ,��H� ;-[L<PolicySet>������� �	
 � <�¥� ,��H��� R��QG �����@� =Q��� ���y� �	
 �L '. 

 �!+��� ,f �)GL<PolicySet> 6-z x�8 ��>" 3�@��@ L" ��@��@ 3�8�7W eG 3A�YG URL) <��7�� O4�oI PJ�4 <�U( ;-4" �
3A�YZ� �	
 6Y. 

 �!+��� � �Q���� 3�@�����L �@����� 3�8�7W P�7c =_L<PolicySet>  a�+�� �
<�s m�� ��4M����� �����@�2
PolicyCombiningAlgId . �!+��� ¹���L<PolicySet>  �!+�` S�4�q<Policy>3�@����� P�7c 3��4M���> P�� � . 

 �!+��� <�sL<Target> �!+��� K�#�� ���2�J <PolicySet>���J 3�#�V �8�7W x�8  . �!+��� �R¤� �)GL<Target>  �!+��� 6>�<
<PolicySet>  ��H+�� �����@� ;-4" �2�?�@A� ���@ P4PDP �!+��� <PolicySet>n�>���� ���H� �
)��� �+8 . 

 �!+��� ,j�L<Obligations> ��H+�� �X�%���� /" =_ m�� 3�4�b��A� ;4 �8�7W PEPn�>���� ���H2 ��#����  .� �)GL  ��H+�� ,X*�
PEP�b��A� �	
 ;4 t" � L" 3�4 �� R�%��� P���� �7` 67��� 	��+8 =_ ��  ��H+�� /"PDP �7�J 3<�8" "�%� "n�>���� ���J. 
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<xs:element name="PolicySet" type="xacml:PolicySetType"/> 
<xs:complexType name="PolicySetType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Description" minOccurs="0"/> 
  <xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/> 
  <xs:element ref="xacml:Target"/> 
  <xs:choice minOccurs="0" maxOccurs="unbounded"> 
   <xs:element ref="xacml:PolicySet"/> 
   <xs:element ref="xacml:Policy"/> 
   <xs:element ref="xacml:PolicySetIdReference"/> 
   <xs:element ref="xacml:PolicyIdReference"/> 
   <xs:element ref="xacml:CombinerParameters"/> 
   <xs:element ref="xacml:PolicyCombinerParameters"/> 
   <xs:element ref="xacml:PolicySetCombinerParameters"/> 
  </xs:choice> 
  <xs:element ref="xacml:Obligations" minOccurs="0"/> 
 </xs:sequence> 
 <xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/> 
 <xs:attribute name="Version" type="xacml:VersionType" default="1.0"/> 
 <xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���<PolicySet> �H��� C7+�� ;4 �
 PolicySetType. 

 �!+��� ,j�L<PolicySet>������� ���+���L 3��+�� : 

� PolicySetId] O4�b�G[ 

 �
���4��@��@ �8�7W  . ��H+�� ���L��4 ;7-�LPAP ��H+�� $�&f�L $�@��@ <�QL ��8 /�7f � PDP �*I /¤7� 
���^� ���4 .2 ��) KH&�� �JL ,@¤� ���&��� K#�4 C�D v�#��URN ����� L" URI . �8�7W ���
 ���4 /�` �)GL

 6-z � 3�@�����URL6&�� S¤2�J °	��+8 /�-� . 

� Version] 1.0=�B���2 [ 

3�@����� �8�7W ���I ,J� �
L. 

� PolicyCombiningAlgId] O4�b�G[ 

�� Pl7_ t	�� �@����� P�7c ��4M���> ���
 ���4 �
L 3�I�-<PolicySet>L <CombinerParameters> 
L<PolicyCombinerParameters>L <PolicySetCombinerParameters>. 

� <Description>] t���>[ 

3�@����� �8�79 6-z ��L �
L 

� <PolicySetDefaults>] t���>[ 

3�@����� �8�7W � �4������ =�B��� ,�J ;4 �8�7W . �!+��� K�#�� ���IL<PolicySetDefaults> 3�@����� �8�7W �
 
�4����. 

� <Target>] O4�b�G[ 

 �!+��� <�s<Target>���J 3�#�V �8�7W x�8 3�@��@ �8�7W K�#�� ���2�J . 

 ��&��4 �!*� �JL>3�@����� �8�7W< �!+��� ;8 <Target> ���+��� eG S�<�+�@� =�s �J L" <Target> ���+��� ��2���� 
<Policy>� �4G �X��G r�¥ v�7?7` �4GL PV�H�`. 

� <PolicySet>] ,J� t"[ 

3�@����� ;4 �8�79� �	
 �X+7j�� 3�@��@ �8�7W O
L. 

� <Policyt>] ,J� t"[ 

�	
 3�@����� �8�7W � �+7j��� �@����� O
L. 

� <PolicySetIdReference>] ,J� t"[ 

	
 � E��� /" =_ 3�@��@ �8�7W eG ���YG O
L �!+��� /�` �)GL 3�@����� ;4 �8�79� �<PolicySetIdReference> 
 PJ�4URL6&�� S¤2�J °	��+8 /�-� �J �. 
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� <PolicyIdReference>] ,J� t"[ 

3�@����� ;4 �8�79� �	
 � E��� /" =_ 3�@��@ �8�7W ���YG O
L . �!+��� /�` �)GL<PolicyIdReference> PJ�4 
URLS¤2�J /�-� �J �6&�� . 

� <Obligations>] t���>[. 

 ���+��� �8�7W ,j�L<Obligations> 

� <CombinerParameters>] t���>[ 

 ���+��� ;4 S��2��� ,j�L<CombinerParameters>. 

� <PolicyCombinerParameters>] t���>[ 

 ���+��� ;4 S��2��� ,j�L<CombinerParameter> �!+�� �#Y�!�� <Policy> L" <PolicyIdReference> 6>�< 
<PolicySet>. 

� <PolicySetCombinerParameters>] t���>[ 

 ���+��� ;4 S��2��� ,j�L<CombinerParameter> �!+�� �#Y�!�� <PolicySet> �!+8 L" 
<PolicySetIdReference> 6>�< <PolicySet>. 

2.4.7  �C6�#�<Description> 

 �!+��� ,j2<Description> ��1� S�*�L  �!+��� �Y<PolicySet>. L"<Policy> L" <Rule> . �!+���L<Description> �
 
 C��#�� C7+�� ;4xs:string. 

 <xs:element name="Description" type="xs:string"/> 

3.4.7  �C6�#�<PolicySetDefaults> 

 �!+��� <�s<PolicySetDefaults> �!+��� x�8 K#�+� m�� =�B��� ,�J <PolicySet>. 

<xs:element name="PolicySetDefaults" type="xacml:DefaultsType"/> 
<xs:complexType name="DefaultsType"> 
 <xs:sequence> 
  <xs:choice> 
   <xs:element ref="xacml:XPathVersion" minOccurs="0"/> 
  </xs:choice> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<PolicySetDefaults> �H��� C7+�� ;4 �
 DefaultsType. 

 �!+��� ,j�L<PolicySetDefaults>������� ���+��� : 

� <XPathVersion> ]t���>[ 

 ���+�� O
LXPath=�B���2 . 

4.4.7  �C6�#�<XPathVersion> 

 �!+��� <�s<XPathVersion> ������ ���I W3C XPath:1999 ���+��� �X�7���� m�� <AttributeSelector> �7��H�� ���h���L 
 �B��� x�8XPath�@����� � L" 3�@����� �8�7W � . 

<xs:element name="XPathVersion" type="xs:anyURI"/> 

 ����� /��+8LURI ����7�� W3C XPath:1999 �
 ""http://www.w3.org/TR/1999/Rec-xpath-19991116 . �!+��� /�-�L
<XPathVersion> 4�b�G �4���� �@����� L" 3�@����� �8�7W a7f �)G OXACML ���+��� <AttributeSelector>  L"

 �B��� x�8 �7��H�� ���h���XPath. 

5.4.7  �C6�#�<Target> 

 �!+��� �l���<Target> �8�7W 6��� �!+��� �X7�H� /" ���*� m�� ���H�� 3�#�V . �!+��� �Xo�L<Target> �!+8 v�*` 
<PolicySet>L <Policy> �!+�� v�*` �Xo� �JL <rule> .3�\�#��L 3�R��QZ�L <�����L ��7����� 3�X]� ������ ,j�L. 
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 �!+��� ,j�L<Target>  ���+��� ;4 S��2�� S��2���<Subjects>L <Resources>L <Actions>L <Environments> . O-�L
 �!+��� 6�" K#�+�<Target>¤� <�QL ���1� ���H�� =�V x�8  �!+��� ;4 ,�J 6` $2 6J�� x�8 �Y�L ½�_G �¨<Target> ,�H��L 

 �!+��� 62�H��<xacml-context:Request>. 

<xs:element name="Target" type="xacml:TargetType"/> 
<xs:complexType name="TargetType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Subjects" minOccurs="0"/> 
  <xs:element ref="xacml:Resources" minOccurs="0"/> 
  <xs:element ref="xacml:Actions" minOccurs="0"/> 
  <xs:element ref="xacml:Environments" minOccurs="0"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Target> �H��� C7+�� ;4 �
 TargetType. 

 �!+��� ,j�L<Target>������� ���+��� : 

� <Subjects>] t���>[ 

������ P4 ��7����� �X]� 3��I 62�H�2 ���> �*���4 O
L . P�f��4 P�� P4 S�7�¤�4 ��^� /�-� �!+��� �	
 5�� r�Y �L
��7����� 3�X]�. 

� <Resources>] t���>[ 

������ P4 <���� 3��I �¨¤�� �*���4 O
L .�� �	
 5�� r�Y �L<����� P�� P4 ��^� �R¤�� �!+�. 

� <Actions>] t���>[ 

������ P4 R��QZ� 3��I �¨¤�� �*���4 O
L .3�R��QZ� P�� P4 ��^� �R¤�� �!+��� �	
 5�� r�Y �L. 

� <Environments>] t���>[ 

������ P4 �\�#�� 3��I �¨¤�� �*���4 O
L . ��^� �R¤�� �!+��� �	
 5�� r�Y �L3�\�#�� P�� P4. 

6.4.7  �C6�#�<Subjects> 

 �!+��� ,j�<Subjects>S��2��� 4 S�--*4  ���+��� ;<Subjects>. 

<xs:element name="Subjects" type="xacml:SubjectsType"/> 
<xs:complexType name="SubjectsType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Subject" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Subjects> �H��� C7+�� ;4 SubjectsType. 

 �!+��� ,j�L<Subjects>������� ���+��� : 

� <Subject>] O4�b�G ��p`" L" �Y�L[ 

 F�H*�� �<�� �7`7.4.7. 

7.4.7  �C6�#�<Subject> 

 �!+��� ,j�<Subject>;4 S���2��� S��2���  ���+��� <SubjectMatch>. 

<xs:element name="Subject" type="xacml:SubjectType"/> 
<xs:complexType name="SubjectType"> 
 <xs:sequence> 
  <xs:element ref="xacml:SubjectMatch" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Subject>�� C7+�� ;4  �H�SubjectType. 

 �!+��� ,j�L<Subject>������� ���+��� : 

� <SubjectMatch>] �p`" L" �Y�L[ 

�W��� 3��+�� ,�JL =���� ���@ � ��7����� �X]� 3��I 3¤2�H� ;4 O�2��� P2��� �
L. 
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8.4.7  �C6�#�<SubjectMatch> 

 �!+��� ����<SubjectMatch>� �X]�2 ��!�4 3�I��` �8�7W  �!+��� � �¨¤��� a�I ,�J r¤> ;4 ��7���� 

<xacml-context:Subject>�W��� a�+�� �7�J P4 =���� ����� . 

<xs:element name="SubjectMatch" type="xacml:SubjectMatchType"/> 
<xs:complexType name="SubjectMatchType"> 
 <xs:sequence> 
  <xs:element ref="xacml:AttributeValue"/> 
  <xs:choice> 
   <xs:element ref="xacml:SubjectAttributeDesignator"/> 
   <xs:element ref="xacml:AttributeSelector"/> 
  </xs:choice> 
 </xs:sequence> 
 <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���L<SubjectMatch> �H��� C7+�� ;4 SubjectMatchType. 

 �!+��� ,j�L<SubjectMatch>������� ���+���L 3��+�� : 

� MatchId] O4�b�G[ 

�¨¤��� �*�hL <�s �
L . C7+�� ;4 a�+�� �	
 �7�J /�-� /" =_Lxs:anyURI�4 6�#J ;4 ��4�oI ,�J P4   F�H*�� � <��5.6.7. 

� <xacml:AttributeValue>] GO4�b�[ 

�W��� a�+�� �7�J O
L. 

� <SubjectAttributeDesignator>] O4�b�G ����>�[ 

 �!+8 � �p`" L" F�Y�L a�I �7�J �l���� �!+��� �	
 r�7��@� ;-[L<Subject>=���� ���@ ;4 . 

� <AttributeSelector> ]O4�b�G ����>�[ 

����p`" L" F�Y�L a�I �7�J ����� �!+��� �	
 r�7��@�  F��#8 OX�+� /" OB#+�L =���� ���@ � �XPath �!+8 � a�I eG 
<Subject>=���� ����� . 

9.4.7  �C6�#�<Resources> 

 �!+��� ,j�<Resources> ���+��� S�--*4 S��2��� <Resources>. 

<xs:element name="Resources" type="xacml:ResourcesType"/> 
<xs:complexType name="ResourcesType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Resource" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Resources> �H��� C7+�� ;4 ResourcesType. 

 �!+��� ,j�L<Resources>����� �!+��� : 

� <Resource>] O4�b�G ��p`" L" �Y�L[ 

*�� ��Q��4 xQ�� F�H10.4.7. 

10.4.7  �C6�#�<Resource> 

 �!+��� ,j�<Resource> ���+��� ;4 S���2��� S��2��� <ResourceMatch>. 

<xs:element name="Resource" type="xacml:ResourceType"/> 
<xs:complexType name="ResourceType"> 
 <xs:sequence> 
  <xs:element ref="xacml:ResourceMatch" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Resource> �H��� C7+�� ;4 �
 ResourceType. 
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 �!+��� ,j�L<Resource>����� �!+��� : 

� <ResourceMatch>] �p`" L" �Y�L[ 

�W��� 3��+�� ,�J P4 =���� ���@ � <���� 3��I 3¤2�H�� O�2��� P2��� �
L. 

11.4.7  �C6�#�<ResourceMatch> 

 �!+��� �l���<ResourceMatch> �!+��� � 3��+�� ,�J ��2�H4 r¤> ;4 <����2 ��!��� 3�I��-�� �8�7W 
<xacml-context:Resource>�W��� a�+�� �7�J P4 =���� ����� . 

<xs:element name="ResourceMatch" type="xacml:ResourceMatchType"/> 
<xs:complexType name="ResourceMatchType"> 
 <xs:sequence> 
  <xs:element ref="xacml:AttributeValue"/> 
  <xs:choice> 
   <xs:element ref="xacml:ResourceAttributeDesignator"/> 
   <xs:element ref="xacml:AttributeSelector"/> 
  </xs:choice> 
 </xs:sequence> 
 <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���L<ResourceMatch> �H��� C7+�� ;4 �
 ResourceMatchType. 

 �!+��� ,j�L<ResourceMatch>������� ���+���L 3��+�� : 

� MatchId ]O4�b�G[ 

�¨¤� �*�hL <�s �
L . C7+�� ;4 a�+�� �	
 ,�J /�-� /" =_Lxs:anyURI F�H*�� � F<����� ,�H�� 6�#J ;4 ��4�oI ,�J P4 �
5.6.7. 

� <xacml:AttributeValue>] O4�b�G[ 

�W�4 a�I �7�J. 

� <ResourceAttributeDesignator>] O4�b�G ����>�[ 

 �!+��� � �p`" L" F�Y�L a�I �7�J ���� � u4����@� ;-[L<Resource>=���� ����� . 

� <AttributeSelector> ]O4�b�G ����>�[ 

L" F�Y�L a�I �7�J ���� � u4����@� ;-[L=���� ���@ � �p`"  . F��#8 OX�+� /" OB#+�LXPath �!+��� � a�I � 
<Resource>=���� ����� . 

12.4.7  �C6�#�<Actions> 

 �!+��� ,j�<Actions> ���+��� S��--*� S��2��� <Action>. 

<xs:element name="Actions" type="xacml:ActionsType"/> 
<xs:complexType name="ActionsType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Action" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Actions> �H��� C7+�� ;4 ActionsType. 

 �!+��� ,j�L<Actions>����� �!+��� : 

� <Action> ]O4�b�G ��p`" L" �Y�L[ 

 F�H*�� ��Q��4 xQ��13.4.7. 

13.4.7  �C6�#�<Action> 

 �!+��� ,j�<Action> ���+��� ;4 S���2��� S��2��� <ActionMatch>. 

<xs:element name="Action" type="xacml:ActionType"/> 
<xs:complexType name="ActionType"> 
 <xs:sequence> 
  <xs:element ref="xacml:ActionMatch" maxOccurs="unbounded"/> 



20 ������� ITU-T  X.1142   (2006/06) 

 </xs:sequence> 
</xs:complexType> 

 �!+���L<Action> �H��� C7+�� ;4 ActionType. 

 �!+��� ,j�L<Action>����� �!+��� : 

� <ActionMatch>] �p`" L" �Y�L[ 

 F�H*�� �oI� ��W��� a�+�� ,�JL =���� ���@ � R��QZ� 3��I 3¤2�H� ;4 O�2��� P2��� �
L14.4.7. 

14.4.7  �C6�#�<ActionMatch> 

 �!+��� �l���<ActionMatch> �!+��� � 3��+�� ,�J ��2�H4 r¤> ;4 R��QZ�2 ��!�4 3�I��` �8�7W 
<xacml-context:Action>�W��� a�+�� �7�J P4 =���� ����� . 

<xs:element name="ActionMatch" type="xacml:ActionMatchType"/> 
<xs:complexType name="ActionMatchType"> 
 <xs:sequence> 
  <xs:element ref="xacml:AttributeValue"/> 
  <xs:choice> 
   <xs:element ref="xacml:ActionAttributeDesignator"/> 
   <xs:element ref="xacml:AttributeSelector"/> 
  </xs:choice> 
 </xs:sequence> 
 <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���L<ActionMatch> �H��� C7+�� ;4 �
 ActionMatchType. 

 �!+��� ,j�L<ActionMatch>������� ���+���L 3��+�� : 

� MatchId] O4�b�G[ 

�¨¤��� �*�hL <�s �
L . C7+�� ;4 a�+�� �	
 �7�J /�-� /" =_Lxs:anyURI F�H*�� � F<����� ,�H�� 6�#J ;4 ��4�oI ,�J P4 
5.6.7. 

� <xacml:AttributeValue> ]O4�b�G[ 

�W�4 a�I �7�J. 

� <ActionAttributeDesignator>] O4�b�G ����>�[ 

 �!+��� � �p`" L" F�Y�L a�I �7�J �l��� � u4����@� ;-[<Action>=���� ����� . 

� <AttributeSelector>] O4�b�G ����>�[ 

� �p`" L" F�Y�L a�I �7�J �l��� � u4����@� ;-[=���� ���@  . F��#��� OX�+� /" OB#+�LXPath �!+��� � a�I � 
<Action>������ . 

15.4.7  �C6�#�<Environments> 

 �!+��� ,j�<Environments> ���+��� S��-�-*� S��2��� <Environment>. 

<xs:element name="Environments" type="xacml:EnvironmentsType"/> 
<xs:complexType name="EnvironmentsType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Environment" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Environments> �H��� C7+�� ;4 �
 EnvironmentsType. 

 ,j�LEnvironments����� �!+��� : 

� <Environment>]  ��p`" L" �Y�LO4�b�G[ 

 F�H*�� �oI�16.4.7. 
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16.4.7  �C6�#�<Environment> 

 �!+��� ,j�<Environment> ���+��� S���2��� S��2��� <EnvironmentMatch>. 

<xs:element name="Environment" type="xacml:EnvironmentType"/> 
<xs:complexType name="EnvironmentType"> 
 <xs:sequence> 
  <xs:element ref="xacml:EnvironmentMatch" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Environment> �H��� C7+�� ;4 �
 EnvironmentType. 

 �!+��� ,j�L<Environment>����� �!+��� : 

� <EnvironmentMatch>] �p`" L" �Y�L[ 

3��I 3¤2�H� ;4 O�2��� P2��� �
L�W��� 3��+�� ,�JL =���� ���@ � �\�#�� . 

17.4.7  �C6�#�<EnvironmentMatch>  

 �!+��� �l���<EnvironmentMatch>�4 �\�2   �!+��� � 3��+�� ,�J ��2�H4 r¤> ;4<xacml-context:Environment> ����� 
�W��� a�+�� �7�J P4 =����. 

<xs:element name="EnvironmentMatch" type="xacml:EnvironmentMatchType"/> 
<xs:complexType name="EnvironmentMatchType"> 
 <xs:sequence> 
  <xs:element ref="xacml:AttributeValue"/> 
  <xs:choice> 
   <xs:element ref="xacml:EnvironmentAttributeDesignator"/> 
   <xs:element ref="xacml:AttributeSelector"/> 
  </xs:choice> 
 </xs:sequence> 
 <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���<EnvironmentMatch> �H��� C7+�� ;4 �
 EnvironmentMatchType. 

 �!+��� ,j�L<EnvironmentMatch>������� ���+���L 3��+�� : 

� MatchId] O4�b�G[ 

�¨¤� �*�hL <�s �
L . C7+�� ;4 a�+�� �	
 �7�J /�-� /" OB#+�Lxs:anyURI F�H*�� � F<����� ���` ��4�oI ,�J P4 5.6.7. 

� <xacml:AttributeValue>] O4�b�G[ 

�W�4 a�I �7�J. 

� <EnvironmentAttributeDesignator>] O4�b�G ����>�[ 

 �!+��� � �p`" L" F�Y�L a�I �7�J �l��� � u4����@� ;-[<Environment>=���� ����� . 

� <AttributeSelector> ]O4�b�G ����>�[ 

�L a�I �7�J ���� � u4����@� ;-[=���� ���@ � �p`" L" F�Y . F��#��� OX�+� /" OB#+�LXPath �!+��� � a�I eG 
<Environment>=���� ����� . 

18.4.7  �C6�#�<PolicySetIdReference> 

 �!+��� ������<PolicySetIdReference> �!+8 eG ���YZ� � <PolicySet>���^� �l��4 r¤> ;4  . /�` �)GL
<PolicySetIdReference> S��J�4 URL �!+��� � u�Y °	��+8 ;-[ <PolicySet> . eG 3�@��@ �8�7W ���YG 6��� ���� ;-�

A ��2�H�� 3�@����� �8�7W ������� �	
 ���I ;7f PH�. 

<xs:element name="PolicySetIdReference" type="xacml:IdReferenceType"/> 
xs:complexType name="IdReferenceType"> 
 <xs:simpleContent> 
  <xs:extension base="xs:anyURI"> 
   <xs:attribute name="xacml:Version" type="xacml:VersionMatchType" 
   use="optional"/> 
   <xs:attribute name="xacml:EarliestVersion" 
type="xacml:VersionMatchType" use="optional"/> 
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   <xs:attribute name="xacml:LatestVersion" 
type="xacml:VersionMatchType" use="optional"/> 
  </xs:extension> 
 </xs:simpleContent> 
</xs:complexType> 

 �!+���<PolicySetIdReference> �H��� C7+�� ;4 �
 xacml:IdReferenceType. 

 C7+�� P@��LIdReferenceType C7+�� xs:anyURI ������� 3��+�� r�7��@�2: 

� Version ]O4�b�G[ 

�X��G r�¥� 3�@����� �8�7W ���+� �¨¤��� F��#8 <�s �
L. 

� EarliestVersion ]t���>[ 

 F��#8 <�s�X��G r�¥� 3�@����� �8�79 ���#H4 ���I rL� �¨¤���. 

� LatestVersion] t���>[ 

�X��G r�¥� 3�@����� �8�79 ���#H4 ���I �>® �¨¤��� F��#8 <�s. 

 �!+��� � 3��+�� �	
 ;4 �8�7W t" �Q��� ;-[L<PolicySetIdReference>��G r�¥� 3�@����� �8�7W ,�¤� /" =_L  P�� �X
3���#��� .A 3��+�� �	
 ;4 t" <�QL ��8 r�Y �L 3�@����� �8�7W ;4 ���I t" 6#H� . OB#+� �7�¤4 ���I ;4 �p`" <�QL r�Y �L

�X��Y" �����@�. 

19.4.7  �C6�#�<PolicyIdReference> 

 �!+��� ������PolicyIdReference> �!+��� eG ���YZ� � <Policy>
 ���4 r�7��@�2 u��� . �!+��� /�` �)GL
<PolicyIdReference> S��J�4 URL �!+��� � u�Y °	��+8 ;-4" �<Policy> . ��2�H�� �@����� eG �@��@ ���YG 6��� ���� ;-�L

A ������� �	
 ���I ;7f PH�. 

<xs:element name="PolicyIdReference" type="xacml:IdReferenceType"/> 

 �!+���L<PolicyIdReference> �H��� C7+�� ;4 �
 xacml:IdReferenceType. 

20.4.7  �C6��# E��F E;VersionType 

3�@����� �8�7W L" �@����� ���I ,J� C7+�� �	
 ���+8 ,j�. 

<xs:simpleType name="VersionType"> 
 <xs:restriction base="xs:string"> 
  <xs:pattern value="(\d+\.)*\d+"/> 
 </xs:restriction> 
</xs:simpleType> 

�7�% 6!*� ���1��� ��J��� ;4 P2��� � ���+�� ,J� ;8 ���L  ��HI �X+�2(.) . �4¤��� 6pqL'd+'�p`" L" �Y�L t�18 ,J� ;4 S��2��� . 

21.4.7  �C6��# E��F E;VersionMatchType 

���+�� ,J� 62�H� FbQ�4 F�Y�4 F��#8 C7+�� �	
 ���+8 ,j� .2�H�L ���#H��L �X��G r�¥� 3�@����� �8�7W L" �@����� ;4 S���I F��#��� 6
3�@����� �8�7W L" �@����� eG ���YZ� � �XQ��<Z. 

<xs:simpleType name="VersionMatchType"> 
 <xs:restriction base="xs:string"> 
  <xs:pattern value="((\d+|\*)\.)*(\d+|\*|\+)"/> 
 </xs:restriction> 
</xs:simpleType> 

 �4¤���2 ·�+�� 3¤2�H� $2 6!*�L '.'·�+�� ;4 ����@ 6p4 .�z�#4 O7J� 62�H� ,J��� 6p[L . �4¤���%A '*' �¾�� ��YL ,J� t" /" ��� 
 �4¤���LA '+'�y�� ������4 ��J�" t"L ,J� t" /"  .��� �7�¤4 ������� ��2��� E)�7+�� /�-� �H����� �	�L ·�+�� ���'1.2.3': '1.2.3' �

'1.*.3' �'1.2.*'L '1.+'. 

22.4.7  �C6�#�<Policy> 

 �!+��� <Policy> ��H+�� eG ��H� /��` �B�" �
PDP,��H��� ���� . 

 �!+��� ,��H� ;-[L<Policy> ���y� �	
 �L  F�H*�� � <�¥� ,��H��� R��QG �����@� OB#+�10.6.7. 
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 �������� 3�I�-��L ���+��� O
 �!+��� �	^<Target>L <Rule>L <CombinerParameters> 
L<RuleCombinerParameters>L <Obligations> a�+��L �RuleCombiningAlgId. 

 �!+��� �l���L<Target> �!+��� K�#�� ���2�J <Policy>���H�� 3�#�V ;4 �8�7W x�8  . �!+��� �R¤� �)GL<Target> � <�Q��� 
 �!+���<Policy> ��H+�� �����@� ;-4" =���� ���@ PDP �!+��� <Policy>n�>���� ���J �
)��� � . 

 �!+��� ,j�L<Policy> ;��!+��� $2 3������ ;4 S��2��� <VariableDefinition>L <Rule>. 

�!+��� � F<�Q��� �8��H�� P�7c =_L <Policy> a�+�� �
<�s m�� ��4M����� r�7��@�2 RuleCombiningAlgId. 

 �!+��� ,j�L<Obligations>�� O*� /" =_ 3�4�b��� �8�7W   ��H+��PEPn�>���� ���H2 ��#���� . 

<xs:element name="Policy" type="xacml:PolicyType"/> 
<xs:complexType name="PolicyType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Description" minOccurs="0"/> 
  <xs:element ref="xacml:PolicyDefaults" minOccurs="0"/> 
  <xs:element ref="xacml:CombinerParameters" minOccurs="0"/> 
  <xs:element ref="xacml:Target"/> 
  <xs:choice maxOccurs="unbounded"> 
   <xs:element ref="xacml:CombinerParameters" minOccurs="0"/> 
   <xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/> 
   <xs:element ref="xacml:VariableDefinition"/> 
   <xs:element ref="xacml:Rule"/> 
  </xs:choice> 
  <xs:element ref="xacml:Obligations" minOccurs="0"/> 
 </xs:sequence> 
 <xs:attribute name="PolicyId" type="xs:anyURI" use="required"/> 
 <xs:attribute name="Version" type="xacml:VersionType" default="1.0"/> 
 <xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���L<Policy> �H��� C7+�� ;4 �
 PolicyType. 

 �!+��� ,j�L<Policy>������� ���+���L 3��+�� : 

� PolicyId] O4�b�G[ 

�@����� ���
 ���4 . ��H+�� ���L��4 ;7-�LPAP ��H+�� ;4 /�����4 /��@��@ 67� �A" /�7f � PDP���^� ���4 �*I  .
 C�D v�#�� r¤> ;4 ��) K�H� ;-[LURN L" URI���&��� K#�4  .��
 ���4 	�� �)GL PJ�4 6-z �@����� �URL ;-[ 

u�Y °	��+8. 

� Version] 1.0=�B���2 [ 

�@����� ���I ,J�. 

� RuleCombiningAlgId] O4�b�G[ 

 3�I�-�� P�7c � u4����@� =_ t	�� �8��H�� P�7c ��4M���> ���4 �
L<Policy>L <CombinerParameters> 
L<RuleCombinerParameters>. 

� <Description> ]>t���[ 

�@����� �Y 6-z ��L. 

� <PolicyDefaults>] t���>[ 

�@����� � �X4����@� ;-[ m�� =�B��� ,�J ;4 �8�7W <�s . �!+��� K�#�� ���IL<PolicyDefaults>�4���� �@����� �
 . 

� <CombinerParameters> ]t���>[ 

�8��H�� P�7c ��4M���> �X4����� 3�7��4 ;4 P2���. 

� <RuleCombinerParameters>] t���>[ 

�8��H�� P�7c ��4M���> �X4����� 3�7��4 ;4 P2���. 
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� <Target> ]O4�b�G[ 

 �!+��� <�s<Target> �!+8 K�#�� ���2�J <Policy>3����J 3�#�V �8�7W x�8 . 

 �!+��� ��&��� M�_L<Policy> �!+��� ;8 �!*� /" <Target>+��� eG S�<�+�@� u2��Y ;-[ L"  ���<Target> ���+��� 
<Rule>�8�7?7` L" PV�H�` �X��G r�¥� . 

� <VariableDefinition> ]<�8 t"[ 

�X�% d#�� <�_G ;-[ F�8�J � /�-4 t" ;4 �X��G ���YZ� ;-[ �`��14 ���hL ������. 

� <Rule> ]<�8 t"[ 

 a�+�� S�H%L �X��7c =_ �8��J P2���RuleCombiningAlgId .+�� =_L ���+��� �X�% �R¤�� m�� �8��H�� � �o<Target> 
���H�� =�V P4 .�4" A m�� �8��H��  ���+8 �X�% �R¤��<Target>�X�
�c OB#+�% ���H�� =�V P4 . 

� <Obligations> ]t���>[ 

�� O*� /" OB#+� m�� 3�4�b��A� ;4 O�2��� P2���  ��H+��PEPn�>���� ���H2 ��#���� . 

23.4.7 � �C6�#<PolicyDefaults> 

 �!+��� <�s<PolicyDefaults> �!+��� x�8 K#�+� m�� =�B��� ,�J <Policy>. 

<xs:element name="PolicyDefaults" type="xacml:DefaultsType"/> 
<xs:complexType name="DefaultsType"> 
 <xs:sequence> 
  <xs:choice> 
   <xs:element ref="xacml:XPathVersion" minOccurs="0"/> 
  </xs:choice> 
 </xs:sequence> 
</xs:complexType> 

 �!+���<PolicyDefaults> �H��� C7+�� ;4 �
 DefaultsType. 

 �!+��� ,j�L<PolicyDefaults>����� �!+��� : 

� <XPathVersion>] t���>[ 

���I XPath=�B���2 . 

24.4.7  �C6�#�<CombinerParameters> 

H+� �!+��� 6<CombinerParameters>�8��J L" 3�@��@ P�7c ��4M���> eG 3�7���� . 

 ���+8 F�8 3<�L �)GL<CombinerParameters> �!+�� ��L��4 ���� ���% ��@����� �8�79� L" �@����� �*I ;7f 
<CombinerParameters> 3��2����� P�� 6���� ,j� �Y�L <CombinerParameters>� m��  ���+��� P�� �X+7j�
<CombinerParameters> ���+��� ��Xh =���� x�8 ¦%�� ��¡ S�H2�@ F��`	�� <CominberParameters> ���+��� 6���� � 
<CombinerParameter>. 

 ���+�� /" eG F��zZ� ��cL2.0 XACML�X�% F<�U P�7c ��4M���> t" 3�7��4 Pj� . 

<xs:element name="CombinerParameters" type="xacml:CombinerParametersType"/> 
<xs:complexType name="CombinerParametersType"> 
 <xs:sequence> 
  <xs:element ref="xacml:CombinerParameter" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���<CombinerParameters>
 C7+�� ;4 � CombinerParameterType 

 �!+��� ,j�L<CombinerParameters>����� �!+��� : 

� <CombinerParameter> ]<�8 t"[ 

F�Y�L �7��4. 

 �!+��� d%��L<CombinerParameters>t���> . 
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25.4.7  �C6�#�<CombinerParameter> 

 �!+��� 6H+�<CombinerParameter>c ��4M���� F�Y�L �7��4 �8��H�� L" 3�@����� P�7. 

<xs:element name="CombinerParameter" type="xacml:CombinerParameterType"/> 
<xs:complexType name="CombinerParameterType"> 
 <xs:sequence> 
  <xs:element ref="xacml:AttributeValue"/> 
 </xs:sequence> 
 <xs:attribute name="ParameterName" type="xs:string" use="required"/> 
</xs:complexType> 

 �!+���L<CombinerParameter> C7+�� ;4 �
 CombinerParameterType. 

 �!+��� ,j�L<CombinerParameter>$������ $��+�� : 

� ParameterName ]O4�b�G[ 

�7���� ���
 ���4. 

� AttributeValue] O4�b�G[ 

�7���� �7�J. 

 d%��L �!+���<CombinerParameter>t���> . 

26.4.7  �C6�#�<RuleCombinerParameters>  

 �!+��� 6H+�<RuleCombinerParameters>�4 �@��@ ;7f �+��4 F�8�H� �#Y�!�� 3�7����  �8��J P�7c ��4M���> eG. 

 �!+8 6` K%�� /" =_L<RuleCombinerParameters>�@����� �*I �X7j� F�8�H2  .)GL ���+8 F�8 a��Y" �
<RuleCombinerParameters> �Y�L �!+8 ��0`L ���� ���% �F�8�H�� �*I eG <RuleCombinerParameters> 6���� ,j� 

 3��2����� P��<CombinerParameters> ���+��� �X7j� m�� <RuleCombinerParameters> x�8 ¦%�s ��¡ S�H2�@ F��`	�� 
 ���+��� ��Xh =����<RuleCombinerParameters> ���+��� 6���� � <CombinerParameter>. 

 ���+�� /" eG F��zZ� ��cLXACML 2.0A  �X�% F<�¥� �8��H�� P�7c 3��4M���> ;4 t" 3�7��4 Pj�. 

<xs:element name="RuleCombinerParameters" 
type="xacml:RuleCombinerParametersType"/> 
<xs:complexType name="RuleCombinerParametersType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:CombinerParametersType"> 
   <xs:attribute name="RuleIdRef" type="xs:string" use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+��� ,j�L<RuleCombinerParameters>����� �!+��� : 

� RuleIdRef] O4�b�G[ 

 �!+��� ���4 �
L<Rule>�@����� � <�Q��� . 

 �!+��� d%��L<RuleCombinerParameters>A �4�+8 �AG t���>  Pg79� 3�7��4 �%���. 

27.4.7  �C6�#�<PolicyCombinerParameters> 

 �!+��� 6H+�<PolicyCombinerParameters>�4 �@���� �#Y�!�� 3�7����   P�7c ��4M���> eG 3�@��@ �8�7W ;7f
3�@�����. 

 �!+8 6` K%�� /" =_L<PolicyCombinerParameters>3�@����� �8�7W �*I �X7j� �@���2  . ���+8 F�8 a��Y" �)GL
<PolicyCombinerParameters> S��!+8 ���� ���% �@����� �*I eG <PolicyCombinerParameters> S¤���� ,j� S��Y�L 

 3��2����� P�� ;4<CombinerParameters> ���+��� P�� � <�Q��� <PolicyCombinerParameters> �¿ x�8 S�*I� F��`	�� 
 ���+��� ��Xh =���� x�8 u�% ¦%�s<PolicyCombinerParameters> ���+��� 6���� � <CombinerParameter>. 
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��zZ� ��cL ���+�� /" eG FXACML 2.0A  �X�% F<�¥� �@����� P�7c 3��4M���> ;4 t" 3�7��4 Pj�. 

<xs:element name="PolicyCombinerParameters" 
type="xacml:PolicyCombinerParametersType"/> 
<xs:complexType name="PolicyCombinerParametersType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:CombinerParametersType"> 
   <xs:attribute name="PolicyIdRef" type="xs:anyURI" 
use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<PolicyCombinerParameters> �H��� C7+�� ;4 �
 PolicyCombinerParametersType. 

L �!+��� ,j�<PolicyCombinerParameters>������� ���+��� : 

� PolicyIdRef ]O4�b�G[ 

�
L �!+��� ���4 <Policy> �!+��� �7�J L" <PolicyIdReference>3�@����� �8�7W � <�Q��� . 

 �!+��� d%��L<PolicyCombinerParameters>�4 t���>  A �4�+8 ��8 P79� 3�7��4 �%���. 

28.4.7  �C6�#�<PolicySetCombinerParameters> 

 �!+��� 6H+�<PolicySetCombinerParameters> ��4M���> eG 3�@��@ �8�7W ;7f �+��4 3�@��@ �8�79 �#Y�!4 3�7��4 
3�@����� P�7c. 

 �!+8 6` K%�� /" =_L<PolicySetCombinerParameters>@����� �8�7W �*I ;7f F<�Q�4 3�@��@ �8�7?£ 3� . �)GL
 ���+8 F�8 a��Y"<PolicySetCombinerParameters>  ��!+8 ���� ���% 3�@����� �8�7W �*I eG

<PolicySetCombinerParameters> 3��2��� P�� ;4 S¤���� ,j� S��Y�L <PolicySetCombinerParameters> F<�Q��� 
<CombinerParameters> ���+��� P�� � F<�Q��� <PolicySetCombinerParameters> x�8 ¦%�s �¿ x�8 S�*I� F��`	�� 

 ���+��� ��Xh =����<PolicySetCominberParameters> ���+��� 6���� � <CombinerParameter>. 

 ���+�� /" eG F��zZ� ��cLXACML 2.0A  �X�% F<�¥� 3�@����� P�7c 3��4M���> ;4 t" 3�7��4 <��. 

<xs:element name="PolicySetCombinerParameters" 
type="xacml:PolicySetCombinerParametersType"/> 
<xs:complexType name="PolicySetCombinerParametersType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:CombinerParametersType"> 
   <xs:attribute name="PolicySetIdRef" type="xs:anyURI" 
use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<PolicySetCombinerParameters> �H��� C7+�� ;4 �
 PolicySetCombinerParametersType. 

 �!+��� ,j�L<PolicySetCombinerParameters>����� �!+��� : 

� PolicySetIdRef] O4�b�G[ 

 �!+8 ���4 �
L<PolicySet> �7�J L" <PolicySetIdReference>3�@����� �8�7W �X7j� . 

��L �!+��� d%�� �<PolicySetCombinerParameters>AG S�����>  P79� 3�7��4 �%�� ��8 r�Y �. 

29.4.7  �C6�#�<Rule> 

 �!+��� <�s<Rule>�@����� � �*����� �8��H��  . /��!+��� O
 �!+��� �	^ �������� 3�I�-��L<Target>L <Condition> a�+��L 
Effect. 

 �!+8 ,��H� ;-[L<Rule> F�H*�� � <�¥� ,��H��� R��QG r�7��@� =_ ���y� �	
 �L �9.6.7. 

<xs:element name="Rule" type="xacml:RuleType"/> 
<xs:complexType name="RuleType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Description" minOccurs="0"/> 
  <xs:element ref="xacml:Target" minOccurs="0"/> 
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  <xs:element ref="xacml:Condition" minOccurs="0"/> 
 </xs:sequence> 
 <xs:attribute name="RuleId" type="xs:string" use="required"/> 
 <xs:attribute name="Effect" type="xacml:EffectType" use="required"/> 
</xs:complexType> 

 �!+���L<Rule>�� ;4 �
  �H��� C7+RuleType. 

 �!+��� ,j�L<Rule>������� ���+���L 3��+�� : 

� RuleId] O4�b�G[ 

F�8�H�� �	
 ���
 ���� ����@. 

� Effect] O4�b�G[ 

F�8�H�� ��" .�4G O
 a�+�� �	
 �7�JL "N�7�4 "�4GL "��%�4." 

� <Description>] t���>[ 

F�8�H�� �Y 6-z ��L. 

� <Target>] t���>[ 

����L �!+���2 ���*� m�� 3����H�� 3�#�V �8�7W <Rule>�X7�H� /"  . ��
 /�% �!+��� �	
 OB�" �)GL<Rule> �<�&�@ 
 �!+���<Target> �!+��� � E���� <Policy> . F�H*�� �oI� 6���*��� ;4 ��b�6.6.7. 

– <Condition>] t���>[ 

 F�8�H�� S�H%L uVL�12 R�%��� $��� t	�� <�+@¬� =_ �7�H�� � <�&�� /"Effect. 

30.4.7  E��F E;EffectType 

 C��#�� C7+�� ����EffectType a�+�� �� N�7��� ,�H�� Effect �!+��� � <Rule> a�+��L FulfillOn �!+��� � 
<Obligation>. 

<xs:simpleType name="EffectType"> 
 <xs:restriction base="xs:string"> 
  <xs:enumeration value="Permit"/> 
  <xs:enumeration value="Deny"/> 
 </xs:restriction> 
</xs:simpleType> 

31.4.7  �C6�#�<VariableDefinition> 

 �!+��� ������<VariableDefinition> �!+��� �X��G 6�s /" ;-[ �7�J ���� � <VariableReference> . u��+� x���� ,@A�L
VariableId" =_  a�+�� � �Xo� �AVariableId �!+8 t� P2���� <VariableDefinition>���¥� �@����� ;7f �>�  . M�_L

 �!+���<VariableDefinition> S��!+8 ,j� /" <VariableReference> �!+8 ���� ���y� �	
 � $��� uI" d �<�U d 
<VariableDefinition>�7�% 62�H4  � �@����� � ��2���¥ . ���+��� P�7c M�_L<VariableDefinition> L" ��#�� �Xj�2 P4 

���¥� �@����� � �X�Q�4 5�J �X�fL M�_ .A �JL  �!+��� PQ�4 t" �%���<VariableDefinition>u� �%��� �J L"   L" �Y�L PQ�4
�p`". 

<xs:element name="VariableDefinition" type="xacml:VariableDefinitionType"/> 
<xs:complexType name="VariableDefinitionType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Expression"/> 
 </xs:sequence> 
 <xs:attribute name="VariableId" type="xs:string" use="required"/> 
</xs:complexType> 

 �!+���L<VariableDefinition>� C7+�� ;4 �
  �H��VariableDefinitionType .������� 3��+��L ���+��� ,j�L: 

� <Expression>] O4�b�G[ 

 �H��� C7+�� ;4 �!+8 t" �
LExpressionType. 

� VariableId] O4�b�G[ 

dB��� ������� ,@�. 
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32.4.7  �C6�#�<VariableReference> 

 �!+��� ������<VariableReference>�J eG ���YZ� �  �!+��� �*I ;7f F<�U �7<Policy>C�¥�  . �!+��� 6�sL
<VariableReference> �!+��� eG <VariableDefinition> �7X���+� �7�H�� ����@ tL��� r¤> ;4 VariableId . =_L

 �!+8 �Q�� /"<VariableDefinition> �!+��� �*I 6>�< CH% �Y�L <Policy> u��G 6�s t	�� C�¥� 
<VariableReference> . ���+��� ;4 �p`" L" �Y�L �*� �Q�� �JL<VariableReference> �!+��� �*I eG 6�� 
<VariableReference>. 

<xs:element name="VariableReference" type="xacml:VariableReferenceType" 
substitutionGroup="xacml:Expression"/> 
<xs:complexType name="VariableReferenceType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:ExpressionType"> 
   <xs:attribute name="VariableId" type="xs:string" use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<VariableReference> �H��� C7+�� ;4 �
 VariableReferenceType �H��� C7+�� eG ��L�2 O7�+� t	�� 
ExpressionType. �!+��� 6���2 �8�7W ;4 RbQ �
L <Expression> . �!+��� �Xo� /" M�_L<VariableReference> t" � 

 �!+��� u�% �Xo� /�-4<Expression>C���� � . 

 �!+��� ,j�L<VariableReference>����� a�+�� : 

� VariableId] O4�b�G[ 

 �!+8 � F<�¥� �7�H�� eG ���YZ� � ������� ,@A� �
L<VariableDefinition>. 

33.4.7  �C6�#�<Expression> 

A  �!+��� ������<Expression>�4 �@��@ � F�z�#4  . ������ ���	<Expression> 
���� ��� ������ �� 
ExpressionType��� �� ����� ����	  ������ ����� �<Expression>!"#�� �$%&� . 

<xs:element name="Expression" type="xacml:ExpressionType" abstract="true"/> 
<xs:complexType name="ExpressionType" abstract="true"/> 

#�&'	  ������ ����� ���� #$�() *�� �+#���� ,-�<Expression>: 

<Apply> L<AttributeSelector>	 <AttributeValue>	 <Function> L<VariableReference> /
<ActionAttributeDesignator> L<ResourceAttributeDesignator>	 <SubjectAttributeDesignator> 

	<EnvironmentAttributeDesignator>. 

34.4.7  �C6�#�<Condition> 

 �!+���<Condition>X]� 3��I � ��IA�2 �*�hL 3��I ���hL L" �\�#��L R��QZ�L <����L ��7����� �. 

<xs:element name="Condition" type="xacml:ConditionType"/> 
<xs:complexType name="ConditionType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Expression"/> 
 </xs:sequence> 
</xs:complexType>  

 �!+��� ,j�L<Condition> �!+8 <Expression> �!+��� v�Q� 3����4 C{ /�-� /" ��z S��Y�L <Expression> :
"http://www.w3.org/2001/XMLSchema#boolean". 

35.4.7  �C6�#�<Apply> 

 �!+��� ���<Apply>�4 ���< K�#��   �X??Y x�8)������ 3�dB�4 (�*�hL R��I d*1� �����2L . �!+��� K�#�� ;-[L<Apply> t" x�8 
 �!+��� 6���2 �8�7W ;4 R�bQ" ���7c<Expression>. 

<xs:element name="Apply" type="xacml:ApplyType" 
substitutionGroup="xacml:Expression"/> 
<xs:complexType name="ApplyType"> 
 <xs:complexContent> 
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  <xs:extension base="xacml:ExpressionType"> 
   <xs:sequence> 
    <xs:element ref="xacml:Expression" minOccurs="0" 
maxOccurs="unbounded"/> 
   </xs:sequence> 
   <xs:attribute name="FunctionId" type="xs:anyURI" use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<Apply>+�� ;4 �
  �H��� C7ApplyType. 

 �!+��� ,j�L<Apply>������� ���+���L 3��+�� : 

� FunctionId ]O4�b�G[ 

¯?y� x�8 K#�� m�� ������ ���
 ���4 �
L . �B��� � F<�¥� ���h��� <��LXACML K&��� � A. 

� <Expression>] t���>[ 

��>" ���hL ,j� �J m�� ������ ¯?Y. 

36.4.7  �C6�#�<Function>  

 �!+��� ������<Function>�4 ���< ��7�� �   �!+��� �
<�s m�� �*�h��� �?Y<Apply>6���  . �!+��� /�-� �4�+8L<Apply> 
6��� �!+��� ��>�� 3�dB��� � F<�Q��� r¤��� L" ����� � �!+8 6` x�8 F�7��� ������ K#�� x�8" �#��4 ;4 ��@ ���< O����. 

<xs:element name="Function" type="xacml:FunctionType" 
substitutionGroup="xacml:Expression"/> 
<xs:complexType name="FunctionType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:ExpressionType"> 
   <xs:attribute name="FunctionId" type="xs:anyURI" use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���LFunction �H��� C7+�� ;4 �
 FunctionType. 

 �!+��� ,j�LFunction������� 3��+�� : 

� FunctionId] O4�b�G[ 

������ ���
 ���4 �
L. 

37.4.7  �'�!� E�6#�AttributeDesignatorType 

 �H��� C7+��AttributeDesignatorTyper¤> ;4 3��+�� ���
 <�� m�� ���+��� C{ �
 ,@A�  . 3��+�� ��2�H� �2����� 3�4����� ,j�L
=���� ���@ �. 

������ � ��2�H4 3��I t" <�QL ��8 �+8 ²����� � ,-&��� 3�4���4 S�j�" ,j�L. 

�A" =_L �&#�� r�W n�H� /" P����� �X+-� F�7��� 3��+�� � 62�H��� 3AA< x�8 C7+�� �	
 ���+8 ����. 

<xs:complexType name="AttributeDesignatorType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:ExpressionType"> 
   <xs:attribute name="AttributeId" type="xs:anyURI" 
use="required"/> 
   <xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
   <xs:attribute name="Issuer" type="xs:string" use="optional"/> 
   <xs:attribute name="MustBePresent" type="xs:boolean" 
use="optional" default="false"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �7ª��I ,�J a4R¤� �)G a�I P4 $�4 a�I �R¤��LAttributeIdL DataTypeL  Issuer������ x�8 . a�+�� $#4 �R¤�� /" =_L
AttributeId P4 AttributeId ����� tL��� r¤> ;4 a�+�� URI . a�+�� $#4 �R¤�� /" =_LDataType P4 DataType 

 ����� tL��� r¤> ;4 a�+�� �*IURI. 
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 a�+�� �QL �)GLIssuer P4 �R¤�� /" =_ a�+�� $#4 � Issuer������ �����@�2 a�+�� �*I  :
"urn:oasis:names:tc:xacml:1.0:function:string-equal" . <�QL ��8 r�Y �LIssuer �¨¤� /�% a�+�� $#4 � 

 $��+�� Pj� x7��� a�+�� P4 a�+��AttributeIdL  DataTypeA d. 

 �!+��� ,j�L<AttributeDesignatorType>������� 3��+�� : 

� AttributeId] O4�b�G[ 

 ����� a�+�� �	
 <�sAttributeIda�+�� u�4 �R¤�� t	�� . 

� DataType] O4�b�G[ 

 �!+��� �
���� m�� �����<AttributeDesignator>�	
 3������ C{ ,�J ,j� . 

� Issuer] t���>[ 

+�� �	
 <�s �!+��� �<�QL r�Y � a�Issuera�+�� u�4 �R¤�� t	�� . 

� MustBePresent] t���>[ 

�4 a�+�� �	
 ��H�  a�+�� ���� �!+��� /�` �)G"<�U d " L"��@=���� ���@ � x7��� a�+�� <�QL ��8 �+8 ���% . 

38.4.7  �C6�#�<SubjectAttributeDesignator> 

 �!+��� ������<SubjectAttributeDesignator>=���� ���@ eG S�<�+�@� F�7�4 �*+!4 ��7���4 �X] a�I ,�J ��@  . �X]� a�IL
 �!+8 ;7f <�Q�4 a�I ��7�����<Subject>=���� �����  .��7����� �X]� �\% a�I �X%l��� �XQ �
 �+!�� v�f���L . �XQ a�IL

�+��4 �*+!4 �X] F�7�4 �XQ a+�I �
 F�7�4 �*+!4. 

�L �!+��� ���<SubjectAttributeDesignator>F�7��� �*+!�� �X]� 3��I r¤> ;4 �R¤�� m�� �X]� a�I ,�J P�� ,j� ��@  .
 a�+�� ��H� ������� � �¨¤� a�I t" <�QL ��8 �+8LMustBePresent�4   �4���4 L" ���% ��@ ���� /" a�+�� �	
 x�8 /�` �)G" d

<�U." 

 �!+��� P@��LSubjectAttributeDesignatorType C7+�� 62�H� 3AA< AttributeDesignatorType �&#�� r�W n��H� ��¡ 
 a�+�� �7�J u�% �R¤�� �¿ x�8 F<�¥� �*+!�� �X]� x�8 �!�H��SubjectCategory a�+�� �7�J P4 SubjectCategory   �!+���

<Subject>=���� ���@ � . 

=���� ���@ ,f �)GL�^ ��7���4 3�XQ F�8   a�+�� �*ISubjectCategory XML�7` �XQ¤8 =Q��  ��  �*+!4 �XQ aI�`
F�Y�L. 

 �Xo� �JL<SubjectAttributeDesignator> �!+��� � <SubjectMatch> �!+��� eG 6H�+�L <Apply> �?Y uI" x�8 ) dB�4
���<.( 

<xs:element name="SubjectAttributeDesignator" 
type="xacml:SubjectAttributeDesignatorType" 
substitutionGroup="xacml:Expression"/> 
<xs:complexType name="SubjectAttributeDesignatorType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:AttributeDesignatorType"> 
   <xs:attribute name="SubjectCategory" type="xs:anyURI" 
use="optional" default="urn:oasis:names:tc:xacml:1.0:subject-category:access-
subject"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<SubjectAttributeDesignator> C7+�� ;4 �
 SubjectAttributeDesignatorType . �H��� C7+�� Pg@��L
SubjectAttributeDesignatorType �H��� C7+�� AttributeDesignatorType a�+�� �%�f�2 SubjectCategory. 

� SubjectCategory] t���>[ 

��7����� �X]� a�+�� �	
 <�s��7����� �X]� 3��I 62�H� �X��G �+��� m�� �*+!��  . a�+�� <�QL ��8 r�Y �L
SubjectCategory O
L =�B���2 u�7�J ������ "urn:oasis:names:tc:xacml:1.0:subject-

category:access-subject". 
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39.4.7  �C6�#�<ResourceAttributeDesignator> 

 �!+��� ������<ResourceAttributeDesignator>=���� ���@ eG S�<�+�@� x7��� <���� a�+� ,�J ��@  . a�I �
 <���� a�IL
 �!+��� � E��4<Resource>=���� �����  .�4 <��4 a�I 62�H� x7�4 a�I �
 x7��� <���� a�IL . 01� 
�" 1#23�� 45	

6� 1#&�6� 7�8� �9;� <-� �=�	 01� 
�" ��	 �>? ��0�� <�@�A#"0� 1BC . 
�" ��&9 ,D 016� 
�" ��&9	
016� 
�" E F1��. 

 �!+��� ����L<ResourceAttributeDesignator>x7��� <���� a�I 62�H� m�� <���� 3��I ,�J P�� ,j� ��@  . ��8 r�Y �L
 a�+�� ��H� ������� � 62�H� a�I <�QLMustBePresent �4 +��� �	
 x�8 $��� /�` �)G �7��4 L" ���% ��@ F<�8G �!"<�U d." 

 �H��� C7+�� � F<�¥� 62�H��� 3AA< =�Y <��4 a�I x7�4 <��4 a�I 62�H� /" OB#+�LAttributeDesignatorType. 

 �Xo� �JL<ResourceAttributeDesignator> �!+��� � <ResourceMatch> �!+��� eG 6H�+�L <Apply>�?&` . 

<xs:element name="ResourceAttributeDesignator" 
type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/> 

 �!+���L<ResourceAttributeDesignator> �H��� C7+�� ;4 �
 AttributeDesignatorType. 

40.4.7  �C6�#�<ActionAttributeDesignator>  

 �!+��� ������<ActionAttributeDesignator>  ��@=���� ���@ eG S�<�+�@� x7��� R��QZ� a�+� ,�J . R��QZ� a�IL a�I �

 �!+��� � E��4<Action>=���� �����  . ��> ����4 x7��� R��QZ� a�+�L)��I<" u*�L <�� (R��QG a�I u�4 �R¤�� . a�I ��#�8� =_L

L R��QG a�I �QL �)G S�<�Q�4 x7�4 R��QG������ P4 S�7�¤�4 6J�� x�8 �Y� .R��QG a�I 6>�< �Q��4 a�I �7�J O
 R��QZ� a�I �7�JL. 

 �!+��� ���� /" OB#+�L<ActionAttributeDesignator> R��QZ� a�I eG S�<�+�@� 62�H�� m�� R��QZ� a�I ,�J P�� ,j� ��@ 
x7��� . a�+�� ��H� ������� � 62�H� a�I t" 5�� �+8LMustBePresent�4   L" ���% ��@ ���� /" �!+��� �	
 x�8 $��� /�` �)G
 �7��4"<�U d." 

 �H��� C7+�� � F<�¥� 62�H��� 3AA< =�Y R��QG a�I x7�4 R��QG a�I 62�H� /" OB#+�LAttributeDesignatorType. 

 �!+��� �Xo� �JL<ActionAttributeDesignator> �!+��� � <ActionMatch> . �!+��� eG 6H�+� �JL<Apply>�?&` . 

<xs:element name="ActionAttributeDesignator" type="xacml:AttributeDesignatorType" 
substitutionGroup="xacml:Expression"/> 

 �!+���L<ActionAttributeDesignator> �H��� C7+�� ;4 �
 AttributeDesignatorType. 

41.4.7 �C6�#� <EnvironmentAttributeDesignator> 

 �!+��� ������<EnvironmentAttributeDesignator>=���� ���@ eG S�<�+�@� x7��� �\�#�� a�+� ,�J ��@  . a�I �\�#�� a�IL
 �!+��� 6>�< E��4<Environment>=���� �����  . ��> ����4 x7��� �\�#�� a�+�L)��I<" u*�L <�� (� a�I u�4 �R¤���\�#� . OB#+�L

������ P4 6J�� x�8 �Y�L �\�2 a�I �R¤� �)G S�<�Q�4 x7�4 �\�2 a�I ��#�8� .�\�2 a�I 6>�< �Q��4 a�I �7�J O
 �\�#�� a�I �7�JL. 

 �!+��� ,�H�L<EnvironmentAttributeDesignator>x7��� �\�#�� a�I eG S�<�+�@� 62�H�� m�� �\�#�� 3��I ,�J P�� ���`  .L �+8
 a�+�� ��H� ������ � 62�H� a�I <�QL ��8MustBePresent�4   �4���4 L" ���% ��@ F<�8G �!+��� �	
 x�8 $��� /�` �)G"<�U d." 

 �H��� C7+�� � F<�¥� 62�H��� 3AA< =�Y �\�2 a�I x7�4 �\�2 a�I 62�H� /" OB#+�LAttributeDesignatorType. 

 �!+��� 6H�+� �JL<EnvironmentAttributeDesignator>  �!+��� eG<Apply>�?&` . 

<xs:element name="EnvironmentAttributeDesignator" type="xacml:AttributeDesignatorType" 
substitutionGroup="xacml:Expression"/> 

 �!+���L<EnvironmentAttributeDesignator> �H��� C7+�� ;4 �
 AttributeDesignatorType. 

42.4.7  �C6�#�<AttributeSelector> 

 �!+��� ����<AttributeSelector>=���� ���@ � �X�J��� S�H%L 3��+��  . �!+��� d%��L<AttributeSelector> 
t���>. 

 a�+�� ,j�LRequestContextPath MXL�!+��� <AttributeSelector>  d#�� XPath �!+��� O
 uJ��@ F�H8 O4�oI <xacml-

context:Request> . �!+��� ,�H�LAttributeSelector uI02  ��@ a�+�� S�H%L �ª����4 C{ <�&�� ,�JDataType�!+��� P2����  .
 a�+�� /�` �)GLDataType � <�¥� AttributeSelector S�����2 3����4 C{ ) � ���4W3C Schema:2001 
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LW3C Datatypes:2001, 3.2 ( r�&�� /" =_ d#���� �
���� m�� ���B��� �7�H��XPath �7�H�� eG DataType �!+��� � F<�¥� 
<AttributeSelector> . d#���� �
���� m�� �7�H�� 6��� ;4 0�> ¯�I �)GLXPathA ��¡   a�+�� �y�� ���Y �7�H�� /�-�DataType 

 �!+��� �7�J /�-�<AttributeSelector> °	��+8 "<�U d." 

xs:string() 

xs:boolean() 

xs:integer() 

xs:double() 

xs:dateTime() 

xs:date() 

xs:time() 

xs:hexBinary() 

xs:base64Binary() 

xs:anyURI() 

� �)GL  a�+�� ;-�DataType � <�¥� AttributeSelector a�+�� /�% S�H2�@ F<���� �����#�� ��{�� ;4 S��Y�L 
AttributeSelector�  a�+�� ;4 3A�Y ��@ ���DataType<�¥�  . d#���� �
���� m�� ,�H�� 6��� R��Q ;4 0�> PJL �)GLXPath eG 

 C7+��DataType �?��I /�% <�¥� AttributeSelector /�-� "<�U d." 

 d#���� �X�H�+� F�H8 6` /�-� /" =_LXPath 3�7���� F�H8 L" a�I F�H8 L" nI F�H8 <�¥� N�z F�H8 L" �]��4 . 6�p7��� 6��� =_L
 �?��IL <�U 3����4 C{ a�I �7�J eG F�H8 6` �7�H� O�������AttributeSelector F�H�+�� �H��� ;8 �c�+�� a�+�� ,�J ��@ O
. 

� �)GL  d#���� �
<�s m�� F�H�+�� F�H��� ;-�XPath �¤8" F<���� �H��� ;4 F�Y�L )" nI F�H8 t" L" �]��4 3�7���� F�H8 L" a�I F�H8 L
N�z F�H8( /�-� �4���� �@����� �?��I /�% �"<�U d " �7�J P4StatusCode d#���� 

"urn:oasis:names:tc:xacml:1.0:status:syntax-error". 

<xs:element name="AttributeSelector" type="xacml:AttributeSelectorType" 
substitutionGroup="xacml:Expression"/> 
<xs:complexType name="AttributeSelectorType"> 
 <xs:complexContent> 
  <xs:extension base="xacml:ExpressionType"> 
   <xs:attribute name="RequestContextPath" type="xs:string" 
use="required"/> 
   <xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
   <xs:attribute name="MustBePresent" type="xs:boolean" 
use="optional" default="false"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<AttributeSelector> �H��� C7+�� ;4 �
 AttributeSelectorType. 

 �!+��� ,j�L<AttributeSelector>������� 3��+�� : 

� RequestContextPath] O4�b�G[ 

 d#�� �
LXPath �!+��� O
 uJ��@ F�H8 <xacml-context:Request> . =�`�� �8��J x�8 3����H� ��% ��8 =_L
 �B���XPath. 

� DataType] O4�b�G[ 

 �!+��� �
���� m�� ����� ,j� /" =_<AttributeSelector>3������ C{ ,�J . 

� MustBePresent ]t���>[ 

�4 a�+�� �	
 ��H�  �7���� ���� /" �!+��� OB#+� /�` �)G"<�U d "� �4 � ���% ����� L"  d#���� K�+�XPathF�H8 t" . 
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43.4.7  �C6�#�<AttributeValue> 

 �!+��� ,j�<xacml:AttributeValue>��%�Y a�I �7�J . 

<xs:element name="AttributeValue" type="xacml:AttributeValueType" 
substitutionGroup="xacml:Expression"/> 
<xs:complexType name="AttributeValueType" mixed="true"> 
 <xs:complexContent> 
  <xs:extension base="xacml:ExpressionType"> 
   <xs:sequence> 
    <xs:any namespace="##any" processContents="lax" 
minOccurs="0" maxOccurs="unbounded"/> 
   </xs:sequence> 
   <xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
   <xs:anyAttribute namespace="##any" processContents="lax"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<xacml:AttributeValue> �H��� C7+�� ;4 �
 AttributeValueType. 

 �!+��� ,j�L<xacml:AttributeValue>������� 3��+�� : 

� DataType ]O4�b�G[ 

a�+�� �7�J 3����4 C{ �
L. 

44.4.7  �C6�#�<Obligations> 

 �!+��� ,j�<Obligations> ���+8 �8�7W <Obligation>. 

8 d%��L �!+<Obligations>t���> . 

<xs:element name="Obligations" type="xacml:ObligationsType"/> 
<xs:complexType name="ObligationsType"> 
 <xs:sequence> 
  <xs:element ref="xacml:Obligation" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Obligations> �H��� C7+�� ;4 �
 ObligationsType. 

 �!+��� ,j�L<Obligations>����� �!+��� : 

� <Obligation>] �p`" L" �Y�L[ 

3�4�b��A� ;4 P2��� �
L. 

45.4.7  �C6�#�<Obligation> 

 �!+��� ,j�<Obligation>� �<�s t	�� R��QZ� ���< 3�dB�4 6-1� 3��I �8�7WL ��b��A� ���
 ���4 ��b��A . a�+�� r��L
FulfillOn ��H+�� R�%L u�Q" ;4 =_ t	�� ���� x�8 PEP��b��A� �	� . 

<xs:element name="Obligation" type="xacml:ObligationType"/> 
<xs:complexType name="ObligationType"> 
 <xs:sequence> 
  <xs:element ref="xacml:AttributeAssignment" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
 <xs:attribute name="ObligationId" type="xs:anyURI" use="required"/> 
 <xs:attribute name="FulfillOn" type="xacml:EffectType" use="required"/> 
</xs:complexType> 

 �!+���L<Obligation> �H��� C7+�� ;4 �
 ObligationType. F�H*�� ��Q��4 xQ��L 14.6.7 ��L x�8 r�!&��  ��H+�� F<�8G ��*�`
PDP3�4�b��A� �8�79 . 

 �!+��� ,j�L<Obligation>������� 3��+��L ���+��� : 

� ObligationId] O4�b�G[ 

��b��A� ���
 ���4 . ��H+�� ��*�LPEP��b��A� ���
 ���4 �7�J . 
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� FulfillOn] O4�b�G[ 

�� ���� ��H+�� R�%L u�Q" ;4 =_ t	PEP��b��A� �	� . 

� <AttributeAssignment>] t���>[ 

��b��A� ���< 3�dB�4 n�!� . ��H+�� ��*�LPEP��b��A� ���< 3�dB�4 ,�J . 

46.4.7  �C6�#�<AttributeAssignment> 

 �!+��� ������<AttributeAssignment>b��A� � ������ 3�dB�4 E��<G � 3�4� . ����� ,j�LAttributeId  a�+�� �7�JL
 C7+�� ����� P�@�� r¤> ;4 62�H��AttributeValueType . �!+��� r�7��@� ;-[L<AttributeAssignment> �H��V t02 

 ���+8 P2��� � 6p7�� t	�� C���� =�`�� �8��J P4 ,?�+�<xs:any> . ��H+�� ��*�LPEPA m�� F<�¥� �7�H��  ��� �B���2 F<�U <
XACML. 

<xs:element name="AttributeAssignment" type="xacml:AttributeAssignmentType"/> 
<xs:complexType name="AttributeAssignmentType" mixed="true"> 
 <xs:complexContent> 
  <xs:extension base="xacml:AttributeValueType"> 
   <xs:attribute name="AttributeId" type="xs:anyURI" 
use="required"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<AttributeAssignment> �H��� C7+�� ;4 �
 AttributeAssignmentType. 

 �!+��� ,j�L<AttributeAssignment>����� a�+�� : 

� AttributeId] O4�b�G[ 

��
 ���4a�+�� �. 

5.7 ?���#� @�A�� �%�&B 

������4 d ������� 3��H*�� � <�� m�� 3������ PV�H4. 

1.5.7  �C6�#�<Request>  

 �!+���<Request> �B��� ���@ C�D � ������ ��8 �!+8 �
 SACML . �!+���L<Request>�@����� �B� �X4����� ���c �H#V �
  .
��� ���� ������� �	
 �!�L������ 3���78 ��Y ;4 �B��� ,��H� C��# . K2��� ��HI /" dPDP eG S����% ������ 6��&�2 �4b�4 a��� 

 �H��L 6-zXML . �B�� K2��4 ��oI 6` x�8 =_ u+-�XACML�7` n�>���� 3����J �*I S�4�q ¯�+� /"   eG a��� 6>���� P�� /" ��
 �!+��� 6-z<xacml-context:Request>. 

j�L �!+��� ,<Request> ���+��� <Subject>L <Resource>L <Action>L <Environment> . ���+8 F�8 �Q�� �JL
<Subject> ���+8 F�8 3A�y� ��2 �L <Resource> . ���+��� ;4 S��2��� v�% �!+8 6` ,j�L

<xacml-context:Attribute> x�8 �\�#��L R��QZ�L <����L ��7����� �X]�2 �H%�4 ������ . ���+��� �	
 6-1�L<Attribute> 
�@����� ,��H� ;4 S�RbQ. 

<xs:element name="Request" type="xacml-context:RequestType"/> 
<xs:complexType name="RequestType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:Subject" maxOccurs="unbounded"/> 
  <xs:element ref="xacml-context:Resource" maxOccurs="unbounded"/> 
  <xs:element ref="xacml-context:Action"/> 
  <xs:element ref="xacml-context:Environment"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Request> �H��� C7+�� ;4 �
 RequestType. 

 �!+��� ,j�L<Request>��+��� ������� �: 

� <Subject> ]�p`" L" �Y�L[ 

 ���+8 ;4 P2��� <���� r¤> ;4 =���� ���@ v�f�4 ;8 3�4���4 <�s �
L<Attribute>��7����� �X?�� �#Y�!4  . �!+�2 �7��L
<Subject>�p`" L" �Y�L  .)�*+�� =��� =Y�!4 /��` O
 ��7����� �X]�L . 67����� 3�X]� ��YG 6pq �J S¤p7% O!�1��



 

 ������� ITU-T  X.1142   (2006/06) 35 

 6pq �JL '=���� ����G ;8 ��L����L �����@¤� ��2�H�� K�#���� F�*z ��>" �XQ 6pq �JL '=���� ���" t	�� K�#���� "�2 t	��
<���� 5����@A �M¤�� /��-�� ��2�� �XQ 6pqL 'K�#���� �X�% 	*�I m�� ��®� �p��� �XQ . � 3�I��-�� �	
 ;4 6` 3��I E��<G =_L

 ���+8<Subject>��!*+4 . 

� <Resource> ]�p`" L" �Y�L <��4[ 

 ���+��� ;4 P2��� /��2 r¤> ;4 �X��G )�*+�� =�V m�� <����� L" <���� ;8 3�4���4 <�s �
L<Attribute>R��Q¬� �#Y�!�� . 

� <Action> ]O4�b�G[ 

�+��� �8�7W /��2 r¤> ;4 <���� � �	�*+�� 5����� R��QZ� <�sL ��<Attribute>R��Q¬� �#Y�!�� . 

� <Environment>] O4�b�G[ 

 ���+8 �8�7W ,j�L<Attribute>�\�#��2 ���> . 

2.5.7  �C6�#�<Subject> 

 �!+��� <�s<Subject> ���+8 ;4 P2��� /��2 r¤> ;4 ��7���4 �XQ <Attribute>�X?�� �#Y�!4 . 

<xs:element name="Subject" type="xacml-context:SubjectType"/> 
<xs:complexType name="SubjectType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
 <xs:attribute name="SubjectCategory" type="xs:anyURI" 
default="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"/> 
</xs:complexType> 

 �!+���L<Subject> �H��� C7+�� ;4 �
 SubjectType. 

 �!+��� ,j�L<Subject>������� 3��+��L ���+��� : 

� SubjectCategory ]t���>[ 

 �!+��� u�<�� t	�� �L��� x�8 a�+�� �	
 r��<Subject>)�*+�� =�V PfL � 6���  . � a�+�� �	
 <�QL ��8 r�Y �L
 �!+8<Subject>��4  �@� =_ =�B��� �7�J r�7�"urn:oasis:names:tc:xacml:1.0:subject-

category:access-subject" �!+��� /" eG F��zZ� P4 <Subject> =�V ����G ;8 S�@�@" rL���� /��-�� 6p[ 6��� 
)�*+��. 

 �!+8 ;4 �p`" ,f �)GL<Subject>  S���I �Y�L"urn:oasis:names:tc:xacml:2.0:subject-category" 67s 
 ��H+�� /�% �7�H�� �*IPDP �!+��� �*I � �Q��4 aI�` �)G ���+��� �	
 3����U ¹��� <Subject>. 

� <Attribute> ]<�8 t"[ 

��7����� �X]� x�8 K#�+� 3��I P2���. 

 �!+8 ,j�L<Subject> �!+8 F<�8 <Attribute> ���4 P4 AttributeId �7�H�� 
"urn:oasis:names:tc:xacml:1.0:subject:subject-id"��7����� �X]� ���
 ,j� . 

 �!+8 ,j� �JL<Subject> ���+8 <Attribute>��%�fG . 

3.5.7  �C6�#�<Resource> 

 �!+��� <�s<Resource> ���+��� ;4 P2��� /��2 r¤> ;4 ��)L u��G )�*+�� =�V t	�� <���� ;8 3�4���4 <Attribute>  �#Y�!��
<��7�� .,j� �JL<���� ���U . 

<xs:element name="Resource" type="xacml-context:ResourceType"/> 
<xs:complexType name="ResourceType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:ResourceContent" minOccurs="0"/> 
  <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Resource> �H��� C7+�� ;4 �
 ResourceType. 
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 �!+��� ,j�L<Resource>$������ ;��!+��� : 

� <ResourceContent> ]t���>[ 

<���� ���U �
L. 

� <Attribute>] <�8 t"[ 

<���� 3��I ;4 P2���. 

�!+��� ,j� �JL <Resource>�!+8 S� <Attribute>�Y�L S� ���4 P4 �p`" L" AttributeId �7�H�� 
"urn:oasis:names:tc:xacml:2.0:resource:resource-id" �!+8 6`L <Attribute> K��4 6�pq �
 6�#H�� �	
 ;4 

u��G )�*+�� =�V �Y�L <��4 ���^ 64�`L .L 6�#H�� �	
 ;4 �Y�L 6�pq ;4 �p`" �QL �)GL �!+8 t" <�� �)G<Attribute> ����� �	
 � 
AttributeId �!+8 	��+8 <�&�� <Attribute><���� ���^ 6H��4 6�pq 6-�  . ���+��� �	
 P�� 6�� /" =_L<Attribute> eG 

�Y���� <���� ���Y �*I .<���� 3A�y S��Y�L S������4 S¤�pq $�4 <��4 3�*���4 <�� �JL .	
 �L �!+8 t" 67���� ���y� �<Attribute> 
 ���4 P4AttributeIdA �Y����L 6�p7��� �	
  d. 

 �!+8 ,j� �JL<Resource> ���+8 <Attribute>��%�fG . 

4.5.7  �C6�#�<ResourceContent> 

 �!+���<ResourceContent><���� ���U ��X*4 6��2 �
  . �@����� 6�� �4�+8LXACML 3����U eG  �!+��� r�7��@�2 <����
<AttributeSelector> �!+��� E��<G 	��+8 =_ <ResourceContent> ������� � RequestContextPath. 

<xs:complexType name="ResourceContentType" mixed="true"> 
 <xs:sequence> 
  <xs:any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
 <xs:anyAttribute namespace="##any" processContents="lax"/> 
</xs:complexType> 

 �!+���L<ResourceContent> �H��� C7+�� ;4 �
 ResourceContentType. 

 �!+��� �7��L<ResourceContent>��V�#�8� 3��IL ���+�2 . 

5.5.7  �C6�#�<Action> 

s �!+��� <�<Action> ���+��� ;4 �8�7W ��8 r¤> ;4 <���� ;4 5����� R��QZ� <Attribute>R��Q¬� �#Y�!�� . 

<xs:element name="Action" type="xacml-context:ActionType"/> 
<xs:complexType name="ActionType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Action> �H��� C7+�� ;4 �
 ActionType. 

 �!+��� ,j�L<Action>������� ���+��� : 

� <Attribute>] <�8 t"[ 

<���� � ������ t	�� R��QZ� 3��+2 �7��J. 

6.5.7  �C6�#�<Environment> 

� �!+��� ,j<Environment>�\�#�� 3��I �8�7W . 

<xs:element name="Environment" type="xacml-context:EnvironmentType"/> 
<xs:complexType name="EnvironmentType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Environment> �H��� C7+�� ;4 �
 EnvironmentType. 
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 �!+��� ,j�L<Environment>����� �!+��� : 

� <Attribute>] <�8 t"[ 

�\�#�� 3��+2 �7��J �
L .A m�� 3��+�� O
 �\�#�� 3��IL )�*+�� =�V 3�XQ ;4 t" L" R��QZ� L" <���� =Y�!�. 

7.5.7  �C6�#�<Attribute>  

 �!+���<Attribute>=���� ����� tb`��� ���?��� �
  .�p`" L" F�Y�L a�I �7�JL a�+�� N�z 3����4 ,j�L . N�z 3����4 ,j�L
�����G �XQL a�+�� ���
 ���4 a�+�� . /��!+��� 6�s �JL<AttributeDesignator>L <AttributeSelector> �@����� � 

 3��I eG��Y�1�� 3������ �	
 r�7��@�2. 

<xs:element name="Attribute" type="xacml-context:AttributeType"/> 
<xs:complexType name="AttributeType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:AttributeValue" maxOccurs="unbounded"/> 
 </xs:sequence> 
 <xs:attribute name="AttributeId" type="xs:anyURI" use="required"/> 
 <xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
 <xs:attribute name="Issuer" type="xs:string" use="optional"/> 
</xs:complexType> 

 �!+���L<Attribute> �H��� C7+�� ;4 �
 AttributeType. 

 ,j�L �!+���<Attribute>������� ���+���L 3��+�� : 

� AttributeId] O4�b�G[ 

a�+�� ���
 ���4 . �B�� �!!D ���^� 3�%��4 ;4 <�8XACMLr�7��@A� ��L����� 3��+�� x�8 r��� . 

� DataType] O4�b�G[ 

 �!+��� 3����U 3����4 C{<xacml-context:AttributeValue> .��2 S��{ �4G /�-�L S��{ L" ������� �	
 � S�%��4 S���
)S�7o+4 L" S�����2 ( �!+��� u+8 �!*� ,@� /�-4 � S�%��4<xacml-context>. 

� Issuer] t���>[ 

a�+�� ����G �XQ . a�+�� �7�J /�-� /" ;-[ �r�p�� 6�#@ x�8x500Name ���
 ���4 /�-� �J L" O4�78 N��*£ 6!� O
L 
�� E��> u�<�#� ,�� �>��-�X����L �?�+�� 3�X]� $2 ���+. 

� <xacml-context:AttributeValue>] �p`" L" �Y�L[ 

�p`" L" F�Y�L a�I �7�J .3��4 F�8 L" F�4 ��� ���% 3����U a�I �7�J 6-� /�-� �JL. 

8.5.7  �C6�#�<AttributeValue> 

 �!+��� ,j�<xacml-context:AttributeValue>a�I �7�J . 

<xs:element name="AttributeValue" type="xacml-context:AttributeValueType"/> 
<xs:complexType name="AttributeValueType" mixed="true"> 
 <xs:sequence> 
  <xs:any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
 <xs:anyAttribute namespace="##any" processContents="lax"/> 
</xs:complexType> 

 �!+���L<xacml-context:AttributeValue> �H��� C7+�� ;4 �
 AttributeValueType. 

 �!+��� 3����4 C{ ���� =_L<xacml-context:AttributeValue> a�+�� �����@�2 DataType�!+���  <Attribute> 
6���. 
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9.5.7  �C6�#�<Response> 

 �!+���<Response> C�D � ������ ��8 �!+8  ������XACML . �!+���L<Response>�@����� �B� �X4����� �����c �H#V �
  .
 �B��� 67���� ��-�4 ��oI t" x�8 =_LXACML �!+��� r�s /" <Response> �B��� ���@ ;4 XACMLu!�>�� ���J 6-z eG . 

 �!+��� ��B�L<Response> ��H+�� u?�+� t	�� n�>���� ���J PDP . S��2��� ,j� �
L �!+8L �p`" L" F�Y�L �?��I ;4<Result> �Y�L 
5���4 <��4 6-� . �B��� �*���4 �%�� m�� ��� ���> ¯���I F�8 3�H�#���� ��2 ���� /" ;-[LXACMLF<����� <����� 3�#���  . d%��L

t���> �4" ¯���I F�8. 

<xs:element name="Response" type="xacml-context:ResponseType"/> 
<xs:complexType name="ResponseType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:Result" maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<Response> �H��� C7+�� ;4 �
 ResponseType. 

 �!+��� ,j�L<Response>����� �!+��� : 

� <Result>] L" �Y�L�p`" [ 

n�>�� ���J �?��I. 

10.5.7  �C6�#�<Result> 

 �!+��� 6p[<Result> a�+�� �<�s t	�� <��7�� n�>�� ���J �?��I ResourceId. 

 ��H+�� x�8 $��� 3�4�b��� �8�7W ,j�LPEP�� R�%���  .� �)GL  ��H+�� ,X*�PEPL" 3�4�b��A�  � �� R�%��� P����  67�� /" 	��+8 =_
�7`  ��H+�� /" ��PDP5����� <���� eG )�*+�� aj%� . 

<xs:complexType name="ResultType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:Decision"/> 
  <xs:element ref="xacml-context:Status" minOccurs="0"/> 
  <xs:element ref="xacml:Obligations" minOccurs="0"/> 
 </xs:sequence> 
 <xs:attribute name="ResourceId" type="xs:string" use="optional"/> 
</xs:complexType> 

 ������	<Result> �H��� C7+�� ;4 �
 ResultType. 

 ������ 7(�	<Result>�&�#3�� �+#����	 G���� : 

� ResourceId ]t���>[ 

5����� <���� ���
 ���4 �
L .	
 �	Y �)GL <���� a�I �
<�s m�� ��� O
 <���� ���
 /�-� a�+�� �
"urn:oasis:names:tc:xacml:1.0:resource:resource-id" ������ E <Request>62�H�� . 

� <Decision> ]O4�b�G[ 

n�>���� ���J" :N�7�4 " L""��%�4 " L""<�U d " L""A �Q��." 

� <Status>] t���>[ 

R��>" �L�Y x�8 r��R��>�� �	
 ;8 3�4���4 x�8 r�!y� ��I�-4G P4L ���H�� =�V ,��H� R�+�"  . �!+��� l,f �)GL
<Response> ���+8 <Result> ���+8 3�) <Status> �!+��� /�`L ����7�4 <Response> r�`��L�2 ��B4 � S��Q���4 

`��1�� ���y� 3�4���4 PfL °	��+8 ;-4" ����Y 3�4���4 r�@�G x�8 �<�J �!+��� �	
 �	YL r�`��L��� ��B4 � �
<Status> ���+��� P�� ;4 <Result>. 

� <Obligations>] t���>[ 

�� O*� /" =_ m�� 3�4�b��A� ;4 �7��J  ��H+��PEP .� �)GL  ��H+�� ,X*�PEP� L" 3�4�b��A� �	
 ��YG   ��� R�%��� P����
�7` 67�� /" °	��+8 =_  ��H+�� /" ��PDP 5����� <���� eG )�*+�� aj%�. 
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11.5.7  �C6�#�<Decision> 

 �!+��� ,j�<Decision>�@����� ,��H� �?��I . 

<xs:element name="Decision" type="xacml-context:DecisionType"/> 
<xs:simpleType name="DecisionType"> 
 <xs:restriction base="xs:string"> 
  <xs:enumeration value="Permit"/> 
  <xs:enumeration value="Deny"/> 
  <xs:enumeration value="Indeterminate"/> 
  <xs:enumeration value="NotApplicable"/> 
 </xs:restriction> 
</xs:simpleType> 

 �!+���L<Decision> C��#�� C7+�� ;4 �
 DecisionType. 

 �!+��� ,j�L<Decision>������ |���� �: 

� N�} :N�7�4 5����� )�*+��. 

� �%� :��%�4 5����� )�*+��. 

� <�U d :A  ��H+�� P�����PDP5����� )�*+�� ,��H�  .�4 �?��+�� �	
 6p4 5�#@�� $2 ;4L O�� : �-#z R��>" �F<�H*4 3��I
 =�`�� �8��J R��>" ��@����� ,��H� R�+�" �*� x�8 ,��H� �3�@����� F<���@� �+8��) dL �@����� � L" ���H�� =�V � . 

� <�Q�4 d :A  ��H+�� ���qPDP�	
 ���H�� =�V x�8 K#�+� �@��@ t" . 

12.5.7  �C6�#�<Status> 

 �!+��� 6p[<Status>n�>���� ���J �?��I ���Y . 

<xs:element name="Status" type="xacml-context:StatusType"/> 
<xs:complexType name="StatusType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:StatusCode"/> 
  <xs:element ref="xacml-context:StatusMessage" minOccurs="0"/> 
  <xs:element ref="xacml-context:StatusDetail" minOccurs="0"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���<Status>�
  �H��� C7+�� ;4 StatusType. 

 �!+��� ,j�L<Status>������� ���+��� : 

� <StatusCode>] O4�b�G[ 

���y� F�*z. 

� <StatusMessage>] t���>[ 

���y� F�*z �!� ���Y ���@�. 

� <StatusDetail>] t���>[ 

���y� ;8 ��%�fG 3�4���4. 

13.5.7  �C6�#�<StatusCode> 

 �!+��� ,j�<StatusCode>�����> ��B� ���Y 3��*zL ��` ���Y F�*z �7�J . 

<xs:element name="StatusCode" type="xacml-context:StatusCodeType"/> 
<xs:complexType name="StatusCodeType"> 
 <xs:sequence> 
  <xs:element ref="xacml-context:StatusCode" minOccurs="0"/> 
 </xs:sequence> 
 <xs:attribute name="Value" type="xs:anyURI" use="required"/> 
</xs:complexType> 

 �!+���L<StatusCode> �H��� C7+�� ;4 �
 StatusCodeType. 
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 �!+��� ,j�L<StatusCode>������� ���+���L 3��+�� : 

� Value] O4�b�G[ 

 F�H*�� PQ��8.B,�H�� �7��J x�8 r�!&�� . 

� <StatusCode>] �8 t"<[ 

��B� ���Y F�*z .�X��" ���Y F�*z �	
 ���y� F�*z <��L. 

14.5.7  �C6�#�<StatusMessage>] +�% G�[ 

 �!+���<StatusMessage>���y� F�*1� �Y 6-z ��L �
 . 

<xs:element name="StatusMessage" type="xs:string"/> 

 �!+���L<StatusMessage> C7+�� ;4 �
 xs:string. 

15.5.7 #� �C6�<StatusDetail>  

 �!+��� <�s<StatusDetail> �!+��� <Status>��%�fG 3�4���4 P4 . 

<xs:element name="StatusDetail" type="xacml-context:StatusDetailType"/> 
<xs:complexType name="StatusDetailType"> 
 <xs:sequence> 
  <xs:any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
 </xs:sequence> 
</xs:complexType> 

 �!+���L<StatusDetail>  �H��� C7+�� ;4 �
StatusDetailType. 

 �!+��� �7��L<StatusDetail> ���¥�2 XMLOV�#�8A� . 

 �!+8 E��<GL<StatusDetail>t���>  . ��H+�� /" dPDP ,�J ��YG ���� <StatusCode>�B��� � F<�¥�  XACML 6>��L 
 �!+8<StatusDetail>������� �8��H�� K#�� À : 

    urn:oasis:names:tc:xacml:1.0:status:ok 

 ��H+�� ���� �A" =_LPDP S��!+8 <StatusDetail> ���y� �7�H� S�#Y�!4 "ok". 

    urn:oasis:names:tc:xacml:1.0:status:missing-attribute 

 ��H+� M�_LPDP 3�4���4 t" F<�8G ��8 ���� /" <StatusDetail> �!+8 F<�8G ���� /" L" <StatusDetail> S��!+8 ,j� 
<xacml-context: MissingAttributeDetail>�p`" L" S��Y�L . 

    urn:oasis:names:tc:xacml:1.0:status:syntax-error 

 ��HI ���� �A" =_LPDP S��!+8 <StatusDetail> ���Y �7�H2 S�H%�4 "d#` 0�> ."�4G =�`���� 0�> 6p[ �JL  �@����� � ��-14
=���� ���@ � L" �4������ . ��H+�� ���� /" ;-[LPDP �!+8 <StatusMessage>��-1�� �!� . 

    urn:oasis:names:tc:xacml:1.0:status:processing-error 

 ��HI ���� �A" =_LPDP8  �!+<StatusDetail> ���Y �7�H2 S�H%�4 "�]��4 0�> ." ��H+�� � ���>�< ��-14 x�8 �	
 ���y� F�*z r��L
PDP . ��H+�� ���� �JLPDPA /" ��+4" 5�#@�   ��H+�� eG ��%�fG 3�4���4 ����PEP .�4"  0�> t" L" �*� x�8 ,��H��� 0�> ���Y �

 ��H+�� ���� �>� ½��YPDP �!+8 <StatusMessage>0��� ���#V �!� . 

16.5.7  �C6�#�<MissingAttributeDetail> 

 �!+��� 6H+�<MissingAttributeDetail>=���� ���@ ;4 F<�H*�� �@����� ,��H�� �4M¤�� 3��+�� ;8 3�4���4 . 

<xs:element name="MissingAttributeDetail" type="xacml-
context:MissingAttributeDetailType"/> 
<xs:complexType name="MissingAttributeDetailType"> 
<xs:sequence> 
<xs:element ref="xacml-context:AttributeValue" minOccurs="0" 
maxOccurs="unbounded"/> 
</xs:sequence> 
<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/> 
<xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
 <xs:attribute name="Issuer" type="xs:string" use="optional"/> 
</xs:complexType> 
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 �!+���L<MissingAttributeDetail> �H��� C7+�� ;4 �
 MissingAttributeDetailType. 

 �!+��� ,j�L<MissingAttributeDetal>������� ���+���L 3��+�� : 

� AttributeValue] t���>[ 

<�H*�� a�+�� �2����� �7�H��. 

� <AttributeId> ]O4�b�G[ 

<�H*�� a�+�� ���
 ���4. 

� <DataType> ]O4�b�G[ 

<�H*�� a�+�� 3������ C{. 

� Issuer ]t���>[ 

 �7�H�� ��%�� r�Y � a�+�� �	
 <�sIssuer<�H*�� a�+�� �2����� . 

 ��H+�� a7f �)GLPDP ���+��� <xacml-context:AttributeValue> �!+��� � <MissingAttributeDetail> . ��) �r<
a�+�� ��	� ���#H�� ,�H�� x�8 . ��H+�� aH*>" m�� 3��+�� R�}" x�8 r�� ��) /�% �AGLPDP�X7��H� R�+�" �X�Y �  . 3��+�� �7��J /�-�L

��4�` L" ���bQ .AL  ��H+�� ;7j�PDP�@����� 3�Q���Y� ��#��2 R�%��� O*-�@ F<�H*�� 3��+�� L" ,�H�� d%�� /" . 

6.7  �<�# ����H&#� �����!�XACML 

H*�� �	
 <�� �!+8 ²¤X�@� L" E��I�2 F�z�#4 ��#���� d ��*�h��� 3�#����� ��2 F�XACML��> . 

1.6.7 �"���#� I���� ��'- 

 ��H+�� � 3�#����� F�H*�� �	
 �!�PDP. 

 ��H+�� �L< � 3�H�#���� 67��PEP ��H+�� ;4 a#�VL <����� �8�7W eG )�*+��2 ao*�Y� �)G PDPn�>�� ���J  . /" =_L ��H+�� ��H��
PEP ��H+�� n�>�� 3����H2 PDP. 

1.1.6.7  ������PEP���	�
�  

 �?��+2 ���H�� R�Q �)G"N�7�4 " ��H+�� /�%PEP)�*+��2 �7��  .A ��4 3�4�b��� ���H�� a#Y�� �)GL  ��H+�� �7��PEP a7X% �)G �AG )�*+��2 
�� R�%��� x�8 F�<�J aI�`L 3�4�b��A� �	
. 

�4" R�Q �)G �?��+2 ���H�� "��%�4" ��H+�� /�% �PEP)�*+�� �%��  . ��H+�� /�% 3�4�b��A� ��2 ���H�� a#Y�� �)GLPEPA   �AG )�*+�� �%��
�� R�%��� x�8 F�<�J aI�`L 3�4�b��A� �	
 a7X% �)G. 

 ���H�� �?��I aI�` �)GL"<�Q�4 d" ��H+�� ²��@ /�-� /PEP<�U d . 

� �?��I aI�` �)GL ���H�"<�U d " ��H+�� ²��@ /�-�PEP<�U d . 

2.1.6.7  ������PEP���� �� ���  

 ���H�� �?��I aI�` �)G"N�7�4" ��H+�� �7�� �PEP)�*+��2  . ��H+�� /�% 3�4�b��A� ��2 ���H�� a#Y�� �)GLPEPA   �)G �AG )�*+��2 �7��
� R�%��� x�8 F�<�J aI�`L 3�4�b��A� �	
 a7X%�. 

)�*+�� �%� ��>�� 3����H�� P�� ;8 ¯�+�L. 

)�*+�� N�} ��>�� 3����H�� P�� ;8 ¯�+�L. 

����� �  ���� �����	
 �� ����
 �
�
���
PDP����� ����� �� ����!� /"� �
�
��� �#"� �� �
��$
 %&' ()�* ����� ��+,-. 

3.1.6.7  ������PEP�	���� �� ���  

��I aI�` �)G ���H�� �?"��%�4" ��H+�� �%�� �PEP)�*+��  . ��H+�� /�% 3�4�b��A� ��2 ���H�� a#Y�� �)GLPEPA   �)G �AG )�*+�� �%��
�� R�%��� x�8 F�<�J aI�`L 3�4�b��A� �	
 a7X%. 

����� �  ���� �����	
 �� ����
 �
�
���
PDP����� ����� �� ����!� /$0 "�� �
��$
 %&' ()�*��+,- "� �
�
��� 12. 
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2.6.7 J�6#� 0��'� 

 3��z�4 r¤> ;4 �@����� � �X��G r�sL O���� ���H�� =�V � �
��Xh ;8 �o+�� �B2 =���� ���@ � 3��+�� ������ F��<G 6pq
�\�#��L 3�R��QZ�L <�����L ��7����� �X]� 3��I 3��H�+4L .� � ������� ���!�� �
 x7��� a�+��L 3��z�4 u4����� t	�� �����

 �ª�R��QGL �
<���4L =���� ���@ �XQ ���+8 � ���> 3��I eG ���YZ� � �\�#��L R��QZ�L <����L ��7����� �X?�� F<�¥� 3��+�� 3��H�+4L
������ x�8 �X�\�2L. 

1.2.6.7  ������������� 

 /��!+��� ,j�<xacml:AttributeValue>L <xacml-context:AttributeValue> 3������ C{ ;4 ���Y XML �+�+#�� 6p4 
<ds:KeyInfo> .6�#H�� �	
 ;4 ���+8 P4 3����¥� �I��H� ��V F�8 ������� �	
 ��H�L. 

1(  ������� ���hL ��YG �����@�2 ���+��� �	
 �I��H4 3A�y� ��2 � ;-[XACML 6p4 "string-regexp-match" 
��I<" F<����� .L 3������ C{ �!+��� R��8G ��) =����"http://www.w3.org/2001/XMLSchema#string" . x�8

 3������ C{ �Xo� �r�p�� 6�#@�+�+#�� ;4 S����% ����� ds:KeyInfo/KeyName����� 6-1�� x�8 ������ � : 

 

<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
 &lt;ds:KeyName&gt;jhibbert-key&lt;/ds:KeyName&gt; 
</AttributeValue> 

AL  3������ C{ /�` �)G �AG S�4�78 �H����� �	
 ��!��+�+#��S����2 . 

2(  �!+8 r�7��@� ;-[<AttributeSelector> 3����4 C7+� OJ�L O8�% �!8 3����U R�H�IA �+�+#4 d#�� K��V ;8 
XPath .;-[L ���h��� ��YG r�7��@�2 �7�H�� ��� �I��H4 °	��+8 XACML �ª����4 C{ ���� F�%���� �#@�+�� 
O���#�� . ��H+�� d%�� �H����� �	
 =����LPDP d2����� n��!� XPath������� . 

3(  �!+8 r�7��@� ;-[<AttributeSelector> 3������ C{ � F�H8 t" R�H�IA �+�+#����@�2  d#�� r�7XPath .
 �B��� x�8 �7��H�� ���h��� ��YG �����@�2 F�H��� �	
 �I��H4 °	��+8 ;-[LXPath F�H*�� � F<�����L 3.A . �	
 =����L

 ��H+�� d%�� �H�����PDP ���h���L d2����� ������� n��!��� XPath. 

2.2.6.7 ������ ��� 

 �B��� <��XACML�4 ��{� ��+7f 3�8�7W �ª��� . �B��� x7��LXACML��@ �Y�L 3����4 C{ ;4 ,�J �8�7W  . 3������ ��{" r¤@L
 <��4 ;4 �H��� R�H�I� /� ���L�fXML =�V ���@ ;4 L" XACMLF�Y�L �7�J ;4 �p`" ���� �J . 

 �!+��� 67����L<AttributeSelector> d#�� XPath <��4 ;4 3����4 R�H�I� ���� 6Q" ;4 XML .�L d#���� �?��I x7�XPath 
 <���� ;4 ��J���� �H��� P�� ,j� O
L ��H8 �8�7WXML d#���� � ��H�+�� F��#��� P4 �R���� t	�� XPath . �@�X*�� ���hL eG S�<�+�@�L

 ������ � F<����� �*�����W3C XPath:1999��� �H��� �8�7W O
 �c�+�� �H��� �8�7W /" ����%� OB#+� ���2�H . S�j�" ������� �	
 ����L
 �!+���<AttributeDesignator> =���� ���@ � 3��+�� $2 62�H��� ��?X+4 �*I x�8 r�!&�� XACML. 

,�H�� ��2 �8�j�� �JL �#��4 d �#�y� � ,�H��L . �*��D ��{" ;4 ,�J ,j� ��@ L" =��HY ,j� ��@ ��X*4 <�QL ��8 =_L) /" t"
A  ��@ t��� �B��� �XACML3������ C{ �*I ;4 ,�J x�8 �AG .( 

3.2.6.7 ����� ����!" ���# 

 �!+8 ,f �)G<Attribute>�Y�L �4 =�V ���@ �   ��8�% ���+8 F�8<xacml-context:AttributeValue> /" °	��+8 =_ �
 �!+��� ,��H� ;8 ���+�� ,�H�� ��@ /�-�<Attribute>��+�� ,�H�� ���� ����   �!+8 6` u�% �Xo� ���@ ,��H� ;8 �<xacml-

context:AttributeValue> �!+8 � <Attribute>����  N�z 3����4 67s 6H��4 . 

4.2.6.7 ������ �$	�% 

������ � 3��+�� ��2�H4 6Q" ;4 S�<�U S�����4 x7��� a�+�� ;7j�� . ����� a�+�� <�sLAttributeId C7+��L DataType� <�sL  a�+�
 ����Z� �XQ S�j�" x7���Issuer . �ª��I ,�J a�2�H� �)G S���I x7�4 a�I 62�H�LAttributeIdL  DataTypeL Issuer �ª�doI P4 t����>A�

������ � F<�U �\�2L R��QGL <��4L ��7���4 �XQ �!+8 6` � . ����� �R¤�� /" OB#+�LAttributeId ����� P4 x7��� a�+�� AttributeId 
 ����� tL��� r¤> ;4 62�H�� ������ a�+�URI . C7+�� �R¤�� /" OB#+�LDataType C7+�� P4 x7��� a�+�� DataType ������ a�+� 

 ����� tL��� r¤> ;4 62�H��URI . a�+�� �%�� �)GLIssuer P4 �R¤�� /" OB#+�% x7��� a�+�� � Issuer��@� �+8 62�H�� ������ a�I  ���
 �*�h���urn:oasis:names:tc:xacml:1.0:function:string-equal .�4"  a�I 62�H� /�% x7��� a�+�� � ��%�� ��8 r�Y �

A x7��� a�+�� P4 ������ �AG Pj�  $��+��AttributeIdL  DataType �7�J �H�HY L" 5�� L" <�QL ;8 �o+�� �B2 Issuer ������ a�I � 
62�H�� . �L d#���� x7��� a�+��L a�+�� 62�H� Pj� a�+�� OH�+4 r�YXPathL DataType. 
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5.2.6.7 &���� ��	�!�� 

 ��H+�� =���PDP������ F��<G ;4 =���� ���@ 3��I ,�J  . ��H+�� 6��LPDP�� �7` 3��+�� eG   �=���� ����� ��<�4 �H��L � aI�` ��"
!y� ;8 ��L���� O
 ������ F��<G ;-��#@�+4 �
��� ���@L t02 �
d%��L �2����� ,�H�� x�8 r� . P4 �R¤�� m�� 3��+�� ,�J ������ F��<G ����L

<�U 3����4 C{ 3�) ,�J ��@ eG �^�sL a�+�� OH�+4 L" a�+�� �z�4 .S�<�H*4 a�+�� ���� =���� ���@ ;4 a�I t" �¨¤� ��8 r�Y �L .
 a�+�� ,-&�� a�+�� �H% �)GLMustBePresent �?��I L" ���% ���� a�+�� OH�+4 L" a�+�� �z�4 F<�8G � "F<�U d ." a�+�� /�` �)GL

MustBePresent" S�&�&� " �7�H�� ¯�+� <�H*�� a�+�� /�%"<�U d ." �?��+�� �	
 rL�+� =_L"<�U d " d2����� �*���4 P4 K%�����2
@����� 3�8�7WL 3�@�����L �8��H��L��4�1�� 3� . �?��+�� aI�` �)GL"<�U d" /��2 °	��+8 ;-[ �AttributeIdL  DataTypeL  

Issuern�>���� ���J � a�+�� . ��HI /" dPDP��+4" 5�#@� 3�4����� �	
 6p4 F<�8G ��8 ���� �J . 

6.2.6.7 �'���� ���# 

�<G 67���� ����H�� =�V � 3��+�� �	
 �Y� �7�J 3�%�� �)G�7�H�� ��� ������ F� .�AGL �4 �7�J ��H� ������ F��<G /�% . 3��I ���Y �L
 3AA< F�%��� �7�H�� 	��� �8����L ·������"���H�� =�V x�8 /�H#�+�� �8����L ·������." 

3.6.7 K��#� 0��'� 

 �B��� <��XACML�4 S�#�� m��L ���I<" F<���� ���+��� 6-z x�8 d2���   ���� /��!+��� �X�%<Apply>L <Con<Apply>dition> 
d2����� ,o�4 .�  ��&!�� C7+�� ;4 �y�!�� d2����� /�-� /" OB#+�L  ;��!+��� 6>�< <�Q�4 C{ 6` ��{" /" ���<Apply> 

L<Condition> a�+�� �X�7�� m�� �*�h��� ��2�H�� ������ 3�dB�4 ��{" 6#H�@ FunctionId .� /" OB#+�L �!+��� ¯��+�� C7+�� /�-
<Apply> �!+��� L" <Condition>�  ��*�h��� ¯��+�� C7+��   r�7��@�2 O���2 3����4 C{ ��@ L" O���2 3����4 C{ eG ���!�>� ;-[

C7+�� ��Y�� . �B��� <��LXACML ,��H��� �?��I "<�U d "+�" PH� O��B1� 0�> L" ¾�� d d#�� �?��I r<��� m��d#���� ,��H� R�. 

 �B��� <��LXACML �!+��� 6���2 �8�7W � �X*!�� ������� ���+��� <Expression>: 

• <xacml:AttributeValue> 
• <xacml:SubjectAttributeDesignator> 
• <xacml:ResourceAttributeDesignator> 
• <xacml:ActionAttributeDesignator> 
• <xacml:EnvironmentAttributeDesignator> 
• <xacml:AttributeSelector> 
• <xacml:Apply> 
• <xacml:Condition> 
• <xacml:Function> 
• <xacml:VariableReference> 

4.6.7 L��M� 0��'#� 

 ������ <�sIEEE 754 ,��H� ��*�` �  ��4 ���@ � ��2��y� 3A���� d L" �?�� L" =��H��� =�B��� ,�J <�s�
 . �B��� 67����LXACML 
=�B���2 P@��� ������ eG S�<�+�@� �*8�j��L �&�&!�� 3A���� P�� ,��H�� �*����� �	
 .�J��� EL<b4 6�pq P4 ;l�¥�: 

� �¤8�� : x�8 �X��� �8�f�40' 

� P�H�� 3��1+4 : x�8 �X��� �8�f�40 P�J C1+4 R�+p�@�2 "�*� x�8 �7�H�� "" OB#+� t	���7�H�� 	��� / 1' 

� �J��� :'u��G ��1�� �J��� EL<b4 6�p7��� x�8 C#j� 

� �]� :OQLM �!I �Q x�8 C#j�. 

5.6.7 IF�'#� 0��'� 

 �!+��� � 3��+�� 62�H� ���+8 �Xo�<Target>�@����� 3�8�7WL 3�@�����L �8��H�� ;4  .������� O
L: 

– <SubjectMatch> 
– <ResourceMatch> 
– <ActionMatch> 
– <EnvironmentMatch> 

������ x�8 �\�#��L R��QZ�L <����L ��7����� �X]� 3��I � ��IA�2 d2��� ���+��� �	
 6pqL . a�+�� 62�H��� �!+8 ,j�LMatchId t	�� 
 ;��!+���L �62�H��� ,��H� R��QG � �^�7��@� =Q���� �*�h��� <�s<xacml:AttributeValue>L <AttributeDesignator> L" 

<AttributeSelector>F<�¥� �7�H�� P4 u��2�H4 OB#+� t	�� ������ a�I <�s t	�� . 
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 a�+�� <�sLMatchId �?��I C{ ����L $�?Y $2 /��H� �*�hL "http://www.w3.org/2001/XMLSchema#boolean" . d%�� OB#+�L
 6Q" ;4 62�H��� �!+8 � F<�¥� a�+�� �7�J �*�h���MatchId�7` ���I�p�� �X�?Y ��" x�8  ��I<" <�� . 62�H��LDataType �!+��� 

<xacml:AttributeValue> �*�h��� �X�J��� m�� eL�� �?y� 3����4 C{ P4 MatchId . 62�H��LDataType �!+��� 
<AttributeDesignator> L" <AttributeSelector>  ��I�p�� �?y� 3����4 C{ P4 �*�h��� �
�o�+� m��MatchId. 

�7�%L  �B��� ���hL O��XACML a�+�� �7�J r�7��@� 3�#���£ O*� m�� �������� MatchId: 

        urn:oasis:names:tc:xacml:2.0:function:-type-equal 
        urn:oasis:names:tc:xacml:2.0:function:-type-greater-than 
        urn:oasis:names:tc:xacml:2.0:function:-type-greater-than-or-equal 
        urn:oasis:names:tc:xacml:2.0:function:-type-less-than 
        urn:oasis:names:tc:xacml:2.0:function:-type-less-than-or-equal 
        urn:oasis:names:tc:xacml:2.0:function:-type-match 

 x�8 FL¤8 �B�� �B��� P�@�� 6>�< S�4�q F<�Q��� ���h��� �Xo� �J ���)XACML a�+�� �7�H` MatchId . ���h��� �	
 67���� �JL
�ª¤>�7` ;���YL $�@�@" $�{ 3	��L ��IA�2 �?��I P�@���� �*�hL 3<�8" ���V 3���@�� �
�L�2 O
 m�� 3������ ��{" . /" OB#+�L

������ �*�h��� /�-� a�+�� �7�H` �4MatchId�@�X*�� ��X@  . ��&!�� ,��H��� F�H��� L" �@�X*�� d ���h��� r�7��@� K��� �JL
���H�� 3�#���. 

������� O
 62�H��� �!+�� ,��H��� 3AA<L . �!+��� ,��H� R�+�" O��B1� 0�> PJL �)G<AttributeDesignator> L" 
<AttributeSelector>���� �?��I aI�`  64�-�� d#"<�U d ." �!+��� 678 �)GL<AttributeDesignator> L" 
<AttributeSelector> d#���� �?��I aI�` ���% ��@ ,��H� x�8 "0�> ." �*�h��� K�#�� OB#+� uI�% �AGLMatchId  �!+��� $2

<xacml:AttributeValue> �!+��� ;4 F<���� ����� � �!+8 6`L <AttributeDesignator> L" 
<AttributeSelector> . �	
 ���h��� 3�H�#�� ;4 6J�� x�8 F�Y�L �?��I aI�` �)GL"��&� " /�-� d#���� 64�` �?��I /�%

"��&� ." �?��+�� ���h��� 3�H�#�� ;4 6J�� x�8 F�Y�L a�8" �)GL"<�U d " /�-� �?��+�� /�%"<�U d ." P�� a�8" �)G S�d>"L
��h��� 3�H�#�� �7�H�� �"0�>" /�-� u�4�-2 d#���� �?��I /�% �"0�>." 

r�p4 ����Y � ��^� 62�H� �!+8 ��A< ;8 d#���� ~�j�" ;-7�� ;4L : /��H� t	�� ��^� 62�H� ;8 d#���� ;-["v�f��� ,@� " "�#� t	��
 ,@A�2"John"����� �&+�� x�8 : 

<SubjectMatch 
MatchId="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"> 
    <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
       John.* 
    </AttributeValue> 
    <SubjectAttributeDesignator 
          AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 
          DataType="http://www.w3.org/2001/XMLSchema#string"/> 
</SubjectMatch> 

 �!+�` 62�H��� ��A< �*I ;8 d#���� ;-[ ���>" ��Y�I ;4L<Apply>�4 ���Y �   �*�h��� �����@�2
"urn:oasis:names:tc:xacml:1.0:function:any-of"����� �&+�� x�8 : 

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of"> 
    <Function 
FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-regexp-match"/> 
    <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
        John.* 
    </AttributeValue> 
    <SubjectAttributeDesignator 
         AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 
         DataType="http://www.w3.org/2001/XMLSchema#string"/> 
</Apply> 

6.6.7 N�O� 0��'� 

 ��^� �7�J /�-�"62�H� "=���� ���@ ,�J P4 �X��� �R¤�� ��^� � F<�¥� 3�\�#��L 3�R��QZ�L <�����L ��7����� 3�X]� aI�` �)G .
�4"  ��^� � F<�U �\�2 L" R��QG L" <��4 L" �XQ t" �7�J aI�` �)G"<�U d" °	��+8 /�-�@ ��^� /�% �"<�U d ."GL ��^� /�-�% �A
"A 62�H� ." rL�]� � ���
�� ��2�H4 rL�Q �Xo�L1-7. 



 

 ������� ITU-T  X.1142   (2006/06) 45 

 \<>]�X.1142/1-7 � P�>Q=� ���	B. \<>� 

��A��(T� �O]� �A�� *!�T� �A�� ����^� �A�� �8���� �A�� P>_� �A�� 

"62�H�" "62�H�" "62�H�" "62�H�" "62�H�" 

"A 62�H�" "62�H�" L" "A 62�H�" "H�62�" L" "A 62�H�" "62�H�" L" "A 62�H�" "A 62�H�" 

"62�H�" L" "A 62�H�" "A 62�H�" "62�H�" L" "A 62�H�" "62�H�" L" "A 62�H�" "A 62�H�" 

"62�H�" L" "A 62�H�" "62�H�" L" "A 62�H�" "A 62�H�" "62�H�" L" "A 62�H�" "A 62�H�" 

"62�H�" L" "A 62�H�" "H�62�" L" "A 62�H�" "62�H�" L" "A 62�H�" "A 62�H�" "A 62�H�" 

"<�U d" ��
 d ��
 d ��
 d "<�U d" 

��
 d "<�U d" ��
 d ��
 d "<�U d" 

��
 d ��
 d "<�U d" ��
 d "<�U d" 

��
 d ��
 d ��
 d "<�U d" "<�U d" 

#+�L ���+��� ;4 6J�� x�8 �Y�L 62�H� /�` �)G =���� ���@ ,�J P4 3�\�#��L 3�R��QZ�L <�����L ��7����� 3�X]� ��2�H4 OB<Subject> 
 L"<Resource> L" <Action> L" <Environment>=�V ���@ �7�J P4 ������ x�8  . � 67����� 3�X]� ��2�H4 rL�Q �Xo�L

 rL�]�2-7 .�H4 rL��QL����  3�\�#��L 3�R��QZ�L <����� ��2. 

 \<>]�X.1142/2-7 � ��A��(T� -	O]� ���	B. \<>� 

 ��B��<Subject>  �A�B��<Subjects> 

"62�H� "6J�� x�8 �Y�L "62�H�" 

A  6J�� x�8 �Y�LL 62�H�"<�U d" "<�U d" 

"A 62�H� ",�H�� P�� � "A 62�H�" 

�� �X]� 62�H�L�4 �7�J �\�#�� L" R��QZ� L" <���� L" ��7���  ���+��� P�� �7�J aI�` �)G =���� ���@ �<SubjectMatch> L" 
<ResourceMatch> L" <ActionMatch> L" <EnvironmentMatch>������ x�8 " ��." 

 rL�]� � ��7����� 3�X]� ��2�H4 rL�Q �Xo�L3-7 .#��L R��QZ�L <���� rL��QL����  �\�. 

 \<>]�X.1142/3-7 � ��A��(T� -	O]� ���	B. \<>� 

 ���<SubjectMatch>  �A��<Subject> 

 �X���"��" "62�H�" 

A  �Q��"0�> " 6J�� x�8 F�Y�L �7�JL"<�U d" "<�U d" 

 6J�� x�8 F�Y�L �7�J"0�>" "A 62�H�" 

7.6.7  0��'�VariableReference 

�!+��� 6�s <VariableReference> �!+8 eG <VariableDefinition> �!+��� �*I � E��4 �Y�L <Policy> .x7��L 
 �!+8<VariableReference>A   �!+8 x�8 t��s<VariableDefinition> �!+��� 6>�< <Policy> d S��Q�4 64�1�� 

<�U .y�� d 3�@��@ F<�U d 3A�YG x�8 t��� m�� 3�@�����L�. 

 �!+��� ����L<VariableReference>�7` �6Y �7+�"   �!+��� nI /" ��<Expression> �!+��� � <�¥� 
<VariableDefinition> �!+��� 6U 6s <VariableReference> .r�#H4 ��A��� �	
 x�8 ¦%�s ,��H� ��oI t"L . ,��H� ;-[L

 �!+��� � <����� d#����<VariableDefinition>  =J��8 /L< F�`�	�� � F�8 3A�YG ¦*YL �+��4 �7�H2 S¤p4) �!+��� �7�J xH#� t"
<Expression>�@����� 64�` ,��H� � �ª�)  .( �B��� ���b4 ��YG O
 ����� �	
LXACML���!� �B� �
��#�8�2 . 



46 ������� ITU-T  X.1142   (2006/06) 

8.6.7 �#�M� 0��'� 

 ���y� �7�J /�-�"�� " �!+��� <�QL ��8 r�Y �<Condition>"  �7�H��2 u7��H� ���Y � L"�� ." u�7�J /�-�L"0�> " �7�J aI�` �)G
 �!+���<Condition>" 0�> ." ���y� �7�J /�-�L"<�U d " �!+��� � E���� d#���� �7�J aI�` �)G<Condition>" <�U d." 

9.6.7 
�%�'#� 0��'� 

�ª����U ,��H� r¤> ;4 ����Y ;-[ �7�J F�8�H�� .��+�L�X���YL F�8�H�� ��^ 6!*+4 ,��H� x�8 F�8�H�� ,��H� t . ,�J rL�Q �Xo�L
 rL�]� � �8��H��4-7 . 

 \<>]�X.1142/4-7 � >C��B�� ��� \<>� 

P>_� ��	,� )>C	B�� �A�� 

"62�H�" "��" d�0� 

"62�H�" "0�>" "�y�� d" 

"62�H�" "<�U d" "<�U d" 

"A 62�H�" ��
 d "�y�� d" 

"<�U d" ��
 d "<�U d" 

 ��^� �7�J aI�` �)G"A 62�H� " L""d <�U " /�-� F�8�H�� �7�J /�%"¾�� d " L""<�U d "���y� �7�J ;8 �o+�� �B2 ������� x�8 .
A $���y� $��
 �L ���y� ,��H�� �Q�Y. 

 ��^� �7�J aI�` �)GL"62�H� "���y� �7�JL" ��" �!+��� � <�¥� d�0��� /�% �<Rule>F�8�H�� �7�J <�s 64�1�� . 

10.6.7 �"���#� 0��'� 

�@����� K�#�� ���2�J ���� 6Q" ;4 �@����� ��
 ,��H� OB#+� . ��^� �7�J aI�` �)GL"A 62�H� " /�-� °	��+8 �@����� �7�J /�%" ¾�� d
K�#���� ."�4"  ��^� �7�J aI�` �)G"<�U d " /�-� �@����� �7�J /�%"<�U d." 

 rL�]� � �@����� ,�J rL�Q �Xo�L5-7. 

 \<>]�X.1142/5-7 � ��	�(�� ��� \<>� 

P>_� )>C	B�� ��� ��	�(�� �A�� 

"62�H�" �
d�0� O
 6J�� x�8 F�Y�L F�8�J �7�J F�8�H�� P�7c ��4M���> �
<�� 

"62�H�"  F�8�H�� ,�J P��"dK�#���� �y�� " "¾�� d" 

"62�H�"  O
 6J�� x�8 F�Y�L F�8�J �7�J"F<�U d" F�8�H�� P�7c ��4M���> �
<�� 

"A 62�H�" ��
 d "¾�� d" 

"<�U d" ��
 d "<�U d" 

 F�8�H�� �7�J ���"�
d�0� O
 6J�� x�8 F�Y�L F�8�J �7�J " �!+��� /"<Rule> <�Q�4 d  �@����� � �Q��4 �p`" L" F�Y�L F�8�J /" L"
 ���H�� =�V � K�#���� �y��) �7�J P4 <��� t""�
d�0� .(" �7�H�� �����@� OB#+�L"F�8�H�� ,�J P��" "K�#���� �y�� d "� �)G  ,j�

� �)GL �=���� � K�#���� ��2�J F�8�J �@�����  �7�J �@����� � �Q��4 F�8�J t" ���"d<�U  ." �@����� � F�8�J t" <�QL ��8 r�Y �L
 �7�H�� P4 <��� �p`" L" F�Y�L F�8�J ;-� =���� x�8 K�#���� ��2�J"<�U d" �7�H�� °	��+8 �8��H�� 	��� �" O
 6J�� x�8 F�Y�L F�8�J �7�J

"<�U d." 

 ��^� �7�J aI�` �)GL"A 62�H� " L""<�U d" �@����� �7�J /�-� �"K�#���� ¾�� d " L""<�U d " �7�J ;8 �o+�� �B2 ������� x�8
�8��H�� .A $���y� $��
 �L �8��H�� ,��H�� �Q�Y. 

 ��^� �7�J aI�` �)GL"62�H� " F�8�H�� �7�JL"�
d�0� O
 6J�� x�8 F�Y�L F�8�J �7�J " L"" O
 6J�� x�8 F�Y�L F�8�J �7�J"<�U d" �
�4M���> /�%�@����� �7�J Pj� m�� O
 �@����� � F<�¥� F�8�H�� P�7c �. 

A ������� �	
 � F<�¥� F�8�H�� P�7c 3��4M���> ;4 S��" /" �`	��2 ��_L 3�7��4 	��� . �������� d P�7?��� 3��4M���� ;-[ uI" d
3�7���� )���. 
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���� �	
 ,�J x8��� /" =_ ����y� �	
 6p4 �L�@����� ,��H� �+8 �8��H�� �#Y�!�� 3�7 . �*���4 � �XV�{"L 3�7���� ����� OB#+�L
P�7?��� ��4M���> . 	�*+� 6Q" ;4 °	��+8 3�7���� ,�J d%�� =_ ��@����� � P79� 3�7��4 <�QLL P79� 3�7��� 	�*+��� d%�� r�Y �L
P�7?��� ��4M���>. 

11.6.7 �"���#� �%&�D 0��'�� 

=���� ���@ 3����U P4 �X�J¤8 R�f � �ª����U r¤> ;4 3�@����� �8�7W �7�J <�&�� . K��V ;8 3�@����� �8�7W �7�J ���� =_L
�@����� P�7?�� F<�¥� ��4M������ S�H%L 3�@����� 3�8�7WL 3�@�����L 3�@����� �8�7W ��
 ,��H� . ��^� �7�J aI�` �)GL

"A 62�H�"�-� � �@����� �8�7W �7�J /"K�#���� ��2�J d ." ��^� �7�J aI�` �)GL"<�U d" x�8 �@����� �8�7W �7�J C#f =_ �" d
<�U." 

 rL�]� � �@����� �8�7W ,�J rL�Q �Xo�L6-7. 

 \<>]�X.1142/6-7 � -	�	�(�� �C�AG ��� \<>� 

P>Q ��	�(�� ��� -	�	�(�� �C�AG ��� 

"62�H�" J�
���J O
 6J�� x�8 F�Y�L �@��@ �7� �@����� P�7c ��4M���> �
<�� 

"62�H�"  �@����� ,�J P��"K�#���� �y�� d" "K�#���� ¾�� d" 

"62�H�"  O
 6J�� x�8 F�Y�L �@��@ �7�J"<�U d" �@����� P�7c ��4M���> �
<�� 

"A 62�H�" ��
 d "K�#���� ¾�� d" 

" d<�U" ��
 d "<�U d" 

 3�@����� �7�J r�7��@� =_"�
���J O
 6J�� x�8 F�Y�L �@��@ �7�J " ���YZ� ��8 L" 3�@��@ �8�7W L" 3�@��@ <�QL ��8 r�Y �
X��G 6�� L" 3�@����� �8�7W �X��8 t��� �p`" L" F�Y�L 3�@��@ �8�7W L" �p`" L" F�Y�L �@��@ aI�` �)G L" ��X��G x�8 K�#���� ��2�J �

 ���H�� =�V)P�7?��� ��4M���> �
<�� �7�J ���� t" .( 3�@����� �7�J 67����L"K�#���� �y�� d �@����� ,�J P�� "� �)G  �@��@ t" ;-�
� �)GL =���� x�8 K�#���� ��2�J �X��G 6�� L" �@����� �8�7W �X��8 t��� 3�@��@ �8�7W t" L"  �@��@ t" ��� t��� 3�@��@ �8�7W L"

 �7�H�� ��X��G 6�� L" 3�@����� �8�7W �X��8"<�U d ."� �)GL  ��2�J 3�@����� �8�7W �X��8 t��� 3�@��@ �8�7W L" �@��@ t" ;-�
 �7�J ���� �p`" L" F�Y�L 3�@��@ �8�7W L" �@��@ ;-�L =���� x�8 K�#����"<�U d"°	��+8 3�@����� �7�J /�% � /�-� " �@��@ �7�J

<�U d O
 6J�� x�8 F�Y�L." 

 ��^� �7�J aI�` �)G"A 62�H� " L""<�U d " �3�@����� �8�7W �7�J /�-�"K�#���� ¾�� d " d L""<�U" aI�` �7X4 ������ x�8 �
3�@����� �7�J .A ���y� �	
 �L 3�@����� ,��H�� �Q�Y. 

 ��^� �7�J aI�` �)G"�H�62 " 3�@����� �7�JL"�
���J O
 6J�� x�8 F�Y�L �@��@ �7�J " L"" 6J�� x�8 F�Y�L �@��@ �7�J"<�U d " /�%
3�@����� �8�7W �7�J °	��+8 <�� 3�@����� �8�7W � F<�¥� �@����� P�7c ��4M���>. 

 ���+�� � F<�¥� �@����� P�7c 3��4M���> /" �`	��2 ���]� ;4LXACML 2.03�7��4 	���  .�7`  �������� d P�7?��� 3��4M���> /"
S�j�" 3�7��4 	��� . ����� OB#+�L 3�@����� �8�7W ,��H� �+8 3�@����� �#Y�!�� 3�7���� �	
 ,�J F�8��4 =_ ����y� �	
 6p4 �L

P�7?��� ��4M���> �*���4 � �XV�{"L 3�7���� .g79� 3�7��4 	�*+��� ��J �)GL ,�J d%�� =_ uI�% �@����� � Pg79� 3�7��4 3�%�� �)GL P
P�7?��� ��4M���> 	�*+�� 3�7����. 

12.6.7 ������� +��&� 

�4 S�#�� �4 =���� K%L <����� ,o�+� ) K���L �3�*��� ��oI 6p4XML .( �B��� �%��LXACML K%L ��#������ <����� ,8�� �����> 3���� F�8 
 �	
 ��-Y"�������. 

13.6.7 P���#� ���B 

L 3�@����� �8�7WL �@����� P�7c ��4M���> <��/ ��H+�� 3�@����� 3�8�7W L"PDP�7�%  ��> ���J =��2 K���� . ��H+�� ���� /" =_L
PDP�7` �2�?�@� ���@  ����� �8�7WL �	
 �@����� P�7c ��4M���> ;4 ��0�� F�Y�L 3�@��@ �8�7W a7�J ��" ��L 3�@/ 3�8�7W L"

3�@�����. 

 ��H+�� ,�H� /" =_LPDP�7` 3�@����� �8�7W   $��H*�� � <��4.7L 6.7 . ��H+�� ���� /" =_LPDP �!+8 P4 �2�QZ� ���@ 
<Decision> u�7�J �Y�L "N�7�4 " L""��%�4 " L""<�U d " L""K�#���� ¾�� d." 

� �)GL  ��H+�� P����PDP ���J )���  �!+8 F<�8G =_<Decision> u�7�J "<�U d." 
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14.6.7 ����Q#� 

�p`" L" S��Y�L S�4�b��� 3�@����� �8�7W L" �@����� ,j� �J . eG ��b��A� 6HI ��8 =_ �3�@����� �8�7W L" �@����� �	
 6p4 ,��H� �+8L
 ,��H��� ;4 x�8�� ������)�7W L" �X��G r�¥� L" ��4�1�� �@�����n�>���� ���J L" 3�@����� �8 (AG  �8�7W L" �@����� d�0� /�` �)G

 a�+�� �7�J P4 S�7�¤�4 �X7��H� t�_ m�� 3�@�����FulfillOn��b��¤� . 

 ��H+�� eG ��b��� t" F<�8G ��8 R��QZ� �	
 ;8 ¯�+�LPEP� �)G   �)G L" �7�H4 �X+4 F)�>0�� 3�@����� �8�7W L" �@����� ;-� �X�7�J aI�`
"<�U d " L""K�#���� ¾�� d "A 3�@����� �8�7W L" �@����� ,��H� ;8 ¯��+�� ���H�� /�` �)G L"  �8�7W ,��H� ;8 ¯��+�� ���H�� ,�¤�

��4�z 3�@��@. 

 ��H+�� ,��H� ���8 �)GLPDP �7�H�� �X+4 6` ���� 3�@��@L 3�@��@ 3�8�7W F�?z 6-z x�8 "N�7�4 " L""�4��% " �8�7W /�%
 ��H+�� �
���� m�� 3�4�b��A�PDP ��H+�� eG PEP;�  �AG ,j�  �*I �
 ,��H� ���@ 6` � d�0��� ��Y 3������ ���� �#Y�!�� 3�4�b��A�

 ��H+�� ����� t	�� d�0���PDP .A m�� 3A�y� �L t" 6#H� 6p4 O7�Y P�7c ��4M���> r�7��@� OB#+� ���&���2 nHI 3����L02 3��4M���> 
,o+4 �%�. 

15.6.7 9�6R"S� �)��� 

 �B��� <��XACML ��H+�� ²��@ PDP������� 3A�y� � . 

1.15.6.7 ���!" () *+	,- 

 ��H+�� a�L�Y �)GPDPA �*�hL L" t���> �!+8 C{ ,j� �@��@ L" 3�@��@ �8�7W ,��H�   ��H+�� � �%���PDP��H+�� �	
 ���� /" =_  
 �7�J"<�U d " �!+���<Decision> . �!+8 S�j�" ��8Á" �)GL<StatusCode> u�7�J /�-� 

"urn:oasis:names:tc:xacml:1.0:status:syntax-error" �!+��� C{ �%�� ��8 r�Y � 
L"urn:oasis:names:tc:xacml:1.0:status:processing-error"�*�h��� �%�� ��8 r�Y � . 

2.15.6.7  .	�/01	20- �3��4 

 ��H+�� a7�J �)GXACML PDP /�-� �@����� ��� �?��I /�% ����J =�V r�#H�@� $Y �\V�> =�`�� F�8�J ,j� �@��@ "<�U d " P4
 �7��4 �7�JStatusCode�����` : 

"urn:oasis:names:tc:xacml:1.0:status:syntax-error" 

 ��H+�� a7�J �)GXACML PDP�4 ��{" ,j� �@��@  /�-� �@����� ��� �?��I /�% ����J =�V r�#H�@� $Y �\V�> ����!YG 3���" d
<�U " �7�H�� P4StatusCode������� : 

"urn:oasis:names:tc:xacml:1.0:status:processing-error" 

3.15.6.7 ����5" ���# 

 � F<�Q�4 3��I 3��H�+4 L" 3��z�4 t" =�V ���@ � 62�H��� 3��I 5�� t<�� �!+8 eG �@�����<Decision> u�7�J "<�U d ."
�7�H�� /�% ����y� �	
 � ���Y F�*z 3�%�� �)GL : 

"urn:oasis:names:tc:xacml:1.0:status:missing-attribute" 

O��� ���J x�8 r�!y� 6Q" ;4 3�4����� ;4 ��b4 eG �Q�y� x�8 ��A��� ������ . �!+��� <��� �JL<Status>�  R�}" ���y� �	
 
 ��H+�� �X��G E��� m�� �\�#��L 3�R��QZ�L <�����L 3�X]� 3��I 6` 3����4 ��{"LPDP�
���J ��f�� �  . ��H+�� ���� �JLPEP µ�H� 

 �!+8 3����U x�8 �2�QG � ��7���4 �XQ =�V ���@<Decision> u�7�J "<�U d "�����` ���Y F�*12: 

"urn:oasis:names:tc:xacml:1.0:missing-attribute" 

S�H2�@ F��`	�� �2�QZ� � �
<���� <�L m�� 3��+�� R�}" eG 3��I ,�J �%�f�2 ��)L . ��H+�� ���� �4�+8LPDP �!+8 3����U 
<Decision> u�7�J "<�U d "������� ���y� F�*z P4: 

"urn:oasis:names:tc:xacml:1.0:missing-attribute" 

�%O���� =���� � ,�H�� ��012 �%��� m�� �\�#�� L" R��QZ� L" <���� L" v�f�7�� a�I t" 3����4 ��{" L" R�}" <���� ��8 =_ uI . ¦Y¤�L
 ��H+�� �b�� ��1�� �	
 /"PDP �7�H2 n�>�� ���J F<�8�2 "N�7�4 " L""��%�4 " L""d <�U " ���y� 3��*z ��2 P4 �R�j�JA� =�Y

S�<��r�p4 6-z x�8 �X&�f�� ,�� m�� 3�#���� x�8 . 

7.7  �<�#� ��"&� T�'-XACML 

 C����L E)�7+�� � ��J���� ��H+�� F�H*�� �	
 �!�XACML�X�% ;-[ m��L  3���@���� �%�fG .�¤8Z� 6�#@ x�8 F�H*�� �	
 <��L. 
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1.7.7  �&�6#� T�;�XML��"&�# ��F�'#�  

 3��+�� ,�JXML�������  3�%��4 O
 URI . 3�%��4 ���&�@� r¤> ;4 �X��@�� ;-[LURI3��+�� �	^ F���Q 3AA�2 �H%�4 ���Q . 

– AttributeId; 
– DataType; 
– FunctionId; 
– MatchId; 
– ObligationId; 
– PolicyCombiningAlgId; 
– RuleCombiningAlgId; 
– StatusCode; 
– SubjectCategory. 

2.7.7 � �&�6#��6�6! 

 /��!+��� ,j� �J<xacml:AttributeValue>L <xacml-context:AttributeValue> 3������ C{ ;4 ���Y XML�+�+#��  .
�7�%L  3���@�� =���� m�� 3��+H��� ��2 O��XACML. 

1(  �B��� O�7���4 �8�� <�s /" ;-[XACML �!+8 6-� F���Q 3��I 3�%��4 �+�+#4 3����4 C{ ����  OJ�L O8�%
 �B��� � F<�¥� �����#�� 3������ ��{" �Y� K2���� C7+�� 3�) �+�+#�� 3������ C7+�XACML . 3�%��4 r�7��@�2L

 ��H+�� P����� �	
 F���]� 3��+��PEP 3A�Y t��� /" $�7����� ;4 �8�7]� �	
 �X4����� m�� ������ 3���<G L" 
^��L �+�+#�� 3������ C{ ���+��� ;4 P2��� eG �<Attribute>�J�*���  . �!+8 6` �I��H4 ;-[L<Attribute> 

 �B��� � F<�¥� ���h��� r�7��@�2XACML .A �H����� �	
 r�7��@� �+8L  �!+8 � S��2" u��) �+�+#�� 3������ C{ �Xo�
<xacml-context:AttributeValue>. 

2( 4 �8�� <�� /" ;-[ �B��� O�7���XACML��>" �7�H2 �+�+#4 3����4 C{ �7�J �I��H� 67���� F���Q �*�hL  .
AL �AG �H����� �	
 ������  ��H+�� �PDPF���]� �*�h��� �%�� m�� . 

8.7 �'F��!� 

 �B��� <��XACMLA m��L �RO1�� ��2 ���� K�#���� 3�) ���h��� ;4 S�<�8  �#�� � �
d%�� =����������� �	
 P4 �H2���� ,8b� K. 

 ��HI K�#�� � �XQ��<G =Q��� m�� ������� �	
 R�bQ" F�H*�� �	
 <���LPDP ���+�� P4 �H2���� ,8b� XACML v2.0. 

����� - "M"� 13�45�&$ 6
7$� 89* "O":���� 89* . 

1.8.7 E�U!� �V�6% 

 �X��G ��1�� C���� ���+8 K�#���� �%�� /" =_ ��y�2"M". 

�4���� ��� M/O 

xacml-context:Action M 

xacml-context:Attribute M 

xacml-context:AttributeValue M 

xacml-context:Decision M 

xacml-context:Environment M 

xacml-context:MissingAttributeDetail M 

xacml-context:Obligations O 

xacml-context:Request M 

xacml-context:Resource M 

xacml-context:ResourceContent O 

xacml-context:Response M 

xacml-context:Result M 

xacml-context:Status M 

xacml-context:StatusCode M 

xacml-context:StatusDetail O 

xacml-context:StatusMessage O 

xacml-context:Subject M 

xacml:Action M 

xacml:ActionAttributeDesignator M 
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�4���� ��� M/O 

xacml:ActionMatch M 

xacml:Actions M 

xacml:Apply M 

xacml:AttributeAssignment O 

xacml:AttributeSelector O 

xacml:AttributeValue M 

xacml:CombinerParameters O 

xacml:CombinerParameter O 

xacml:Condition M 

xacml:Description M 

xacml:Environment M 

xacml:EnvironmentMatch M 

xacml:EnvironmentAttributeDesignator M 

xacml:Environments M 

xacml:Expression M 

xacml:Function M 

xacml:Obligation O 

xacml:Obligations O 

xacml:Policy M 

xacml:PolicyCombinerParameters O 

xacml:PolicyDefaults O 

xacml:PolicyIdReference M 

xacml:PolicySet M 

xacml:PolicySetDefaults O 

xacml:PolicySetIdReference M 

xacml:Resource M 

xacml:ResourceAttributeDesignator M 

xacml:ResourceMatch M 

xacml:Resources M 

xacml:Rule M 

xacml:RuleCombinerParameters O 

xacml:Subject M 

xacml:SubjectMatch M 

xacml:Subjects M 

xacml:Target M 

xacml:VariableDefinition M 

xacml:VariableReference M 

xacml:XPathVersion O 

2.8.7 ��&O� ������ 7F�&" 

�7�%  �B�� FM�?¥� ���^� 3�%��4 K2��@ O��XACML. 

�`�_� P��.
urn:oasis:names:tc:xacml:2.0

urn:oasis:names:tc:xacml:2.0:conformance-test

urn:oasis:names:tc:xacml:2.0:context

urn:oasis:names:tc:xacml:2.0:example

urn:oasis:names:tc:xacml:1.0:function

urn:oasis:names:tc:xacml:2.0:function

urn:oasis:names:tc:xacml:2.0:policy

urn:oasis:names:tc:xacml:1.0:subject

urn:oasis:names:tc:xacml:1.0:resource

urn:oasis:names:tc:xacml:1.0:action

urn:oasis:names:tc:xacml:1.0:environment

urn:oasis:names:tc:xacml:1.0:status
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3.8.7 ����*��&�� 

 ��y�2 �X��G ��1�� ������� ���^� 3�%��4 P4 �@�����L F�8�H�� P�7c 3��4M���> K�#���� E��� /" =_"M". 

��.N!��a� M/O 

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides M 
urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides M 
urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides M 
urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:permit-overrides M 
urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable M 
urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:first-applicable M 
urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:only-one-applicable M 
urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm:ordered-deny-overrides M 
urn:oasis:names:tc:xacml:1.1:policy-combining-algorithm:ordered-deny-overrides M 
urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm:ordered-permit-overrides M 
urn:oasis:names:tc:xacml:1.1:policy-combining-algorithm:ordered-permit-overrides M 

4.8.7 �#�M� ����W 

+��� 3�H�#���� d%�� �!<StatusCode> �
<�� m�� �H����� =�Y �^�7��@�L ������� ���y� 3��*z d%�� =_ ��d%�� r�Y � ;-� t���> 
 �B���XACML. 

�`�_� P��. M/O 

urn:oasis:names:tc:xacml:1.0:status:missing-attribute M 
urn:oasis:names:tc:xacml:1.0:status:ok M 
urn:oasis:names:tc:xacml:1.0:status:processing-error M 
urn:oasis:names:tc:xacml:1.0:status:syntax-error M 

5.8.7 �&�6#� 

�7` ������� 3�%��7�� �#Y�!�� 3��+�� 3�H�#���� �%�� /" =_  �B��� �
<��XACML . ���H�� =�V � 3��+�� �	
 ,�J <�QL ��8 r�Y �L
� �	
 ������ F��<G �%�� /" =_,�H� .A ���>�� 3��+�� ,o�4 �-8 x�8L  ��H+�� �ªAA< �Xo�PDP. 

�`�_� P��. M/O 

urn:oasis:names:tc:xacml:1.0:environment:current-time M 
urn:oasis:names:tc:xacml:1.0:environment:current-date M 
urn:oasis:names:tc:xacml:1.0:environment:current-dateTime M 

6.8.7 ��&O� ������ 

 �B��� � F<�¥� �H����� =�Y ������� ���^� 3�%��� �#Y�!�� 3��+�� 3�H�#���� ������ /" =_XACML . ���> ��1�� �	
 ��X���L
 ��H+��PAP L" PEP �B��� ������ m�� XACML ��H+�� F�
�h 3��+�� 3AA< aI�` ���V PDP. 

�`�_� P��. M/O 

urn:oasis:names:tc:xacml:1.0:subject:authn-locality:dns-name O 
urn:oasis:names:tc:xacml:1.0:subject:authn-locality:ip-address O 
urn:oasis:names:tc:xacml:1.0:subject:authentication-method O 
urn:oasis:names:tc:xacml:1.0:subject:authentication-time O 
urn:oasis:names:tc:xacml:1.0:subject:key-info O 
urn:oasis:names:tc:xacml:1.0:subject:request-time O 
urn:oasis:names:tc:xacml:1.0:subject:session-start-time O 
urn:oasis:names:tc:xacml:1.0:subject:subject-id O 
urn:oasis:names:tc:xacml:1.0:subject:subject-id-qualifier O 
urn:oasis:names:tc:xacml:1.0:subject-category:access-subject M 
urn:oasis:names:tc:xacml:1.0:subject-category:codebase O 
urn:oasis:names:tc:xacml:1.0:subject-category:intermediary-subject O 
urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject O 
urn:oasis:names:tc:xacml:1.0:subject-category:requesting-machine O 
urn:oasis:names:tc:xacml:1.0:resource:resource-location O 
urn:oasis:names:tc:xacml:1.0:resource:resource-id M 
urn:oasis:names:tc:xacml:1.0:resource:simple-file-name O 
urn:oasis:names:tc:xacml:1.0:action:action-id O 
urn:oasis:names:tc:xacml:1.0:action:implied-action O 
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7.8.7 �����!� T�;� 

 ��y�2 �X��G ��1�� ������� ���^� 3�%��� �#Y�!�� 3������ ��{" 3�H�#���� �%�� /" =_"M". 

-	���T� $W M/O 

http://www.w3.org/2001/XMLSchema#string M 
http://www.w3.org/2001/XMLSchema#boolean M 
http://www.w3.org/2001/XMLSchema#integer M 
http://www.w3.org/2001/XMLSchema#double M 
http://www.w3.org/2001/XMLSchema#time M 
http://www.w3.org/2001/XMLSchema#date M 
http://www.w3.org/2001/XMLSchema#dateTime M 
urn:oasis:names:tc:xacml:2.0:data-types:dayTimeDuration M 
urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration M 
http://www.w3.org/2001/XMLSchema#anyURI M 
http://www.w3.org/2001/XMLSchema#hexBinary M 
http://www.w3.org/2001/XMLSchema#base64Binary M 
urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name M 
urn:oasis:names:tc:xacml:1.0:data-type:x500Name M 

8.8.7 �/�H&#� 

 ��y�2 �X��G ��1�� ���^� 3�%��� �#Y�!�� ���h��� S���Q 3�H�#���� ¹��� /" =_"M". 

�
�b��� M/O 

urn:oasis:names:tc:xacml:1.0:function:string-equal M 

urn:oasis:names:tc:xacml:1.0:function:boolean-equal M 

urn:oasis:names:tc:xacml:1.0:function:integer-equal M 

urn:oasis:names:tc:xacml:1.0:function:double-equal M 

urn:oasis:names:tc:xacml:1.0:function:date-equal M 

urn:oasis:names:tc:xacml:1.0:function:time-equal M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-equal M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-equal M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-equal M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-equal M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-equal M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-equal M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-equal M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-equal M 

urn:oasis:names:tc:xacml:1.0:function:integer-add M 

urn:oasis:names:tc:xacml:1.0:function:double-add M 

urn:oasis:names:tc:xacml:1.0:function:integer-subtract M 

urn:oasis:names:tc:xacml:1.0:function:double-subtract M 

urn:oasis:names:tc:xacml:1.0:function:integer-multiply M 

urn:oasis:names:tc:xacml:1.0:function:double-multiply M 

urn:oasis:names:tc:xacml:1.0:function:integer-divide M 

urn:oasis:names:tc:xacml:1.0:function:double-divide M 

urn:oasis:names:tc:xacml:1.0:function:integer-mod M 

urn:oasis:names:tc:xacml:1.0:function:integer-abs M 

urn:oasis:names:tc:xacml:1.0:function:double-abs M 

urn:oasis:names:tc:xacml:1.0:function:round M 

urn:oasis:names:tc:xacml:1.0:function:floor M 

urn:oasis:names:tc:xacml:1.0:function:string-normalize-space M 

urn:oasis:names:tc:xacml:1.0:function:string-normalize-to-lower-case M 

urn:oasis:names:tc:xacml:1.0:function:double-to-integer M 

urn:oasis:names:tc:xacml:1.0:function:integer-to-double M 

urn:oasis:names:tc:xacml:1.0:function:or M 

urn:oasis:names:tc:xacml:1.0:function:and M 

urn:oasis:names:tc:xacml:1.0:function:n-of M 

urn:oasis:names:tc:xacml:1.0:function:not M 

urn:oasis:names:tc:xacml:1.0:function:integer-greater-than M 
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�
�b��� M/O 

urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:integer-less-than M 

urn:oasis:names:tc:xacml:1.0:function:integer-less-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:double-greater-than M 

urn:oasis:names:tc:xacml:1.0:function:double-greater-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:double-less-than M 

urn:oasis:names:tc:xacml:1.0:function:double-less-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-add-dayTimeDuration M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-add-yearMonthDuration M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-subtract-dayTimeDuration M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-subtract-yearMonthDuration M 

urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration M 

urn:oasis:names:tc:xacml:1.0:function:date-subtract-yearMonthDuration M 

urn:oasis:names:tc:xacml:1.0:function:string-greater-than M 

urn:oasis:names:tc:xacml:1.0:function:string-greater-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:string-less-than M 

urn:oasis:names:tc:xacml:1.0:function:string-less-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:time-greater-than M 

urn:oasis:names:tc:xacml:1.0:function:time-greater-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:time-less-than M 

urn:oasis:names:tc:xacml:1.0:function:time-less-than-or-equal M 

urn:oasis:names:tc:xacml:2.0:function:time-in-range M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:date-greater-than M 

urn:oasis:names:tc:xacml:1.0:function:date-greater-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:date-less-than M 

urn:oasis:names:tc:xacml:1.0:function:date-less-than-or-equal M 

urn:oasis:names:tc:xacml:1.0:function:string-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:string-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:string-is-in M 

urn:oasis:names:tc:xacml:1.0:function:string-bag M 

urn:oasis:names:tc:xacml:1.0:function:boolean-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:boolean-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:boolean-is-in M 

urn:oasis:names:tc:xacml:1.0:function:boolean-bag M 

urn:oasis:names:tc:xacml:1.0:function:integer-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:integer-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:integer-is-in M 

urn:oasis:names:tc:xacml:1.0:function:integer-bag M 

urn:oasis:names:tc:xacml:1.0:function:double-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:double-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:double-is-in M 

urn:oasis:names:tc:xacml:1.0:function:double-bag M 

urn:oasis:names:tc:xacml:1.0:function:time-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:time-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:time-is-in M 

urn:oasis:names:tc:xacml:1.0:function:time-bag M 

urn:oasis:names:tc:xacml:1.0:function:date-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:date-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:date-is-in M 

urn:oasis:names:tc:xacml:1.0:function:date-bag M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-is-in M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-bag M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-one-and-only M 
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urn:oasis:names:tc:xacml:1.0:function:anyURI-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-is-in M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-bag M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-is-in M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-bag M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-is-in M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-bag M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-is-in M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-bag M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-is-in M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-bag M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-is-in M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-bag M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-one-and-only M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-bag-size M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-is-in M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-bag M 

urn:oasis:names:tc:xacml:2.0:function:string-concatenate M 

urn:oasis:names:tc:xacml:2.0:function:uri-string-concatenate M 

urn:oasis:names:tc:xacml:1.0:function:any-of M 

urn:oasis:names:tc:xacml:1.0:function:all-of M 

urn:oasis:names:tc:xacml:1.0:function:any-of-any M 

urn:oasis:names:tc:xacml:1.0:function:all-of-any M 

urn:oasis:names:tc:xacml:1.0:function:any-of-all M 

urn:oasis:names:tc:xacml:1.0:function:all-of-all M 

urn:oasis:names:tc:xacml:1.0:function:map M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-match M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match M 

urn:oasis:names:tc:xacml:1.0:function:string-regexp-match M 

urn:oasis:names:tc:xacml:2.0:function:anyURI-regexp-match M 

urn:oasis:names:tc:xacml:2.0:function:ipAddress-regexp-match M 

urn:oasis:names:tc:xacml:2.0:function:dnsName-regexp-match M 

urn:oasis:names:tc:xacml:2.0:function:rfc822Name-regexp-match M 

urn:oasis:names:tc:xacml:2.0:function:x500Name-regexp-match M 

urn:oasis:names:tc:xacml:1.0:function:xpath-node-count O 

urn:oasis:names:tc:xacml:1.0:function:xpath-node-equal O 

urn:oasis:names:tc:xacml:1.0:function:xpath-node-match O 

urn:oasis:names:tc:xacml:1.0:function:string-intersection M 

urn:oasis:names:tc:xacml:1.0:function:string-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:string-union M 

urn:oasis:names:tc:xacml:1.0:function:string-subset M 

urn:oasis:names:tc:xacml:1.0:function:string-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:boolean-intersection M 

urn:oasis:names:tc:xacml:1.0:function:boolean-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:boolean-union M 

urn:oasis:names:tc:xacml:1.0:function:boolean-subset M 

urn:oasis:names:tc:xacml:1.0:function:boolean-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:integer-intersection M 

urn:oasis:names:tc:xacml:1.0:function:integer-at-least-one-member-of M 
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urn:oasis:names:tc:xacml:1.0:function:integer-union M 

urn:oasis:names:tc:xacml:1.0:function:integer-subset M 

urn:oasis:names:tc:xacml:1.0:function:integer-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:double-intersection M 

urn:oasis:names:tc:xacml:1.0:function:double-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:double-union M 

urn:oasis:names:tc:xacml:1.0:function:double-subset M 

urn:oasis:names:tc:xacml:1.0:function:double-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:time-intersection M 

urn:oasis:names:tc:xacml:1.0:function:time-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:time-union M 

urn:oasis:names:tc:xacml:1.0:function:time-subset M 

urn:oasis:names:tc:xacml:1.0:function:time-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:date-intersection M 

urn:oasis:names:tc:xacml:1.0:function:date-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:date-union M 

urn:oasis:names:tc:xacml:1.0:function:date-subset M 

urn:oasis:names:tc:xacml:1.0:function:date-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-intersection M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-union M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-subset M 

urn:oasis:names:tc:xacml:1.0:function:dateTime-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-intersection M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-union M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-subset M 

urn:oasis:names:tc:xacml:1.0:function:anyURI-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-intersection M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-union M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-subset M 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-intersection M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-union M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-subset M 

urn:oasis:names:tc:xacml:1.0:function:base64Binary-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-intersection M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-union M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-subset M 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-intersection M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-union M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-subset M 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-intersection M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-union M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-subset M 

urn:oasis:names:tc:xacml:1.0:function:x500Name-set-equals M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-intersection M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-at-least-one-member-of M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-union M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-subset M 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-set-equals M 
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(1  ��L<" ��7����� �X?�� /�` �)GR1 �R2 � ...Rn
 

 �X]� ;-7�� 6
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(4  �!+���HasPrivilegesOfRole <Policy>: �@��@ �
L <Policy>� ;7f �!> <PolicySet> �]��4 e��� 
$�4 �L�2 �H%�4 3�M���4�2 P�7�� �4 �XQ aI�` �)G �4 �%��� r��@ N�V r¤> ;4 3�#���� . ;4 v�+�� �	
 �%�� �)�%

 E��<G °	��+8 =Q�� =����HasPrivilegesOfRole <Policy>  �!>� 6` �<PolicySet>. �	
 d%��L 
)G �4 �%��4 t" 3�@����� ;4 C7+��t���> �4" ��
�L�2 �H%�4 3�M���4�2 P�7�� �4 �XQ aI�` �. 

 �!>� 3A�Y ;�b� OB#+�L<PolicySet> ��H+� ���L" �@���` �^�7��@� u�% �	��� �¿ x�8 �@����� v<���4 � XACML PDP '
 �!>� 3A�Y eG )�*+�� /�-� �A" OB#+�L<PolicySet> 62�H�� �L��� r¤> ;4 �AG <PolicySet>. ��L<" d%�� 6Q" ;4 uI� ��)L 

 �!>� K#�+� /" =_ ��#����<PolicySet>�XQ 6` x�8  . �!>��� C#���L<PolicySet> �^ 62�H�� �L���2 <PolicySet> 6Q" ;4 
 �!>� � N�7��� b�y� eG )�*+��2 62�H�� �L��� a�I ��7y �AG N�7��� ��8 /�7f<PolicySet>�+��4 . 

r�7��@� ����L �L< 3A�Y <PolicySet> �!>�L <PolicySet> ,-&��� d%�� ��!*+4 RBAC �L��� ;-7�� ��Y ������� ���� ;4 
 �L��� ;4 n>� x�8 r�!y������ .L �!>�� ;-[<PolicySet> �!>� ���+8 eG 6�� A <PolicySet>/�-� /" ��>"  

 �H�Hy�2XACML <Policy> ���L <PolicySet>.z� /" d  /�-� /" ����<PolicySet> S�RbQ �#!� /" =Y�!�� �L��� ���� 
��>�� 3�@����� � d�B� t" ��) O8���� /" /L< KYA aJL � ��L<�� =���� ;4. 

4.1.8 ��$+Z� 
+��� P�� 

��� �*I � ��L<" F��2 <Lb�� /" �X�% 67����� x�8 $��� 3�@��@ ;8 �¤-�� �*����� �	
 � ;-7�� ;4 eG )�*+�� eG 6����� 6Q" ;4 aJ
n>��� ��2 . =�#��� �L< R��QZ�2 P��j� t	�� n�1�� /�-� /" x*1���� � ���� ��#��� 3�7������ d�B� =���� �r�p�� 6�#@ x�8

�Y�L /� � �h��� �L<L. 

 �L< r�7��@�2 3�@����� �	
 ;8 �¤-�� ;-[L<PolicySet> �!+��� =���� ��Y <Target>  ��7����� 3�X]� ;4Subject  /"
���L�j�� ��L<�� 3��I P�7Â �<Lb� . �!+8 r�7��@� r¤> ;4 ;-  ��)L<Subject> ���+8 F�8 x�8 t��s �Y�L 

<SubjectMatch> . �!>��� <�� /" OB#+�L<PolicySet> ���+8 �#Y�!�� Subjects�!�� �!>���  F<Lb�� ��7����� 3�X?�� �#Y
�� P�7ÂS��4 ��1+�� F<�¥� ��L<. 

 �!>��� 6�� �JL<PolicySet> �!>��� 3A�Y eG ��L<�� F<���4 �@���� �#Y�!�� <PolicySet>  ¯�+� �J �  ��>" ��L<� �#Y�!��
��>" ��L<" ;4 n>� OH�� . �>� �L< �+[ �JL� �!+�� �#Y�!�� n>��<PolicySet>®� �L��� ,f �)G $�4 ��L<�� <���4  eG ���YG �>

 �!>���<PolicySet>����� �X�!>� � ��L<�� F<���4 �@����� �#Y�!��  <PolicySet>. 
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2.8  0XY�# \�R�RBAC 

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 

L��� x�8 ,��H�� )�*+�� � ,-&��� �#Y�!�� 3�@����� v��I� S¤4�` SA�p4 F�H*�� �	
 ��H�L �(RBAC). 

 /" ���*+�;��L< t<�� �4 S�7�o+� : t��<G(manager) �h�4L (employee) .� /��7�J �7�02 r�p�� �	
 � ;��L��� ;8 ���L+a� 
XACML P4 �Y�L AttributeId "&role;" . a�+�� ��7�JL&role �¸ ;���`	�� ;��L��� /���2�H�� '"&roles;employee" 

L"&roles;manager" ." ���&�@�2 �h�7�� �7��LR��z �4 . �L�� �#Y�!4 �!>� t� S�%�fG R��1�� �4" P�J��2 t��<¬� �7��L
�h��� .t��<Z� �L< ;4 �B�" �h��� �L<L �h��� �L< ;4 �`" t��<Z� �L< /�-� �����2L. 

 ����Y �Q�� �*����� �	^ S�H%LL"N�} "<PolicySet> : �h��� �L�� ��>��L t��<Z� �L�� F�Y�L . O���@L"N�} " t��<Z�
<PolicySet> v�f�4 t� Subject eG 6�YL R��z �4" PJ��� ���� N�7��� "N�} " �h���<PolicySet> ;4 u� xH#� �4 xH��� O-� 

N�} ,�J . �h��� N�} O���@L<PolicySet> v�f�4 t� Subject�4" ���!�@A S�Y�}  R��z. 

 ����Y S�j�" �Q��@ ��*����� �	^ S�H%LL �L<<PolicySet> :�h��� �L�� ��>��L t��<Z� �L�� F�Y�L . t��<Z� �L< ,j�@L
<PolicySet>  �!+8 <Target> a�I ��7����� �X]� R��8G =���� &role �7�H�� P4 '"&roles;manager" . �!>� eG 6�&�@L

 t��<Z�<PolicySet> . �h��� �L< ,j�@L<PolicySet> �!+8 <Target>G =����  a�+�� ��7����� �X]� R��8&role P4 
 �7�H��&roles;employee" .  �h��� �!>� eG �7�H�� �	
 6�&�@L<PolicySet>. 

1.2.8  �C��<PolicySet>G��+:� �$�#  

 �!>� ,j�<PolicySet>t��<Z� �L�� �#Y�!�� n>��� �������  . ��H+�� � �@����� F<���@� =���� =_LPDP� �	��� ��¡  �	
 eG )�*+�
 �8�79�<PolicySet> t��<Z� �L< ;8 F�<�� ���YG r¤> ;4 �AG <PolicySet> �) rL�]� �oI�1-8(. 

 \<>]�X.1142/1-8 � �4�! <PolicySet>d`!�*e�  

<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
PolicySetId="PPS:manager:role" 
PolicyCombiningAlgId="&policy-combine;permit-overrides"> 
 
<!-- Permissions specifically for the manager role --> 
<Policy PolicyId="Permissions:specifically:for:the:manager:role" 
 RuleCombiningAlgId="&rule-combine;permit-overrides"> 
 <!-- Permission to sign a purchase order --> 
 <Rule RuleId="Permission:to:sign:a:purchase:order" Effect="Permit"> 
   <Target> 
    <Resources> 
     <Resource> 
      <ResourceMatch MatchId="&function;string-equal"> 
 <AttributeValue  
 DataType="&xml;string">purchase 
order</AttributeValue> 
      <ResourceAttributeDesignator 
AttributeId="&resource;resource-id" 
 DataType="&xml;string"/> 
     </ResourceMatch> 
     </Resource> 
    </Resources> 
    <Actions> 
     <Action> 
      <ActionMatch MatchId="&function;string-equal"> 
 <AttributeValue 
 DataType="&xml;string">sign</AttributeValue> 
 ActionAttributeDesignator 
 AttributeId="&action;action-id" 
 DataType="&xml;string"/> 
      </ActionMatch> 
     </Action> 
    </Actions> 
   </Target> 
  </Rule> 
</Policy> 
<!-- Include permissions associated with employee role --> 
<PolicySetIdReference>PPS:employee:role</PolicySetIdReference> 
</PolicySet> 
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2.2.8  �C��<PolicySet>�H&!� �$�#  

 �!>� ,j�<PolicySet>�h��� �L�� �#Y�!�� n>��� ������� )  rL�]� �oI�2-8(. ��H+�� � �@����� F<���@� =��� /" =_L PDP 
-[ A ��¡ �!+��� �	
 eG )�*+�� ;<PolicySet>�� �L< ;8 F�<�!�� ���YZ�2 �AG  �h�<PolicySet> t��<G �L< ;8 L" 

<PolicySet>  t��<Z� �!>� r�7��@�2 �`"<PolicySet>. 

 \<>]�X.1142/2-8 � �4�! <PolicySet>d
b�A��  

<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
 PolicySetId="PPS:employee:role" 
 PolicyCombiningAlgId="&policy-combine;permit-overrides"> 
 <!-- Permissions specifically for the employee role --> 
 <Policy PolicyId="Permissions:specifically:for:the:employee:role" 
  RuleCombiningAlgId="&rule-combine;permit-overrides"> 
 <!-- Permission to create a purchase order --> 
  <Rule RuleId="Permission:to:create:a:purchase:order" Effect="Permit"> 
   <Target> 
    <Resources> 
     <Resource> 
      <ResourceMatch MatchId="&function;string-equal"> 
 <AttributeValue 
 DataType="&xml;string">purchase 
order</AttributeValue> 
 <ResourceAttributeDesignator 
AttributeId="&resource;resource-id" 
 DataType="&xml;string"/> 
      </ResourceMatch> 
     </Resource> 
    </Resources> 
    <Actions> 
     <Action> 
      <ActionMatch MatchId="&function;string-equal"> 
 <AttributeValue 
DataType="&xml;string">create</AttributeValue> 
 <ActionAttributeDesignator 
AttributeId="&action;action-id" 
 DataType="&xml;string"/> 
      </ActionMatch> 
     </Action> 
    </Actions> 
   </Target> 
  </Rule> 
 </Policy> 
</PolicySet> 

3.2.8  �$+<PolicySet>G��+:� �$+ ^  

 �L��� K#�� A<PolicySet> ��!+�� S�H%L ����� <Target> a�+��2 F<Lb�� 3�X]� x�8 �AG &role ') rL�]� �oI�3-8 ( a�I �7�J P4
"&roles;manager" . �!+���L<PolicySetIdReference> �!>��� eG <��4 <PolicySet>t��<Z� �L�� �#Y�!�� . 

 \<>]�X.1142/3-8 � !<* <PolicySet> d`!�*e� 

<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
 PolicySetId="RPS:manager:role" 
 PolicyCombiningAlgId="&policy-combine;permit-overrides"> 
 <Target> 
  <Subjects> 
   <Subject> 
    <SubjectMatch MatchId="&function;anyURI-equal"> 
     <AttributeValue 
DataType="&xml;anyURI">&roles;manager</AttributeValue> 
     <SubjectAttributeDesignator AttributeId="&role;" 
      DataType="&xml;anyURI"/> 
    </SubjectMatch> 
   </Subject> 
  </Subjects> 
 </Target> 
<!-- Use permissions associated with the manager role --> 
 <PolicySetIdReference>PPS:manager:role</PolicySetIdReference> 
</PolicySet> 
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4.2.8  �$+<PolicySet> �$+ ^ "�H&!�" 

 �L��� K#�� A<PolicySet> ��!+�� S�H%L ����� <Target> a�+��2 F<Lb�� 3�X]� x�8 �AG &role ') rL�]� �oI�4-8 ( a�I �7�J P4
"&roles;employee" . �!+���L<PolicySetIdReference> �!>��� eG <��4 <PolicySet>�h��� �L�� �#Y�!�� . 

 \<>]�X.1142/4-8 � !<* <PolicySet> d
b�A�� 

<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
 PolicySetId="RPS:employee:role" 
 PolicyCombiningAlgId="&policy-combine;permit-overrides"> 
 <Target> 
  <Subjects> 
   <Subject> 
    <SubjectMatch MatchId="&function;anyURI-equal"> 
     <AttributeValue 
DataType="&xml;anyURI">&roles;employee</AttributeValue> 
     <SubjectAttributeDesignator AttributeId="&role;" 
DataType="&xml;anyURI"/> 
    </SubjectMatch> 
   </Subject> 
  </Subjects> 
 </Target> 
<!-- Use permissions associated with the employee role --> 
<PolicySetIdReference>PPS:employee:role</PolicySetIdReference> 
</PolicySet> 

5.2.8  �$�#� ����`$ ��"��"HasPrivilegesOfRole 

 ��o+� ;-[XACML RBAC v�+�� ;4 ��\@" d%�� ���� /" "P�7�� 6
 �L��� 3�M���4�2 �X]� �	
 Xº ." 6` ,j� /" =_ ���y� �	
 �L
 �!>�<PolicySet> �7���� HasPrivilegesOfRole <Policy> . �!>���2 K���� �7�%L<PolicySet>���<¬�  �7���� /�% $

HasPrivilegesOfRole <Policy> rL�]� � $#�� 6-1�� 	��� 5-8. 

 \<>]�X.1142/5-8 � �4�! <PolicySet> d`!�*e� 

<!-- HasPrivilegesOfRole Policy for manager role --> 
<Policy PolicyId="Permission:to:have:manager:role:permissions" 
 RuleCombiningAlgId="&rule-combine;permit-overrides"> 
<!-- Permission to have manager role permissions --> 
 <Rule RuleId="Permission:to:have:manager:permissions" Effect="Permit"> 
  <Condition> 
   <Apply FunctionId="&function;and"> 
    <Apply FunctionId="&function;anyURI-is-in"> 
     <AttributeValue 
DataType="&xml;anyURI">&roles;manager</AttributeValue> 
     <ResourceAttributeDesignator AttributeId="&role;" 
DataType="&xml;anyURI"/> 
    </Apply> 
     <Apply FunctionId="&function;anyURI-is-in"> 
     <AttributeValue      
    
 DataType="&xml;anyURI">&actions;hasPrivilegesofRole</AttributeValue> 
     <ActionAttributeDesignator AttributeId="&action;action-
id" 
      DataType="&xml;anyURI"/> 
    </Apply> 
   </Apply> 
  </Condition> 
 </Rule> 
</Policy> 

 �!>���2 K���� �7�% �4"<PolicySet>$*h�7�� �7���� /�%  HasPrivilegesOfRole <Policy>� $#�� 6-1�� 	���   

 rL�]�6-8. 
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 \<>]�X.1142/6-8 � �4�! <PolicySet> d
b�A�� 

<!-- HasPrivilegesOfRole Policy for employee role --> 
<Policy PolicyId="Permission:to:have:employee:role:permissions" 
 RuleCombiningAlgId="&rule-combine;permit-overrides"> 
<!-- Permission to have employee role permissions --> 
 <Rule RuleId="Permission:to:have:employee:permissions" Effect="Permit"> 
  <Condition> 
   <Apply FunctionId="&function;and"> 
    <Apply FunctionId="&function;anyURI-is-in"> 
     <AttributeValue 
DataType="&xml;anyURI">&roles;employee</AttributeValue> 
     <ResourceAttributeDesignator AttributeId="&role;" 
      DataType="&xml;anyURI"/> 
    </Apply> 
    <Apply FunctionId="&function;anyURI-is-in"> 
    <AttributeValue 
DataType="&xml;anyURI">&actions;hasPrivilegesofRole 
    </AttributeValue> 
    <ActionAttributeDesignator AttributeId="&action;action-id" 
     DataType="&xml;anyURI"/> 
    </Apply> 
   </Apply> 
  </Condition> 
 </Rule> 
</Policy> 

 �)G �4 �%��4 =�V 	���L �X]� aI�`Anne �L��� �#Y�!�� 3�M���4A�2 P�7�� &roles;managerrL�]� � $#�� 6-1��  7-8. 

 \<>]�X.1142/7-8 � �O� JC \�f� 1�2 

<Request> 
 <Subject> 
  <Attribute AttributeId="&subject;subject-id" DataType="&xml;string"> 
   <AttributeValue>Anne</AttributeValue> 
  </Attribute> 
 </Subject> 
 <Resource> 
  <Attribute AttributeId="&role;" DataType="&xml;anyURI"> 
   <AttributeValue>&roles;manager</AttributeValue> 
   </Attribute> 
 </Resource> 
 <Action> 
  <Attribute AttributeId="&action;action-id"     
  
 DataType="&xml;anyURI">&actions;hasPrivilegesOfRole</AttributeValue> 
  </Attribute> 
 </Action> 
</Request> 

 ,j� /" =_L<Request> �X?�� �s�!�� ��L<�� Anne)  ���y� �	
 �L&roles;employee ( ��H+�� ���@ F��<G /�-� /" =_ uI" L"PDP 
�X��8 ��p��� x�8 S��<�J . 3�@�����%HasPrivilegesOfRole3�X]� P4 ��L<�� C2�2 ��H� A  ��7�����. 

3.8 �,�����$ ��$+Z� �&�- P�Ca 

 <���¤8Z� 6�#@ x�8 F�H*�� �	
. 

 ��H+�� K�#�� ���I � 6>�� A ���]� R�+�" 3��+�� �	
 6��*�L $�7���7�� �*��D ��L<" 3��I n�!� /GXACML PDP . /��` <�QL $���L
���h��� �	� ���H�� 6Q" ;4 �L��� 6��*� 3���@ eG 6�s �p`" L" �Y�L 6!*+4 .<�QL /" �*����� �	
 ���*�L �4 67���4 �L< a�I )�XQ (

 =���� ���@ �XACML)�*+�� ���J =�V �+8 ¾�� n�!� . 

 ;-[ 3��I�-4G �³ ;-� �K�#���� x�8 �2�QZ� �J���L º��L<�� 6��*� ���@ 3�*���4 O
 �4L º�4 ��7���4 �XQ �L< 3��I �0� ;�" ;4L
�XY���J�. 

 �4�> ;4 �3A�y� ��2 � ��L<�� 3��I �0� �H% �	^ �Y���� L" �!!��� ��L<�� �X�% �£ 67����� ;8 3�4�����2 ¦*�� 3���
 F��<G
��L<�� 6��*� ���@ �L�2 3���^� F��<G �4�> ��H�L '�X]� . 6��< � �+`���� ��L<�� 3��I �4��� �	
 /b� �JLLDAP F��<Z ;-[L �

 ��H+�� ���@PDP²�+
 ;4 �
������ /"  .�	
 =�c �JL ��HI ���@ F��<G ;4 �
<�� m�� �4 �XQ ��L<" 3��I �%��4 3�#�V x�8 �4��� 
PDP �B��� 3��I ;8 ��\@" 6-z 3�#���� 	��� ��Y SAML. 
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 �L< n�!� 67���� /" ��L<�� 6��*� 3����� ;-[LXACML <Policy> L" <PolicySet>��I�-4G ���� 6Q" ;4  �4 �XQ r�!Y 
 �7�JL $�4 �L< a�I x�8��1+4. �L< n�!� =�_L <Policy> L" <PolicySet>r����� x�8 "  �X]� 6
X x�8 r�!&�� ���D 

 �L<RiºC1+4  ." r����� x�8 =�_ AL" �X?�� �7�� m�� ��L<�� �8�7W O
 �4Xº�X���*�2  " ���@L ��L<�� 6��*� ����� /�-� /" =_L
 �L��� �%��� �4)��L<�� L" ( µ�H� =_ t	��u� =���� .r�p4 : SA��@ xH��� �4�+8L �+-7�� ��L<�� P�7Â �7��H2 ��L<�� 6��*� ���@ ¦*�� �J

�z�4 �L< 6-� ��L<�� n�!� 3�@��@ =��2 ��H� �+��4 �X] F����� ��L<�� ;8. 

 �8�7W 3A�Y ;8 �*����� �	
 � ��L<�� P�M�� 3�@��@ �8�7W ����L<PolicySet>�� >��� �L n>� ���� � �4������ �!
�L< 6-� �#Y�!�� )�*+�� . =���� �0� �4�+8 AG ��L<�� n�!� 3�@��@ 67���� ALXACML��L<�� 6��*� ���@ ;4  . �	
 F��<G ;-[L

 ��HI r�7��@� 6p4 F<���4 ���2 6!*��PDP  ���+��� =�V L" 3�@����� �*��D 3��`�) P4 �*��D<Request>#�V ����  6��*� 3�
 �!+��� E��<G 6Q" ;4 �L���<Subject> a�+�� � SubjectCategory �7��7�� "&subject-category;role-

enablement-authority". 

 �!+�� a2�� 6-z ²�+
 ���L<Policy>�L��� n�!���  .����� r�p�� �f��L)  rL�]�8-8(S��Y�L S�+-  S¤-z  . ;��!+8 ,j� �
L
XACML <Rule> . F�8�H�� n+�<Rule>��  /" x�8 eLAnneL SethL Yassir �L��� x�8 r�!&�� /���D 

"&roles;employee" �8���� ;4 C1+�� 9 �8���� eG S�Y�#� 5�Xo�� ��2  . F�8�H�� �4"<Rule> /02 OjH�% ��I�p�� Steve �L��� u� 
"&roles;manager"3�8���� � ���H� t" /L< C1+�� . 

 

 \<>]�X.1142/8-8 �!�<*=� %`N�& \	g.  

<POLICY XMLNS="URN:OASIS:NAMES:TC:XACML:2.0:POLICY:SCHEMA:OS" 
 POLICYID="ROLE:ASSIGNMENT:POLICY" 
 RULECOMBININGALGID="&RULE-COMBINE;PERMIT-OVERRIDES"> 
<!-- EMPLOYEE ROLE REQUIREMENTS RULE --> 
 <RULE RULEID="EMPLOYEE:ROLE:REQUIREMENTS" EFFECT="PERMIT"> 
  <TARGET> 
   <SUBJECTS> 
    <SUBJECT> 
     <SUBJECTMATCH MATCHID="&FUNCTION;STRING-EQUAL"> 
      <ATTRIBUTEVALUE DATATYPE="&XML;STRING">SETH</ATTRIBUTEVALUE> 
      <SUBJECTATTRIBUTEDESIGNATOR ATTRIBUTEID="&SUBJECT;SUBJECT-ID" 
       DATATYPE="&XML;STRING"/> 
     </SUBJECTMATCH> 
    </SUBJECT> 
    <SUBJECT> 
     <SUBJECTMATCH MATCHID="&FUNCTION;STRING-EQUAL"> 
      <ATTRIBUTEVALUE DATATYPE="&XML;STRING">ANNE</ATTRIBUTEVALUE> 
      <SUBJECTATTRIBUTEDESIGNATOR ATTRIBUTEID="&SUBJECT;SUBJECT-ID" 
       DATATYPE="&XML;STRING"/> 
     </SUBJECTMATCH> 
    </SUBJECT> 
   </SUBJECTS> 
  <RESOURCES> 
   <RESOURCE> 
    <RESOURCEMATCH MATCHID="&FUNCTION;ANYURI-EQUAL"> 
     <ATTRIBUTEVALUE 
DATATYPE="&XML;ANYURI">&ROLES;EMPLOYEE</ATTRIBUTEVALUE> 
      <RESOURCEATTRIBUTEDESIGNATOR ATTRIBUTEID="&ROLE;"  
       DATATYPE="&XML;ANYURI"/> 
     </RESOURCEMATCH> 
     </RESOURCE> 
    </RESOURCES> 
    <ACTIONS> 
    <ACTION> 
     <ACTIONMATCH MATCHID="&FUNCTION;ANYURI-EQUAL"> 
      <ATTRIBUTEVALUE DATATYPE="&XML;ANYURI">&ACTIONS; 
       ENABLEROLE</ATTRIBUTEVALUE> 
      <ACTIONATTRIBUTEDESIGNATOR ATTRIBUTEID="&ACTION;ACTION-ID" 
       DATATYPE="&XML;ANYURI"/> 
     </ACTIONMATCH> 
    </ACTION> 
   </ACTIONS> 
  </TARGET> 
  <CONDITION> 
   <APPLY FUNCTIONID="&FUNCTION;AND"> 
    <APPLY FUNCTIONID="&FUNCTION;TIME-GREATER-THAN-OR-EQUAL"> 
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     <APPLY FUNCTIONID="&FUNCTION;TIME-ONE-AND-ONLY"> 
      <ENVIRONMENTATTRIBUTEDESIGNATOR 
ATTRIBUTEID="&ENVIRONMENT;CURRENT-TIME" 
       DATATYPE="&XML;TIME"/> 
     </APPLY> 
     <ATTRIBUTEVALUE DATATYPE="&XML;TIME">9H</ATTRIBUTEVALUE> 
    </APPLY> 
    <APPLY FUNCTIONID="&FUNCTION;TIME-LESS-THAN-OR-EQUAL"> 
     <APPLY FUNCTIONID="&FUNCTION;TIME-ONE-AND-ONLY"> 
      <ENVIRONMENTATTRIBUTEDESIGNATOR 
    ATTRIBUTEID="&ENVIRONMENT;CURRENT-TIME" 
DATATYPE="&XML;TIME"/> 
     </APPLY> 
     <ATTRIBUTEVALUEDATATYPE="&XML;TIME">17H</ATTRIBUTEVALUE> 
    </APPLY> 
  </APPLY> 
 </CONDITION> 
</RULE> 
<!-- MANAGER ROLE REQUIREMENTS RULE --> 
 <RULE RULEID="MANAGER:ROLE:REQUIREMENTS" EFFECT="PERMIT"> 
  <TARGET> 
   <SUBJECTS> 
    <SUBJECT> 
     <SUBJECTMATCH MATCHID="&FUNCTION;STRING-EQUAL"> 
      <ATTRIBUTEVALUE DATATYPE="&XML;STRING">STEVE</ATTRIBUTEVALUE> 
      <SUBJECTATTRIBUTEDESIGNATOR ATTRIBUTEID="&SUBJECT;SUBJECT-ID" 
       DATATYPE="&XML;STRING"/> 
     </SUBJECTMATCH> 
    </SUBJECT> 
   </SUBJECTS> 
   <RESOURCES> 
    <RESOURCE> 
     <RESOURCEMATCH MATCHID="&FUNCTION;ANYURI-EQUAL"> 
      <ATTRIBUTEVALUE 
       DATATYPE="&XML;ANYURI">&ROLES;:MANAGER</ATTRIBUTEVALUE> 
      <RESOURCEATTRIBUTEDESIGNATOR ATTRIBUTEID="&ROLE;" 
       DATATYPE="&XML;ANYURI"/> 
     </RESOURCEMATCH> 
    </RESOURCE> 
   </RESOURCES> 
  <ACTIONS> 
   <ACTION> 
    <ACTIONMATCH MATCHID="&FUNCTION;ANYURI-EQUAL"> 
     <ATTRIBUTEVALUE 
      DATATYPE="&XML;ANYURI">&ACTIONS;ENABLEROLE</ATTRIBUTEVALUE> 
      <ACTIONATTRIBUTEDESIGNATOR ATTRIBUTEID="&ACTION;ACTION-ID" 
       DATATYPE="&XML;ANYURI"/> 
    </ACTIONMATCH> 
   </ACTION> 
  </ACTIONS> 
 </TARGET> 
</RULE> 
</POLICY> 

4.8  0XY#� =>&; 7����RBAC 

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 

 3�@����� r�7��@� ��*�` ������� 3��H*�� �!�LXACML E)�7+�� 3�I�-4 ���D K�#�� 6Q" ;4 RBAC) PQ��� �oI� [RBAC].( 

1.4.8  0XY#�RBACb��/�#�  

 ,-&��� 67�1�RBAC���+8 ��Ä x�8 O������ O
 ��@�@" 3����4 : 

�  3��+�� u��7��@�2 67����� ��*���XACML Subjects . ,�H�� ;4 �7�J 6` r�7��@� ;-[L
XACML SubjectCategoryR�j�JA� =�Y �. 
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�  ��7���4 �X] �p`" L" �Y�L a�I r�7��@�2 ��L<�� ;8 ���XACML . K�#���� r�?£ S��Q F<�U ��L<�� �8�7WL
 ;4L �@�����L��L<�� �*��D 3A�7��@� C�> ��8 S��Q ��^� . �8�7W t" <�� /" �*����� �	
 rL�� A 5�#@�� �	^L

 ���7�� �`��14 �7�J r�7��@�2 O��� ��" ;4 ,��� x�8 ��L<�� ,�H� d���4AttributeIdO
  :
"urn:oasis:names:tc:xacml:2.0:subject:role" .�� r�W 6` K%��� /02 x���L x�8 �@��@ L" K�#

 ,�H�� ;4 F��YL �8�7WAttributeId ,�H��L DataType  ,�H��L<AttributeValue>m��  ���D � �X�7����@ 
�
�1+�L r�9� �	� ��!�� 3�) ��L<��. 

�  <����� r�7��@�2 ����� ;8 d#���� ,��XACML. 

�  3�R��QZ� r�7��@�2 3���7��� ;8 d#���� ,��XACML. 

�  ,��d#���� ;8  m��Y r�7��@�2 n>���XACML Role <PolicySet> LPermission <PolicySet> �7X*��� S�H%L 
�H2���� 3��H*�� � <�����. 

 ,-&��� =����LRBAC�!>��� ��L<" F�8L �L��� n>� F�8L 67���7�� ��L<" F�8L �L��� $�7���4 F�8 d%�� O������  . R�%��� ;-[L
� �	
 ;4 6-2 3�@����� r�7��@�2 3�#����XACML����� �&+�� x�8 �*����� �	
 x�8 �7��H��  . ��L<�� O��*�� P�M���� /" �`	��2 ��_L

 ��H+�� ���I � 6>�� A $�7����� x�8XACML PDP. 

 �B��� ����LXACML 3�8�79� K#�+�@L a�+��2 S�+��4 S��L< K%�� /" ��7���4 3�XQ F��� <PolicySet>s �B��� � �L��� XACML ;4 �%���� 
 x�8 r�!y� ��Y<Attribute>L $�4 �L< <AttributeValue> =���� ���@ � ��L< XACML. 

 �B��� ����LXACML ��7���4 �XQ �#Y�!4 ��L<" 3��I ,�J L" ��L<" 3��I F��� Subject�+��4  . ��L<" F�8 ��7����� �X?�� /�` �)GL
t" ,��H� ;-[ ���1+4 ���Y <PolicySet> 62�H�� �!+��� � F<�Q��� n>���2 �7��L ��L<�� �	
 ;4 t" x�8 �H#�4 �L��� 

<PolicySet> .aJ��� �*I � ��1+4 ��L<" ,�J L" 3��I F��2 <Lb�� /" �+��4 ��7���4 �XQ ;4 =���� 3�@��@ ���� ;-[ �7` .
AL � <����� �L��� 3�#���� �#Y�!�� n>��� K#�+� aJ��� � �4M¤�� ��L<�� ,�JL 3��I P�� ���q m�� ��7����� �X]� x�8 ���y� �	
 

 =���� ���@ u�% ��H�� t	��XACML ��H+�� eG PDP,��H��� . 

 �!>��� �7�� �JL<PolicySet>F<���4 3�R��QG r�7��@�2 F<���4 <���4 eG )�*+��2 �4 �L�� �#Y�!��  . �B��LXACML�+ �8�7W  ;4 �
n>��� F<���4 ��L<�� ;8 �^¤> ;4 d#���� ;-[ F<���4 ��V ²�+
 t" n>��� R�+2 3�L<" . �L< t� ;-[LA �!>� =Y�!� /" 

B <PolicySet> �!+8 E��<�2 <PolicySetIdReference> �!>� � B <PolicySet>  n>��� �<PolicySet> �#Y�!�� 
 �L���A .*I ��%�G ;-[ �H����� �	�L�Y�L �L< ;4 �p`02 n>��� �8�7W �. 

 ,-&��� 3�#���4 eG �%�fGLRBAC 3�@����� ;-[ O@�@�� tb`��� XACML ��V�#�8� S�VL�z S�j�" K��� /" �*����� �	
 ������ m�� 
�4 �L�2 �H%�4 ���> n>� K�#�� /012 .����� � F<�U ��+4M F��% x�8 n>��� ��Y¤� �!J �L�1�� �	
 ,j� �JL �L��� 5�&�" x�8 L" 

A �" ��L<" 3��I aI�`" ��>�� 3��+�� ��#2 ;�<Lb��. 

2.4.8  0XY#�RBACc���#�  

 ,-&��� P@��RBAC ,-&��� ������� RBAC��L<�� $2 ��Z� 3�J¤8 ���� F��H4 671�� tb`���  . �L��� ���� ;-[ S¤p7%A uI02 
 �L��� �#Y�!�� n>��� P�� ���B .��L �L��� ��A �L��� ;4 �`" ���y� �	
 � B��L<�� =���� �  . �L��� /�` �)GLB S�p��L ��L�2 

 �L��� �#Y�!�� n>���C �L��� ��� �A �L��� ;4 �`" ���#�8�2 n>��� �	
 S�j�" B. 

 3�@����� P�����LXACML �!+��� E��<�2 ��L<�� ��G 	�*+� �*����� �	
 ������ m�� <PolicySetIdReference>�!>��� �  
<PolicySet> �!>��� 6>�< �Y�L �L�� �#Y�!�� <PolicySet>�>� �L�� �#Y�!��  . �!+��� ,j� t	�� �L��� �d@L

<PolicySetIdReference>��`	�� �L��� �#Y�!�� n>��� °	��+8 . 

t" � �4 �L< eG ��Z� ���> �%�fG ;-[ ��¡ 3�@��@ �*����� �	
 ,o+�L 3A�y� d�B� =�V /L< aJL <PolicySet> �#Y�!�� 
�>� �L< t� . F<�8G eG ����fA� /L< ���h��� �	
 r�7��@� ��2 �7�% ��H� �X+-� �4�� ����2 � ��L<�� =���� �4 �XQ 67���� A �JL

�7��H�� 3�@����� ����. 
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5.8 ��V�&!� 

n�!�L ��L<�� 3��IL ��L<�� F�H*�� �	
 J�+�)�*+��2 ,-&���L ��L<�� . 

1.5.8 ��$+Z� �&�-$ ��$+Z� 

 a�I �����@�2 ��L<�� ;8 ���XACML�p`" L" �Y�L  . x�8 ,��H�� )�*+�� � ,-&��� ���� �*����� �	
 ������ K�#�� r�W 6` <�sL
 �7�J �L���AttributeId 3��I � �X4����@� 6Q" ;4 �X��8 K%���@ L" �p`" L" F�Y�L ��L<�� . �7�J 6` =Y�!�@LAttributeId 

 3�7���� P4 �� N�7��� ,�H�� ;4 �8�7W 6�#H�� �	
 ;4DataTypes�^ ��2����  . �7���� �	^ �� N�7�4 �7�J 6-� /�-�@L
AttributeId�����@A S���Q F<�U 3AA< 3�@����� � �^ ��2�H�� �7�H�� . 

�� �����@�2 �*����� �	
 O���L �7�H"urn:oasis:names:tc:xacml:2.0:subject:role" AttributeId�  3��I P�� 
��L<�� . 3������ C{ a�+�� �	
 3A�Y ��Lb� OB#+�L"http://www.w3.org/2001/XMLSchema#anyURI". 

2.5.8 d��e6� $� �$�#� P�Ca 

�7���7�� ��L<�� n�!� ;8 ��L���� ��L<�� C�1+� ���@ ������ �!+��� ������@A� ���Q R�+�" �����@¤� �X��1+�L $<Policy> L" 
<PolicySet>��L<�� n�!���  XACML�4M¤�� �L�1��L �X��1+� N�7��� ��L<��L $�
��� $�7����� ���� 6Q" ;4  . �Q�� AL

 �!+�� O4�b�G 6-z<Policy> L" <PolicySet> . � ��L<�� ;8 d#����2 x���L<Policy> L" <PolicySet> ��L<�� n�!��� 
 �7���� ��Y <���4 3��I 6-z x�8AttributeId O
 &role;  �!+���L<AttributeValue> ���4 �
 URI t) �L��� �7�H� 

��!�� . �7���� ��Y R��QG a�I 6-z x�8 �L��� C�1+� L" n�!� R��QG ;8 d#����2 x��� �7`AttributeId  O

&action;action-id, �7����L DataType O
 &xml;anyURI,L  <AttributeValue> �
 &actions;enableRole. 

3.5.8 >��6#� ^ 0XY#� 

 ���+��� ;4 $8�I �����@�2 �L��� x�8 ,��H�� )�*+�� � ,-&��� 	�*+� ;-[<PolicySet>s: �¸ <PolicySet> �L��� 
L<PolicySet>�!>���  .�����L ���h��� O�� �7�%L ���+��� ;4 $8�+�� ;�	^ F<�¥� 3�#<PolicySet>s. 

 �!+8 �L< 6-� <�&��Role <PolicySet> �!+8 ,j� �Y�L <Target>  �!+��� 6�_<PolicySet>  P�f���� x�8 K�#���� S¤2�J
 a�+��2 F<Lb��XACML �!+��� �s AL '$��� �L��� =Y�!�� <Target>� L" R��QZ� L" <����� ;4  �\�#� . �L< 6` ,j�L
<PolicySet> S��!+8 <PolicySetIdReference> �!>� eG 6�s S��Y�L <PolicySet>�L��� �#Y�!4 F�Y�L  . �L��� ,j� AL
<PolicySet> ���+8 ;4 ��>" ���+8 t" <Policy> L" <PolicySet>L"  <PolicyIdReference> L" 

<PolicySetIdReference>. 

�!+8 �L< 6-� <�&��L <PolicySet> t�!+8 ,j� �!>��� �Y�L <Policy>L <Rule> P�f���� eG �Y�7��� )�*+�� ��{" /�<�s 
 x�8 t��� m������� �L�� . �!+��� �s AL<Target> � <PolicySet>����+8L  <PolicySet>,L <Policy>L <Rule> ;4 

�!>��� 3�@��@ �8�7W �X��8 K#�� m�� P�f����. 

 �)GL �!+8 ,j� /" OB#+�% �u+4 �B�" �p`" L" �Y�L ;4 S�!>� ��� �4 �L< /�`<PolicySet> ���� �L��� �!>��� )�`�� ( �!+���
<PolicySetIdReference>�B�" �L< 6-�  . �!+��� �	
 6�s /" =_L<PolicySetIdReference> �!>��� eG 

<PolicySet> u+4 ��� t	�� �B��� �L��� �#Y�!�� �`�� �L���. 

 �!>��� �!+8 ,j� �JL<PolicySet> �7���� HasPrivilegesOfRole <Policy> . �!+8 ,j� /" �^ OB#+� m��<Rule> P4 
 d�0���"N�7�4 ." ���4 u�%  a�I u� R��Q�2 ��H� /" ��7���4 �XQ t� F�8�H�� �	
 ����LAttributeId R��Q¬� 

&action;action-idL DataType�7��  ��&xml;anyURI �!+8L <AttributeValue> �7�H2 
&actions;hasPrivilegesOfRole �!>��� ��L< x�8 K#�+� a�I u� <��4 � <PolicySet>)  6p4AttributeId �L��� 

&roleL DataType ���7�� &xml;anyURIL <AttributeValue> ����� u�7�J URI<�¥� �L��� �7�H�  .( a�I /" �`	��2 ��_L
 �!+��� v�f�4 a�I �
L �L���<Target> �L��� <PolicySet> �@����� � <��4 a�I uI" x�8 ¹��� �HasPrivilegesOfRole 

<Policy>. 

 ��H+�� � 3¤�-1���L 3�@����� �����4 v<���4 t" ,�o+� ;7j�@LPDP r�7��@� S��2" P����� A ��H+�� �	
 /" <PolicySet> x�8 
�� ���L" �@��@ ��" ��H+PDP. 



66 ������� ITU-T  X.1142   (2006/06) 

6.8 ��&O� ������ 

 3�%���� O�� �7�%URN�*����� �	
 �
<�� m�� . 

1.6.8 ��V�&!� ��&f N��� 

 6-z x�8 ���4 ���1� �4�+8 �*����� �	
 ���
 ���7` ����� ����� ������URI. 

urn:oasis:names:tc:xacml:2.0:profiles:rbac:core-hierarchical 

2.6.8 �$�#� J�- 

-[ ���7` ����� ����� �����@� ;AttributeId�L��� 3��+� . 

urn:oasis:names:tc:xacml:2.0:subject:role 

3.6.8  ����!�SubjectCategory) �����!� �,)� �h�( 

 uI" x�8 ����� ����� �����@� ;-[SubjectCategory;8 �<�� =���� /�` �)G �4 <�� m�� ��7����� �X]� 3��+�  C�1+� ���@ 
��L<��. 

urn:oasis:names:tc:xacml:2.0:subject-category:role-enablement-authority 

4.6.8 9���:� �&�- 0�B 

 �!+8 uI" x�8 ����� ���^� ���4 �����@� ;-[<AttributeValue> a�+�� &action;action-id � 
HasPrivilegesOfRole <Policy>. 

 

urn:oasis:names:tc:xacml:2.0:actions:hasPrivilegesOfRole 

 uI" x�8 ����� ����� �����@� ;-[L<AttributeValue> a�+�� &action;action-id �L��� n�!� � <Policy>. 

urn:oasis:names:tc:xacml:2.0:actions:enableRole 

9  ����� � ���!�� �"� ����!#XACML 

u2 ��H� t	�� �@����� ,��H� <�&�� L" �@����� ���JG ��HI PDP �B��� � XACML ;7j�� n�>�� ���J P4 �Y�L 5���4 <��4 ��" x�8 
 �!+8<Result>�2�?�@A� ���@ � �Y�L  . L" 3�@����� b�b�� ��HI /" dPEP <���4 eG )�*+�� 6Q" ;4 �Y�L =�V ���@ µ�H� <�� �J 

7j�� �Y�L �2�?�@� ���@ x�8 r�!y� OB#�L F<���4 6!*+4 n�>�� ���J ;) �!+8<Result> (5���4 <��4 6-� . ���@ ������ �JL
 $��H+�� $2 �4 ���J =�V 6��@� F�8 r�@�G =+c ��B2 6�#H�� �	
 ;4 =�VPEPL PDPS¤p4  . ��H+�� =�� �J ��>" ��Y�I ;4LPEP � 

�!y� ���� �JL �4 =���� � F<�Q��� �H��� P�7] �Y�L =�V ���@ µ�H� �Y�L n�>�� ���J x�8 r) �!+8<Result> ( �)G �4 x�8 r��
�2����� �H��� P�7] S�Y�7�4 )�*+�� /�` . �H����� 64�` eG S�)�*I =����� ���� �4�+8 6�#H�� �	
 ;4 =�V ���@ ������ �JLXML eG L" 

 P4 3�*��� ��oI 6��< 64�` x�8 L" �H����� �	
 � ���+��� ;4 ��8�% F�?z 64�`S¤p4 u��*�4L u��8�*� P��. 

 ��H+�� �X�% =��� /" ;-[ K���V �¤� ������� �	
 �!�LPEP ��8 ��*�` �!� O
L �Y�L =�V ���@ � <���4 F��� n�>�� 3����J 
 ��H+�� eG <��� F�Y�L �2�?�@� ���@ � �X+4 n�>�� ���J 6` �?��IPEP. 

X�% =��� /" ;-[ $�H��V ������� �	
 �!� �7` ��H+�� �7PEP�4 =���� � F<�Q��� �H��� P�� =�V x�8 S�<� �Y�L n�>�� ���J . 

 �B�� 6p�q m�� 3�H�#���� eG <��� ����% �*����� �	
 � �%����� 3���®� ;4 6` d%�� �4"XACML. 

����� �&+�� x�8 r�7��@A� F�1�+�� <����� 3��I �!��L: 

�  a�+��"resource-id" :a�I ���4 P4 <��4 AttributeId: 

  "urn:oasis:names:tc:xacml:1.0:resource:resource-id" 

� a�+�� "scope" :��4 P4 <��4 a�I �AttributeId: 

  "urn:oasis:names:tc:xacml:2.0:resource:scope"  

  F�H*�� PQ�� a�+�� �	
 ;8 3�4����� ;4 ��b�L3.9. 
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1.9 
+��� +��&� ����` 

� �	
�����> �X+-�L ������4 F�H*�. 

 =�V ���@ ��H� /" ;-[XACML<��4 6-� 6!*+4 n�>�� ���J P4 F<���4 <���4 eG )�*+�� S�#�V �Y�L  . �	
 =�`�� �8��J <�&��L
F�H*�� �	
 � �ªAA<L 3�2�?�@A�L 3�#����. 

 ���+��� /�-� /" =_L<Result>4 eG )�*+�� �4 =�V ,��H� ;8 �c�+��  m�� 3�#���� ;4 ����@ ;8 ¯�+� �J m�� ���+��� ����  F<���4 <���
<����� �	
 ;4 �Y�L <��4 eG )�*+�� �X+4 6` =��� .S��<�% S�<��4 <���� �	
 6p4 x7��L . 6` 62�H� t	�� t�o+�� =���� ���@ x7��L

 �!+8<Result>t<�% °<��4 =�V  . ����� �7�J /�-� /" =_LResourceId�  �!+��� <Result> �7�H�� 
<AttributeValue>  a�+��"resource-id"62�H�� t<�*�� <���� =�V �  . F��<Z ;-[LF<�¥� ������ �	� ��H� /" ������� �	
 � 

 $2 62�H�� 62�H���L ��<�*�� <����� 3�#�V P4 n�>�� 3����J 3�#�V F�8 ,j� t	�� O���� =���� ���@ $2 62�H��� n�>���� 3����J
 ���+���L F<�����<Result>F�Y�L �2�?�@� ���@ � F<�����  .AL  <���4 F�8 eG �4 )�*I =�V ,��H� 	�*+� K2���� /" �*����� �	
 =����

����% ��<�% <���4 3�#�V 6-1�� /" L" K2���� E)�7+�� P4 . ���+��� /�-� /" ��@ �*����� =���� AL<Result>�X�*I O
  aI�` m�� 
K2���� E)�7+�� 67��@� �� a?�I �J. 

F<���4 <���4 eG )�*+�� 3�#�V ���&�� K���V �¤p� S�*�L ������� 3��H*�� ��H�L . ���+��� 62�H� ��<�% <���4 3�#�V �X+4 �H��V 6` �!�L
<Result>�2�?�@A� ���@ � . 

 =�V ����� ;-[LXACML ��HI u4�H� �Y�L PEP`" ������ /"  ���+8 � F<���4 <���4 eG )�*+�� =��� �H��V ;4 �p<Resource> 
F<���4. 

1.1.9  ����!� ^ ����!� �'�#�"scope" 

�����> �X+-�L ������4 F�H*�� �	
. 

 <���� a�+� $�7�J �����@� n+�� �	
 �!�"scope"�4 =���� � <���4 F�8 eG )�*I =�V ���� 6Q" ;4  .�	
 �����@� ;-[L �8��H�� 
 �H��L �H����� aI�` �)G �78 �o+�� �B2 ����� <��4 P4XMLA �" . 

1.1.1.9  �������URI�	
���� �  

 ������� /�%����URI 3�%��7` /������� URI�*����� �	
 ;4 Rb]� �	
 � F<�¥� ���h���  . ���h��� �%��� �4�+8 rL�� ����� ������L
 <����� ����XML��L  K������ d K������ ���� ���h��� �%��� �4�+8 |�p�� ����� ����XML: 

 urn:oasis:names:tc:xacml:2.0:profile:multiple:scope:xml 
 urn:oasis:names:tc:xacml:2.0:profile:multiple:scope:non-xml 

2.1.1.9 �
�� ����� ���� ����� ����� 

 �!+��� ,j� /" =_<Resource>  =���� �����XACML a�+�� O���� "scope"�7�H�� P4  "Children") R�+2" ( L""Descendants" 
)�¤>" .( �H��L � �Q��4 �2����� <����� aI�` �)GLXML �!+��� /�% <ResourceContent> ;7j�� /"L S�<�Q�4 /�-� /" =_ 

 �H����� 64�`XML�X+4 S�RbQ �2����� ���+��� 6-1� m��  .L �H��L � S�j�" �Q��4 �2����� <����� aI�` �)GXML d#���� �L���� /" =_ 
XPath  a�+�� �7�H` �������"resource-id"C#j��2 F�Y�L F�H8 ,j� m�� �H��� �8�7W P4 . 

3.1.1.9 ������ 

�¥� F��Y��� F�H���2 6!�� �4 =���� � �H8 �8�7W eG )�*I =�V uI02 =�V ���@ ��*� a�+�� � F<"resource-id" . �7�J aI�` �)GL
 a�+��"scope" O
 "Children" a�+�� �X��8 r�� m�� F�H��� �
 t<�% <��4 6` /�% "resource-id")  <��7�� /�-� �4�+8 3��+�� L"

������4 ���
 3�%��4 F�8 �Y���� (F�z�#4 �X+8 �8�*��� �H��� P��L . a�+�� �7�J aI�` �)GL"scope"  O
"Descendants" <���� /�-� �
 a�+�� �X��8 r�� m�� F�Y���� F�H��� t<�*��"resource-id"�¤>�� �
�H8 P��L . 

;��4" R�+p�@�2 O���� =���� ����� S¤��  t<�% <��4 =�V 6` /�-� /" =_L : a�+�� /""scope" �!+��� /"L <�Q�4 d 
<Resource>S��Y�L S��<�% S�<��4 6p[ . �!+��� �	
 ,j�L <Resource> 6J�� x�8 S��Y�L S���I "resource-id" �	
 ,�J P�� /g�-�L �

t<�*�� <��7�� ������4 F���% 3���
 a�+�� . a�+�� Ã,f �)GL"resource-id" ,j� /" =Q�� F��!4 �XQ O���� =���� ���@ � 
 3��+��"resource-id"�� �X]� �*I t<�*�� <���� =�V � F��! . �!+��� /�` �)GL<ResourceContent> ���@ � S�<�Q�4 

 �!+��� �*I E��<G =Q�� O���� =����<ResourceContent>t<�% <��� =�V 6` � . 

 �B��� <�� ALXACML¤>�� �H���L R�+2�� �H��� ���� 6Q" ;4 �2����� 3�4����� x�8 ������ F��<G r�!Y ��*�` �*����� �	
 AL  �
 �H��L ���Y � ��8 �4 �+��4 F�H8 �XML �!+��� ;4 3�4����� x�8 r�!y� ,�� ��Y <ResourceContent>. 
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2.1.9  �<�#� ^ ����!� �'�#�XPath 

�����> �X+-�L ������4 F�H*�� �	
. 

 d#�� r�7��@� F�H*�� �	
 �!�XPath a�+�� � "resource-id" �7�J P4 "XPath-expression" �  a�+��"scope" ���� 6Q" ;4 
 �H��L � F<���4 �H8 eG )�*I =�VXML . K���L P4 �8��H�� �	
 �����@� =_LXMLd A . 

1.2.1.9  �������URI�	
�����  

 ����� ������URI�*����� �	
 ;4 Rb]� �	
 �
<�s m�� ���h��� : 

 urn:oasis:names:tc:xacml:2.0:profile:multiple:xpath-expression 

2.2.1.9 �
�� ����� ���� 

 �!+��� ,j�<Resource> =���� ����� XACML �!+��� O���� <ResourceContent> a�+��L "resource-id"  3������ C{ P4
"urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression"  /�-� /" =_<AttributeValue> a�+�� 

"resource-id"  S�d#��XPath �!+��� � F<���4 S��H8 6pq �H8 �8�7W r<��� <ResourceContent> . �!+��� ,j�L<Resource> 
 a�+��"scope" �7�H�� P4 "XPath-expression". 

3.2.1.9 ������ 

�!+��� �X�p[ m�� �H��� �8�7W � F<���4 �H8 eG )�*I =�V uI" x�8 6�#H�� �	
 ;4 =�V ���@ ��*� <AttributeValue> a�+�� 
"resource-id" .S��<�% S�<��4 F�H8 6` 6pqL. 

�¸ ;��4" R�+p�@�2 O���� =���� ����� S¤��  t<�% <��4 =�V 6` /�-�L : a�+�� <�QL ��8"scope" a�+�� �7�J /�-� /" F�L�fL 
"resource-id" S�d#�� XPath �!+��� � F�Y�L F�H8 tL��� <ResourceContent> .t<�*�� <���� F�H��� ��� /�-�L . ,f �)GL

 a�+��"resource-id" a�+�� /�% F��!4 �XQ O���� =���� ���@ � "resource-id" �X]� �*I ,j�@ t<�*�� <���� =�V � 
F��!��. 

3.1.9  �V�6%<Resource> 

�����> �X+-� ������4 F�H*�� �	
. 

 ���+8 r�7��@� F�H*�� �	
 �!�<Resource>F<���4 <���4 eG )�*I =�V ���� 6Q" ;4 =�V ���@ � F<���4  . �	
 r�7��@� ;-[L
 K���L aI�` �)G �78 �o+�� �B2 <���4 L" <��4 t" P4 �8��H��XMLA �" ��#���� <���4 aI�` �)G �78 �o+�� �B2L A �" . 

1.3.1.9  �
���URI 

 ����� 67����URI ���7` ����� URI� �*�h��� �*����� ;4 Rb]� �	
 �
<�s m�: 

    urn:oasis:names:tc:xacml:2.0:profile:multiple:multiple-resource-
elements 

2.3.1.9 ��� ������
�� � 

 =���� ���@ ,j�XACML ���+8 F�8 <Resource>. 

3.3.1.9 ������ 

���� P�� eG )�*I =�V uI" x�8 6�#H�� �	
 ;4 =�V ���@ ��*� �!+��� � F<�¥� <�<Resource> S�<��4  ������ A" ����z S��Y�L S��<�%
�*����� �	
 � �X*�L <�� m�� ��>�� 3���®� �!+��� ��). 

 �!+8 6-� ��&���L<Resource>�Y�L t<�% <��4 =�V  . <�QL �
 �Y�L ���*2 O���� =���� ����� S¤��  =���� �	
 /�-�L
 �!+8<Resource>�L �Y . �!+��� �	
 ,f �)GL<Resource>  a�I"scope" ;8 �*��D �7�J u� "Immediate" =�V �]��4 $�� �

�*����� �	
 ;4 62�H�� Rb?�� S�H%L t<�*�� <���� . ��>" ��<�% <���4 3�#�V eG �Y���� t<�*�� <���� =�V ��-*� �]���� �	
 ���*� �JL
 ��H+�� ,��H� 6#JPDP�^ . 
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2.9 `@���#� I��X# ���� 

�����> �X+-�L ������4 F�H*�� �	
. 

 �H��� O8�% =���� 64�` eG L" <���� 6>�< �H��� P�� eG )�*+�� =�V �
 n�>���� ���J =�V ;4 ��B�� ;-� 3A�y� ��2 � ����� <����
<���� ��) ;7f . �H��L eG )�*+�� =�V �+8 ���y� O
 �	
 /�-� �JLXML����  eG )�*+�� =�V �+8 L" �H����� 64�` ;4 ���I R��QG 

u��*�4L ��8�*�� u��<" P4 3�*��� ��oI 6��< 64�` . �!+8 �
 5�����L<Result> eG )�*+�� =����� N�7��� ;4 /�` �)G �4 x�8 r�� �Y�L 
�H��� �8�7W 64�`. 

 �!+��� /�-� /" =_L<Result>�  )�*+�� =�V ,��H� ;8 ¯��+�� ������� �]���� ;8 ,Q�+�� ��	� S¤� . m�� 3�#���� 3�J��@ ;4 ����@ ,l�H�
=������ ;4 S�4�q F�Y�L F�H8 eG S�)�*I �X+4 6` =��� . /�-�L<Decision> � <Result> ��H+�� eG ��Q���� F��Y��� PEP" N�7�4 "

(Permit) ���+��� P�� aI�` �)G O
 F�Y�L ���Y � <Result>�+��  ,j� ��<�*�� �H��� ,��H� ;8 ��<Decision> "Permit" . �AGL
 /�-�<Decision> t	�� <Result> ��H+�� eG F<���� F��Y��� �?��+�� PEP �
 "��%�4 "(Deny) . /�-� /" �*����� �	
 =���� AL

" K2���� E)�7+�� S�H2��4 6�#H�� �	
 ;4 ��#���� <���4 eG )�*+�� =�V ,��H� 	�*+� � ��<�*�� �H��� ��2�H�� ����*�� 3�#���� 3�J��@ /�-� /" L
 �!+��� /�-� /" AG �*����� �	
 =���� AL ��+#4 =������<Result>K2���� E)�7+�� ����@� �� �7` u�*I �
 . 

 K������ <���4 � �����@¤� �¸��YG �*�h��� �	^ /���8�J ������� 3��H*�� � <�&��LXML ��>��L K������ d <���4 � XML. 

1.2.9  �<�#�F +��&!�XML 

�����> �X+-�L ������4 F�H*�� �	
. 

 �H��L 64�` eG )�*+�� =�V F�8�J F�H*�� �	
 �!�XML��8�*�� ����+8 P�� P4 �H����� ��� � �4 �!+8 eG L" . 

1.1.2.9  �����URI�	
�����  

 ����� 67����URI���h��� ���7` ����� �*����� �	
 ;4 Rb]� �	
 �
<�s m�� : 

    urn:oasis:names:tc:xacml:2.0:profile:multiple:entire-hierarchy:xml 

2.1.2.9 �
�� ����� ���� 

 �!+��� ,j�<Resource> a�+�� O���� =���� ���@ � "scope" �7�H�� P4 "EntireHierarchy". 

 �!+��� ,j�L<Resource>�� ���@ �  S��Y�L S���I O���� =��"resource-id"3����4 C{ P4  

"urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression" �!+��� Å%�-� ��¡ �<AttributeValue> 
 �!+��� � F�Y�L F�H8 S�4�q 6pq �H8 �8�7W<ResourceContent>. 

 �!+��� ,j� �JL<Resource> O���� =���� ���@ � ��>" S����I. 

3.1.2.9 ������ 

 /�-� /" =_<Result>������� �]���� ;8 �c�+�� ���� ��L��4 =����  . =�V ���@ 5����� =������ � F�H8 6-� ������ F��<G ��&���
 S��Y�L S��!+8 ,j� ���Q<Resource> a�I u� "resource-id" 3����4 C{ P4 

"urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression" d#�� O
 �7�JL XPath m�� �H��� �8�7W tL��� 
 �!+��� � F�Y���� F�H��� ��� S�4�q ,j�<ResourceContent> . ��H+�� eG ���Q =�V ���@ 6` ������ F��<G ��H�LPDP �u7��H�� 

 �!+��� ��" P#���L<Decision>) ���H�� ( ���+��� �<Result>�!�� 3�) � . S��!Y F���]� 3�#���� 3�J��@ P�� �?��I aI�` �)GL
"N�7�4 "(Permit) Pf�� <Result>  ,j� F�Y�L <Decision> u�7�J "N�7�4 " ��H+�� eG F<���� �2�?�@A� ���@ �PEP . �)GL

 ���Q =�V ���@ t" �?��I aI�`"��%�4 "(Deny) L" "<�U d "(Indeterminate) L" "��� 62�J dK�#� "(NotApplicable) Pf�� �
 �?��I<Result> ���J �X�% F�Y�L <Decision>" ��%�4 "(Deny) ��H+�� eG ��@��� �2�?�@A� ���@ � PEP. 

2.2.9  �<�#� K<F +��&!�XML 

�����> �X+-�L ������4 F�H*�� �	
. 

����� <��4 � �H��� =���� 64�` eG )�*+�� =�V �8��J F�H*�� �	
 �!� K������ ;8 ���D �4 XML. 
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1.2.2.9  �����URI 

 ����� ������URI�*����� ;4 Rb]� �	
 �
<�s m�� ���h��� ���7` ����� : 

    urn:oasis:names:tc:xacml:2.0:profile:multiple:entire-hierarchy:non-xml 

2.2.2.9 �
�� ����� ���� 

 �!+��� ,j�<Resource>=���� ���@ �  a�+�� O���� "scope" �7�H�� P4 "EntireHierarchy". 

 �!+��� ,j�L<Resource> S��Y�L S���I O���� =���� ���@ � "resource-id"����� <��4 � F�Y�L F�H8 6p[ . 

 �!+��� ,j� �JL<Resource>��>" S����I O���� =���� ���@ � . 

U ����� <��4 � �H��� 6�pq �����@� ;-[L �*����� � <�XACMLF�Y���� F�H��� ���
 6�pq 6Q" ;4 ������� �	
 � ��#������ <���7�� . 

3.2.2.9 ������ 

 �?��I /�-� /" =_<Result>������� �]���� ;8 ���+�� ���� ��L��4 =���� �	
  . =������ � F�H8 6-� ���@ F��<G 6` ��&���
�!+8 ,j� ���Q =�V ���@ �5����� <Resource> a�+�� P4 S��Y�L "resource-id" � F�Y���� F�H��� ��� ���
 O
 �7�H2 

=������ . ��H+�� eG ���Q =�V ���@ 6` ������ F��<G ��H�LPDP �!+��� ��" P#���L �,��H��� <Decision> ���+��� � <Result> 3�) 
��!�� .S��!Y F���]� 3�#���� 3�J��@ P�� �?��I aI�` �)GL" N�7�4 "(Permit) �?��I Pf�� <Result> ,j� F�Y�L "���J " 

<Decision>"N�7�4 "(Permit) ��H+�� eG ��@��� �2�?�@A� ���@ � PEP . F���]� 3�#���� 3�J��@ �Y" �?��I aI�` �)G �4"
"��%�4 "(Deny) L" �"<�U d "(Indeterminate) L" �"K�#���� 62�J d "(NotApplicable)� �!+8 /�% <Result> ,j� S��Y�L 

<Decision> u�7�J )��%�4 ((Deny) ��H+�� eG 6@�� m�� �2�?�@A� ���@ � Pf�� PEP. 

 �B��� <�� ALXACML 6��� � F<�¥� F�H��� �¤> AG �H��� ���&�� �4M¤�� 3�4����� x�8 ������ F��<G r�!Y ��*�` �*����� �	
 L" 

 6�pq ��*�` L"F�H8 6` ��� . �*����� � <�U ����� <��4 � �H��� 6�pq �����@� ;-[LXACML ;4 ������� �	
 � ��#������ <���7�� 

6�#H�� �	
 ;4 F�H8 6` ���
 6�pq 6Q". 

3.9 ���)� J�6#� ��&f ������ 

 ���7` ����� ���^� ���4 ������AttributeId ���I x�8 r�� <��4 a�+� ("scope" attribute)") a�+�� "(scope)( )�*I =�V 
 �Y�L �!+8 �<Resource> =���� ���@ � . 

 urn:oasis:names:tc:xacml:2.0:resource:scope 

 3������ C{ a�+�� /�-� /" =_L"http://www.w3.org/2001/XMLSchema#string". 

 F�H*�� � S�HYA a�+�� �	^ �y�!�� ,�H�� <��L5.7 . ;-[L���*�� �8�79� �X�% �£ ,�H�� �	
 ;4 ��8�% �8�7W t" �4 K�#�� �%�� /". 

� "t��% "(Immediate) � �!+��� 6�s <Resource>����� <��4 � F��YL F�H8 eG L" ����� d ��YL <��4 eG  .
 a�I <�QL ��8 r�Y � =�B��� �7�J O
 �	
L"scope" .�!+��� �]��4 ,��L<Resource>  F�H*�� =Q�£7. 

� "vL�% "(Children) � �!+��� 6�s <Resource>=������ � <���4 F�8 eG  . F�Y�L F�H8 ;4 <����� �8�7W ��0��L
 <���� a�I � �X*�L <��"resource-id"=������ � F�z�#�� vL�*�� �H��� P�� ;4L  . �!+��� �]��4 ,��L

<Resource> F�H*�� S�H%L 1.1.9 ;4 �*����� �	
. 

� "�¤>" "(Descendants) � �!+��� 6�s <Resource>=������ � <���4 F�8 eG  . F�H8 ;4 <����� �8�7W ��0��L
 <���� a�I �X*!� F��YL"resource-id"=������ � �¤>�� �H��� P�� ;4L  . �!+��� �]��4 ,��L<Resource> 

 F�H*�� S�H%L1.1.9�*����� �	
 ;4 . 

� " d#��XPath "(XPath-expression) � �!+��� 6�s <Resource>=������ � <���4 F�8 eG  . <����� �8�7W ��0��L
 <���� a�I �X*!� �H8 �8�7WL �H��� ;4"resource-id" . �!+��� � �H��� �	
 ;4 6` �Q��L

<ResourceContent> �!+��� ;4 <Resource>�!+��� �]��4 ,��L <Resource> F�H*�� S�H%L 2.1.9 �	
 ;4 
�*�����. 

� "64�` =���� "(EntireHierarchy) � �!+��� 6�s <Resource>��YL <��4 eG  . a�I �X*!� F�H8 ;4 <���� ��0��L
 <����"resource-id"�¤>�� �H��� ��� P�� ;4L  . �H��L � �H8 �H��� P��LXML �!+��� � �Q��4 

<ResourceContent> �!+��� ;4 <Resource> �!+��� �]��4 ,��L <Resource> F�H*�� S�H%L 2.9. 
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4.9 
���� ��V�&� ��&f ������ 

 3�%���� ,�J ������URI 3�%��7` ������� URI�*����� �	
 ;4 �*����� 3��H*�� �
<�� m�� ���h��� : 

�  a�I"scope"� P2����   "children" L" "descendants"�� �  �!+�<Resource> : <���4XML 

urn:oasis:names:tc:xacml:2.0:profile:multiple:scope:xml 

�  a�I"scope"� P2����   "children" L" "descendants" �!+��� �  <Resource> : d <���4XML 

urn:oasis:names:tc:xacml:2.0:profile:multiple:scope:non-xml 

�  d#��XPath a�+�� � "resource-id" 

urn:oasis:names:tc:xacml:2.0:profile:multiple:xpath-expression 

�  ���+8<Resource>F<���4  

urn:oasis:names:tc:xacml:2.0:profile:multiple:multiple-resource-
elements 

� 64�` =���� ;4 3�#�V : <���4XML 

urn:oasis:names:tc:xacml:2.0:profile:multiple:entire-hierarchy:xml 

� 64�` =����� 3�#�V : d <���4XML 

urn:oasis:names:tc:xacml:2.0:profile:multiple:entire-hierarchy:non-
xml 

10  �$%���SAML 2.0 ����!&�� XACML 

 ���+�� �����@� ��*�` /012 �*���4 F�H*�� �	
 <��SAML 2.0)  ������� �oI�ITU-T X.1141 (��© 6Q" ;4 ��o+�� 3A�Y �XACML 
 ��o+�� K�#�� �XQ��s ��>" 3�4���4L �X#�VL �X�HILXACML. 

 �B���LSAML �B��� x�8 ,��J 678 ��VG O
 XML;4�� 3�4���4 r<�#��  . 3�X]� /012 ,8�b4 6-z � �	
 ;4�� 3�4���4 ;8 ���L
��7����� . /��` ��7����� �X]�L)��� L" /��IG ( E��+� ���
 u��4 ;4" r�W � . /�H��@A� ;8 ���>�< 3�I��2 F�8 �Y�L ,8M ,j� �JL

3��+��L n�>����L . �B��� ����LSAML ��o+��2 ��+��� 3������ ;4 ,8�b�� ��#��� /" u�¤> ;4 ;��2b�� ;-7�� SA�`��L�2 SAML /"L 
�X+4 �2�QG x�8 ���!s .��@� ���I" ;4 /Ã�-�� r�`��L��� �	
 ,f ;-[L �B��� x�8 �7��J �2�?�@�L =�V 6XML Fdp` 3A�`��L�2 eG 

 �B��� <��L '6H+��L 3A�!�A�2 K���� �*��DSAML r�`��L��� P4 ���L S�4�78 SOAP r�`��L��� � HTTP . ��o+�� 3���@ P�����L
SAML��Q���� /M���� 6p4 3�4���7�� �*��D <���4 �����@� �ª�2�?�@� ���&�@� �+8  3�#���� � �a��L m�� ,8�b��L 3�@����� 
��>���� . �B��� <��LSAML3�I��#��L ���!+��L �L�1��L ��7����� 3�X]�L ,8�b�� ���+8 . 

O
L F�H*�� �	
 � �4������ 3�I��#��L 3����*�@A� ;4 v��I" ��@ �³L: 

(1 AttributeQuery: �B� =�V SAML �Y�L a�I =��� 67���� t����4 3��+�� ���@ ;4 �p`" L". 

(2 AttributeStatement: /��2 SAML �2�QG � /��#�� �	
 ������L �p`" L" S��Y�L S���I ,j� t����4 SAML ��!� 
 ,8�b7�� K�+` ������ �J L" 3��I ���@ ;8SAML3��I v<���4 � 3��+�� ;�b� 6Q" ;4 . 

(3 XACMLPolicyQuery: =�V P�@�� SAML� �	
 � <�U  ��HI ;4 �p`" L" F�Y�L �@��@ =�V � ������L �*����
�@����� F��<G. 

(4 XACMLPolicyStatement: /��2 P�@�� SAML�*����� �	
 � <�U  . �2�QG � ������LSAML ��HI ;8 F�<�� 
 ,8�b�� K�I � L" 3�@����� F��<GSAML3�@��@ v<���4 � 3�@����� ;�b� 6Q" ;4 . 

(5 XACMLAuthzDecisionQuery : =�V P�@��SAML�*����� �	
 � <�U  . ��H+�� u4�����LPEP ���J =�V � 
 ��HI ;4 n�>��XACML PDP. 

(6 XACMLAuthzDecisionStatement : /��2 P�@��SAML�*����� �	
 � <�U  . �2�QG � u4����@� ;-[L
SAML ��HI ;8 ��!� XACML PDP . ,8�b4 � S�j�" ������LSAML A �4" �	
 ;-�L �3�<�7�8�` ��7���4 

 r�7��@� E)�{ ��VG � 6>��XACMLS����Y <�¥� . 

 ����� 6-1�� �f��L(1-10) �B��� r�7��@� E)�{ XACML�*����� 3�I�-�� $2 3A�!�A� � �4������ 6��@���L  . P�� ������ AL
K�#�� 6` � 3�I�-��. 
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3�S�� X.1142/1-10 � �;��� D�>h��� V��W XACML 

�X4����@� ��*�` ��	`L /��#�� C�D ���+8L 3����*�@A� �	
 P�� F�H*�� �	
 �!�L . =I��]� ��2 �!� �7` �����@A ��>��
 �B���SAML �B��� P4 XACML. �B�� P�@�� L" d�B� t" ������� �	
 =���� AL XACML <�� �X+-� � �B�� 3���@��SAML. 

 �B��� FR��J ���2�J $�� x�8 S���YLXML O�>���� /��-�� ������� 3�s�!��� r�7��@� �*����� �	
 � F<����� ��p4�� ���*� XML: 

^lt;!ENTITY saml "urn:oasis:names:tc:SAML:2.0:assertion" 

^lt;!ENTITY samlp "urn:oasis:names:tc:SAML:2.0:protocol" 

^lt;!ENTITY xacml "urn:oasis:names:tc:xacml:2.0:" 

^lt;!ENTITY xacml-context "urn:oasis:names:tc:xacml:2.0:context:schema:os" 

^lt;!ENTITY xml "http://www.w3.org/2001/XMLSchema#" 

^lt;!ENTITY subject-id "urn:oasis:names:tc:xacml:1.0:subject:subject-id" 

^lt;!ENTITY resource "urn:oasis:names:tc:xacml:1.0:resource:" 

^lt;!ENTITY resource-id "urn:oasis:names:tc:xacml:1.0:resource:resource-id" 

^lt;!ENTITY action-id "urn:oasis:names:tc:xacml:1.0:action:action-id" 

^lt;!ENTITY environment "urn:oasis:names:tc:xacml:1.0:environment:" 

^lt;!ENTITY current-dateTime 
"urn:oasis:names:tc:xacml:1.0:environment:current-dateTime" 

r�p4 : d#����"&xml;#string"  r<���http://www.w3.org/2001/XMLSchema#string . C��7�� =Y�!�� ,@A� /�-4L
XACML �B��� ,8b4 C�D P@�� t	�� SAML�
 : 

xacml-saml="urn:oasis:names:tc:xacml:2.0:saml:assertion:schema:os" 

 C��7�� =Y�!�� ,@A� /�-4LXACML r�`��L��� C�D P@�� t	�� SAML�
 : 

xacml-samlp="urn:oasis:names:tc:xacml:2.0:saml:protocol:schema:os" 

 ���:AttributeQuery

�����:AttributeStatement 

	
�:XACMLPolicyStatement 

�����:XACMLPolicyStatement 

���:XADO 

���:AttributeQuery

X.1142(06)_F10.1

	
�:AttributeStatement

	
� :AttributeStatement

 �����	
PEP 

�����	
AA 

�����	
PDP 


���� 

���� 


���� 

������ 

	�����
PAP 

����� :AttributeStatement

	
�:AttributeStatement

XADQ XACMLAuthzDecisionQuery
XASD XACMLAuthzDecisionStatement 

�����:XADS

���:XACMLPolicyQuery

	
�: XACMLPolicyStatement 
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1.10  �&�6#� jF IF�'�SAML �&�6#�$ XACML 

�B��� ,8�b4 C�D <�s SAML�4 a�I ,8�b4  . r�`��L��� C�D <�sLSAML �7��4 AttributeQuery 3A�Y =�V � ������ 
�2����� 3A�y� ,j� �2�QGL a�+�� ,8�b4 . �B�� ��7����� �7oI�� ������ �JLXACML 3��+�� ;4 3A�Y SAML �	
 ;�b�L r�@�Z 

 ���+���SAML . �7oI�� ������ �JLXACML r�`��L�2 AttributeQuery 3��I 3A�Y =�V � SAML . 62�H� R��QG =_L
 3��+�� $2SAML 3��+��L XACML 3��+�� r�7��@� ;-[ O-� SAML =�V ���@ � XACML. 

 a�I ,8b4LSAML ���Y �
 <saml:Assertion>  ���Y ,j�<saml:AttributeStatement> �X+4 6` ,j� �p`" L" F�Y�L 
 ���Y<saml:Attribute>�p`" L" F�Y�L . 

 a�I 6` x�8 =_LXACML a�I ,8b4 � SAML =�V ���@ � u��7��@� 6Q" ;4 SAML 3��+�� �*���� 6p7�� /" XACML 

Attribute profile  ,@A� /�-4urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML  ������� � F<�����
ITU-T. X.1141. 

 �!+��� Pf��L<xacml-context:Attribute> �!+��� eG S�<�+�@� <saml:Attribute> a�+�� ,8b4 � 62�H�� SAML x�8 
����� �&+��: 

•  a�+��XACML AttributeId XML 

� 67���� a�+�� ��4�` F��H�� �7�H�� <saml:Attribute> Name XML. 

•  a�+��XACML DataType XML 

�  a�+�� ��4�` F��H�� �7�H�� 67����<saml:Attribute> DataType XML a�+�� �HÁ% �)GL 
<saml:Attribute> DataType XML a�+�� �#!� XACML DataType XML 

 http://www.w3.org/2001/XMLSchema#string. 

•  a�+��XACML Issuer XML 

�  �!+��� ������� �7�J 67����<saml:Issuer> a�+�� ,8b4 ;4 SAML. 

•  �!+���<xacml-context:AttributeValue> 

�  �7�H�� 67����<saml:AttributeValue> �!+��� �7�H` <xacml-context:AttributeValue>. 

 ���Y 6` 62�H� ,��L<saml:Attribute> �!+8 P4 <xacml-context:Attribute>�Y�L  . 3A�Y P�� E��� AL
<saml:Attribute> a�I ,8b4 � SAML_L '62�H��� eG  a�+�� 3A�Y R�H�I� M�SAML a��� ���� r�7��@�2 62�H��� eG E��� m�� 

�+
 F<�U . a�+�� 67����LIssuer) �?�+�� �X]�( �!+��� <saml:Assertion> �!+8 6-� �?�+4 �X?` <xacml-

context:Attribute> ��&��4 . 

 �!+��� Pf��L<xacml-context:Attribute>eG S�<�+�@� ��&����  <saml:Assertion> �!+��� � <xacml-

context:Resource> L" <xacml-context:Subject>L"  <xacml-context:Action> L" <xacml-

context:Environment> /��-�� �h�+� t	�� <saml:Subject>a�+�� ,8b4 �  SAML . �X]� aI�` �)G �r�p�� 6�#@ x�8L
 a�+�� ,8b� ��7�����SAML+8 ,j�  �!<saml:NameIdentifier>aI�`L  �7�J NameIdentifier �7�H�� P4 �7����4 

<xacml-context:Attribute> ���4 x�8 t��� m�� AttributeId a�+�� &resource;resource-id 3A�Y /�% �
<xacml-context:Attribute> 3A�Y eG S�<�+�@� ���&���� <saml:Attribute> a�+�� ��) ,8b4 � SAML �X�fL =_ 

 �!+��� �<xacml-context:Resource> . �!+��� PfL �)GL<xacml-context:Attribute>�!+8 �  
<xacml-context:Subject> a�+�� /�-� /" S�j�" =_ XACML SubjectCategory XML 6-1� t	�� /��-�� P4 S�H��4 

 �!+��� v�f�4<saml:Assertion>. 

x�8 $��� �B��� �
<�� m�� 3AA���2 ��H��� w uI" 62�H��� ���7�2 ��H� t	�� /��-�� SAML � ���+��� <saml:Assertion> . �Q�Y AL
 r�7��@� 6#J w �J 3���7��� �	
 R��QG /" ;4 �`0�� /" u��8 ;-� ��	
 3AA��� ;4 KH&��� 3���78 u�*+2 t�_ /" 62�H��� /��-�

��H+�� XACML PDP�  �!+8 t<xacml:Attribute>;4 ��&�@�  <saml:Assertion> . ��A��� ;4 KH&��� 3���78 ,j�L
O�� �4 ��>" ��4" ��� �: 

•  3��+�� 6` /�-� /" OB#+�NotBefore LNotOnOrAfter XML �!+��� � <saml:Assertion> �y�� 
�7�%  �!+���2 K����<xacml:Request> ,j� t	�� <xacml:Attribute> ;4 K�1�� SAML�������L  . ��)L

 a�+�� ,�J /" ���NotBeforeL NotOnOrAfter XML ,�H�� P4 �H��4 /�-� /" OB#+� 
&environment;current-timeL &environment;current-dateL &environment:current-

dateTime <xacml:Attribute> �!+��� �#Y�!�� <xacml:Request>. 
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• � /" OB#+� �B��� �
<�� m�� 3AA���2 ��H��� ;4 62�H���2 ��H� t	�� /��-�� �`0�SAML �!+8 6-� 
<saml:AudienceRestrictionCondition> L" <saml:DoNotCacheCondition>. 

•  �!+8 �Xh �)G<ds:Signature> � <saml:Assertion> ;4 �`0�� /" 62�H���2 ��H� t	�� /��-�� x�8 =_ uI�% 
�Y¤� �!+��� ����� ;4L P�J���� �SAML <Issuer> �7�H�� P4 <ds:X509IssuerName>P�J���� � F<�Q���  .

 ������� � F<����� ��X�Q���� �����2 ��H��� OB#+�LITU-T X.1141��7J��� P�J�����2 K���� �7�% . 

2.10 P���#� �����B 

 �*����� <��SAML 2.0 n�>�� ���J 5��?�@� AuthzDecisionQuery�L" )  ������� �oI�ITU-T X.1141 .(?�@A�L 5��
SAML AuthzDecisionQuery ��H+�� ;-7�� m�� 3�4����� P�� 6HI x�8 �<�J d XACML PDP ���@ ;4 Rb?` �^�#J ;4 

�X#�V . /��#�� /" �7`SAML AuthzDecisionStatement@ �X7j� m�� 3�4����� P�� 6HI x�8 �<�J d  �2�?�@A� ���XACML. 

 ��H+� N��� O-�LPEP �2�?�@A�L =���� =�`�� �8��J 67���� /" SAML �2�?�@A� ���@L =���� ���@ �8��H� 64�-�� ,8��� P4 
XACML P@���� $��I�-4G ������� �	
 <�� SAML �¸: 

•  5��?�@A�<xacml-samlp:XACMLAuthzDecisionQuery> 5��?�@� �
L SAMLP@��  r�`��L��� C�D 
SAML)  ������� �oI�ITU-T X.1141( . ��H+�� 5��?�@A� �	
 ����LPEP =�V ���@ µ�H� XACML =�V � 
SAML��>" 3�4���4 P4 . 

•  /��#��<xacml-saml:XACMLAuthzDecisionStatement> /��2 �
L SAML ,8�b�� C�D P@�� SAML 
) ������� �oI�ITU-T X.1141 .(���� �
L ��H+� XACML PDP �2�?�@� ���@ ���� /" XACML x�8 �2�QZ� � 

 /��#��<XACMLAuthzDecisionStatement>��>" 3�4���4 P4  . �2�?�@� ���@ ;�b� S�j�" ���� �
LXACML 
 ,8b4 6-z x�8 u��@�G L"SAML. 

1.2.10  �C6�#�<XACMLAuthzDecisionQuery> 

 ��HI ������PEP �!+��� <XACMLAuthzDecisionQuery> ��HI ;4 n�>�� ���J =�V � XACML PDP . �!+��� �	
 ����L
 =���SAML =�V ���@ ���Y 6HI XACML. 

 

<xs:element name="XACMLAuthzDecisionQuery" type="XACMLAuthzDecisionQueryType"/> 
<xs:complexType name="XACMLAuthzDecisionQueryType"> 
 <xs:complexContent> 
  <xs:extension base="samlp:RequestAbstractType"> 
   <xs:sequence> 
    <xs:element ref="xacml-context:Request"/> 
   </xs:sequence> 
   <xs:attribute name="InputContextOnly" type="boolean" use="optional" default="false"/> 
   <xs:attribute name="ReturnContext" type="boolean" use="optional" default="false"/> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<XACMLAuthzDecisionQuery> �H�4 C{ �
 XACMLAuthzDecisionQueryType . 6��2 �
 C7+�� �	
L
 5��?�@¤�<samlp:AuthzDecisionQuery> ��H+�� �7�� t	�� PEP ��H+� ��4�-�� 3���H�� r�7��@�2 XACML PDP. 

 �!+��� ,j�L<XACMLAuthzDecisionQuery> ���+���L 3��+�� XML��� ����: 

� InputContextOnly ]�7�J =�B��� "false"[ 

 a�+�� �	
 ,-sXML ��H+�� �7��� m�� 3�4����� <���4 PDP�X!�>�� ���J <��8G � �^�7��@�2  . a�+�� �	
 /�` �)GL"true" 

XML � F<�Q��� 3�4����� «�@" x�8 n�>���� ���J 	>" =Q�� <XACMLAuthzDecisionQuery>L 'd A  M�_ A
��Q��> 3��I t" �����@� . a�+�� �	
 /�` �)G �4""false" XML d ��Q��> 3��I eG S�<�+�@� n�>���� ���J ����G M�_ uI�% 

 � �+7j�4<XACMLAuthzDecisionQuery>. 

� ReturnContext]  =�B��� �7�J"false"[ 

 a�+�� �	
 ����XML ��H+�� PEP �!+8 E��<G =��� /" <xacml-context:Request> �!+��� � 
<XACMLAuthzDecisionStatement>=���� ;8 ¯��+��  . �!+��� ��) 3����&£ S�j�" ,-&�� �
L

<xacml-context:Request>. 

 a�+�� �	
 /�` �)GL"true" XML ��H+�� x�8 =Q�� �PDP E��� /" <xacml-context:Request>  �!+��� �
<XACMLAuthzDecisionStatement> � <�Q��� <XACMLResponse> .�!+��� �	
 E���L 
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<xacml-context:Request>3��+�� P��  ��H+�� �
�%�� m�� PEP 5��?�@A� � <XACMLAuthzDecisionQuery> 
n�>���� ���J <��8Z u��7��@� t	�� . ��H+�� E��� �JLPDP �!+��� �	
 � ��%�fG S����I <xacml-context:Request> 6p4 

I ��H+�� �X��8 6!� ��Q��> 3��PDP ��H+�� �X%��� ��>" 3��I L" n�>���� ���J <��8G � ������L PDP �X+4 ��*��� �JL 
 ��H+��PEP 3�#�V <��8G � <XACMLAuthzDecisionQuery>�HYA . 

 a�+�� �	
 /�` �)GL"false" XML ��H+�� /�% �PDP �!+��� ,j� A °	��+8 <xacml-context:Request> �!+��� � 
<XACMLAuthzDecisionStatement> �2�?�@A� <XACMLResponse>. 

� <xacml-context:Request>] 5���4[ 

  =�V ���@ �
LXACML. 

2.2.10  �C6�#�<XACMLAuthzDecisionStatement> 

 ��H+�� M�_XACML PDP �!+��� ������ /" <XACMLAuthzDecisionStatement> �2�QG r�@�G � SAML �2�QG ���@ ,j� 
XACML ��H+�� eG PEP 5��?�@� x�8 S�<� <XACMLAuthzDecisionQuery> . ,8b4 � �!+��� �	
 �����@� S�j�" M�_LSAML 

v<���4 � n�>�� ���J ;�b��� K�+`. 

 

<xs:element name="XACMLAuthzDecisionStatement" type="xacml-
saml:XACMLAuthzDecisionStatementType"/> 
<xs:complexType name="XACMLAuthzDecisionStatementType"> 
 <xs:complexContent> 
  <xs:extension base="saml:StatementAbstractType"> 
   <xs:sequence> 
    <xs:element ref="xacml-context:Response"/> 
     <xs:element ref="xacml-context:Request" MinOccurs="0"/> 
   </xs:sequence> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 
 

 �!+���L<XACMLAuthzDecisionStatement> �H��� C7+�� ;4 �
 XACMLAuthzDecisionStatementType �
 �!+��� �	
L 
 �!+��� 6��2<samlp:AuthzDecisionStatement>  �B��� � <�¥�SAML ,8b7�� ���� t	��L SAML ���U 64�` ,j� /" 

 ��H+�� ;4 F<����� �2�?�@A�XACML PDP. 

��� ,j�L �!+<XACMLAuthzDecisionStatement>������� ���+��� : 

� <xacml-context:Response>] O4�b�G[ 

 �2�QZ� ���@ �
LXACML ��H+�� u���&�@� t	�� XACML PDP 5��?�@A� x�8 S�<� 
<XACMLAuthzDecisionQuery>. 

� <xacml-context:Request> ]t���>[ 

 =�V �
L<xacml-context:Request>,j�  3��I XACML �X��@�" XACML PDP 5��?�@A� x�8 S�<� 
<XACMLAuthzDecisionQuery> . a�+�� /�` �)G �!+��� �	
 E���LReturnResponse XML � 
<XACMLAuthzDecisionQuery> "true" . a�+�� �	
 /�` �)G �4""false"��`	�� �!+��� E��� ¤% . 

3.10 ��"���#� 

 �@����� <��XACML��!+8 �¸ �@����� C��� ; :<Policy>L <PolicySet> . �B��� <�� ALSAML 3���D L" r�`��L�2 t" 
3�@�����2 ���> ,8�b4 . 3���@�� F�H*�� �	
 <��LSAML ;��!+��� F���Q <XACMLPolicyQuery> 

L<XACMLPolicyStatement>.b�L r�@�GL =��� ;����]� ;��!+��� ;�	
 3A�Y r�7��@� ;-[L  3A�Y ;�<Policy> 
L<PolicySet>  �B�� XACML. 

1.3.10  �C6�#�<XACMLPolicyQuery> 

 ��H+�� ������PDP �!+��� <XACMLPolicyQuery> �!+��� �p`" L" F�Y�L ���Y =�V � policy L" PolicySet �B�� XACML 
 =�V ;4 Rb?` C�� x�8 �@��@ F��<G ��HI ;4SAML. 

 

<xs:element name="XACMLPolicyQuery" type="XACMLPolicyQueryType"/> 
<xs:complexType name="XACMLPolicyQueryType"> 
 <complexContent> 
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  <xs:extension base="samlp:RequestAbstractType"> 
   <xs:choice minOccurs="0" maxOccurs="unbounded"> 
    <xs:element ref="xacml-context:Request"/> 
    <xs:element ref="xacml:Target"/> 
    <xs:element ref="xacml:PolicySetIdReference"/> 
    <xs:element ref="xacml:PolicyIdReference"/> 
   </xs:choice> 
  </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<XACMLPolicyQuery> �H��� C7+�� ;4 �
 XACMLPolicyQueryType. 

 �!+��� ,j�L<XACMLPolicyQuery>������� ���+��� ;4 �p`" L" S��Y�L S��!+8 : 

� <xacml-context:Request>] <�8 t"[ 

 =�V ���@ �%�� �
LXACML . 3�8�7WL �@����� 3A�Y P�� F<�8G =_LPolicySet �B�� XACML �	
 � K#�� m�� 
=����. 

� <xacml:Target> ] <�8 t"[ 

 �%�� �
LXACML <Target> .L 3�8�79�L �@����� 3A�Y P�� F<�8G =_LPolicySet  �B��� �XACML K#�� m�� 
 �!+��� �	
 x�8<Target>. 

� <xacml:PolicySetIdReference>] <�8 t"[ 

 �!+��� <�s �
LXACML <PolicySet>u�<�8G OB#+� t	�� . 

� <xacml:PolicyIdReference>] <�8 t"[ 

 �!+��� <�s �
LXACML <Policy>u�<�8G OB#+� t	�� . 

2.3.10  �C6�#�<XACMLPolicyStatement> 

 /��#�� �@����� F��<G ��HI ������<XACMLPolicyStatement> �!+�� �p`" L" F�Y�L ���Y ���� /" 6Q" ;4 <Policy>  L"
<PolicySet> �B�� SAML �2�QG � SAML =�V x�8 S�<� <XACMLPolicyQuery>. /��#�� �����@� S�j�" M�_L 

<XACMLPolicyStatement> ,8b4 � SAML �!+��� ;�b��� K�+` <XACMLPolicyStatement>. 

 

<xs:element name="XACMLPolicyStatement" type="xacml-
saml:XACMLPolicyStatementType"/> 
<xs:complexType name="XACMLPolicyStatementType"> 
 <xs:complexContent> 
  <xs:extension base="saml:StatementAbstractType"> 
   <xs:choice minOccurs="0" maxOccurs=unbounded"> 
    <xs:element ref="xacml:Policy"/> 
    <xs:element ref="xacmlPolicySet"/> 
   </xs:choice> 
   </xs:extension> 
 </xs:complexContent> 
</xs:complexType> 

 �!+���L<XACMLPolicyStatement> �H��� C7+�� ;4 �
 XACMLPolicyStatementType. 

 �!+��� ,j�L<XACMLPolicyStatement>������� ���+���  . �!+��� ��� �)GL<XACMLPolicyStatement> 5��?�@� x�8 S�<� 
<XACMLPolicyQuery> �!+8 ���Y t" ����� �L �<xacml:Policy>  L"<xacml:PolicySet> �#Y�!�� 3�*����� 

 5��?�@¤�<XACMLPolicyQuery> � �!+8 t" �Q�� ;�% <XACMLPolicyStatement>. 

� <xacml:Policy>] <�8 t"[ 

 ���Y O
L<xacml:Policy> 5��?�@¤� �#Y�!�� 3�*����� ����� <XACMLPolicyQuery>3�QL /G �. 

� <xacml:PolicySet>] <�8 t"[ 

 ���Y O
L<xacml:PolicySet> 5��?�@¤� �#Y�!�� 3�*����� ����� <XACMLPolicyQuery>3�QL /G �. 
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4.10  �C6�#�<saml:Assertion> 

 �!+8 ��B�<XACMLAuthzDecisionStatement> L" <XACMLPolicyStatement> L" <saml:AttributeStatement> 
 t����4 SAML �!+8 � <saml:Assertion>P±J�4 /�-� �J . 

 3�I�-4 ,o�4L<saml:Assertion> ������� � ��4�` F<�U ITU-T X.1141 . 3��+��L ���+��� <�&��LXML �����@¤� �+
 ������� 
 3�I��#�� ��{" P4SAML�*����� �	
 � �4������L F<�¥� . 

 �!+��� � 3�4����� x�8 3����H� L" 3�#���4 t" �*����� �	
 ��*� AL<saml:Assertion>�+
 <�� m�� ��� R�+p�@�2 . 

1.4.10  �C6�#�<saml:Issuer> 

 �!+���<saml:Issuer> /012 3�4����� ��H��A 5���4 �!+8 �
 " ������SAML =���� ��� m�� )3�#���� (,8�b�� �." 

 �Y���� ���^� /�-� /" �*����� �	
 =���� AL<saml:Issuer>" ;4 PÆJ��� ���
 P4 �H��4 ���� ���� ��7J� P�J��� d%�� 6Q . PH�L
 ,8�b�� PÆJ�� m�� ������ P4 �#@�+4 �H� �J¤8 �4�JG ���L��4 ��7����� �X]� x�8<saml:Assertion>. 

 �����@� �+8L<saml:AttributeAssertion> a�I R�1IG � XACML �!+��� ������� �7�J 67���� �<saml:Issuer> �7�H` 
 a�IXACML Issuer XML �7�H�� <�&�� ��¡ SAML��H+�� �	
 F�8��4 P4 . 

2.4.10  �C6�#�<ds:Signature> 

 �!+���<ds:Signature> ��H��A t���> �!+8 " P�J��XML,8b�� ;H���� ." 

 �!+8 ������L<ds:Signature> /��2 P4 67���4 ,8b4 � XACML .� �Y���� ���^� /�-� /" �*����� �	
 ���1� AL �!+��� 
<saml:Issuer>���� ���� ��7J� P�J��� d%�� 6Q" ;4 PÆJ��� ���
 P4 S�H��4  . �H� �J¤8 �4�JG ���L��4 ��7����� �X]� x�8 PH�L

 PÆJ�� m�� ������ P4 �#@�+4<saml:Assertion>. 

�4 67���� �A" OB#+�L ,8b4 � E��4 P�J�� t" ;4 67����� ����� KH&�� /" OB#+�L P�J���� ;4 KH&��� w �)G �AG ,8�b�� ;4 �H�14 3�4��
N�?+2. 

3.4.10  �C6�#�<saml:Subject> 

 �!+���<saml:Subject> ��H��A 67���� t���> �!+8 �
 " /��#�� ��7����� �X]�)3�I��#�� (,8b�� �." 

 �!+��� E��� AL<saml:Subject> ;7j�� ,8b4 � <XACMLAuthzDecision> L" <XACMLPolicy>. 

 �!+��� ,j�L<saml:Subject> �!+8 � <saml:AttributeAssertion> a�I P4 u�2�H� $��� XACML t	�� /��-�� ���
 
u�7�JL a�+�� u2 C2�� . a�+2 K���� �7�% ���^� �	
 /�-� /" OB#+�LXACML <Subject> a�I t" �7�J P4 �H��4 �XACML 

&subject-id!+��� �*I � �Xo�  �<Subject>. 

 a�+2 K���� �7�%LXACML <Resource> a�I t" �7�J P4 �H��4 ���^� �	
 /�-� /" OB#+� XACML &resource-id  �*I � �Xo� 
 �!+���<Resource> . a�+�� n� �7�%LXACML <Action> a�I t" �7�J P4 �H��4 ���^� �	
 /�-� /" OB#+� �XACML 

&action-id!+��� �*I � �Xo�  �<Action> . a�+��2 K���� �7�%LXACML <Environment> P4 �H��4 ���^� �	
 /�-� /" OB#+� �
 a�I t" �7�JXACML �!+��� �*I � �Xo� <Environment>�4 �\�2 ���
 O���L . 

4.4.10  �C6�#�<saml:Conditions> 

 �!+���<saml:Conditions> ���� ������ t���> �!+8 �
 "_ m�� �L�o��L ,8b�� ��Y¤� ���H� �+8 �ª�8��4 =/u��7��@� L"." 

 �!+��� ,j� /" OB#+�L<saml:Conditions> $��+�� NotBefore LNotOnOrAfter �B�� XML ��Y¤� <L�Y ���� 6Q" ;4 
�4 ,8b4 . $��+�� ;�	
 <�QL ���Y � ������� ����� �`0�� /" OB#+�LXML ��H+�� 6Q" ;4 �PDP�� 67����  ,8b�� ;4 F)�>0�� 3�4���

 <���� a�I �7�J /�-� �4�+8 3�@����� ,��H� 6Q" ;4&current-dateTime,8b�� �
<�s m�� ��Y¤!�� F��% ;7f =���� ����� . 

5.10  �C6�#�<samlp:RequestAbstractType> 

 �!+8 ���B� =_<XACMLAuthzDecisionQuery> L" <XACMLPolicyQuery> �!+8 � <samlp:RequestAbstractType> 
u��J�� ;-[. 

 �!+��� 3�I�-4 ,o�4L<samlp:RequestAbstractType> ������� � 64�-��2 F<�U ITU-T X.1141 . r�7��@� =_L
�!+���<saml:Issuer> �!+���L <ds:Signature> 5��?�@A� ��{" P4 SAML �H����� �*+2 �*����� �	
 � �4������L F<�¥� 
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¥��H2���� F�H*�� � F<� . �!+��� � 3�4����� x�8 3�d�B� L" 3�#���4 t" �*����� �	
 ��*� AL
<samlp:RequestAbstractType>. 

1.5.10  �C6�#�<saml:Issuer> 

 �!+��� �oI�<saml:Issuer> F�H*�� � 1.4.10. 

2.5.10  �C6�#�<ds:Signature> 

 �!+��� �oI�<ds:Signature>*�� �  F�H2.4.10. 

6.10  �C6�#�<samlp:Response> 

 �!+8 E��<G =_<XACMLAuthzDecisionStatement> L" <XACMLPolicyStatement> �!+8 � <samlp:Response> ;-[ 
u��J��. 

 �!+��� 3�I�-4 ,o�4L<samlp:Response> ������� � 64�-��2 F<�U ITU-T X.1141 . 3��+��L ���+���LXMLU �������  S�j�" F<�
 3�I��2 ��{" P4 �X4����@A �+
SAML�*����� �	
 � ��7���4L F<�U  . 3�4����� x�8 3����H� L" 3�#���4 t" �*����� �	
 ��*� AL

 �!+��� � F<�����<samlp:Response>. 

1.6.10  �C6�#�<samlp:Issuer> 

 �!+��� �oI�<saml:Issuer>  F�H*�� �1.4.10. 

2.6.10 �#� �C6Element <ds:Signature> 

 �!+��� �oI�<ds:Signature>  F�H*�� �2.4.10. 

3.6.10  �C6�#�<samlp:StatusCode> 

 �!+���<samlp:StatusCode> �!+��� ;4 �I�-4 �
 <samlp:Status> �!+��� � <samlp:Response>. 

1.3.6.10  ��� �����	<XACMLAuthzDecisionQuery> 

� x�8 �2�QZ� � =���<XACMLAuthzDecisionQuery> a�+�� C#��� /" =_ �<samlp:StatusCode> �!+���2 
<xacml:StatusCode> �!+��� ;4 <xacml:Status>����� �&+�� x�8 n�>���� ���H� : 

(1 urn:oasis:names:tc:SAML:2.0:status:Success 

  a�+� �7�H�� �	
 67����XML �7�H�� <samlp:StatusCode>)G �7�H�� aI�` � <xacml:StatusCode> 
O 
urn:oasis:names:tc:xacml:1.0:status:ok. 

(2 urn:oasis:names:tc:SAML:2.0:status:Requester 

  a�+� �7�H�� �	
 67����XML �7�H�� <samlp:StatusCode> �7�H�� /�-� �4�+8 <xacml:StatusCode> 
urn:oasis:names:tc:xacml:1.0:status:missing-attribute �7�H�� /�-� �4�+8 L" <xacml:StatusCode> 

urn:oasis:names:tc:xacml:1.0:status:syntax-error =���� � =�`�� 0�> ;8 ���I <xacml:Request>. 

(3 urn:oasis:names:tc:SAML:2.0:status:Responder 

 67����a�+�� �7�H�� �	
  XML �7�H�� <samlp:StatusCode> �4�+8  �7�H�� /�-�<xacml:StatusCode> 
O
 :urn:oasis:names:tc:xacml:1.0:status:syntax-error � =�`�� 0�> ;8 ���I 

<xacml:Policy> L"  <xacml:PolicySet> . �1-� ;� 3�@����� � =�`���� R��>" P�� /" ¦Y¤�L
 =�`�� R��>" P�� 6H+� ;�% �����2L ��4 =�V �]��4 P4 ��#��A�2�H����� �	� �@�����. 

(4 urn:oasis:names:tc:SAML:2.0:status:VersionMismatch 

 67���� A a�+� �7�H�� �	
 XML�7�H��  <samlp:StatusCode> ��#�� ����� �%�� A �4�+8 AG SAML ��H+�� � 
PDP =���� ���@� ���I SAML. 

2.3.6.10  
���	 ��� �����	< XACMLPolicyQuery > 

� =���� x�8 �2�QZ� <XACMLPolicyQuery> a�I /�-� �XML �7�H�� <samlp:StatusCode> ������� �<�� t	�� �&+�� x�8 
ITU-T X.1141. 
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11  ������ ���	
�� ���	�XML 

 P�J���� P4 ������ S�*���4 F�H*�� �	
 ����W3C Signature:2002�Y � ���4�-��� ���©L /�H��@A� d%�� 6Q" ;4  �B��� ��oI 3A
XACML. 

 �� ��Y¤� F��% �*���4L PJ��� ���
 �*���4 ��J��� 3�4����� a7f �)G �AG ���4�-��� ���©L /�H��@A� d%��� O7J��� P�J���� 67���� A
��J��� 3������ . �B��� <�� ALXACML �B���2 ���*� uI" eG S��oI 6�#H�� �	
 ;4 3�4���4 K�I �ª�) XACML ��>" d���4 ������ /" 

u��2�?�@�L u��#�VL )�*+�� � ,-&��� 3�@��@ ,��H�L �+
���� �*����� d ���h���. 

 �B��� � =@�+4 �Y�L K�I <�� �JLSAML . F�H*�� ,j�L10 �B��� r�7��@A �*���4 ����� SAML C���� 3A�Y P4 XACML .
 C���� 3A�Y r�7��@�2 �*����� �	
 O���LXACML �B��� ,8�b4 � SAML <�¥� �&+�� x�8 S��7J� u��J�� ;-[ �  �ª�2�QGL �ª�#�VL 

 ������� �ITU-T X.1141. 

1.11  �<�#� \���"�SAML 

 C���� 3A�Y �����@�2 �*����� O���XACML �B��� 3�2�QGL 3�#�VL ,8�b4 � �Q���� SAML F�H*�� � �X*�L <�� �7` 10 . ,��L
�J�� ����� �	
 PSAML F�H*�� � <�� �7` S��7J� 4.8 ������� ;4 X.1141"  $�B��� � �]����L =�`����L P�J����SAML L XML." 

2.11 j6'#� 

O7J� P�J�� ;4 ��!�� �) ����� KH&�� /" 6Q" ;4 u+4 KH&��� ,�� t	�� K%���� S¤��  PJ��� 3�I�³�� K%�� /�-� /" =_ .	� S�I�7fL ��
 �H����� $+H� ,�� /" =_XML ��J��� ) $+H��� �oI�2002: W3C .( ������� <��LITU-T X.1141 t�!y� $+H��� r�7��@� ) $+H��� �oI�

2002: W3C.( 

1.2.11  �����!� k��l� ^ 0"S� m�X� �V�6%XACML 

 3����4 �� t" <�s /" =_XACML,@A� /�-4 ���+8 P�� u��J�� OB#+� ��B�� �	
 � ��7�����  . 5	�?�@ ��B�� �	
 /�% �AGL
�>� eG �¤ ;4 ���� �J m�� 3������ �� �¤@" ;4 /�-�� ,@� �����4. 

 3������ � /�-�� ,@� ,f =_ �6��� �H���` L" $+H�` t�!y� $+H��� r�7��@� �+8LXACML �� ���+8 u4����� t	�� 
 3����4XACML����� eG  �7��4 � uQ��<GL K2InclusiveNamespacesPrefixList  PJ��� �

http://www.w3.org/2001/10/xml-exc-c14n#)  $+H��� �oI�2002: W3C.( 

2.2.11 j6'#�F �V�� ������ �����%� 

 3������ �� /012 ��%�fG 3¤��� R��QG F<�8 =_XACML PJ��� 3������ �� �4R��4 /�7f 6Q" ;4  ,�� t	�� 3������ �� P4
u+4 KH&��� .�X���QZ 3��4M���> ���� x�8 67�� A �X+-� 3¤��&��� �	
 ��2 �*����� �	
 <���L. 

 3����4 �� ,f �)GLXACML �Y�L 6-z ;4 �p`" � �Xo� �J 3����4 ���+8 ) 6p4)TRUEL FALSE(L �)1� 0(L �)true 
Lfalse((H��V ����L ����� =_ uI�% ����+��� ��� ���H� 6��� �. 

 3��I ,�J � 3�Xh R��@ �^ ��2�H�� 3������ ��{" ,�J x�8 ������� $I��H�� K�#��2 �*����� �	
 O���LXML 3��I � L" XACML. 

(1  3����4 C7+� |�I�J 6�pq ���� �4�+8XACML C���� � http://www.w3.org/2001/XMLSchema /" =_ �
 �7�J Pf�� � <�¥� |�I�H�� 6-1�� � 3������ C{http://www.w3.org/2001/XMLSchema . K��+��� ��) ;7j��L

 |A�#��}"true" �"false"{ 3�7����L �doubleL dateTimeL timeL dateL hexBinary) Fd#-�� �L�y�.( 

(2 http://www.w3.org/2001/XMLSchema#anyURI �O4�o+�� 6-1�� �����@�  ������ � <�¥� IETF RFC 2396. 

(3 http://www.w3.org/2001/XMLSchema#base64Binary �3���*��L ������ $2 3�8��HIA� P�� R�B�G  . R�B�GL
 3�7��� ;4 rL�� P2���� ������� 3�7��� P��"=" . 6��&��� r�7��@� M�_Base64) ����� :

http://www.w3.org/TR/xmldsig-core/#sec-Base-64.( 

(4 urn:oasis:names:tc:xacml:1.0:data-type:x500Name � ����7�� S�H%L SAL" ���H��� 
IETF RFC 2253 . ,@� t" ;7j� �)GLRDN 3�7��4 E�LM" F�8 attributeTypeAndValue �7���� =���� <��� 

AttributeValuePairs ,@A� ��) � RDN` �X�I��H4 �+8 t�8�!� =���� �  3�I�³" 3¤���) F�H*�� �oI�
6.11 ������� ;4 X.690.( 

(5 urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name ��L�y�2 ,@¤� r�9� RbQ ���H�  FdB!��. 
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(6  d#����XPath � ����� K�#�� http://www.w3.org/2002/06/xmldsig-filter2 d#���� PfL 6Q" ;4 XPath 6-z � 
�oIO4. 

3.11 ��B&#� ����n 

 3����4 �� 6` 6��� �J���XACML 3������ ���" �^ P#�� m�� 3������ P�� ;4 �H�J< ���I x�8 r�!y� x�8 XACML .
 ���4 E��<G /" ¦Y¤�LURI C�D ���Y 3��I � XACML67����@ C���� ;4 �H�J< ���I /" ;7j� A  : S���D �4 ,Q�X4 Pj� �H%

 S�*�b4S�&�&� S�%��4 ,j� . 3������ �� �^ P#�� m�� 3������ d�B� L" 6��#� ;4 ���7y� x�8 P�J����� �8���LXACML . ��L <��L
F�H*�� �	
 � ��B�� �	^ P�J����� r�7��@�. 

 �!+8 3������ �� PJ�4 ,j� /" 3A�y� ,o�4 � OB#+�L<Reference> 3������ �� u� P#�� C�D 6-� XACML �!+��� � 
<SignedInfo> 6�¥� �!+��� ,j� t	�� <Reference> 3������ �� eG XACMLu+7j�� L" u��) . 

 ��H+�� P�� /" 3������ �� PJ�4 ���� 3A�y� ��2 �LPDP 3����4 �� ,�H�@ m�� XACML �H�J< ·�I x�8 6!&�@ $�4 
3������ �� 6��&�� �4M¤�� 3������ ��2 ;4 ��H+�� �b�� /" ���� AL �PDP3������ �	^ ���@��� bQ�4 ;4 KH&���2  . �	
 �L
 ���+��� �	s /" 3������ �� PJ�� M�_ 3A�y�<Reference>A C�D t�  u+4 KH&��� �Q�Y. 

12  ����� � ����� ��	� ���	�XACML 

�8 <���� �X�% ,o�+� m�� ���y� S�#�� O
 ���y� �	
����� �¿ x . K������L 3�*��� �7oI" ��p4�� ;7j��LXML3�7�o+���L  . F�H*�� �	
 <��L
 �B��� d%�� ��*�`XACML����� �¿ x�8 ,o+4 <��4 eG )�*+�� � S�7-� . 

���78 �*I =������ x�8 3�@����� K#�� �4 S�#�� �SAL" º����� �¿ x�8 �7o+�� <����� ���� ROz t" � vL�% 64�` eG )�*+�� � ,-&��� 3
=������ . ��b� F�H8 6-� ���D ���H� ���� F�L�f ;4 SA�2 =������ � �H��� vL�% 64�` x�8 K#�� �@����� �Y�L ���H� PfL x�8 F��H��L

�2����� )�*+�� � ,-&��� 3���78 �J�2 �-��@ �@����� /" r�7�Y� ;4L r�7��@A� ���X@ ;4 .��YG ;7-�L <���7�� ��>�� n��!�� 
��>" F�H8 �7�H2 C#��� �J �4 F�H8 eG )�*+�� /" � ��#������ . F�H8 eG /�7j4 )�*I ���7�� /�-� �J r�p�� 6�#@ x�8"n��1��� " �

 �H����� ���� 6?���XML F�H8 � �7�H�� P4 ����� ,@� �R��� �)G "����� ,@� ."�H��� P����� A ���y� �	
 �L rb�£ 67�� /" �2����� F
 ��H+�� �%��� /" =_L �=������ � �H��� OJ�2 ;8PDP PJ�£ �4 =���� � �H��� ���
 C#��� �4 S�dp` �S�d>"L ��>�� �H��� ,�J eG )�*I 

F�H���
 �7` �H��� x�8 3�@����� K�#�� 6Q" ;4L ��4 F�H8 ���
 ���� ��V F�8 S�j�" ²�+
L '=������ �	
 �  R¤�G =_ �5���4 �
�H��� ���^ K���� 6�p7���2 ��7�
A� . ��7����� ��� ;8 �*��D ���
 67���� F�H8 =��� /02 )�*+�� � ,-&��� x�8 �4 =��V 6��&�� �H% �AGL

�@����� �. 

 ������� <���� /�-� �JL"F�?z) "�Y�L �	Q L) =���� ( L""�2�) "F<���4 �L	Q L) =����(� ;-� �3��L< u� /�-� A �J =����� .
 �
 =������ ;4 $�7+�� ;�	^ �>®� ���!��L"uQ�4 t�L< A C> " L""DAG" .�L <���4 �*����� �	
 � 6�#H�� �	
 ;4 <����� P�� x7�

��#���� . �H����� ,o�+�LXML 6-z x�8 S�7��< "F�?z ." 3�*��� 6p4 ��#������ <���7�� ��>" ��{" ,o�+� �JL �3¤�L �%�� 3�*�4 ��oI �
 6-z x�8"3�2�." 

�J�*�4 <���7` ����� <��4 � �H��� ¹���L .N�7�4 �¤>�� �
�H8 eG )�*+�� /" ���>�< F�H8 eG )�*+��2 �7�� n�>�� ���J ���*� AL .
��%�4 �¤>�� �
�H8 eG )�*+�� /" �4 ���>�< F�H8 eG )�*+�� �%�� n�>�� ���J ���*� AL. 

O
L ���#������ <����� P4 64����� �*����� �	
 � F<�¥� 3¤�X���� ;4 v��I" ��¤� �³L: 

• F�H8 ���
 6�pq. 

• F�H8 eG )�*I =�V. 

• �p`" L" F�Y�L F�H8 x�8 K#�� 3�@��@ PfL. 

t���> �4" 3¤�X���� �	
 ;4 6` �%��L. 

����� <��4 6�p7�� $�H��V F�H*�� �	
 ����L .� �H���` S�RbQ u�% F�H��� 6-1� t	�� =������ 6p7�� eL�� �H����� XML � °�Q��4 
�H����� ��� � F�H�` 5����� <���� 6p7��L �=���� . �H��L � F�H8 6-z x�8 5����� <���� 6p7�� A ���I�p�� �H����� �LXML �Q�� AL 
bQ <���� ��) 6-1� t	�� =������ 6�pq =���� �u+4 S�R . ;4 S�RbQ /�-� /" eG E��s A eL�� ���y� � ��X���� O��*�� <���� /" ¦Y¤�L

 �H��LXML �=�&% =���� � �H����� �	� 6p  �
L  . �H��L ;4 S�RbQ 6�*��2 ��I�p�� ���y� � ��X���� <���� /�-� �J 6��  6-12L
XML �=���� � ��>" �H���2 6p  u+-�  .�	�L t<��� <��7�� ����*�� ��+#��L =���� � u��pq K%L <���� ��+2 $2 ���*4 C2���� <�QL A �

u��G )�*+�� ,�� t	��. 
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 K������ � �H�` ��p7�� <����� P4 64����� F�%���� 3¤�X���� ;-[LXML �H����� /" ;4 ��*� /" XML���H�� =�V � �Q��4 �ª�)  . ;-[L
2����� r�7��@� dXPath�H����� � �+��4 F�H�� F���% 6�pq r�-z" d%�� �L ������4 �H���2 �H����� �	
 � �H8 eG ���YZ� �  . �	
 N��� AL

 K���L � ��p7�� d ��#������ <���7�� 3¤�X����XML . K������ ���Y � ��>" 6��@L d%�� =_L dXML ���� 6Q" ;4 6�#H�� �	
 ;4 
� PJ�4=������ � �2����� F�H�� .F�H��� ���
 ;4 Rb?` =������ � F�H��� ���fL E��<G r¤> ;4 3A�y� ��2 � ��) R��QG ;-[L . �JL

��<�4 3¤�L E��<G $�4 3�*�4 ��oI � �4 ��4 d�4 ,@� P����� �4�+8 r�y� �
 �7` ������4 ���
 ;4 �p`" �4 F�H�� S�I��Y" /�-� . �JL
<G E��� ��H+�� ���@ F��XACML PDPF�H��� �¤@" P�� 3���
 µ�H� eG ���y� �	
 6p4 �  . 3¤�X�� ���� �%�` 5�#@�� �	^L

 K������ � �H��� P4 64�����XML��>�� ��#������ <����� � �H��� P4 64����� 3¤�X�� ;8 . 

���J =�V ������ <��4 P4 64����� ��� ��*�� ;4 /�-� �JL�Y�L ���J =�V ;7f <���� � �H8 F��� n�>�� 3� . F�H*�� �	
 ��#�8� ;-[L
 F<����� <����� �*���4 x�8" � �8�f�4) F�H*�� �oI�9( F�H*�� � <�¥� ²����� ������ �H#��� � �
�L�2 �8�f��� �7 . ���h��� /" d

���h��� eG F�z�#4 �+��� /" ;-[ F�H*�� �	
 � F<����� F�H*�� � F<����� 7. 

 F�H8 eG )�*+�� ��<�% 3�#�V eG a��� ����� <��4 � F<���4 �H8 eG )�*+�� 3�#�V P�� /" ��#������ <�����2 ����� F�H*�� �	
 ���*�L
F��YL. 

1.12 
�'�#� ��&f I�Ro 

 3�@����� K#�� O-�XACML �H��� �2 A �4 ����� <��4 � �H��� x�8 �����2 �H��4 �H���2 6p7�� /" ;4 <���� ��) � . aI�` �)�%
 eG ;4�� ����L �@����� K�#�� �	�� ����D 6�pq r�7��@�2 F�H��� eG 6�s =���� /�`L �S��Y�L S¤�pq 67���� F�H8 eG 6�� �4 �@��@

����. 

��#������ <����� � �H��� �� x��� 6�pq r�-z" ������� 3��H*�� �!�L.-z02 �7��L ��V �$�4 <��4 � �H��� ��>" r� /" x�8 �J����� w �
����2 6�pq r�-z" <���� ��) P4 64���� m�� �@����� b�b�� ��HI P��L �@����� F��<G ��HI P�� 67����. 

1.1.12  7/�2&#� ^ �'�#�XML 

�����> �X+-�L ������4 F�H*�� �	
. 

 ����� 67����URIS�%��4 ����� �*����� ;4 Rb]� �	
 � F<�¥� ���h��� : 

urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-id 

 �H��L ���Y � 6p7�� �4 <��4 � F�H8 /�-�LXML S�d#�� XPath �!+��� �X+7j�� m�� <���� ���I � F�H��� ���2 S�4�q ��H� m�� 
<ResourceContent> �!+��� <Resource> =���� � <Request>. 

2.1.12  7/�2$ J��# 8#� +��&!� ^ �'�#�XML 

�����> �X+-�L ������4 F�H*�� �	
. 

 ����� 67����URI�*����� ;4 Rb]� �	
 � F<�¥� ���h��� ���7` ����� : 

urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-id 

pq OB#+� �H��L ���Y 6-z 	��� A ����� <��4 � F�H8 ���
 6�XML ���7` URI ����7�� K2��4 IETF RFC 2396 . �	
 	���L
 3�%����URI����� 6-1�� : 

 <scheme> ":" <authority> "/" <pathname> 

 ��o+�� 3�*��� ��oI <���4 67����L"file:" . <�&�� � �)GL<scheme><���� C7+� t����4  ������ � IETF RFC 2396 ��� t) ����4 � 
 ��o+�URI ����� /�% �6?�4 URI ��o+�� 67���� "file:". 

 Rb]� 	���L<pathname> ����� ;4 URI����� 6-1�� : 

 <root name> [ "/" <node name> ]* 

 $�7�H�� P2��� 62�H� /" =_L<root name>L <node name>#������ 3�I�-�� O}�  F�H8 ;4 d��� r�V x�8 ��p7�� F�H��� �¤@� ��
<root>��p7�� F�H��� ¢Y . 

����� $+H��� r�7��@� OB#+�L: 

�  ����� �*1�URI F�*1��2 UTF8. 

�  ����� � ��-�� �4L�H�� R�bQ�� �Xo�URIFdB� �L�Y � . 

�  ������ t�\�� 3�7��� d*1� K#��IETF RFC 2396. 
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� � <�&�� Rb]<authority> ����� ;4 URI���� <���� C7+� �������� ������ 6�pq /�-�L  . ���� ;-4" �4 �)GL
 �!+���<authority> r�9� ,@� ��oI r�7��@�2 (DNS) O7J� /��+8 L" IPv4 L" IPv6 ,@A� r�7��@� d�>� �DNS. 

�  Rb]� /�-4 <�&��<pathname> ����� ;4 URI� �����@�2  �!+��� d�4 3�I�-� O4�o+�� 6-1�<authority>. 

�  ����7�� S�H%LIETF RFC 2396 Rb?�� ��#������ 3�I�-�� $2 ����*�� �7��� /�-� �<pathname> ���7�� URI O
 
 �7���"/" . �7��� 3��2��� r�&��L"/" F�Y�L �} eG "/" . �7���2 F�H��� 3���
 OX�+� AL"/". 

�  �!+��� ,j� A<pathname> ��b4� 3¤�L (soft). 

�  ,�H�� P��<pathname>�H��4 . 

�  ;8 �<�� r�&��� 64�`L K��4 �Y�L d�4 ;4 �p`" �QL �)GL<root> �!+��� � <authority> /�-� ��p7�� F�H��� eG 
 P4 6!*+4 <��4 a�I °	��+8AttributeId "urn:oasis:names:tc:xacml:1.0:resource:resource-id" 

LDataType http://urn:oasis:names:tc:xacml:1.0:data-type:anyURI  �	
 ;4 d�4 6` =�V ���@ � S�<�Q�4
6�#H��. 

2.12 
�'% p� >��- @�` 

 3�@����� K�#�� ;-[ O-�XACML <���� ��) � �4 F�H8 eG )�*I =�V 6p[ =�V ���@ 6-� �2 A �4 ����� <��4 � �H��� x�8 �����2 
F�H��� ��� eG )�*+�� S�H��4 S�*�L ������ /" ;4 . x�8 =���� ���@ t��s /" /L< �4 F�H�� ��J���� 3��+�� ��2 eG �4 �@��@ a��Y" �)GL

����� �����2 ;4�� �����L �@����� K�#�� 	��+8 �	��� �H% ��J���� �H�����2 3��+�� �	
 ;8 d#���� /L< L" 3��+�� �	
. 

�H*�� �!�L��#������ <����� � �H��� eG )�*+�� �� x���� =���� ���@ ���L" ������� 3� . 3�#���� �	
 6p� ��>�� 6�p7��� r�-z"L
����2 6�pq r�-z" r�7��@� x�8 <���� ��) P4 64���� m�� �@����� b�b�� ��HI P��L �@����� F��<G ��HI P�� 3�J��� ���V �Y�7�4. 

1.2.12 ^ �'% �'�2&#� XML 

�����> �X+-�L ������4 F�H*�� �	
. 

�*����� ;4 Rb]� �	
 � F<�¥� ���h��� ���7` ����� ����� 67����: 

urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req  

 3�%���� P4 3��+�� /�-�LAttributeIdsO�� �7` : 

"urn:oasis::names:tc:xacml:2.0:resource:resource-parent" 
"urn:oasis::names:tc:xacml:2.0:resource:resource-ancestor" 

L: 

"urn:oasis::names:tc:xacml:2.0:resource:resource-ancestor-or-self" 

�����> . K���L 6-z 	��� <���4 � r�7��@¤� 3�%�� �)GLXML 3�%���� /�% URI�� 3�%��7` ������ ������� �X�pq m�� ���h�: 

"urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req:resource-parent" 
"urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req:resource-ancestor" 

L: 

"urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req:resource-ancestor-
or-self" 

 �H��L � F�H�` u�p[ <��4 eG )�*I =�V 6Q" ;4LXML �!+��� t��s /" =_ <Resource> 3��+��L ���+��� x�8 =���� ����� 
XML������� : 

�  �!+8<ResourceContent> �H����� ���Y 64�` ,j� XML�X+4 S�RbQ �2����� F�H��� 6-1� m�� . 

�  �!+8<Attribute>  P4AttributeId ,@¤� "urn:oasis::names:tc:xacml:1.0:resource:resource-id" C7+��L 
DataType d#���� "urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression" . �!+��� /�-�L

<AttributeValue> �!+��� �	^ <Attribute> S�d#�� XPath�� S���YL S�8�% uJ��@ F�H8 /�-�  �!+�<ResourceContent> .
 d#���� �	
 tL��� /" =_LXPath �!+��� � F��Y��� F�H��� ,j� �H8 �8�7W <ResourceContent> m�� F�H��� 6-1� t	�� 

�X��G )�*+�� =��� . �!+��� �	^ M�_L<Attribute>�?�+�� �X]� <�s /" . 

�  �!+8<Attribute> P4 AttributeId ,@¤� "urn:oasis::names:tc:xacml:2.0:resource:resource-parent" 
LDataType ,@¤� "urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression". /�-�L <AttributeValue> 

 �!+��� �	^<Attribute> S�d#�� XPath d#���� �	
 ���@ F�H8 /�-�L 'XPath �!+��� ��Y��� v�*�� F�H��� 
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<ResourceContent> . d#���� tL��� /" =_LXPath �!+��� � F��Y��� F�H��� ,j� �H8 �8�7W 
<ResourceContent> a�+�� � ��p7�� F�H��� �z�#�� 6��� 6-1� t	�� "resource-id" . �!+��� �	^ M�_L

<Attribute>�?�+�� �X]� <�s /" . 

�  �!+8<Attribute> P4 AttributeId ,@¤� "urn:oasis:names:tc:xacml:2.0:resource:resource-ancestor" 
LDataType ,@¤� "urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression".  �H����� ���Y � F�H8 6-�

XML a�+�� � ��p7�� ��H+�� S�*�@ 6-1� m�� "resource-id". �7�H�� /�-� /" =_L <AttributeValue>� �	^  a�+�
<Attribute> S�d#�� XPath�H8 /�-�L 'F d#���� �	
 ���@ XPath �!+��� ��Y��� v�*�� F�H��� <ResourceContent> .

 d#���� �	
 tL���LXPath �!+��� � F��Y��� F�H��� ,j� �H8 �8�7W <ResourceContent> ����� 6-1� t	�� 
 a�+�� � ��p7�� F�H��� 62�H��"resource-id" . a�I 6-� /�-�L"resource-parent" S¤2�H4 S���I "resource-

ancestor" . a�+�� �	^ M�_L<Attribute> <�s /" �?�+�� �X]�. 

�  �!+8<Attribute> P4 AttributeId ,@¤� "urn:oasis::names:tc:xacml:2.0:resource:resource-ancestor-or-self" 
LDataType ,@¤� "urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression" �H����� ���Y � F�H8 6-� �

XML a�+�� � ��p7�� F�H��� S�*�@ 6-1� "resource-id" F�H��� "resource-id"�ª�)  . �7�H�� /�-�L
<AttributeValue> a�+�� �	^ <Attribute> S�d#�� XPath d#���� �	^ ������ F�H8 /�-�L 'XPath v�*�� F�H��� 

 �!+��� ��Y���<ResourceContent> . �!+��� � F��Y��� F�H��� ,j� �H8 �8�7W d#���� �	
 tL���L
<ResourceContent>a�+�� � ��p7��� F�H��� 62�H�� ����� 6-1� t	��  "resource-id" F�H��� 6-1� L" "resource-

id"�ª�)  . a�I 6-� /�-�L"resource-parent" L"resource-id" a�I "resource-ancestor-or-self"62�H4  . M�_L
 a�+�� �	^<Attribute>�?�+�� �X]� <�s /" . 

 �!+��� � ��%�fG 3��I E��<G ;-[L<Resource>����� a�+�� ��!�� uQL x�8L : 

�  �!+8<Attribute> ����� P4 AttributeId ,@¤� "urn:oasis:names:tc:xacml:2.0:resource:document-id" C{L 
DataType ,@¤� "urn:oasis:names:tc:xacml:1.0:data-type:anyURI" . �7�H�� /�-�L<AttributeValue> �	^ 

 a�+��<Attribute> S�%��4 URI �H����� ���
 <�s XML m��L �X+4 S�RbQ 5����� <���� 6-1� m�� � �!+��� ,j
<ResourceContent> S���I �X+4 . a�+�� �	^ M�_L<Attribute>�?�+�� �X]� <�s /" . 

2.2.12  �'�2$ q�# +�&� ^ �'%XML 

�����> �X+-� ������4 F�H*�� �	
. 

 ����� 67����URIF�H*�� ;4 Rb]� �	
 � F<�¥� ���h��� ���7` ����� : 

 urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req 

 3�%���� P4 3��+��LAttributeIds$}��� : 

 "urn:oasis::names:tc:xacml:2.0:resource:resource-parent" 

 "urn:oasis::names:tc:xacml:2.0:resource:resource-ancestor" 

L: 

 "urn:oasis::names:tc:xacml:2.0:resource:resource-ancestor-or-self" 

	�*+��� � �����>. K���L � ��p7�4 a��� <���4 � �����@¤� 3�%�� �)GL XML 3�%���� �����@� $��� �URI ���h��� 3�%��7` ������� 
�X�pq m��: 

 "urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req:resource-
parent" 

 "urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req:resource-
ancestor" 

L: 

 "urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req:resource-
ancestor-or-self" 

 �H��L � S¤p  ��� ����� <��4 � F�H8 eG )�*+�� =�V 6Q" ;4LXML �!+8 x�8 $��� <Resource>A" =���� �����  x�8 t��s 
 �!+8<ResourceContent> 3��+��L ���+��� x�8 62 �XML�������  . �H��L 6-z � 6p7�� A m�� ������� <���� F�H8 /" ¦Y¤�L
XMLr��" F�8 	��� �J  .r�p4 :�Y�L ��� ������4 3����4 F�8 �Q�� �J ��<�4 3¤�L �%�� 3�*�4 ��oI � . �	
 ;4 6` ,j� �JL

*��D 3�8�7W 3�������¤@��L r���� ;4 �. 
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�  �!+8<Attribute> P4 AttributeId ,@¤� "urn:oasis::names:tc:xacml:1.0:resource:resource-

id"�2����� F�H��� t����4 6�pq 6-�  . �7�H�� /�-�L<AttributeValue> m�� F�H��� ������4 F���% ���
 a�+�� �	^ 
�X��G )�*+�� =���� .���4 C{ �J���L���� <���� � �H��� ���^ ������ 6�p7��� x�8 a�+�� �	
 3� . �!+��� M�_L
<Attribute>�?�+�� �X]� <�s /" . 

�  �!+8<Attribute>  P4AttributeId,@¤�  "urn:oasis::names:tc:xacml:2.0:resource:resource-

parent" �+�� L" a�+�� � F<�¥� F�H��� ;4 �z�#4 6�" 6-� 3�"resource-id" F�H��� ���� t����4 6�pq 6-�L 
6��� . �7�H�� /�-�L<AttributeValue>6��� F�H��� �������� ���^� a�+�� �	^  . a�+�� �	
 3����4 C{ C#���L

�+��2 <���� �	
 � �H��� ���^ ������ 6�p7���2 . �!+��� M�_L<Attribute>�?�+4 �XQ <�s /"  .�-z �)GL F�H��� a
 $��� �Y�L t����4 6�pq ;4 �p`" 6��� F�H��� aI�` �)G L" �Y�L v�*� ;4 ���L 3�8�*� �8�7W ;4 S�RbQ �2�����
 F�H��� �X+4 ��&+� m�� F<����� �L	]� eG ���4 6` r�V x�8 6�" 6-� a�+�� �	^ 6J�� x�8 �Y�L ��#��@� <�QL

6�" 6-� t����4 6�pq 6-�L �2�����6�#H�� �	
 ;4 . 

�  �!+8<Attribute> P4 AttributeId ,@¤� "urn:oasis::names:tc:xacml:2.0:resource:resource-ancestor" F�H8 ��@ 6-� 
 3��+�� L" a�+�� � F<�U"resource-id"����� F�H��� ���� t����4 6�pq 6-�L  . �7�H�� /�-�L<AttributeValue> 

��� ���^� a�+�� �	^����� F�H��� ����� .$��� <���� ��) � �H��� ���^ ������ 6�p7���2 �!+��� �	
 3����4 C{ C#���L .
�?�+4 �XQ <�s /" a�+�� �	^ M�_L . 6-� /�-� /" $���L"resource-parent"62�H4  . S�RbQ �2����� F�H��� a�-z �)GL

` �)G L" �Y�L v�*� ;4 SA�2 3�8�*� �8�7W ;4 �Y�L ��#��@� <�QL $��� �Y�L t����4 6�pq ;4 �p`" ����� F�H��� aI�
 6-� t����4 6�pq 6-�L ��2����� F�H��� �X+4 ��&+� m�� F<����� �L	]� eG ����� r�V x�8 ��@ 6-� a�+�� �	^ 6J�� x�8

6�#H�� �	
 ;4 ��@ . F�H8 6` PJ�4 F�L�j��2 a�+�� �	
 ,�J =���� �-�� AL=������ �	
 � ��@. 

�  �!+8<Attribute> P4 AttributeId ,@¤� "urn:oasis::names:tc:xacml:2.0:resource:resource-

ancestor-or-self". a�I � F<�U F�H8 ��@ 6-� "resource-id" ���� t����4 6�pq 6-�L �p`" L" �Y�L 
 F�H��� t����4 6�pq 6-�L ����� F�H���"resource-id" �ª�) . �7�H�� /�-�L<AttributeValue>  a�+�� �	^

����� F�H��� �������� ���^� F�H���2 L" "resource-id" . �	
 3����4 C{ C#���L a�+��<Attribute>  6�p7���2
$��� <���� ��) � �H��� ���^ ������ .�?�+4 �XQ <�s /" a�+�� �	^ M�_L .L a�I 6-� /�-�

"resource-ancestor"L "resource-id" a�I "resource-ancestor-or-self"62�H4  . a�-z �)GL
 3�8�*� �8�7W ;4 S�RbQ �2����� F�H��� $��� �Y�L t����4 6�pq ;4 �p`" ����� F�H��� /�` �)G L" �Y�L v�*� ;4 ���L

 a�+�� �	^ 6J�� x�8 �Y�L ��#��@� <�QL ����� r�V x�8 ��@ 6-� t<���G F�H��� �X+4 ��&+� m�� F<����� �L	]� e
6�#H�� �	
 ;4 ��@ 6-� t����4 6�pq 6-�L ��2����� . � ��@ F�H8 6` PJ�4 F�L�j��2 a�+�� �	
 ,�J =���� �-�� AL

=������ �	
. 

 �!+��� � ��%�fG 3��I E��<G M�_L<Resource>. 

3.12 �'�#� .�% 7��� ��"��" ��$ 

 F�H*�� �	
 <���¤8Z� 6�#@ x�8. 

����� <��4 � �H8 F�8 x�8 �XH�#�� ;-[ ��@��@ ��H�+4 3���#8 ���&�� �*��D S�J�V F�H*�� �	
 �!� .��4�z �7��H�� �	
 a���L. 

1.3.12 ������#� +��&!� ��( ^ �'�#� .�% 7��� ��"��" 

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 

 P4 <���� 3��I �����@� ;-[ ,�H��AttributeId F�H*�� � F<����� ������� 5.12 �p`" L" F�Y�L F�H8 x�8 K#�� 3�@��@ PfL 6Q" ;4 
����� <��4 t" ;4. 

 
 urn:oasis:names:tc:xacml:2.0:resource:resource-parent 
 urn:oasis:names:tc:xacml:2.0:resource:resource-ancestor 
 urn:oasis:names:tc:xacml:2.0:resource:resource-ancestor-or-self 

 �!+8 /" ¦Y¤�L<ResourceAttributeDesignator> 3��+�� eG 6�s "resource-parent" L" "resource-

ancestor" L" "resource-ancestor-or-self" �¤@�� L" �¤@�� L" r���� P�7] �������� 3���^� P�� 6pq ,�J ��@ ���� 
<���� ���Mu��G )�*+�� =�V t	�� <��7�� ������ x�8 u��)  . x�8 F�L�j��2 u��) <���� L" �¤@�� L" r���� �	
 ���
 6�pq r�-z" r�� AL

 F�H*�� � u2 x���� 6�p7��� 67��@� �)G AG ������ x�8 u��) <���� L" ����� L" 6��� eG =������ �	Q ;4 �����2.2.12 ��� <��4 � �H8 
 �H��LXML. 
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 �������� ����� ���hL �����@� M�_LXACMLfL � x�8�� �#���� ��@L ����� <��4 t" � �p`" L" F�Y�L F�H8 x�8 K#�� 3�@��@ P . <�&��L
 �!+��� r�7��@�2 ���h��� �	
 � 3�dB�7` �4������ �H���<ResourceAttributeDesignator> a�I ���4 �7�J P4 "resource-

parent" L" "resource-ancestor" L" "resource-ancestor-or-self". 

2.3.12  7/�2&#� �'% I�% 7��� ��"��"XMLr��Cs  

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 

 � ��p7��� ��#������ <����� � �p`" L" F�Y�L F�H8 x�8 K#�� �@���� �H�+4 3���#8 PfL � ������� ���h��� �����@� ;-[ K���L 3A�Y
XML. 

 
 urn:oasis:names:tc:xacml:2.0:function:xpath-node-match 

 �!+��� �����@� ;-[L<AttributeSelector> t������ XACML �H��L � 6p7�� <���� 64�` eG ���YZ� 6Q" ;4 3�@����� � 
XML �!+��� � =���� ���@ ,j� t	��L u+4 R�bQ" eG L" <ResourceContent>. 

 �������� ����� ���hL �����@� ;-[LXACML �H��L � 6p  <��4 � �p`" L" F�Y�L F�H8 x�8 K#�� 3�@��@ PfL � x�8�� �#���� ��@L 
XML . �!+8 r�7��@�2 ���h��� �	^ 3�dB�7` �4������ �H��� <�&��L<AttributeSelector> �!+��� ;4 S�RbQ OH�+� 

<ResourceContent>��  �!+�<Resource>. 

3.3.12  Kl +��&!� �'% .�% 7��� ��"��"XMLr��Cs  

�¤8Z� 6�#@ x�8 F�H*�� �	
 <��. 

 K���L 3A�Y � ��p7�� d ��#������ <�����2 K���� �7�%XML ����� 6�p7��� 67���� ��YL URI ������ ��*����� �	
 �
<�� �7` �H��� 
 PfL 6Q" ;4 ������� ���h���<����� ��� � �p`" L" F�Y�L F�H8 x�8 K#�� 3�@��@. 

 
 urn:oasis:names:tc:xacml:1.0:function:anyURI-equal 
 urn:oasis:names:tc:xacml:1.0:function:regexp-uri-match 

4.12 
���� ������ E; :K����xpath 

�����> �X+-� ������4 F�H*�� �	
 <��. 

������ �7�H�� d%�� ;-[ a�+�� �7�H� �XML DataType  K���L 6-z x�8 ��p  ��#���� <���4 P4 �^�7��@A XML . a�+�� �	
 d%��L
DataType F�H*�� ��-Y" ,8< 6Q" ;4 O4�b�G  1.1.12. 

 a�+��LDataType ����� u�p[ t	�� URI d#�� ����� XPath . a�+��2 F<Lb�� a�+�� ,�J /�-�LDataTypeOB#+� 6@¤@  �
d�*� 
 d2���2XPath . d#���� ,��H� ;8 ���+�� �H��� �8�7W a�+�� �	
 6p4 ���H� ;8 ¯�+�LXPath . S�d#�� ������� ;-� � �)GLXPath S�y�� 

 a�+�� ,��H� �?��I /�-�"<�U d." 

 
 urn:oasis:names:tc:xacml:2.0:data-type:xpath-expression 

5.12 �&�6�# 
���� ������ 

�����> �X+-� ������4 F�H*�� �	
 <��. 

1.5.12  N��!�document-id 

 �H����� ���
 x�8 ����� ����� r��XML �!+��� ,j� t	��L u+4 S�RbQ 5����� <���� 6-1� t	�� =������ 6pq m�� 
<ResourceContent>u+4 ���I  .L � 6p7�� <��4 � F�H8 eG )�*+�� �X�% =��� F�4 6` �L �H��XML �p`" L" ���Y d%�� ;-[ �

����� �	
 a�+� AttributeId �!+��� � <Resource>=���� ���@ �  .�����` 3��+�� �	
 3����4 C{ /�-�L :
"urn:oasis:names:tc:xacml:1.0:data-type:anyURI". 

 
 urn:oasis:names:tc:xacml:2.0:resource:document-id 

2.5.12  N��!�resource-parent 

�X+4 S�RbQ �2����� F�H��� 6-1� 3�8�*� �8�7W L" v�*� � F�Y�L 6�" F�H�� F�Y�L ������4 ���
 x�8 ����� ����� r�� . F�4 6` �L
 ����� �	
 67W a�I ���Y d%�� $��� ����� <��4 � F�H8 eG )�*+�� �X�% =���AttributeId  �!+��� �<Resource> ���@ � 

��2����� F�H��� S�*�@ 6-1� F�H8 6-� t����4 6�pq 6-� ��)L =���. 

 
 urn:oasis:names:tc:xacml:2.0:resource:resource-parent 
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3.5.12  N��!�resource-ancestor 

Q �2����� F�H��� 6-1� 3�8�*� �8�7W L" v�*� � F�Y�L ��@ F�H�� F�Y�L ������4 ���
 x�8 ����� ����� r���X+4 S�Rb . F�4 6` �L
 ����� �	
 67s a�+� ���Y d%�� $��� ������ <��4 � F�H8 eG )�*+�� �X�% =���AttributeId �!+��� � <Resource> ���@ � 

�2����� F�H��� S�*�@ 6-1� F�H8 6-� t����4 6�pq 6-� ��)L =����. 

 
 urn:oasis:names:tc:xacml:2.0:resource:resource-ancestor 

4.5.12  N��!�resource-ancestor-or-self 

 ������4 ���
 L" �X+4 S�RbQ �2����� F�H��� 6-1� 3�8�*� �8�7W L" v�*� � F�Y�L ��@ F�H�� F�Y�L ������4 ���
 x�8 ����� ����� r��
�ª�) �2����� F�H��� F�Y�L .�� <��4 � F�H8 eG )�*+�� �X�% =��� F�4 6` �L ����� �	
 67s a�+� ���Y d%�� $��� ���AttributeId 

 �!+8 �<Resource> �2����� F�H��� t����4 6�pq 6-�L �2����� F�H��� S�*�@ 6-1� F�H8 6-� t����4 6�pq 6-� ��)L =���� ���@ ;4 
�ª�). 

 
 urn:oasis:names:tc:xacml:2.0:resource:resource-ancestor-or-self 

6.12 
���� ��V�&� ������ 

 3�%���� ,�J 67����URI�*����� �	
 ;4 �*��D 3��H% � F<�¥� ���h��� 3�%��7` ������� : 

 F�H*�� 1.1.12 : K���L � �H8XML 

 
 urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-id 

 F�H*��2.1.12 : K���L a��� <���4 � �H8XML 

 
 urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-id 

 F�H*�� 1.2.12 : �H��L � �H8XML 

 
 urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req 

 3��+�� ���" d%��L"resource-parent"L "resource-ancestor"L "resource-ancestor-or-self" ��> �4" � t�
O
 3�%��4 �X�% �����2L F�H*�� �	
: 

 
urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req:resource-parent  
urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req:resource-ancestor 
urn:oasis:names:tc:xacml:2.0:profile:hierarchical:xml-node-req:resource-ancestor-
or-self 

 F�H*��2.2.12 : �H��L ��� <��4 � �H8XML 

 
 urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req 

 3��+�� ���" d%��L"resource-parent"L "resource-ancestor"L "resource-ancestor-or-self"  � t���> �4"
H*�� �	
O
 3�%��4 �X�% �����2L F�: 

 
urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req:resource-parent 
urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req:resource-
ancestor 
urn:oasis:names:tc:xacml:2.0:profile:hierarchical:non-xml-node-req:resource-
ancestor-or-self 

13 ������ ����� ���	� 

�¸ 3������ «��Y K��8 x�8 /��H� /�4�b��� : ���" L" �X�Q" ;4 P7c m�� ����� ��#�� x�8 �!�H� ��!�1�� 3������ r�7��@� /" /�7f
�� �X]� �H%��£ �AG ��!�1�� 3������ R�1%G P+4L ��X�4 ������ A ��>"/�I�H�� ����2 L" ��+� . ������4 3��+� �*���4 F�H*�� �	
 ��H�L

 �!+8L<Rule>������L F<�U ��!�z 3�4���4 u�Q" ;4 P7c t	�� ��*��2 $H����� $4�b��A� ;�	
 b�b�� ��� t����4 . 
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1.13 ������!� �&�6#� 

$+�� $��I �*����� �	
 <��. 

 
 urn:oasis:names:tc:xacml:2.0:resource:purpose 

 C7+�� ;4 �
L a�+�� �	
 r��"http://www.w3.org/2001/XMLSchema#string"3������ <���4 P� ;4 ��B�� x�8  . �¤8G OB#+�L
��B�� �	^ <����� r�7��@� x�8 u�H%��4 x�8 r�!y�L <����� =Y�� .O4�oI d#�� a�+�� �7�J /�-� �JL . ���@ �@��@ <�� /" OB#+�L

�Y���� ,�H�� P�� 3AA< �@��y�. 

 
 urn:oasis:names:tc:xacml:2.0:action:purpose 

 C7+�� ;4 �
L a�+�� �	
 r��L"http://www.w3.org/2001/XMLSchema#string"<���� eG )�*+�� =�V ;4 ��B�� x�8  . ,o+� �JL
 � F�H8 �7�H�� 6pq /" =_ ���y� �	
 �L 'S��#���� �����=������. 

2.13 ������� �%�&B :k��lZ� 7��&� 

 �8��H�� P� ��4M���> P4 F�8�H�� �	
 r�7��@� =_"urn:oasis:names:tc:xacml:2.0:rule-combining-

algorithm:deny-overrides" <���4 P� ;4 ��B�� P4 K2���� )�*+�� =�V ;4 ��B�� /�` �)G �AG )�*+�� �%� 5�Q�2 OjH� m�� 
����3��. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<Rule xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os" RuleId=" 
urn:oasis:names:tc:xacml:2.0:matching-purpose" 
Effect="Permit"> 
 <Condition FunctionId="urn:oasis:names:tc:xacml:2.0:function:regexp-
string-match"> 
  <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:2.0:resource:purpose" 
DataType="http://www.w3.org/2001/XMLSchema#string"/> 
  <ActionAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:2.0:action:purpose" 
DataType="http://www.w3.org/2001/XMLSchema#string"/> 
 </Condition> 
</Rule> 
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 �����A 

����	�
 ������ ���� 

1.A ���'� 

���L 3������ ��{" K&��� �	
 <�s �B� � ��7����� 3A�XACML���
��L 3A�y� 3�H2��� �4M¤�� ��H�+�� 3���#��� ;��-�� . 

�#���� d 3�8�79�L 3����7�� ���L�� ��{�� ������� �	
 �!�L .����B1��� �X�I��4 3AA< �����L �������� 3A���� �+
�
 x7���L. 

����� � �������� 	
�� [IEEE 754]� [RBAC]���	�� ����� ������� ���� ���� ��� ����� . 

2.A �����!� T�;� 

;4 ,���2 �B� 3A�Y /" XML r�`��L�2 ��H� /" =_ �6@¤�` 3������ ��{" P�� 6pq XACML PDP 3������ ��{" /012 3����� 
6@¤@ <�W a��� ���% �6@¤�` ��p  ��" P4 m�� .{�� 6��� =_L ��8�j�� C7+��L ��&!�� C7+��L |A�#�� C7+��L ������� 6p4 ���

 6@¤�` �X��pq 3A�Y ;4XML��J���` ��X��<�U /���4 ���I ;7f E��+� ,�J P4 �X�I��H4 ;-[ ,�J eG  . ;4 ���L�� ��{�� O�� �7�%L
 �B� P4 �^�7��@� 6Q" ;4 F<�&Á�� 3����Á��XACML6�pq 3A�Y �X���L �&f�L 3����7�� : 

• http://www.w3.org/2001/XMLSchema#string 

• http://www.w3.org/2001/XMLSchema#boolean 

• http://www.w3.org/2001/XMLSchema#integer 

• http://www.w3.org/2001/XMLSchema#double 

• http://www.w3.org/2001/XMLSchema#time 

• http://www.w3.org/2001/XMLSchema#date 

• http://www.w3.org/2001/XMLSchema#dateTime 

• http://www.w3.org/2001/XMLSchema#anyURI 

• http://www.w3.org/2001/XMLSchema#hexBinary 

• http://www.w3.org/2001/XMLSchema#base64Binary 

• urn:oasis:names:tc:xacml:2.0:data-type:dayTimeDuration 

• urn:oasis:names:tc:xacml:2.0:data-type:yearMonthDuration 

• urn:oasis:names:tc:xacml:1.0:data-type:x500Name 

• urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name 

• urn:oasis:names:tc:xacml:2.0:data-type:ipAddress 

• urn:oasis:names:tc:xacml:2.0:data-type:dnsName 

L�B� �$�� K�+�� O����� a�J����2 ��+4b�� 3���zZ� P�� /�-� /02 x���� ���#�� 6�B1��� ���2�J (UTC). 

 r�`��L�2 /�-� /" $���LXACML PDP ���L" 3����4 ��{" F�8 eG 6@¤��� 6�pq 3A�Y 6��� x�8 S��<�J. 

����� � �� ����!" #$ ���% XACML&'(" )�� �%�*��� �+�,  ������ �[IEEE 754]'��-/�� *�*(�� 0�12� 34 ���5 . 

����L XACML�����` O
 �3������ ;4 ��{" ��@ : 

 
"urn:oasis:names:tc:xacml:2.0:data-type:dayTimeDuration" 
"urn:oasis:names:tc:xacml:2.0:data-type:yearMonthDuration" 
"urn:oasis:names:tc:xacml:1.0:data-type:x500Name" 
"urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name" 
"urn:oasis:names:tc:xacml:2.0:data-type:ipAddress" 
"urn:oasis:names:tc:xacml:2.0:data-type:dnsName" 

 K�#��` �������4 3�H�#�� F�8 � �Xo�L �<���4 L" P�f��4 3�%��4 ��{�� �	
 6pqLSSL/TLS�L |L��-�Z� ����. 

1.2.A ��%��#�$ u��Z�F 
�!� 

 �L�� C7+�� �����"urn:oasis:names:tc:xacml:2.0:data-type:dayTimeDuration"  C7+�� <��J �Y" uI" x�8
xs:duration�X1��L �+���L F��zZ� ;4 6` 3�I�-£ ��@ ¦*�s AL �. 
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<xs:simpleType name='urn:oasis:names:tc:xacml:2.0:data-
type:yearMonthDuration'> 
    <xs:restriction base='xs:duration'> 
        <xsd:pattern value="[-]?P\p{Nd}+(Y(\p{Nd}+M)?|M)"/> 
    </xs:restriction> 
</xs:simpleType> 

 �7�JLyearMonthDuration�®�` O
L ���X1�� 3��Y�2 O
 : 

 
('value of the year component' * 12) + ('value of the month component') 

 F��zZ� /�-4 /�` �)GL"-"�#Q�4 �7�J x�8 6!&�� �u%¤ÉL ��#��@ �7�J x�8 6!&�� �. 

2.2.A �,WZ�$ ��&6�#�F 
�!� 

 �L�� C7+�� �����"urn:oasis:names:tc:xacml:2.0:data-type:yearMonthDuration"  C7+�� <��J �Y" uI" x�8
xs:duration��I�p��L �H�J���L �8����L �����L F��zZ� ;4 6` 3�I�-£ ��@ ¦*�s AL �. 

 
<xs:simpleType name='urn:oasis:names:tc:xacml:2.0:data-
type:dayTimeDuration'> 
    <xs:restriction base='xs:duration'> 
         <xsd:pattern value="[-
]?P(\p{Nd}D(T(\p{Nd}+(H(\p{Nd}+(M(\p{Nd}+(\.\p{Nd}*)?S 
            |\.\p{Nd}+S)?|(\.\p{Nd}*)?S)|(\.\p{Nd}*)?S)?|M(\p{Nd}+ 
            (\.\p{Nd}*)?S|\.\p{Nd}+S)?|(\.\p{Nd}*)?S)|\.\p{Nd}+S))? 
            |T(\p{Nd}+(H(\p{Nd}+(M(\p{Nd}+(\.\p{Nd}*)?S|\.\p{Nd}+S)? 
            
|(\.\p{Nd}*)?S)|(\.\p{Nd}*)?S)?|M(\p{Nd}+(\.\p{Nd}*)?S|\.\p{Nd}+S)? 
            |(\.\p{Nd}*)?S)|\.\p{Nd}+S))"/> 
    </xs:restriction> 
</xs:simpleType> 

 �7�JLdayTimeDuration�®�` O
L �|��p�� 3��Y�2 O
 : 

 
('value of the day component' * 24) + 
('value of the hour component' * 60) + 
('value of the minute component' * 60) + 
('value of the second component') 

 F��zZ� /�-4 /�` �)GL"-"�#Q�4 �7�J x�8 6!&�� �u%¤ÉL ��#��@ �7�J x�8 6!&�� �. 

3.2.A  I�#�#� 0"�X.500 

 �L�� C7+�� 6p["urn:oasis:names:tc:xacml:1.0:data-type:x500Name"  ,@�X.520 �H����� �!�L �b�  IETF RFC 

2253,@A� �	^ �&�&!�� =�`���� �8��J . 

4.2.A  0"�IETF RFC 822 

 �L�� C7+�� 6p["urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name"  F�H*�� �!�L �|L��-�G ���2 /��+82.1.4 
 �H����� ;4IETF RFC 2821� =�`���� �8��J ,@A� �	^ �&�&!�. 

5.2.A  J-�-:� \&A&�$�F m�&6%(IP) 

 �L�� C7+�� 6p["urn:oasis:names:tc:xacml:2.0:data-type:ipAddress"  �-#z /��+8IPv4 L" IPv6 	*+4L v�+H2 �
t����>� 	*+4 ��4 L" ;�����>� ./��+��� =�`�� �8��J O�� �7�%L: 

ipAddress = address [ "/" mask ] [ ":" [ portrange ] ] 

 /��+8 n� �7�%LIPv4 ����� =�`���� �8��H� S�H%L v�+H��L /��+��� ���IG ,�� �"��j£ " F�H*�� � <��2.3 �H����� ;4 IETF RFC 2396. 

 /��+�� �#�+��2 �4"IPv6 PQ�£ ����� =�`���� �8��H� S�H%L v�+H��L /��+��� ���IG ,��% �"ipv6reference "<����� �H����� � IETF RFC 

2396) . /��+8 /" ¦Y¤��IPv6 «��J" $2 ��!U ��	
 =�`���� �8��J � $#�� v�+H�� L" "[" "]"��%�Y (. 
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6.2.A  0"�DNS 

 �L�� C7+�� 6p["urn:oasis:names:tc:xacml:2.0:data-type:dnsName" /���4 ,@� ��oI ��j4 ,@� (DNS) 	*+£ �
*+4 ��4 L" t����>�t����>� 	 .,@A� =�`�� �8��J O�� �7�%L: 

dnsName = hostname [ ":" portrange ] 

 ,@A� ���IG ,��Lhostname F�H*�� S�H%L 2.3 �H����� ;4 IETF RFC 2396 ��8�+� M�4� �J��2 r�7��@� ��I�-4G �%�� R�+p�@�2 � "*" ���� x!J" �
 ,@A� /�-4hostname /��#� "�*�� ;�<���� P����8 "/�-�� $[ eG <�&Á�� /����� a� F<�Q���. 

 3������ O�{ ;4 6-2 K���� �7�%L"urn:oasis:names:tc:xacml:2.0:data-type:ipAddress" 
L"urn:oasis:names:tc:xacml:2.0:data-type:dnsName"�®�` O
 �7X�% 	*+�� ��4 L" 	*+�� =�`�� �8��J /�% �: 

portrange = portnumber | "-"portnumber | portnumber"-"[portnumber] 

 	*+�� ,J� ��Y"portnumber"t�18 	*+4 ,J� �
  . 6-z � 	*+�� ,J� /�` �)GL"-x" ��Y �"x" 	��+8 ���� 671� �	*+�� ��J�" �Y" 
 �7J��� 	%�+�� P��"x"��L< �4L  . 6-z � 	*+�� ,J� /�` �)G �4""x-" ���� 671� � �7J��� 	%�+�� P�� 	\+�Y"x"�XJ�% �4L . 

3.A �S��#� 

 <��XACML��I<" F<����� 3A����  . uI" x�8 3A���� �	
 ��YG ;4 dB�4 ,��H� r�Y �L"Indeterminate" ������ C#f 	��+8 $��� �
 x�8"Indeterminate". 

1.3.A 
�$����# ��'�6!� ������#� 

< O
 ��I<" F<����� 3A�������L�� ��{�� ����� F�L��4 3A� . 3������ C7+� S�<�U S������4 S�Y¤��� $�4 3����4 C7+� ���< 6` P#��L
��`	��. 

 
urn:oasis:names:tc:xacml:1.0:function:string-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True"�)G � x�8 �X�dB�4 �7�J r�V �L��� �)G CH%L 

 ����� S�H%L ����#2 ����2 ��L���4 ��" x�8 ����@ 6` 3<��YL �R��@ �Y"integer-equal" . �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

urn:oasis:names:tc:xacml:1.0:function:boolean-equal 

3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L "http://www.w3.org/2001/XMLSchema#boolean"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ��� �)G CH%L ��)G/�dB��� �L . $��� �u%¤ÉL

 �7�J ���� /""False". 

 
urn:oasis:names:tc:xacml:1.0:function:integer-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#integer"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . 

������  1� 67	/� 	
�� [IEEE 754]*�*(�� 8�9�2� ��� *�*(�� 0�12� ����" :� ������� ��� ;�(*�� . 

 
urn:oasis:names:tc:xacml:1.0:function:double-equal 

3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L  "http://www.w3.org/2001/XMLSchema#double"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean". 

 ������2 � 67	/� 	
�� [IEEE 754]'��-/� 0�12� ����" �'�< ��� ����� . 

 
urn:oasis:names:tc:xacml:1.0:function:date-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ;�dB��� ��7�J 3L��� �)G CH%L ��)G . �L

�+��4 �4M ���I �7�J 	�*+��� �%�� /" OB#+� ��f�L �4M ���I eG ;�dB��� �Y" ��H�%� r�Y. 

 
urn:oasis:names:tc:xacml:1.0:function:time-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#time"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ;�dB��� ��7�J 3L��� �)G CH%L ��)G . �L

eG ;�dB��� �Y" ��H�%� r�Y�+��4 �4M ���I �7�J 	�*+��� �%�� /" OB#+� ��f�L �4M ���I . 

urn:oasis:names:tc:xacml:1.0:function:dateTime-equal 
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 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#dateTime"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ;�dB��� ��7�J 3L��� �)G CH%L ��)G . �L

�+��4 �4M ���I �7�J 	�*+��� �%�� /" OB#+� ��f�L �4M ���I eG ;�dB��� �Y" ��H�%� r�Y. 

urn:oasis:names:tc:xacml:1.0:function:dayTimeDuration-equal 

 ������ �	
 	>0� /" $���L 3������ C{ ;4 ;�dB�4"urn:oasis:names:tc:xacml:2.0:data-types:dayTimeDuration"  /"L
���� "http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ;�dB��� ��7�J 3L��� �)G CH%L ��)G .

�J eG dB�4 6` 3�<�*4 6�pq 6��� =_ uI" ¦Y¤��L��I�p�� R�bQ02 �X+8 ���� �7. 

urn:oasis:names:tc:xacml:1.0:function:yearMonthDuration-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���Lurn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" .�L �7�J ������ ���� /" $��"True" ;�dB��� ��7�J 3L��� �)G CH%L ��)G. 

�&�&� �Xz02 �X+8 ���� �7�J eG dB�4 6` 3�<�*4 6�pq 6��� =_ uI" ¦Y¤��L. 

urn:oasis:names:tc:xacml:1.0:function:anyURI-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#anyURI"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True"  x�8 ;�dB��� ��7�J 3L��� �)G CH%L ��)G

F�Y x�8 d*1� P2��� 6` «�@". 

urn:oasis:names:tc:xacml:1.0:function:x500Name-equal 

	>0� /" $���L3������ C{ ;4 ;�dB�4 ������ �	
 "urn:oasis:names:tc:xacml:1.0:data-type:x500Name" ���� /"L 
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" R�}�� ;4 ,@� 6` K2��� �)G CH%L ��)G 

 ��#�+�� Fb�7��(RDN);�dB��� �  .��) �¤ÉL �7�J ������ ���� /" $��� �"False" . O}� /G r�H�� OB#+�LRDN �)G CH%L ��)G �/�H2���4 
 ��I<" F<����� 3���7��� �?��I aI�`"True" . 

(1  �H����� ��-Y� S�H%L ;�dB��� ���H�IETF RFC 2253. 

(2  ,@� ���Y� �)GRDN ;4 E�LM" F�8 x�8 attributeTypeAndValue=���� <���� � AttributeValuePairs  
 ,@� �RDN 3�I�³" 6@¤�` �X�I��H4 �+8 S���M�+� S�#���� �	
 ) F�H*�� �X*!�6.11 ������� � X.690.( 

(3  R�}" �I��H4RDN F�H*�� � F<����� �8��H�� r�7��@�2 4.2.1.4 �H����� ;4 IETF RFC 3280. 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name"  /"L
 ����"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True";�dB��� ��7�J 3L��� �)G CH%L ��)G  .

� /" $��� ���) �¤ÉL �7�J ���"False" . ,@� /�-��LIETF REC 822 �4¤8 u�#�� O�U RbQ ;4 "@"/���4 RbQ �X���  . O�¥� Rb]�L
 ��	` ��� /����� RbQ �7+�2 ���y� ���fL ��Y ;4 «��Y) ��j4 ,@� /�-� �4 F<�8DNS .(������� 3���7��� K#���L: 

(1 dB� ��Y eG dB�4 6` /���4 RbQ ���H� ,��. 

(2  ������ K�#��2 d2����� /��H��"urn:oasis:names:tc:xacml:1.0:function:string-equal" x�8 
���H�� 3�dB���. 

urn:oasis:names:tc:xacml:1.0:function:hexBinary-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#hexBinary" L ���� /"
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ¤` �7�H2 ��p7Á�� 3�I�³�� 3��2��� aI�` �)G 

 ���< r�7��@�2 ��H+2 ��HI ��2�� �I��H4 � ��L���4L r���� ��L���4 ;�dB���
"urn:oasis:names:tc:xacml:1.0:function:integer-equal" . �7�J ������ ���� /" $��� ���) �¤ÉL"False" .

 F�H*�� � <�&�4 �
 �4 ��� x�8 3�I�³" P2��� eG 6@¤��� 6�pq 6��� /�-� /" OB#+�L15.2.3 ;4 W3C Datatypes:2001. 

 
urn:oasis:names:tc:xacml:1.0:function:base64Binary-equal 


 	>0� /" $���L	�dB�4 ������ � 3������ C{ ;4 ;"http://www.w3.org/2001/XMLSchema#base64Binary"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ¤` �7�H2 ��p7Á�� 3�I�³�� 3��2��� aI�` �)G 

H+2 ��HI ��2�� �I��H4 � ��L���4L r���� ��L���4 ;�dB��� ���< r�7��@�2 ��
"urn:oasis:names:tc:xacml:1.0:function:integer-equal" . �7�J ������ ���� /" $��� ���) �¤ÉL"False" .

 F�H*�� � <�&�4 �
 �4 ��� x�8 3�I�³" P2���� eG 6@¤��� 6�pq 6��� /�-� /" OB#+�L16.2.3 ;4 W3C Datatypes:2001. 
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2.3.A ��F��M� �S��#� 

 3����4 C{ �!+8 ���� /"L ��8�j�� C7+�� L" ��&!�� C7+�� L" <�¥� 3������ C{ ;4 ;�dB�4 ��I<" F<����� 3A���� P�� 	>0� /" $���
������ x�8 �8�j4 L" ��&� <�8 . 3A�< 	>0� /" ;-[ ���) P4L"add") �%�fZ� ($+�� ;�dB�4 ;4 �p`" . 3�dB��� �Y" /�` r�Y �L

"Indeterminate" uI" x�8 d#���� ,��H� 	��+8 $��� �3A���� �	
 ;4 ���< t" x�8 t��s d#�� � "Indeterminate" . ,@�H�� /�` �)GL
 ��" x�8 ������ ,��H� 	��+8 OB#+� �,��H��� 3A�< ���Y � S��*�"Indeterminate". 

����� � =�>?% ��������+�9�� ������" :� ����" �<  67	/� @ ��A?/� �B�C��� D89E �� F�	G ��� [IEEE 745]. 

urn:oasis:names:tc:xacml:1.0:function:integer-add 

�p`" L" ;�dB�4 ������ �	^ /�-� �JL. 

urn:oasis:names:tc:xacml:1.0:function:double-add 

�p`" L" ;�dB�4 ������ �	^ /�-� �JL. 

urn:oasis:names:tc:xacml:1.0:function:integer-subtract 
urn:oasis:names:tc:xacml:1.0:function:double-subtract 
urn:oasis:names:tc:xacml:1.0:function:integer-multiply 
urn:oasis:names:tc:xacml:1.0:function:double-multiply 
urn:oasis:names:tc:xacml:1.0:function:integer-divide 
urn:oasis:names:tc:xacml:1.0:function:double-divide 
urn:oasis:names:tc:xacml:1.0:function:integer-mod 

<�&Á�� 3������ C{ ;4 S���YL S�dB�4 ��I<" �+�#�� ������ 	>0� /" $���L . 3������ C{ ;4 S���YL S�dB�4 v�H��L ���+�� ��*�hL 	>0� /" $���L
"http://www.w3.org/2001/XMLSchema#double"  3������ C{ ;4 �7�J ���� /"L
"http://www.w3.org/2001/XMLSchema#double". 

urn:oasis:names:tc:xacml:1.0:function:integer-abs 
urn:oasis:names:tc:xacml:1.0:function:double-abs 
urn:oasis:names:tc:xacml:1.0:function:round 
urn:oasis:names:tc:xacml:1.0:function:floor 

3.3.A �����#� I�&v �S�+ 

 3������ C{ ;4 ���L�� ��{�� ,�J ��I<" F<����� 3A���� r��"http://www.w3.org/2001/XMLSchema#string". 

urn:oasis:names:tc:xacml:1.0:function:string-normalize-space 

 S�dB�4 ������ �	
 	>0� /" $���L 3������ C{ ;4 S��Y�L"http://www.w3.org/2001/XMLSchema#string"  �
���?�2 �7�H�� �l�H� /"L
F�>���L �4�H�� � F<�Q��� R�j�#�� 3A�9� M�4� P�� ;4. 

urn:oasis:names:tc:xacml:1.0:function:string-normalize-to-lower-case 

�L S�dB�4 ������ �	
 	>0� /" $���L 3������ C{ ;4 S��Y"http://www.w3.org/2001/XMLSchema#string"  6��&�2 �7�H�� �l�H� /"L
u\%�-� dB� ��Y eG d#` ��Y 6`. 

4.3.A r���B� �����!� E; I�&v �S�+ 

r��  3������ C{ ��I<" �+�#�� 3A����"http://www.w3.org/2001/XMLSchema#integer" ��L�� ��{��L �
"http://www.w3.org/2001/XMLSchema#double". 

urn:oasis:names:tc:xacml:1.0:function:double-to-integer 

 3������ C{ ;4 S��Y�L S�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#double"  ��7J��� u�7�J r�� /"L
 C{ ;4 S��!+8 ����L ��&� <�8 eG 3������"http://www.w3.org/2001/XMLSchema#integer". 

urn:oasis:names:tc:xacml:1.0:function:integer-to-double 

 3������ C{ ;4 S��Y�L S�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#integer"  �!+8 eG u�7�J P%�� /"L
 3������ C{ ;4"http://www.w3.org/2001/XMLSchema#double"�X�*I ��7J��� �7�H��2 . 

5.3.A ��'�6!� �S��#� 

 3������ C{ ;4 3�dB�4 x�8 67�� ��H�+4 3A�< �*���4 F�H*�� �	
 ;7j��"http://www.w3.org/2001/XMLSchema#boolean". 

urn:oasis:names:tc:xacml:1.0:function:or 
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� �	
 ���� /" $���L �7�J �����"False" �7�J ���� /"L �3�dB�4 �X��� ;-� � /G "True" x�8 6J�� x�8 �ª�dB�4 ;4 �Y�L dB�4 ,��H� w �)G 
 uI""True" .dB�4 �>� eG dB�4 rL" ;4 ,��H��� =���� /�-� /" $���L . �?��+2 ,��H��� OX�+� /" OB#+�L"True"  3�dB��� ;4 t" ,��H� w �)G

 x�8 uI""True",��H� /L< 3�dB�4 ;4 xH#� �4 ²�� P4 �. 

urn:oasis:names:tc:xacml:1.0:function:and 

 �7�J ������ �	
 ���� /" $���L"True"  �7�J ���� /"L �3�dB�4 �X��� ;-� � /G"False" uI" x�8 �ª�dB�4 �Y" ,��H� w �)G "False" . $���L
 rL" ;4 ,��H��� =���� /�-� /"dB�4 �>� eG dB�4 . �?��+2 ,��H��� OX�+� /" OB#+�L"False"  uI" x�8 3�dB��� ;4 t" ,��H� w �)G"False" �

,��H� /L< 3�dB�4 ;4 xH#� �4 ²�� P4. 

urn:oasis:names:tc:xacml:1.0:function:n-of 

 3������ C{ ;4 ������ �	
 ;4 dB�4 rL" /�-� /" $���L"http://www.w3.org/2001/XMLSchema#integer". /�-� /" $���L 
 3������ C{ ;4 ��H#��� 3�dB���"http://www.w3.org/2001/XMLSchema#boolean" . 3�dB��� <��� Ë<�� �y� rL�� dB��� <�sL
 ��" x�8 ,l�H�� /" =_ m�� ��H#���"True"  uI" x�8 u��G �o+�� ��H�� d#���� �"True" . dB�4 rL" /�` �)GL0 �?��+�� /�-� /" OB#+� �"True". 

 �?��I x�8 d#���� ;4 	\+�Y 6!&�� �rL�� dB��� �7�J ;4 6J" dB�4 rL" O�� m�� 3�dB��� <�8 /�` �)GL"indeterminate" . /�-� /" $���L
�����` ,��H��� =���� :��H� ,�� À ���&!�� dB��� �7�J SAL" ��H��u��� m�� 3�dB��� ;4 dB�4 6` , . ����L ,��H��� OX�+� /" $���L �?��+��

"True"3�dB��� ;4 <�¥� <���� ,��H� w �)G   uI" x�8"True" .�4M¤�� 3�#�����2 O*� A ��H#��� 3�dB��� ,��H� /" O�� �)G ,��H��� R��G $���L. 

urn:oasis:names:tc:xacml:1.0:function:not 

 3������ C{ ;4 S��Y�L S�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#boolean" .dB��� ,��H� w �)GL  x�8
 uI""True" d#���� �?��I /�-� /" 	��+8 $��� �"False" �)G �4" �u7��H� w  uI" x�8"False" �?��+�� /�-� /" 	��+8 $��� �"True". 

����� � ����" 9?� and, or, or n-of =-'�� H��/� ����" #�< �IJ ���5 K>�� �7$ :� H��� �L� ���< ����" M�	7J ���N OF�	-�� =-��" + 9�5 
 P��� ��� ;�(Q� RJ"Indeterminate" .�AS2� T�, :� ����*��� :� DHG �$ UV"��� 	5�" W9� T�, :� H��/� ���E X8Y% 9�� UM" �!���<

	'[ ���"M�AS2� :� H��/� ��S RJ U .�&��� 9� ������� #J V�5 ;��\% 6��� @ H>���� @ O8F���� ��H��/� D]^ _��/ =��8 +�. 

6.3.A ���B�#� �-��'!� �S�+ 

��IA�2 �?��I x�8 �X+4 6!&�� $7J� �I��H� Ë<" �¡ �8�7W 3A���� �	
 6-1�. 

����� �?%  @ O8F���� �`�?�� 9������ �+�9�� D]^ ���� #$ =�>[IEEE 754]. 

urn:oasis:names:tc:xacml:1.0:function:integer-greater-than 
urn:oasis:names:tc:xacml:1.0:function:integer-greater-than-or-equal 
urn:oasis:names:tc:xacml:1.0:function:integer-less-than 
urn:oasis:names:tc:xacml:1.0:function:integer-less-than-or-equal 
urn:oasis:names:tc:xacml:1.0:function:double-greater-than 
urn:oasis:names:tc:xacml:1.0:function:double-greater-than-or-equal 
urn:oasis:names:tc:xacml:1.0:function:double-less-than 
urn:oasis:names:tc:xacml:1.0:function:double-less-than-or-equal 

 7.3.A ��F��M� JB&#�$ w���#� �S�+ 

aJ���L ·������2 �H����� ��2��y� 3���7��� 3A���� �	
 t�c. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-add-dayTimeDuration 

 OB#+� �$+�� ;�dB�4 ������ �	
 	>0� /" $���L 3������ C{ ;4 �7^L" /�-� /""http://www.w3.org/2001/XMLSchema#dateTime" �
 C{ ;4 |�p��L"urn:oasis:names:tc:xacml:2.0:data-types:dayTimeDuration" . �?��I ���� /" $���L

"http://www.w3.org/2001/XMLSchema#dateTime" . �%�f�2 �7�H�� ������ �	
 ���� /" OB#+�L 6��	��� ��-Y� S�H%L rL�� eG |�p�� dB���E 
 ;4W3C Datatypes:2001. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-add-yearMonthDuration 

 3������ C{ ;4 �7^L" /�-� /" OB#+� �$+�� ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#dateTime" �
 C{ ;4 |�p��L"urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration" . �?��I ���� /" $���L

"http://www.w3.org/2001/XMLSchema#dateTime" .�-Y� S�H%L rL�� eG |�p�� dB��� �%�f�2 �7�H�� ������ �	
 ���� /" OB#+�L� 6��	��� E 
 ;4W3C Datatypes:2001. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-subtract-dayTimeDuration  

 3������ C{ ;4 �7^L" /�-� /" OB#+� �$+�� ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#dateTime" |�p��L �
 C{ ;4"urn:oasis:names:tc:xacml:2.0:data-types:dayTimeDuration" . �?��I ���� /" $���L
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"http://www.w3.org/2001/XMLSchema#dateTime" .L F�4 |�p�� dB��� /�` �)GG ������ �	
 ���� /" 	\+�Y $��� ���2�_ ��#���� F��� �%�f�2 �7�H��
�-Y" =�¡ ��2�H��� 6��	��� E ;4 W3C Datatypes:2001 .p�� dB��� /�` �)G �4" ������ /0`L �?��+�� /�-� /" 	\+�Y OB#+� ���#�@ F�4 |�

"urn:oasis:names:tc:xacml:1.0:function:dateTime-add-dayTimeDuration"  x�8 aHg#ÁV �J��2�H�� ��2�_Z� F���. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-subtract-yearMonthDuration 

	
 	>0� /" $���L 3������ C{ ;4 �7^L" /�-� /" OB#+� �$+�� ;�dB�4 ������ �"http://www.w3.org/2001/XMLSchema#dateTime" ;4 |�p��L �
 C{"urn:oasis:names:tc:xacml:2.0:data-types:dayTimeDuration" . �?��I ���� /" $���L

"http://www.w3.org/2001/XMLSchema#dateTime" .L� /�` �)G F�4 |�p�� dB��G ������ �	
 ���� /" 	\+�Y $��� ���2�_ ��#���� F��� �%�f�2 �7�H��
�-Y� S�H%L ��)L ���2�H��� 6��	��� E ;4 W3C Datatypes:2001.  ������ /0`L �?��+�� /�-� /" 	\+�Y OB#+� ���#�@ F�4 |�p�� dB��� /�` �)G �4"

"urn:oasis:names:tc:xacml:1.0:function:dateTime-add-yearMonthDuration"  x�8 aHg#ÁV �J��2�H�� ��2�_Z� F���. 

urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration 

 3������ C{ ;4 �7^L" /�-� /" OB#+� �$+�� ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date" �
 C{ ;4 |�p��L"urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration" . �?��I ���� /" $���L

"http://www.w3.org/2001/XMLSchema#date" .�-Y� S�H%L rL�� eG |�p�� dB��� �%�f�2 �7�H�� ������ �	
 ���� /" OB#+�L� 6��	��� E 
 ;4W3C Datatypes:2001. 

urn:oasis:names:tc:xacml:1.0:function:date-subtract-yearMonthDuration 

 3������ C{ ;4 �7^L" /�-� /" OB#+� �$+�� ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date" �
 C{ ;4 |�p��L"urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration" . �?��I ���� /" $���L

"http://www.w3.org/2001/XMLSchema#date" .L ������ �	
 ���� /" 	\+�Y $��� ���2�_G F�4 |�p�� dB��� /�` �)G F��� �%�f�2 �7�H��
�-Y� S�H%L ��)L ���2�H�� ��#����� )6��	���  E;4 W3C Datatypes:2001 .(�p�� dB��� /�` �)G �4" /�-� /" 	\+�Y OB#+� ���#�@ F�4 |

 ������ /0`L �?��+��"urn:oasis:names:tc:xacml:1.0:function:dateTime-add-yearMonthDuration"  aHg#ÁV �J
 x�8��2�H�� ��2�_Z� F���. 

8.3.A ���B�#� Kl �-��'!� �S�+ 

� d $�{ ;4 ;�dB�4 x�8 �I��H4 3���78 3A���� �	
 t�c$�7J. 

urn:oasis:names:tc:xacml:1.0:function:string-greater-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True")G CH%L ��)G  ��2L �����2 ����2 /�dB��� /Ì��ÁJ �

 =Q�£ $�L���4 �7X��` /����� ;�dB�4 ;4 ��2�H�� 3����#�� ���L" ��<�2
"urn:oasis:names:tc:xacml:1.0:function:integer-equal" /�-� �H���2 F�Y x�8 ����2 6-� �HY¤�� �I��H�� ��?�� �

� ����2 ;4 �`" rL�� dB��� ����2 �X�% ������ r�7��@�2 |�p�� dB��"urn:oasis:names:tc:xacml:2.0:function:integer-

greater-then" . �7�J ������ ���� ���) �¤ÉL"False". 

urn:oasis:names:tc:xacml:1.0:function:string-greater-than-or-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . ��H�+�� ������2 �7l�H4 aI�` �� �7` �?��I ������ ���� /" $���L

"urn:oasis:names:tc:xacml:1.0:function:or" $������ x�8 /����s ;�dB�£ 
"urn:oasis:names:tc:xacml:1.0:function:string-greater-than" 

L"urn:oasis:names:tc:xacml:1.0:function:string-equal" $����� ;�dB��� x�8 $7H��� . 

urn:oasis:names:tc:xacml:1.0:function:string-less-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ��2L �����2 ����2 /�dB��� /Ì��ÁJ �)G CH%L ��)G 

 =Q�£ $�L���4 �7X��` /����� ;�dB�4 ;4 ��2�H�� 3����#�� ���L" ��<�2
"urn:oasis:names:tc:xacml:1.0:function:integer-equal" /�-� �H���2 F�Y x�8 ����2 6-� �HY¤�� �I��H�� ��?�� �

 ������ r�7��@�2 |�p�� dB��� ����2 ;4 6J" rL�� dB��� ����2 �X�%"urn:oasis:names:tc:xacml:2.0:function:integer-

greater-then" . �7�J ������ ���� ���) �¤ÉL"False". 

urn:oasis:names:tc:xacml:1.0:function:string-less-than-or-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . ������2 �7l�H4 aI�` �� �7` �?��I ������ ���� /" $���L
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"urn:oasis:names:tc:xacml:1.0:function:or" $������ x�8 /����s ;�dB�£ 
"urn:oasis:names:tc:xacml:1.0:function:string-less-than"                       

L"urn:oasis:names:tc:xacml:1.0:function:string-equal"$����� ;�dB��� x�8 $7H��� . 

urn:oasis:names:tc:xacml:1.0:function:time-greater-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#time"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 �`" rL�� dB��� /�` �)G CH%L ��)G 

¤�� S�H%L � F<�¥� =������ �Jhttp://www.w3.org/2001/XMLSchema#time)  F�H*��8.2.3 PQ��� ;4 W3C Signature:2002 (
 �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

 ������ 1��&?�-�% + K�� 6� a�b c�A� ��� :�-�% K�� �F��� �d�/� :� e��  .��� �+�Q� D]^ @ =�>?%� ��8 ;���time-in-

range.  

urn:oasis:names:tc:xacml:1.0:function:time-greater-than-or-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#time"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . ������ ���� /" $���L �7�J"True" |�p�� ;4 �`" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H#V u�L��� L""http://www.w3.org/2001/XMLSchema#time")  F�H*��8.2.3 PQ��� ;4 W3C 

Datatypes:2002 ( �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

 ������2 � :� e�� �/��d�&?�-�% + K�� 6� a�b c�A� ��� :�-�% K�� �F���  . ��8 ;������ �+�Q� D]^ @ =�>?%�time-in-

range. 

urn:oasis:names:tc:xacml:1.0:function:time-less-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#time" ���� /"L 
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 6J" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L"http://www.w3.org/2001/XMLSchema#time")  F�H*��8.2.3 PQ��� ;4 W3C Datatypes:2002 (
��� ���) �¤ÉL �7�J ������ ���� /" $"False". 

 ������ 3��&?�-�% + K�� 6� a�b c�A� ��� :�-�% K�� �F��� �d�/� :� e��  . ��8 ;������ �+�Q� D]^ @ =�>?%�time-in-

range. 

urn:oasis:names:tc:xacml:1.0:function:time-less-than-or-equal 

;�dB�4 ������ �	
 	>0� /" $���L 3������ C{ ;4 "http://www.w3.org/2001/XMLSchema#time"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 6J" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L u�L��� L""http://www.w3.org/2001/XMLSchema#time" �7�J ������ ���� /" $��� ���) �¤ÉL 
"False". 

 ������4 ��&?�-�% + K�� 6� a�b c�A� ��� :�-�% K�� �F��� �d�/� :� e��  . ��8 ;������ �+�Q� D]^ @ =�>?%�
time-in-range. 

urn:oasis:names:tc:xacml:1.0:function:time-in-range 

0� /" $���L 3������ C{ ;4 3�dB�4 ��¤� ������ �	
 	>"http://www.w3.org/2001/XMLSchema#time"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ;7f E��+� rL�� dB��� /�` �)G CH%L ��)G 

��L |�p�� /�dB��� S�+7f �<�s t	�� �������p . �7�J ������ ���� ���) �¤ÉL"False" . d�*� $��� ����p�� dB��� �7�J ;8 �o+�� ��!2L
u+8 6H� L" �ML�?�� L" �8�@ ;��18L P2�02 |�p�� dB��� aJL tL��� aJL uI" x�8 dB��� �	
 . �rL�� dB�7�� �4M ���I µ�H� ��8 r�Y �L

 ���+�� dB��� 67���� /" $��������� ���4 � =�B���2 <�¥� �4b�� . ���+�� ¤7���� /" $��� ����p�� L" |�p�� dB�7�� �4M ���I ��H�� � /GL
rL�� dB�7�� �4b��. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#dateTime"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 �`" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L"http://www.w3.org/2001/XMLSchema#dateTime" F�H*�� =Q�£ 7.2.3 PQ��� ;4 W3C 

Datatype:2001 . �7�J ������ ���� /" $��� �u%¤ÉL"False". 

 ������5 � ��� K��< �IJ dateTime @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, ���% Ua�b c�A� ��� ��� X��E + 
W3C Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-greater-than-or-equal 
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 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#dateTime"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" ;4 �`" rL�� dB��� /�` �)G CH%L ��)G  |�p��

 � F<�¥� =������ �J¤�� S�H%L u�L��� L""http://www.w3.org/2001/XMLSchema#dateTime" F�H*�� =Q�£ 7.2.3 ;4 W3C 

Datatype:2001 �7�J ������ ���� /" $��� ���) �¤ÉL "False". 

 ������6 � ��� K��< �IJ dateTime]k?�, ���% Ua�b c�A� ��� ��� X��E +  @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j 
W3C Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#dateTime"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 6J" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L"http://www.w3.org/2001/XMLSchema#dateTime" F�H*�� =Q�£ 7.2.3 ;4 W3C Datatype:2001 
 �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

 ������ 7� ��� K��< �IJ dateTime @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, ���% Ua�b c�A� ��� ��� X��E + 
W3C Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:dateTime-less-than-or-equal 

� C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L 3�����"http://www.w3.org/2001/XMLSchema#dateTime"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 6J" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L u�L��� L""http://www.w3.org/2001/XMLSchema#dateTime" F�H*�� =Q�£ 7.2.3 ;4 W3C 

Datatype:2001 . �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

 ������8 � ��� K��< �IJ dateTime @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, ���% Ua�b c�A� ��� ��� X��E + 
W3C Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:date-greater-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True"L�� dB��� /�` �)G CH%L ��)G  |�p�� ;4 �`" r

 � F<�¥� =������ �J¤�� S�H%L"http://www.w3.org/2001/XMLSchema#date" . �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

 ������ 9�F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, ���% Ua�b c�A� ��� ��� X��E + l%F���� ��� K��< �IJ  @ 8W3C 

Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:date-greater-than-or-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" .J ������ ���� /" $���L �7�"True" |�p�� ;4 �`" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L u�L��� L""http://www.w3.org/2001/XMLSchema#date" . �7�J ������ ���� /" $��� ���) �¤ÉL
"False". 

 ������10 ���% Ua�b c�A� ��� ��� X��E + l%F���� ��� K��< �IJ  @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, �W3C 

Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:date-less-than 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 6J" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H%L"http://www.w3.org/2001/XMLSchema#date" . �7�J ������ ���� /" $��� ���) �¤ÉL"False". 

 ������11 � + l%F���� ��� K��< �IJ  @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, ���% Ua�b c�A� ��� ��� X��EW3C 

Datatype:2001. 

urn:oasis:names:tc:xacml:1.0:function:date-less-than-or-equal 

 3������ C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#date"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" |�p�� ;4 6J" rL�� dB��� /�` �)G CH%L ��)G 

 � F<�¥� =������ �J¤�� S�H#V u�L��� L""http://www.w3.org/2001/XMLSchema#date" . �7�J ������ ���� /" $��� ���) �¤ÉL
"False". 

 ������12 � @ 8F���� f[��� g!h �?�i a�b c�A� ��� 3�(j ]k?�, ���% Ua�b c�A� ��� ��� X��E + l%F���� ��� K��< �IJ W3C 

Datatype:2001. 
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9.3.A �����#� �S�+ 

 3�%��4L 6@¤��� x�8 ��I<" �+�#�� 3A���� 67��URI. 

urn:oasis:names:tc:xacml:2.0:function:string-concatenate 

 3������ C{ ;4 �p`" L" ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#string" .=������ =�¡ 3�dB��� 6���� �?��+�� /�-� /" $���L. 

urn:oasis:names:tc:xacml:2.0:function:url-string-concatenate 

 3������ C{ ;4 S��Y�L S�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#anyURI"L  �p`" L" S��Y�L S�dB�4
 C{ ;4"http://www.w3.org/2001/XMLSchema#string"  ���� /"L"http://www.w3.org/2001/XMLSchema#anyURI" .

 ���4 ;��-� � �?��+�� 6p7�� /" $���LURI 3�dB�4 ��yG K��V ;8 "string"  dB���2 =������ =�¡"anyURI". 

10.3.A ����!� Kl �%&�x� �S�+ 

 ,�J  ;4 �#��4 d �8�7W x�8 3A���� �	
 67��'type'3����7�� ���L�� ��{�� �Y" �
 C7+�� ��Y � .�L�1�� ��2 t<��L ��%�fZ� 
 uI" x�8 d#���� ,��H� eG ��I<" �+�#�� 3A���� ;4 F�Y�L 6-� F<�¥�"Indeterminate". 

urn:oasis:names:tc:xacml:1.0:function:type-one-and-only 

 ,�J ,HV ������ �	
 	>0� /" $���L'type' �7�J ���� /"L dB�7` '-type' . � F��Y��� �7�H�� ���� /" $���L�8�79� . <�QL ��8 r�Y �L
 uI" x�8 	��+8 d#���� ,l�H�� ��8�79� � F��YLL F�Y�L �7�J"Indeterminate". 

urn:oasis:names:tc:xacml:1.0:function:type-bag-size 

 ,�J ,HV ������ �	
 	>0� /" $���L'type' ���� /"L dB�7` "http://www.w3.org/2001/XMLSchema#integer"  ,�H�� <�8 �+�#4
 � F<�Q����8�79�. 

urn:oasis:names:tc:xacml:1.0:function:type-is-in 

 C{ ;4 dB�4 ������ �	
 	>0� /" $���L'type' ���� /"L |�p�� dB��� u*��2 C{ ,�J ,HVL rL�� dB��� u*��2 
"http://www.w3.org/2001/XMLSchema#boolean" .,l�H�� /" $���L ��" x�8 ������ "True" S�H2��4 rL�� dB��� /�` �)G CH%L ��)G 

 ,�J ;4 �7�J t" =Q�£"urn:oasis:names:tc:xacml:x.x:function:type-equal"�8�79� �  . /" $��� ���) �¤ÉL
 �7�J ������ ����"False". 

urn:oasis:names:tc:xacml:1.0:function:type-bag 

>0� /" $���L 3�dB�4 ;4 <�U d S�<�8 ������ �	
 	'type' ,�J ,HV ����L 'type'3�dB��� ,�J x�8 tL�y�  . x�8 ������ �	
 K�#�� t<��L
<�¥� 3������ C{ ;4 ����> �#��4 d �8�7W x�8 r�!y� eG ���*� 3�dB�4. 

11.3.A �%&�x� �S�+ 

�79� O`�� ,HV" x�8 3A���� �	
 67��,HV�� �Y" ;4 �QL<b�� ���+��� �	Y r¤> ;4 3�8. 

urn:oasis:names:tc:xacml:1.0:function:type-intersection 

 ,�J ,HV �7X��` /¤p[ ;�dB�4 ������ �	
 	>0� /" $���L'type' ,�J ,HV ���� /"L �'type' �$7H��� $2 �`��14 ���+8 x�8  AG t��s A ��¡ 
 �<�s �4" �
L"urn:oasis:names:tc:xacml:x.x:function:type-equal" .  �QL<b4 ���+8 x�8 �?��+�� t��� A" $���L
 �<�s �4 =�¡"urn:oasis:names:tc:xacml:x.x:function:type-equal". 

urn:oasis:names:tc:xacml:1.0:function:type-at-least-one-member-of 

dB�4 ������ �	
 	>0� /" $���L ,�J ,HV �7X��` /¤p[ ;�'type' ���� /"L �"http://www.w3.org/2001/XMLSchema#boolean" .
 ��" x�8 ������ ,l�H�� /" $���L"True" � <�U �
 �4 =�¡ |�p�� dB��� � rL�� dB��� ���+8 ;4 6J�� x�8 �Y�L �!+8 �QL �)G CH%L ��)G 

"urn:oasis:names:tc:xacml:x.x:function:type-equal". 

urn:oasis:names:tc:xacml:1.0:function:type-union 

 ,�J ,HV �7X��` /¤p[ ;�dB�4 ������ �	
 	>0� /" $���L'type' . ,HV d#���� ���� /" $���L'type' $7H��� ���+8 P�� x�8 t��s 
�7X��` .?��+�� t��� A" $���L�s �4 =�¡ �QL<b4 ���+8 x�8  �<�"urn:oasis:names:tc:xacml:x.x:function:type-

equal". 

urn:oasis:names:tc:xacml:1.0:function:type-subset 
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 ,�J ,HV �7X��` /¤p[ ;�dB�4 ������ �	
 	>0� /" $���L'type' ���� /"L �"http://www.w3.org/2001/XMLSchema#boolean" .
 �7�J ������ ���� /" $���L"True"|�p�� ;4 ��8�% �8�7W rL�� dB��� /�` �)G CH%L ��)G  . ;4 <�W uI" x�8 dB�4 6` eG �o+�� OB#+�L

 � <�U �
 �4 =�¡ �QL<b�� ���+���"urn:oasis:names:tc:xacml:x.x:function:type-equal" 5��Y 6#J ��)L �
��8�*�� �8�79�. 

urn:oasis:names:tc:xacml:1.0:function:type-set-equals 

 ,�J ,HV �7X��` /¤p[ ;�dB�4 ������ �	
 	>0� /" $���L'type' ���� /"L �"http://www.w3.org/2001/XMLSchema#boolean" .
 K�#�� �?��I ������ ���� /" $���L"urn:oasis:names:tc:xacml:1.0:function:and"  K�#�� x�8

"urn:oasis:names:tc:xacml:x.x:function:type-subset"  K�#��L |�p��L rL�� ;�dB��� eG
"urn:oasis:names:tc:xacml:x.x:function:type-subset" rL��L |�p�� ;�dB��� x�8. 

12.3.A ����#� ��#��#� 0'`Z� �S�+ 

 3A�< F�H*�� �	
 J�+�XACML3A���� �	
 K�#�� 6*-� �H���2 ,HV�� x�8 3���78 t�c m�� S�4�78 ,HV�� x�8 . 

 3A���� �	
 |��4 3AA< ���� � �4���� ����� 3�) ��*�h��� 3�B��� ��YG ;4 F<�*�@A� ;-[L) 6��	��� �oI�III r�p4 x�8 v¤V¤�  
��*�h��� �B��� r�7��@� ��*�-� O7����.( 

(1 urn:oasis:names:tc:xacml:1.0:function:any-of 

 �< ������� �	
 K#�� �7�J ���� /" $���L �,�J ,HVL F<�U ���L" �7�J $2 ��IA�2 ��"True"  ��H�+�� F��#��� aI�` �)G CH%L ��)G
"True" ,H��� ���+8 ;4 6J�� x�8 �Y�L �!+8 �. 

  �!+8 �^L" /�-� /" OB#+� �3�dB�4 ��¤� ������ �	
 	>0� /" $���L<xacml:Function> >0� ��IA�2 ���< O7�� ;�dB�4 	
���L" ��{" ;4 .�L" 3����4 C{ ;4 �7�J |�p�� dB��� /�-� /" $���L . 3����4 C{ ;4 ,HV /�-� /" $���% ����p�� dB��� �4"

�L" . dB��� � F�7�Á�� ������ /0`L d#���� ,��H� $���L<xacml:Function>  ���+8 P�� x�8L |�p�� dB��� x�8 aH#ÁV �J
�� ���p�� dB�),H���( � a�Í7�Q �J ¯���+��L �"urn:oasis:names:tc:xacml:1.0:function:or". 

(2 urn:oasis:names:tc:xacml:1.0:function:all-of 

  �7�J ����L �,�J ,HVL F<�U ���L" �7�J $2 ��IA�2 ���< ������� �	
 K#��"True"  ��H�+�� F��#��� aI�` �)G CH%L ��)G"True"  �
,H��� ���+8 P��. 

  �!+8 �^L" /�-� /" OB#+� �3�dB�4 ��¤� ������ �	
 	>0� /" $���L<xacml:Function>  ;�dB�4 	>0� ��IA�2 ���< O7��
���L" ��{" ;4 .�L" 3����4 C{ ;4 �7�J |�p�� dB��� /�-� /" $���L . C{ ;4 ,HV /�-� /" $���% ����p�� dB��� �4" 3����4

�L" . dB��� � F�7�Á�� ������ /0`L d#���� ,��H� $���L<xacml:Function>  ���+8 P�� x�8L |�p�� dB��� x�8 aH#ÁV �J
 ���p�� dB���),H���( � a�Í7�Q �J ¯���+��L �"urn:oasis:names:tc:xacml:1.0:function:and". 

(3 urn:oasis:names:tc:xacml:1.0:function:any-of-any 

  �7�J ����L ��>� ,�J ,HV ���+8 ;4 �!+8 6`L ,�H�� ,HV" ��YG ���+8 ;4 �!+8 6` $2 ��IA�2 ���< ������� �	
 K#��
"True"  ��H�+�� F��#��� aI�` �)G CH%L ��)G"True" 6J�� x�8 F�Y�L �I��H4 �. 

 /�-� /" OB#+� �3�dB�4 ��¤� ������ �	
 	>0� /" $���L �!+8 �^L" <xacml:Function>  ;�dB�4 	>0� ��IA�2 ���< O7��
���L" ��{" ;4 .�L" 3����4 C{ ;4 $7HV ���p��L |�p�� /�dB��� /�-� /" $���L . � F�7�Á�� ������ /0`L d#���� ,��H� $���L

 dB���<xacml:Function> ��L |�p�� ;�dB��� ���+8 P�� x�8 aH#ÁV �J r�7��@�2 a�Í7�Q �J ¯���+��L ����p
"urn:oasis:names:tc:xacml:1.0:function:or" . d#���� �?��I /�-� /" F�L�f � |���� 3AA< 6p7��L

"True" U �H#��� ��H�+�� F��#��� aI�` �)G CH%L ��)G"True" �7X��` $7H��� ���+8 3�I��H4 ;4 6J�� x�8 F�Y�L �I��H4 �. 

(4 urn:oasis:names:tc:xacml:1.0:function:all-of-any 

 $7H��� ���+8 $2 ��IA�2 ���< ������� �	
 K#�� . d#���� /�-� /" $���L"True"  F<Lb�� ��H�+�� F��#��� aI�` �)G CH%L ��)G
"True" |�p�� ,H��� ���+8 ;4 t"L rL�� ,H��� ���+8 P�� �. 

  ������ �	
 	>0� /" $���L �!+8 �^L" /�-� /" OB#+� �3�dB�4 ��¤�<xacml:Function>  ;�dB�4 	>0� ��IA�2 ���< O7��
���L" ��{" ;4 .�L" 3����4 C{ ;4 $7HV ���p��L |�p�� /�dB��� /�-� /" $���L . ������ /0`L d#���� ,��H� $���L

"urn:oasis:names:tc:xacml:1.0:function:any-of" #ÁV �J 64�` x�8L rL�� ,H��� ,�J ;4 �7�J 6` x�8 aH
 F<Lb�� ������ r�7��@�2 |�p�� ,H���xacml:Function r�7��@�2 	���2 a�Í7�Q �J ¯���+��L �

"urn:oasis:names:tc:xacml:1.0:function:and". 

(5 urn:oasis:names:tc:xacml:1.0:function:any-of-all 

 IA�2 ���< ������� �	
 K#���7X��` $7H��� ���+8 $2 �� . d#���� /�-� /" $���L"True"  ��H�+�� F��#��� aI�` �)G CH%L ��)G
 F<Lb��"True" rL�� ,H��� ���+8 ;4 t"L |�p�� ,H��� ���+8 ;4 �!+8 6` $2. 



 

 ������� ITU-T  X.1142   (2006/06) 99 

  �!+8 �^L" /�-� /" OB#+� �3�dB�4 ��¤� ������ �	
 	>0� /" $���L<xacml:Function> �� ;�dB�4 	>0� ��IA�2 ���< O7
���L" ��{" ;4 .�L" 3����4 C{ ;4 $7HV ���p��L |�p�� /�dB��� /�-� /" $���L . ������ /0`L d#���� ,��H� $���L

"urn:oasis:names:tc:xacml:1.0:function:any-of"  64�` x�8L |�p�� ,H��� ,�J ;4 �7�J 6` x�8 aH#ÁV �J
�2 rL�� ,H��� F<Lb�� ������ r�7��@xacml:Function r�7��@�2 	���2 a�Í7�Q �J ¯���+��L �

"urn:oasis:names:tc:xacml:1.0:function:and". 

(6 urn:oasis:names:tc:xacml:1.0:function:all-of-all 

 $7H��� ���+8 $2 ��IA�2 ���< ������� �	
 K#�� . d#���� /�-� /" $���L"True" %L ��)G F<Lb�� ��H�+�� F��#��� aI�` �)G CH
"True" �%�` |�p�� ,H��� ���+8 P4 ��7�W �X�I��H£ rL�� ,H������+8 ;4 �!+8 6` $2. 

  �!+8 �^L" /�-� /" OB#+� �3�dB�4 ��¤� ������ �	
 	>0� /" $���L<xacml:Function>  ;�dB�4 	>0� ��IA�2 ���< O7��
���L" ��{" ;4 .���L�L" 3����4 C{ ;4 $7HV ���p��L |�p�� /�dB��� /�-� /" $ . � F�7�Á�� ������ /0`L d#���� ,��H� $���L

  �!+8<xacml:Function>  a�Í7�Q �J ¯���+��L ����p�� dB��� ���+8 P��L |�p�� dB��� ���+8 ;4 �!+8 6` $2 aH#ÁV �J
 r�7��@�2"urn:oasis:names:tc:xacml:1.0:function:and" . �?��I /�-� /" F�L�f � |���� 3AA< 6p7��L

 d#����"True"  �H#��� ��H�+�� F��#��� aI�` �)G CH%L ��)G"True" |�p�� ,H��� ���+8 P�7Â �I��H4 rL�� ,H��� ���+8 P�� �. 

(7 urn:oasis:names:tc:xacml:1.0:function:map 

  ,HV ������ �	
 r���>� ,�J ,HV eG ,�J. 

  �!+8 �7^L" /�-� /" OB#+� �;�dB�4 ������ �	
 	>0� /" $���L<xacml:Function>  C{ ;4 S���YL S�dB�4 	>0� ���< O7��
�L" 3����4 C{ ;4 �7�J ����L ��L" 3����4 .�L" 3����4 C{ ;4 ,HV /�-� /" $���% �|�p�� dB��� �4" .��� ,��H� $���L d#�

  �!+8 � F�7�Á�� ������ /0`L<xacml:Function>  ,HV x�8 �X+4 6!&�� ��¡ �,H��� ���+8 ;4 �!+8 6` x�8 aH#ÁV �J
���¥� �7�H�� .  �!+8 � F�7�Á�� ������ �
���� �L" 3����4 C{ ;4 ,HV �?��+�� /�-� /" $���L<xacml:Function>. 

13.3.A �#� .�% ��/�'#� �S��#���+��#� KF� 

 ��" x�8 ,Ã�H�L ��<�8 d2��� 67���� F���8 ��{" x�8 3A���� �	
 67��"http://www.w3.org/2001/XMLSchema#boolean". 

urn:oasis:names:tc:xacml:1.0:function:string-regexp-match 

t<���� d#���� K2��4 ������ �	
 <��L . C{ ;4 ;�dB�4 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" .�4�8 ����@ |�p��L S��<�8 S�d#�� rL�� dB��� /�-� /" OB#+�L . ���� /" $���L

 �7�J ������"True"  C�D � F<�Q��� �7�H�� S�H2��4 |�p�� dB��� /�` �)G CH%L ��)GrL�� dB��� � t<���� d#���� . �8��J /�-� /" $���L
 6��	��� � F<�¥� ��� rL�� dB��� =�`��F ;4 W3C Datatypes:2001������� ��%�fZ� ��8��JL C���� d2��� �X�7-� �: 

� X?? K2��� A XF�Y�L F�4 ;4 �p`"  

� X*? K2��� X*!�� �X�% �£ �3���� ;4 <�U d <��2 � 

� X+? K2��� X6J�� x�8 F�Y�L F�4  

� X{n}? K2��� X nC#j��2 F�4  

� X(n,}? K2��� X n6J�� x�8 F�4  

� X{n,m}? K2��� X n x�8 ��b� A �X+-�L �6J�� x�8 F�4 mF�4  

-  ��8�% ����@ �!J" t<���� d#���� K2��� /" $��� ��	
 ��%�fZ� C���� d2��� �Y" r�7��@� r�Y �L P4 �L����� rL�� dB��� ;4 �+
C����. 

C���� P4 �L����� rL�� dB��� ;4 �+-  ��8�% ����@ r�V" t<���� d#���� K2��� /" $��� ���%�fZ� d2����� �	
 ��8 �7�%L. 

���� tb4� r�7��@�2 �X���� L" ������ ����2 � N�f�2 C���� �X�% al#p�� m�� 3A�y� R�+p�@�2L ���"^" L"$" C���� ����� ������� x�8 
��8�*�� rL�� dB��� 6@¤@ ;4 ����@ t" P4 S�JL���4 /�` �)G S�H2��4. 

F<�¥� t<���� d#���� 3���D �H2���� 	�*+��� 3A�Y P�� ,8�� /" $���L . d#���� 3���D ;4 ��b�� �H2���� 	�*+��� ���Y ,8�� /" ;-[L
t<����. 

urn:oasis:names:tc:xacml:2.0:function:anyURI-regexp-match 
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t<���� d#���� K2��4 ������ �	
 <��L . C{ ;4 �7^L" ';�dB�4 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  C{ ;4 |�p��L
"http://www.w3.org/2001/XMLSchema#anyURI" . $���L ���� /""http://www.w3.org/2001/XMLSchema#boolean" . /" OB#+�L

 ���4 |�p��L S��<�8 S�d#�� rL�� dB��� /�-�URI . C{ eG |�p�� dB��� ������ r�� /" $���L"http://www.w3.org/2001/XMLSchema#string" �
 K#�� À ;4L"urn:oasis:names:tc:xacml:1.0:function:string-regexp-match". 

urn:oasis:names:tc:xacml:2.0:function:ipAddress-regexp-match 

t<���� d#���� K2��4 ������ �	
 <��L . C{ ;4 �7^L" ';�dB�4 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string" 
 C{ ;4 |�p��L"urn:oasis:names:tc:xacml:2.0:data-type:ipAddress" . $���L" ���� /

"http://www.w3.org/2001/XMLSchema#boolean" . /��+8 |�p��L S��<�8 S�d#�� rL�� dB��� /�-� /" OB#+�LIPv4 /��+8 L" IPv6 .
 C{ eG |�p�� dB��� ������ r�� /" $���L"http://www.w3.org/2001/XMLSchema#string" K#�� À ;4L �

"urn:oasis:names:tc:xacml:1.0:function:string-regexp-match". 

urn:oasis:names:tc:xacml:2.0:function:dnsName-regexp-match 

t<���� d#���� K2��4 ������ �	
 <��L . C{ ;4 �7^L" ';�dB�4 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string"  C{ ;4 |�p��L
"urn:oasis:names:tc:xacml:2.0:data-type:dnsName" . $���L ���� /"

"http://www.w3.org/2001/XMLSchema#boolean" . ,@� |�p��L S��<�8 S�d#�� rL�� dB��� /�-� /" OB#+�LDNS . dB��� ������ r�� /" $���L
 C{ eG |�p��"http://www.w3.org/2001/XMLSchema#string" K#�� À ;4L �

"urn:oasis:names:tc:xacml:1.0:function:string-regexp-match". 

urn:oasis:names:tc:xacml:2.0:function:rfc822Name-regexp-match 

t<���� d#���� K2��4 ������ �	
 <��L . C{ ;4 �7^L" ';�dB�4 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string" 
 C{ ;4 |�p��L"urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name" . $���L ���� /"

"http://www.w3.org/2001/XMLSchema#boolean" . ,@� |�p��L S��<�8 S�d#�� rL�� dB��� /�-� /" OB#+�LRFC 822 . r�� /" $���L
 C{ eG |�p�� dB��� ������"http://www.w3.org/2001/XMLSchema#string"À ;4L � K#�� 

"urn:oasis:names:tc:xacml:1.0:function:string-regexp-match". 

urn:oasis:names:tc:xacml:2.0:function:x500Name-regexp-match 

t<���� d#���� K2��4 ������ �	
 <��L . C{ ;4 �7^L" ';�dB�4 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string" 
4 |�p��L C{ ;"urn:oasis:names:tc:xacml:1.0:data-type:x500Name" . $���L ���� /"

"http://www.w3.org/2001/XMLSchema#boolean" . 6��< ,@� |�p��L S��<�8 S�d#�� rL�� dB��� /�-� /" OB#+�LX.500 . /" $���L
 C{ eG |�p�� dB��� ������ r��"http://www.w3.org/2001/XMLSchema#string" K#�� À ;4L �

"urn:oasis:names:tc:xacml:1.0:function:string-regexp-match". 

14.3.A �V��� 7F��#� �S�+ 

 ��" x�8 ,Ã�H�L F���8 ��{" x�8 3A���� �	
 67��"http://www.w3.org/2001/XMLSchema#boolean"  ��4M���> eG <�+�@A�2
���� �������� K2������. 

urn:oasis:names:tc:xacml:1.0:function:x500Name-match 

 C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"urn:oasis:names:tc:xacml:2.0:data-type:x500Name"   ���� /"L
"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" �� /�` �)G CH%L ��)G S��2��� K2��� rL�� dB�

 R�}� S�+��4 S��%���4RDN r�7��@�2 �X�I��H4 �+8 |�p�� dB��� ;4 x500Name-equal. 

urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match 

 3������ C{ ;4 �7^L" ';�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string" C{ ;4 |�p��L 
"urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name" � ���� /"L

"http://www.w3.org/2001/XMLSchema#boolean" . ��" x�8 ������ ,l�H�� /" $���L"True" S�H%L |�p�� S�H2��4 rL�� dB��� /�` �)G 
 F�H*�� ��-Y�1.2.3 ;4 W3C Datatypes:2001. 

�L ,@� /�-�IETF RFC 822 �4¤8 u�#�� O�U RbQ ;4 "@"/���4 RbQ �X���  . RbQ �7+�2 ���y� ���fL ��Y ;4 «��Y O�¥� Rb]�L
 ��	` ��� /�����) ,@� F<�8 /�-� t	��DNS.( 

 ,@� |�p�� dB��� ;7j��Lrfc82264�`  . ,@� rL�� dB��� /�-�Lrfc822�H�IA 67����� O�bQ L" 64�`  x�8 |�p�� dB��� � �#@�+4 ,�J R
��I<" <�� �4 ���. 
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u�H2��4 ��H�� 64�-�� t����� /��+��� rL�� dB��� <�s /" =_ �|�p�� dB��� � $�4 /��+8 �H2���L . � <�U /���4 � /��+8 t" �H2���L
����� R�}" �Y" ��@ rL�� dB��� <�s A" =_ �|�p�� dB��� /) ,@� F<�8 /�-� t	��DNS .( dB��� � $�4 /���4 � /��+8 t" �H2���L

 �4�H£ ��#��� 5���� /����� RbQ rL�� dB��� <�s /" =_ �|�p��."." 

15.3.A  .�% ��/�'#� �S��#�XPath 

 d2��� 	>0� m�� 3A���� F�H*�� �	
 <��XPath3�dB��� �  . d#�� ,l�H�LXPath �H8 ;4 �I�-4 �H8 �8�7W uI" x�8 XMLd#���� K2���  .
 ��oI ���I ;7f �H��� �8�7W L" F�H��� E��+� ALXACML3������ C7+� O}���  . x�8 ��>�� 3���7��� L" 3�I��H�� P�� ��?��L

 d2��� /" ��� �4 �S����� �+���� ������ ;8 rb�£ �H��� 3�8�7WXPath � F<�Q���  =�V ����2 F��H4 3A���� �	
XACML . �!+8 6p[L
<xacml-context:Request>  d2��� ;4 d#�� 6` ���@ F�H8XPath .�+
�
 F<�¥� 3A���� O�� �7�%L: 

urn:oasis:names:tc:xacml:1.0:function:xpath-node-count 

 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string" d2��� �Y" uI" x�8 ��*�� dB�7` XPath uI" x�8 ,�H��L �
"http://www.w3.org/2001/XMLSchema#integer" . �H��� �8�7W 6>�< F<�Q��� �H��� <�8 ������ �
���� m�� �7�H�� /�-� /" $���L

 d#��� �H2����XPath$�4 . 

urn:oasis:names:tc:xacml:1.0:function:xpath-node-equal 

 C{ ;4 ;�dB�4 ������ �	
 	>0� /" $���L"http://www.w3.org/2001/XMLSchema#string" �d#�� �7�" x�8 /���*�� �XPath /"L �
 ����"http://www.w3.org/2001/XMLSchema#boolean" . �7�J ������ ���� /" $���L"True" �H8 ;4 F�H8 t" aI�` �)G XML 

 F<�Q��� �H8 ;4 F�H8 t" tL��� F�H8 �rL�� dB�7�� �H2���� �H��� �8�7W �XML|�p�� dB�7�� �H2���� �H��� �8�7W � F<�Q���  .
���^� �����7�4 ��I�` �)G /���L���4 /���H��� �����L. 

urn:oasis:names:tc:xacml:1.0:function:xpath-node-match 

4 ������ �	
 	>0� /" $���L C{ ;4 ;�dB�"http://www.w3.org/2001/XMLSchema#string" �d#�� �7�" x�8 /���*�� �XPath /"L �
 ����"http://www.w3.org/2001/XMLSchema#boolean" . ��" x�8 ������ �	
 ,l�H��L"True"$������ $V�1�� �Y" ����@� �)G : 

(1  �H8 ;4 F�H8 t" aI�` �)GXMLW � F<�Q���  �H8 ;4 F�H8 t" tL��� F�H8 �rL�� dB�7�� �H2���� �H��� �8�7XML 
'|�p�� dB�7�� �H2���� �H��� �8�7W � F<�Q��� 

(2  �H8 ��YG a� �!+8L a�I F�H8 t" aI�` �)GXML F�H8 t" tL��� F�H8 �rL�� dB�7�� �H2���� �H��� �8�7W � F<�Q��� 
 �H8 ;4XML7W � F<�Q��� |�p�� dB�7�� �H2���� �H��� �8�. 

���^� �����7�4 ��I�` �)G /���L���4 /���H��� �����L. 

����� � H>�" ;�2� 0	m�� n5�L% "xpath-node-equal" :� [�S ��, #�L% #$ H>���� �]o �'L%� U"xpath-node-match". 

16.3.A ��#$Z� T�;Z�$ ����#� �S�+ 

L 3A���� <l�&�� �
<�� m�� 3A���� eG �%�fZ�2 �+��4 3A�< ���H�@� ��4" r�9� ��*� 6@¤@ 3�%��4 ��@��2 ���L�� ��{��XACML .
 ��QM ���q ;4 <�*�� ¯X+�� �	
 ;�-[L XACML���> ���L" 3����4 ��{"L ���> 3A��2 . 

 ,��H��� ��?�����@� 64�-� x�8 Î�*&��LXACMLI �7��� A" $��� ��ª�dB�4 ,�J x�8 AG ���7��� 3A�< ��YG �?�� . ���� A" OB#+�L
d2����� �Y" ,��H� x�8 ��*���L �4���� 3�7���� .������4 �H���2 ,��H��� =���� /�7f �	���� ;4 /� ���#I�Q ���� 3A���� /�-� A" $���L. 
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 �����B 

 ������XACML 

�-� ������4 3�%��4 K&��� �	
 <�sr�7��@A� ����z 3�I�. 

1.B  0"� �S�DXACML 

 ,@� 3A�W ;4 /�<�U /A�W S����Y �Q��XACML. 

����� �	
 r�7��@�2 3�@����� <�&��L. 

 

urn:oasis:names:tc:xacml:2.0:policy:schema:os 

����� �	
 r�7��@�2 �2�QZ�L =���� �J��@ <�&��L. 

 

urn:oasis:names:tc:xacml:2.0:context:schema:os 

2.B >��6#� y&�&� ��h� 

=���� 6@¤@ ��YG � �L�� /��-�� t" �)�*+�� =�V 6X�@� t	�� ��o+�� /��` ����� �	
 $#� . /�% �v�f��� �\% ���� ��8 r�Y �L
��I<" F<����� O
 =�B��� �7�J. 

 

urn:oasis:names:tc:xacml:1.0:subject-category:access-subject 

#�L =���� ¯���I 6#H��� t	�� ��o+�� /��` ����� �	
 $))�*+�� v�f�4 ;8 S�b�  /�-� �4�+8 67�����L.( 

 

urn:oasis:names:tc:xacml:1.0:subject-category:recipient-subject 

)�*+�� =�V ��8 �[ ��oI /��` ����� �	
 $#�L .�X+4 �Y�L /��` ;4 �p`" ²�+
 /�-� �JL .N���� AL ��q t	�� =������ ���&�� ���@L ��" 
���@��� 3�I��-�� u2. 

 

urn:oasis:names:tc:xacml:1.0:subject-category:intermediary-subject 

=���� /l�-� F���2 L" ���U F�*z F�8�H� =Y�!4 ��oI /��` ����� �	
 $#�L . ���4 �H2���� v�f��� 3��I ;7j�� �JLURL t	�� 
�� u+4 6l7�YL =��/F�*1�� P�J�4 ���
 x�8 u+4 6Í!�Y L" .�Y�L /��` ;4 �p`" ²�+
 /�-� �JL .AL  t	�� =������ ���&�� ���@L ��" N����

=���� 3�I��-�� u2 ¹���. 

 

urn:oasis:names:tc:xacml:1.0:subject-category:codebase 

 =�V 6X�@� t	�� 5�@�&�� =Y�!4 ��oI /��` ����� �	
 $#�L������ . ���
 ��) r�p4LIPSEC. 

 

urn:oasis:names:tc:xacml:1.0:subject-category:requesting-machine 

3.B �����!� T�;� 

 F�H*�� �
<�� 3����4 ��{" ��I<" F<����� 3�%���� $#�2.A. 

 

urn:oasis:names:tc:xacml:2.0:data-types:dayTimeDuration 
urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration 
urn:oasis:names:tc:xacml:1.0:data-type:x500Name. 
urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name 
urn:oasis:names:tc:xacml:2.0:data-type:ipAddress 
urn:oasis:names:tc:xacml:2.0:data-type:dnsName 

 PQ��� <�sLW3C DataTypes:2001 ������� 3������ ��{" 3�%��4. 

 

http://www.w3.org/2001/XMLSchema#string 
http://www.w3.org/2001/XMLSchema#boolean 
http://www.w3.org/2001/XMLSchema#integer 
http://www.w3.org/2001/XMLSchema#double 
http://www.w3.org/2001/XMLSchema#time 
http://www.w3.org/2001/XMLSchema#date 
http://www.w3.org/2001/XMLSchema#dateTime 
http://www.w3.org/2001/XMLSchema#anyURI 
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http://www.w3.org/2001/XMLSchema#hexBinary 
http://www.w3.org/2001/XMLSchema#base64Binary 

4.B y&�&!� �&�- 

 �Y" 3��I 3�%���� �	
 $#�P�f���� .7��@� �+8 $���L ���+8 �Y" 6>�< �Xo� /" �^�<Subject> =���� ���@ . �X��G 	*+�� /" OB#+�L
 �!+8 ��@��2<SubjectAttributeDesignator> �!+8 L" �<AttributeSelector>  ���+8 �Y" eG d1�<Subject> 

=���� ���@. 

v�f�4 6` P4 3��+�� �	
 ;4 a�I 6` �p`�� x�8 =Y�!��L . =Y�!4 a�I 6` C#���L �!+8 6>�< � E��4 /�H��@A<Subject> 
��!2 ���YL�u�*I /�H��@A� ��¡ . 

v�f��� ,@� ����� �	
 $#�L . �
 =�B��� K�IL"http://www.w3.org/2001/XMLSchema#string" . 67����� ���>" ���I" /��#�L
 3��IDataType F�H*�� � F<����� 3.B. 

 

urn:oasis:names:tc:xacml:1.0:subject:subject-id 

v�f��� �\% ����� �	
 $#�L . O
 =�B��� �7�JL"access-subject". 

 

urn:oasis:names:tc:xacml:1.0:subject-category 

 ���4 u�% ����� t	�� ,@A� r�W ���� m�� �@�����L ����� <�sL �v�f��� ;4" /���4 ����� �	
 $#�Lidv�f��� . 

 

urn:oasis:names:tc:xacml:1.0:subject:subject-id-qualifier 

v�f��� ���
 3�#�Z 67����� ��8 N��*4 ����� �	
 $#�L. 

 

urn:oasis:names:tc:xacml:1.0:subject:key-info 

v�f��� /�H��@� aJL ����� �	
 $#�L. 

 

urn:oasis:names:tc:xacml:1.0:subject:authentication-time 

 ����� �	
 $#�Lv�f��� /�H��@A ��7���Á�� �H�����. 

 

urn:oasis:names:tc:xacml:1.0:subject:authn-locality:authentication-method 

 r�`��L�� S�H%L )�*+�� =�V v�f��� u�% 6X�@� t	�� aJ��� ����� �	
 $#�LPEP. 

 

urn:oasis:names:tc:xacml:1.0:subject:request-time 

���� �	
 $#�L r�`��L�� S�H%L ����y� v�f��� F�L< u�% 3"�2 t	�� aJ��� �PEP. 

 

urn:oasis:names:tc:xacml:1.0:subject:session-start-time 

K������ <�7�8� 3����4 C�1+� PJ�4 ��I<" F<����� 3�%���� $#�L . /�H��@� /��2 ;4 F�7��Á�� �H2���� 3�I��-�� ,8< �X+4 ��B��LSAML. 

 $#�L r�`��L�2 /��+�` u+8 ���4 PJ��� /" ����� �	
IP. 

 

urn:oasis:names:tc:xacml:1.0:subject:authn-locality:ip-address 

 3������ C{ ;4 K2���� a�+�� /�-� /" $���L"string#XMLSchema/2001/org.3w.www://http". 

 ,@�` u+8 ���4 PJ��� /" ����� �	
 $#�LDNS. 

 

urn:oasis:names:tc:xacml:1.0:subject:authn-locality:dns-name 

 3������ C{ ;4 K2���� a�+�� /�-� /" $���L"string#XMLSchema/2001/org.3w.www://http". 

 � =@�+4 a�I 6�*��2 <��Y r�Y �LLDAP ���4 ;��-� $��� �XACML ���4 eG a�+�� ,@� �%�f�2 URI �H�����  IETF LDAP 

RFC)  �oI�IETF RFC 2256 .( a�I ,@� /�-� /" S¤p4 $���LuserPassword � <�&Á�� IETF RFC 2256�����` : 

 

http://www.ietf.org/rfc/rfc2256.txt#userPassword 
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5.B +�&!� �&�- 

<���� 3��I 3�%���� �	
 $#� . �!+8 � �H2���� 3��+�� �Xo� /" ;-[L<Resource> ���� ���@ �!+8 ��@��2 �X��G )�*+�� ;-[L �=
<ResourceAttributeDesignator> �!+8 L" �<AttributeSelector>  ���+8 �Y" eG d1�<Resource> =���� ���@. 

u��G )�*+�� =���� t	�� <���� a�+�� �	
 ����L . �!+8 µ�H� r�Y �L<xacml-context:ResourceContent> <���� 	��+8 /�-� �
t	��u+4 S�RbQ L" ��`	�� �!+��� � ��HÁ�� <���� 64�` u��G )�*+�� =���� . 

 

urn:oasis:names:tc:xacml:1.0:resource:resource-id 

 �!+��� 3����U ;4 �!+8 x�8" ,@� r�W a�+�� �	
 ����L<xacml-context:ResourceContent> . =���� ���@ ��Lb� r�Y �L
 ����L <���� 3����&£ r�`��L�2 a#p� /" $��� �<���� � <���� ,@� r�WPDP ,@A� r�W �*I �
 a�+�� �	
 �<�s t	�� ,@A� r�W /" 

<���� � <�¥� . �
 K2���� a�+�� /�-� /" $���L"http://www.w3.org/2001/XMLSchema#anyURI". 

 

urn:oasis:names:tc:xacml:2.0:resource:target-namespace 

6.B I��#� �&�- 

�2����� 6�*�� 3��I 3�%���� �	
 $#� . ���+8 �Y" 6>�< �Xo� /" �^�7��@� �+8 $���L<Action>  =���� ���@ . �X��G 	*+�� /" OB#+�L
 �!+8 ��@��2<ActionAttributeDesignator> �!+8 L" �<AttributeSelector>  ���+8 �Y" eG d1�<Action>  ���@

=����. 

����Lu��G )�*+�� =���� t	�� 6�*�� a�+�� �	
 . 

 

urn:oasis:names:tc:xacml:1.0:action:action-id 

 a�I �7�J /�-� /" $��� �S��+7f 6�*�� /�` r�Y �Laction-id�®�` : 

 

urn:oasis:names:tc:xacml:1.0:action:implied-action 

 a�I u�% <�&�� t	�� ,@A� r�W a�+�� �	
 ����Laction-id. 

 

urn:oasis:names:tc:xacml:1.0:action:action-namespace 

7.B �h��#� �&�- 

 $#����H�� =�V �X�>�< ,�H�� m�� �\�#�� 3��I 3�%���� �	
 . ���+8 �Y" 6>�< �Xo� /" ���H�� =�V � �^�7��@� �+8 $���L<Environment>  
=���� ���@ .�!+8 ��@��2 �X��G 	*+�� /" OB#+�L <EnvironmentAttributeDesignator> �!+8 L" �<AttributeSelector>  d1�

 ���+8 �Y" eG<Environment> =���� ���@. 

������ ���4 � ��y� aJ��� ����� 	
 $#�L .=���� ���@ ;��-� aJL �
 PJ���� � aJ��� �	
L . 3�%���� �	
 3�Xh �)G �=#��� �	^L
�!+8 6>�< PJ��4 F�8 � <Policy>  L" <PolicySet> ��!2 �,��H��� ���78 � �L�Y ���Y 6-� �X�*I �7�H�� n�!� 	��+8 $��� �

�L�y� 3A�Y �]��4 $2 �J�B���� ��+4b�� F��*�� r�V ;8 �o+��. 

 

urn:oasis:names:tc:xacml:1.0:environment:current-time 

������ C{ ;4 K2���� a�+�� /�-� /" $���L 3"http://www.w3.org/2001/XMLSchema#time". 

 

urn:oasis:names:tc:xacml:1.0:environment:current-date 

 3������ C{ ;4 K2���� a�+�� /�-� /" $���L"http://www.w3.org/2001/XMLSchema#date". 

 

urn:oasis:names:tc:xacml:1.0:environment:current-dateTime 

�-� /" $���L 3������ C{ ;4 K2���� a�+�� /"http://www.w3.org/2001/XMLSchema#dateTime". 
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8.B �#�M� ����W 

���y� F�*z ,�J ��I<" <��. 

N�?+�� ��4 ����� �	
 $#�L. 

 

urn:oasis:names:tc:xacml:1.0:status:ok 

O@��@ ���J )��A �4M¤�� 3��+�� P�� ���� ��8 ����� �	
 $#�L. 

 

urn:oasis:names:tc:xacml:1.0:status:missing-attribute 

O7J� r�W � <�� ���@�` �=�`���� �8��J � 0�> x�8 t��� a�+�� ,�J ��2 /" ����� �	
 $#�L. 

 

urn:oasis:names:tc:xacml:1.0:status:syntax-error 

�@����� ,��H� R�+�" 0�> �L�Y ����� �	
 $#�L .�H�� ��) r�p4L�*� x�8 �7. 

 

urn:oasis:names:tc:xacml:1.0:status:processing-error 

9.B ��#&#� ����*��&� 

 �8��H�� ����� ��4M���> �7�J O�� �7�%deny-overrides a�+� ruleCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides 

4M���> �7�J O�� �7�%L 3�@����� ����� ��deny-overrides a�+� policyCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides 

 �8��H�� ����� ��4M���> �7�J O�� �7�%Lpermit-overrides a�+� ruleCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:permit-overrides 

 3�@����� ����� ��4M���> �7�J O�� �7�%Lpermit-overrides a�+� policyCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:permit-overrides 

 �8��H�� ����� ��4M���> �7�J O�� �7�%Lfirst-applicable a�+� ruleCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable 

 3�@����� ����� ��4M���> �7�J O�� �7�%Lfirst-applicable a�+� policyCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:first-applicable 

��> �7�J O�� �7�%L 3�@����� ����� ��4M�only-one-applicable-policy a�+� policyCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:only-one-applicable 

 �8��H�� ����� ��4M���> �7�J O�� �7�%Lordered-deny-overrides a�+� ruleCombiningAlgId: 

 urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm:ordered-deny-overrides 

 3�@����� ����� ��4M���> �7�J O�� �7�%Lordered-deny-overrides a�+� policyCombiningAlgId: 

 urn:oasis:names:tc:xacml:1.1:policy-combining-algorithm:ordered-deny-overrides 

��� ��4M���> �7�J O�� �7�%L �8��H�� ��ordered-permit-overrides a�+� ruleCombiningAlgId: 

 urn:oasis:names:tc:xacml:1.1:rule-combining-algorithm:ordered-permit-overrides 

 3�@����� ����� ��4M���> �7�J O�� �7�%Lordered- permit -overrides a�+� policyCombiningAlgId: 

 

urn:oasis:names:tc:xacml:1.1:policy-combining-algorithm:ordered-permit-
overrides 
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 �����C 

������� ���	
���� 

 �
<�� m�� 3�@�����L �8��H�� ����� 3��4M���� ��L K&��� �	
 � <��XACML. 

1.C Deny-overrides 

1.1.C  �8��J ����� ��4M���> F�H*�� �	
 ����"Deny-overrides"3�@����� ��YG . 

 ��" x�8 ��@����� �8��J �8�7W 64�` ;4 F�8�J t" ,��H� w �)GL"Deny") �%�( �8��H�� ����� �?��I /�-� /" 	��+8 $��� �"Deny" .
 ��" x�8 �X+4 F�8�J t" ,��H� w �)GL"Permit" ��" x�8 ��>�� �8��H�� P�� ,��H�L �"NotApplicable" �?��I /�-� /" 	��+8 $��� �

���� �8��H�� �"Permit" . 	>0� ���>" F��#�2L"Deny"��>�� ������� �8��J ;4 F�8�J t" ,��H� �?��I ;8 �o+�� �B2 ���H#@��  . �)GL
 �8��H�� P�� /" t¨�"NotApplicable") x�8 K#�+� A ( ��" x�8 �8��H�� �*���� ,��H� �X+�Y $��� ����H�� =�V x�8"NotApplicable" . 

 6!Y �)GL ��" �7�J x�8 ��L�y� �8��H�� ��YG ���Y L" ��
 ,��H� �+8 0�>"Deny" �8��H�� ,��H� 6Q" ;4 ,��H��� �����4 	\+�Y $��� �
 �?��I ;8 S�p¡ �HY¤��"Deny" . ��" x�8 ��>" F�8�J t" ,��H� ��8 r�Y �L"Deny" uI" x�8 ������� ,��H� 	\+�Y $��� �

"Indeterminate" /���JA�2 �#@�+�� 0��� ���Y P4. 

 ��" x�8 6J�� x�8 F�Y�L F�8�J ,��H� w �)GL"Permit" ��" x�8 ,��H� R��>" �X�% ��� m�� ��>�� �8��H�� P�� ,��H�L "Permit" L" 
"NotApplicable" ���� x�8 ����% ,��H� R��>" �X�% m�� �8��H�� P�� 3��Y�L �"Permit" /�-� /" 	\+�Y $��� � ������� �?��I"Permit". 

 ��I<" F<����� F�*1�� u#z 6pqL��?�����@G�	
 �8��H�� ����� ��4M���> ,��H� . 

Decision denyOverridesRuleCombiningAlgorithm(Rule rule[]) 
{ 
 Boolean atLeastOneError  = false; 
 Boolean potentialDeny    = false; 
 Boolean atLeastOnePermit = false; 
 for( i=0 ; i < lengthOf(rules) ; i++ ) 
 { 
  Decision decision = evaluate(rule[i]); 
  if (decision == Deny) 
  { 
   return Deny; 
  } 
  if (decision == Permit) 
  { 
   atLeastOnePermit = true; 
   continue; 
  } 
  if (decision == NotApplicable) 
  { 
   continue; 
  } 
  if (decision == Indeterminate) 
  { 
   atLeastOneError = true; 
 
   if (effect(rule[i]) == Deny) 
   { 
    potentialDeny = true; 
   } 
   continue; 
  } 
 } 
 if (potentialDeny) 
 { 
  return Indeterminate; 
 } 
 if (atLeastOnePermit) 
 { 
  return Permit; 
 } 
 if (atLeastOneError) 
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 { 
  return Indeterminate; 
 } 
 return NotApplicable; 
} 

2.1.C  3�@��@ ����� ��4M���> F�H*�� �	
 ����"Deny-overrides"3�@����� 3�8�7W ��YG . 

 ��" x�8 �3�@����� �8�7W 64�` � �@��@ t" ,��H� w �)GL"Deny") �%�(-� /" 	��+8 $��� � 3�@����� ����� �?��I /�"Deny" .
 	>0� ���>" F��#�2L"Deny"3�@����� �8�7W � ��>�� ������� 3�@��@ ;4 �@��@ t" ,��H� �?��I ;8 �o+�� ��!2 ���H#@��  . �)GL

 3�@����� P�� /" t¨�"NotApplicable") K#�+� A (" x�8 3�@����� �8�7W ,��H� �X+�Y $��� ����H�� =�V x�8 ��"NotApplicable". 

 ,��H� ;4 6Í!�Y L" ��&�&� d �+��4 �@��@ x�8 ������ 3���zZ� ��YG 3�Ì#��8� L" �3�@����� ��YG ��
 ,��H� �+8 0�> 6!Y �)GL
 �?��I x�8 �@�����"Indeterminate" ��" x�8 3�@����� �8�7W ,��H� 	\+�Y $��� �"Deny". 

�I<" F<����� F�*1�� u#z 6pqL ���?�����@G�	
 3�@����� ����� ��4M���> ,��H� . 

 
Decision denyOverridesPolicyCombiningAlgorithm(Policy policy[]) 
{ 
 Boolean atLeastOnePermit = false; 
 for( i=0 ; i < lengthOf(policy) ; i++ ) 
 { 
  Decision decision = evaluate(policy[i]); 
  if (decision == Deny) 
  { 
   return Deny; 
  } 
  if (decision == Permit) 
  { 
   atLeastOnePermit = true; 
   continue; 
  } 
  if (decision == NotApplicable) 
  { 
   continue; 
  } 
  if (decision == Indeterminate) 
  { 
   return Deny; 
  } 
 } 
 if (atLeastOnePermit) 
 { 
  return Permit; 
 } 
 return NotApplicable; 
} 

 F�H*�� � <����� ����� ��� x�8 ��<�*�� 3�@����� 3�4�b��� ��Y�� $���L14.6.7. 

2.C Ordered-deny-overrides 

 �8��J ����� ��4M���> ��I<" F<����� F�H*�� ����"Ordered-deny-overrides"3�@����� ��YG . 

��� K2��4 ��4M����� �	
 ²��@L �8��J ����� ��4M���> ²�“Deny-overrides”�Y�L R�+p�@� <�QL P4 � . t	�� =������ /�-� /" $���L
�@����� � <����� =������ S�H2��4 �8��H�� �8�7W u#Q�£ ,l�H�. 

 3�@��@ ����� ��4M���> ��I<" F<����� F�H*�� ����L"Ordered-deny-overrides" ��YG  3�8�7W3�@�����. 

��@L 3�@��@ ����� ��4M���> ²���� K2��4 ��4M����� �	
 ²“Deny-overrides”�Y�L R�+p�@� <�QL P4 � . =������ /�-� /" $���L
3�@����� �8�7W � $#�� =������ S�H2��4 3�@����� �8�7W u#Q�£ ,l�H� t	��. 

3.C Permit-overrides 

1.3.C  �8��J ����� ��4M���> F�H*�� �	
 ����"Permit-overrides"3�@����� ��YG . 

 ��" x�8 ��@����� �8��J �8�7W 64�` ;4 F�8�J t" ,��H� w �)GL"Permit" � �8��H�� ����� �?��I /�-� /" 	��+8 $���"Permit" . w �)GL
 ��" x�8 �X+4 F�8�J t" ,��H�"Deny" ��" x�8 ��>�� �8��H�� P�� ,��H�L �"NotApplicable" ���� ��" x�8 �@����� ,��H� 	��+8 $



108 ������� ITU-T  X.1142   (2006/06) 

"Deny" . 	>0� ���>" F��#�2L"Permit"�@����� � ��>�� �8��H�� ;4 F�8�J t" ,��H� �?��I ;8 �o+�� �B2 ���H#@��  . /" t¨� �)GL
 �8��H�� P��"NotApplicable") K#�+� A ( ��" x�8 �@����� ,��H� �X+�Y $��� ����H�� =�V x�8"NotApplicable". 

 ��" x�8 ��L�y� �8��H�� ��YG ���Y L" ��
 ,��H� �+8 0�> 6!Y �)GL"Permit" �?��I ;8 S�p¡ ,��H��� �����4 	\+�Y $��� �"Permit" .
 ��" x�8 ��>" F�8�J t" ,��H� ��8 r�Y �L"Permit" ��" x�8 �@����� ,��H� 	\+�Y $��� �"Indeterminate"��� ���Y P4 /���JA�2  0

�#@�+��. 

 ��" x�8 6J�� x�8 F�Y�L F�8�J ,��H� w �)GL"Deny" ��" x�8 ,��H� R��>" �X�% ��� m�� ��>�� �8��H�� P�� ,��H�L "Deny" L" 
"NotApplicable" �7�J x�8 ����% ,��H� R��>" �X�% m�� �8��H�� P�� 3��Y�L �" ��"Deny"��" x�8 �@����� ,��H� 	\+�Y $��� � "Deny". 

�	
 �8��H�� ����� ��4M���> ,��H� ��?�����@� ��I<" F<����� F�*1�� u#z 6pqL. 

 

Decision permitOverridesRuleCombiningAlgorithm(Rule rule[]) 
{ 
 Boolean atLeastOneError  = false; 
 Boolean potentialPermit  = false; 
 Boolean atLeastOneDeny   = false; 
 for( i=0 ; i < lengthOf(rule) ; i++ ) 
 { 
  Decision decision = evaluate(rule[i]); 
  if (decision == Deny) 
  { 
   atLeastOneDeny = true; 
   continue; 
  } 
  if (decision == Permit) 
  { 
   return Permit; 
  } 
  if (decision == NotApplicable) 
  { 
   continue; 
  } 
  if (decision == Indeterminate) 
  { 
   atLeastOneError = true; 
 
   if (effect(rule[i]) == Permit) 
   { 
    potentialPermit = true; 
   } 
   continue; 
  } 
 } 
 if (potentialPermit) 
 { 
  return Indeterminate; 
 } 
 if (atLeastOneDeny) 
 { 
  return Deny; 
 } 
 if (atLeastOneError) 
 { 
  return Indeterminate; 
 } 
 return NotApplicable; 
} 

2.3.C  3�@��@ ����� ��4M���> F�H*�� �	
 ����"Permit-overrides" 3�@����� 3�8�7W ��YG. 

 ��" x�8 �3�@����� �8�7W 64�` � �@��@ t" ,��H� w �)GL"Permit"���� �?��I /�-� /" 	��+8 $��� � 3�@����� �"Permit" . F��#�2L
 	>0� ���>""Permit"3�@����� �8�7W � ��>�� 3�@����� ;4 �@��@ t" ,��H� �?��I ;8 �o+�� ��!2 ���H#@��  . P�� /" t¨� �)GL

 3�@�����"NotApplicable") K#�+� A ( ��" x�8 3�@����� �8�7W ,��H� �X+�Y $��� ����H�� =�V x�8"NotApplicable". 
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L" ��&�&� d �+��4 �@��@ x�8 ������ 3���zZ� ��YG 3�Ì#��8� L" �3�@����� ��YG ��
 ,��H� �+8 0�> 6!Y �)GL  ,��H� ;4 6Í!�Y
 �?��I x�8 �@�����"Indeterminate" ��" x�8 3�@����� �8�7W ,��H� 	\+�Y $��� �"Indeterminate" ��#@�+�� 0��� ���Y P4 /���JA�2 

�z ��" x�8 ��>" 3�@��@ ,��H� ��8 ���"Permit" L" "Deny". 

�	
 3�@����� ����� ��4M���> ,��H� ��?�����@� ��I<" F<����� F�*1�� u#z 6pqL. 

 

Decision permitOverridesPolicyCombiningAlgorithm(Policy policy[]) 
{ 
 Boolean atLeastOneError = false; 
 Boolean atLeastOneDeny  = false; 
 for( i=0 ; i < lengthOf(policy) ; i++ ) 
 { 
  Decision decision = evaluate(policy[i]); 
  if (decision == Deny) 
  { 
   atLeastOneDeny = true; 
   continue; 
  } 
  if (decision == Permit) 
  { 
   return Permit; 
  } 
  if (decision == NotApplicable) 
  { 
   continue; 
  } 
  if (decision == Indeterminate) 
  { 
   atLeastOneError = true; 
   continue; 
  } 
 } 
 if (atLeastOneDeny) 
 { 
  return Deny; 
 } 
 if (atLeastOneError) 
 { 
  return Indeterminate; 
 } 
 return NotApplicable; 
} 

� 3�@����� 3�4�b��� ��Y�� $���L F�H*�� � <����� ����� =�¡ ��<�*�14.6.7. 

4.C Ordered-permit-overrides 

 �8��J ����� ��4M���> ��I<" F<����� F�H*�� ����"Ordered-permit-overrides"3�@����� ��YG . 

 �8��J ����� ��4M���> ²���� K2��4 ��4M����� �	
 ²��@L"Permit-overrides"�Y�L R�+p�@� <�QL P4 �. t	�� =������ /�-� /" $���L 
�@����� � <����� =������ S�H2��4 �8��H�� �8�7W ,��H� u#Q�£ ,��. 

 3�@��@ ����� ��4M���> ��I<" F<����� F�H*�� ����L"Ordered-permit-overrides" ��YG  3�8�7W3�@�����. 

 3�@��@ ����� ��4M���> ²���� K2��4 ��4M����� �	
 ²��@LPermit-overrides�Y�L R�+p�@� <�QL P4 � . t	�� =������ /�-� /" $���L
3�@����� �8�7W � $#�� =������ S�H2��4 3�@����� �8�7W u#Q�£ ,l�H�. 

5.C First-applicable 

1.5.C  �8��J ����� ��4M���> F�H*�� �	
 ����"First-applicable" 3�@����� ��YG. 

�2 F�8�J 6` ,��H� $���L�@����� � u�% �Xo� t	�� =����� . ��" x�8 �X�% ���y� ,��H� wL �+��4 F�8�J � S�H2��4 ��^� /�` r�Y �L
"True" �@����� ,��H� �?��I K2���� F�8�H�� ��" /�-� /"L �@����� ,��H� OX�+� /" 	\+�Y $��� �) �t""Permit" L" "Deny" .( ,��H� w �)G �4"

 ���y� L" ��^� ��" x�8"False"=������ � ������� F�8�H�� ,��H� 	��+8 $��� ��+��4 F�H�+4 F�8�J �  . � ��>" F�8�J t" <�QL ��8 r�Y �L
 ��" x�8 �@����� ,��H� �X+�Y $��� �=������"NotApplicable." 
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�,��H��� OX�+� /" 	��+8 $��� ��X���Y L" F�8�H�� ��
 ,��H� �+8 0�> 6!Y �)GL ��" x�8 �@����� ,l�H�� /"L "Indeterminate" P4 /���JA�2 
�#@�+�� 0��� ���Y. 

�	
 �8��H�� ����� ��4M���> ,��H� ��?�����@� ��I<" F<����� F�*1�� u#z 6pqL. 

 
Decision firstApplicableEffectRuleCombiningAlgorithm(Rule rule[]) 
{ 
 for( i = 0 ; i < lengthOf(rule) ; i++ ) 
 { 
  Decision decision = evaluate(rule[i]); 
  if (decision == Deny) 
  { 
   return Deny; 
  } 
  if (decision == Permit) 
  { 
   return Permit; 
  } 
  if (decision == NotApplicable) 
  { 
   continue; 
  } 
  if (decision == Indeterminate) 
  { 
   return Indeterminate; 
  } 
 } 
 return NotApplicable; 
} 

2.5.C  3�@��@ ����� ��4M���> F�H*�� �	
 ����"First-applicable" 3�@����� 3�8�7W ��YG. 

3�@����� �8�7W � u�% �Xo� t	�� =������2 �@��@ 6` ,��H� $���L . uI" x�8 �+��4 �@��@ � ��^� ,��H� w �)GL"True"�� ,��H�L � �@���
 ,�J ;4 F<�U �7�J x�8"Permit" L" "Deny" ��@����� �	
 ��" �7�J ��" x�8 3�@����� �8�7W ,l�H�� /"L ,��H��� OX�+� /" 	\+�Y $��� . �4"

 uI" x�8 �+��4 �@��@ � ��^� ,��H� w �)G"False" ��" x�8 �@����� ,��H� L" �"NotApplicable"����� ,��H� 	��+8 $��� � � ������� �@
=������ . ��" x�8 3�@����� �8�7W ,��H� �X+�Y $��� �=������ � ��>" �@��@ t" <�QL ��8 r�Y �L"NotApplicable". 

 �¡ �@����� ,��H� �+8 L" ��&�&� d �@����� x�8 ������ F��zZ� ��#�8� L" ��+��4 �@��@ ,��H� �+8 L" ���^� ,��H� �+8 0�> 6!Y �)GL
) ��" x�8 �ª�"Indeterminate" ��" x�8 3�@����� �8�7W ,l�H� /"L �3�@����� ����� ��4M���> ,��H� OX�+� /" 	\+�Y $��� �

"Indeterminate"�#@�+�� 0��� ���Y P4 /���JA�2 . 

�	
 3�@����� ����� ��4M���> ,��H� ��?�����@� ��I<" F<����� F�*1�� u#z 6pqL. 

 

Decision firstApplicableEffectPolicyCombiningAlgorithm(Policy policy[]) 
{ 
    for( i = 0 ; i < lengthOf(policy) ; i++ ) 
    { 
        Decision decision = evaluate(policy[i]); 
        if(decision == Deny) 
        { 
            return Deny; 
        } 
        if(decision == Permit) 
        { 
            return Permit; 
        } 
        if (decision == NotApplicable) 
        { 
            continue; 
        } 
        if (decision == Indeterminate) 
        { 
            return Indeterminate; 
        } 
    } 
    return NotApplicable; 
} 
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 F�H*�� � <����� ����� =�¡ ��<�*�� 3�@����� 3�4�b��� ��Y�� $���L14.6.7. 

C.6 applicable-one-Only 

 3�@��@ ����� ��4M���> F�H*�� �	
 ����"Only-one-applicable"3�@����� 3�8�7W ��YG . 

J ��" x�8 3�@����� �8�7W 64�` � �@��@ t" eG �o+�� � �)GL ����� ��4M���> �?��I /�-� /" 	��+8 $��� ��X%�
 6j*2 ��#�I¤� ��2�
 3�@�����"NotApplicable" . ��#�I¤� ��2�J ��" x�8 F�Y�L �@��@ ;4 �p`" eG �o+�� r�Y �L �?��I /�-� /" 	��+8 $��� ��X%�
 6j*2

 3�@����� ����� ��4M���>"Indeterminate". 

�@��@ ²�+
 /" t¨� �)GL ��#�I¤� ��2�J CH% F�Y�L  3�@����� ����� ��4M���> �?��I /�-� /" 	��+8 $��� ��X%�
 6j*2 ,��H� �?��I
�@�����. 

 ,��H� ;4 6Í!�Y L" ��&�&� d �+��4 �@��@ x�8 ������ 3���zZ� ��YG 3�Ì#��8� L" �3�@����� ��YG ��
 ,��H� �+8 0�> 6!Y �)GL
 �?��I x�8 �@�����"Indeterminate" ��" x�8 x�8 3�@����� �8�7W ,��H� 	\+�Y $��� �"Indeterminate" 0��� ���Y P4 /���JA�2 

�#@�+��. 

�	
 3�@����� ����� ��4M���> ,��H� ��?�����@� ��I<" F<����� F�*1�� u#z 6pqL. 

 
Decision onlyOneApplicablePolicyPolicyCombiningAlogrithm(Policy policy[]) 
{ 
  Boolean          atLeastOne     = false; 
  Policy           selectedPolicy = null; 
  ApplicableResult appResult; 
 
  for ( i = 0; i < lengthOf(policy) ; i++ ) 
  { 
     appResult = isApplicable(policy[I]); 
 
     if ( appResult == Indeterminate ) 
     { 
         return Indeterminate; 
     } 
     if( appResult == Applicable ) 
     { 
         if ( atLeastOne ) 
         { 
             return Indeterminate; 
         } 
         else 
         { 
             atLeastOne     = true; 
             selectedPolicy = policy[i]; 
         } 
     } 
     if ( appResult == NotApplicable ) 
     { 
         continue; 
     } 
  } 
  if ( atLeastOne ) 
  { 
      return evaluate(selectedPolicy); 
  } 
  else 
  { 
      return NotApplicable; 
  } 
} 
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 �����D 

 ���	� ��XACML 

1.D ���#� ��� ?XACML 

 ������ ��> F�H*�� �	
 ����XACML. 

 

<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema targetNamespace="urn:oasis:names:tc:xacml:2.0:context:schema:os"  
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
xmlns:xs="http://www.w3.org/2001/XMLSchema"  
elementFormDefault="qualified" attributeFormDefault="unqualified"> 
 <xs:import namespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
 schemaLocation="http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-
schema-os.xsd"/> 
 <!--  --> 
 <xs:element name="Request" type="xacml-context:RequestType"/> 
 <xs:complexType name="RequestType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:Subject" maxOccurs="unbounded"/> 
   <xs:element ref="xacml-context:Resource" maxOccurs="unbounded"/> 
   <xs:element ref="xacml-context:Action"/> 
   <xs:element ref="xacml-context:Environment"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Response" type="xacml-context:ResponseType"/> 
 <xs:complexType name="ResponseType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:Result" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Subject" type="xacml-context:SubjectType"/> 
 <xs:complexType name="SubjectType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="SubjectCategory" type="xs:anyURI"  
  default="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Resource" type="xacml-context:ResourceType"/> 
 <xs:complexType name="ResourceType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:ResourceContent" minOccurs="0"/> 
   <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="ResourceContent" type="xacml-context:ResourceContentType"/> 
 <xs:complexType name="ResourceContentType" mixed="true"> 
  <xs:sequence> 
   <xs:any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:anyAttribute namespace="##any" processContents="lax"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Action" type="xacml-context:ActionType"/> 
 <xs:complexType name="ActionType"> 
  <xs:sequence> 
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   <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Environment" type="xacml-context:EnvironmentType"/> 
 <xs:complexType name="EnvironmentType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:Attribute" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Attribute" type="xacml-context:AttributeType"/> 
 <xs:complexType name="AttributeType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:AttributeValue" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="AttributeId" type="xs:anyURI" use="required"/> 
  <xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
  <xs:attribute name="Issuer" type="xs:string" use="optional"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="AttributeValue" type="xacml-context:AttributeValueType"/> 
 <xs:complexType name="AttributeValueType" mixed="true"> 
  <xs:sequence> 
   <xs:any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:anyAttribute namespace="##any" processContents="lax"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Result" type="xacml-context:ResultType"/> 
 <xs:complexType name="ResultType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:Decision"/> 
   <xs:element ref="xacml-context:Status" minOccurs="0"/> 
   <xs:element ref="xacml:Obligations" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="ResourceId" type="xs:string" use="optional"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Decision" type="xacml-context:DecisionType"/> 
 <xs:simpleType name="DecisionType"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Permit"/> 
   <xs:enumeration value="Deny"/> 
   <xs:enumeration value="Indeterminate"/> 
   <xs:enumeration value="NotApplicable"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- --> 
 <xs:element name="Status" type="xacml-context:StatusType"/> 
 <xs:complexType name="StatusType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:StatusCode"/> 
   <xs:element ref="xacml-context:StatusMessage" minOccurs="0"/> 
   <xs:element ref="xacml-context:StatusDetail" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="StatusCode" type="xacml-context:StatusCodeType"/> 
 <xs:complexType name="StatusCodeType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:StatusCode" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="Value" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="StatusMessage" type="xs:string"/> 
 <!-- --> 
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 <xs:element name="StatusDetail" type="xacml-context:StatusDetailType"/> 
 <xs:complexType name="StatusDetailType"> 
  <xs:sequence> 
   <xs:any namespace="##any" processContents="lax" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="MissingAttributeDetail" type="xacml-
context:MissingAttributeDetailType"/> 
 <xs:complexType name="MissingAttributeDetailType"> 
  <xs:sequence> 
   <xs:element ref="xacml-context:AttributeValue" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
  <xs:attribute name="AttributeId" type="xs:anyURI" use="required"/> 
  <xs:attribute name="DataType" type="xs:anyURI" use="required"/> 
  <xs:attribute name="Issuer" type="xs:string" use="optional"/> 
 </xs:complexType> 
 <!-- --> 
</xs:schema> 

2.D �"���#� ��� 

 ��> F�H*�� �	
 ���� �@�����XACML. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<xs:schema xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
xmlns:xs="http://www.w3.org/2001/XMLSchema"  
targetNamespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
elementFormDefault="qualified" attributeFormDefault="unqualified"> 
 <!-- --> 
 <xs:element name="PolicySet" type="xacml:PolicySetType"/> 
 <xs:complexType name="PolicySetType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Description" minOccurs="0"/> 
   <xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/> 
   <xs:element ref="xacml:Target"/> 
   <xs:choice minOccurs="0" maxOccurs="unbounded"> 
    <xs:element ref="xacml:PolicySet"/> 
    <xs:element ref="xacml:Policy"/> 
    <xs:element ref="xacml:PolicySetIdReference"/> 
    <xs:element ref="xacml:PolicyIdReference"/> 
    <xs:element ref="xacml:CombinerParameters"/> 
    <xs:element ref="xacml:PolicyCombinerParameters"/> 
    <xs:element ref="xacml:PolicySetCombinerParameters"/> 
   </xs:choice> 
   <xs:element ref="xacml:Obligations" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/> 
  <xs:attribute name="Version" type="xacml:VersionType" default="1.0"/> 
  <xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="CombinerParameters" type="xacml:CombinerParametersType"/> 
 <xs:complexType name="CombinerParametersType"> 
  <xs:sequence> 
   <xs:element ref="xacml:CombinerParameter" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="CombinerParameter" type="xacml:CombinerParameterType"/> 
 <xs:complexType name="CombinerParameterType"> 
  <xs:sequence> 
   <xs:element ref="xacml:AttributeValue"/> 
  </xs:sequence> 
  <xs:attribute name="ParameterName" type="xs:string" use="required"/> 
 </xs:complexType> 
 <!-- --> 
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 <xs:element name="RuleCombinerParameters" 
type="xacml:RuleCombinerParametersType"/> 
 <xs:complexType name="RuleCombinerParametersType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:CombinerParametersType"> 
    <xs:attribute name="RuleIdRef" type="xs:string" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="PolicyCombinerParameters" 
type="xacml:PolicyCombinerParametersType"/> 
 <xs:complexType name="PolicyCombinerParametersType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:CombinerParametersType"> 
    <xs:attribute name="PolicyIdRef" type="xs:anyURI" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="PolicySetCombinerParameters" 
type="xacml:PolicySetCombinerParametersType"/> 
 <xs:complexType name="PolicySetCombinerParametersType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:CombinerParametersType"> 
    <xs:attribute name="PolicySetIdRef" type="xs:anyURI" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="PolicySetIdReference" type="xacml:IdReferenceType"/> 
 <xs:element name="PolicyIdReference" type="xacml:IdReferenceType"/> 
 <!-- --> 
 <xs:element name="PolicySetDefaults" type="xacml:DefaultsType"/> 
 <xs:element name="PolicyDefaults" type="xacml:DefaultsType"/> 
 <xs:complexType name="DefaultsType"> 
  <xs:sequence> 
   <xs:choice> 
    <xs:element ref="xacml:XPathVersion"/> 
   </xs:choice> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="XPathVersion" type="xs:anyURI"/> 
 <!-- --> 
 <xs:complexType name="IdReferenceType"> 
  <xs:simpleContent> 
   <xs:extension base="xs:anyURI"> 
    <xs:attribute name="Version" type="xacml:VersionMatchType" 
use="optional"/> 
    <xs:attribute name="EarliestVersion" 
type="xacml:VersionMatchType" use="optional"/> 
    <xs:attribute name="LatestVersion" 
type="xacml:VersionMatchType" use="optional"/> 
   </xs:extension> 
  </xs:simpleContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:simpleType name="VersionType"> 
  <xs:restriction base="xs:string"> 
   <xs:pattern value="(\d+\.)*\d+"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- --> 
 <xs:simpleType name="VersionMatchType"> 
  <xs:restriction base="xs:string"> 
   <xs:pattern value="((\d+|\*)\.)*(\d+|\*|\+)"/> 
  </xs:restriction> 
 </xs:simpleType> 
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 <!-- --> 
 <xs:element name="Policy" type="xacml:PolicyType"/> 
 <xs:complexType name="PolicyType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Description" minOccurs="0"/> 
   <xs:element ref="xacml:PolicyDefaults" minOccurs="0"/> 
   <xs:element ref="xacml:CombinerParameters" minOccurs="0"/> 
   <xs:element ref="xacml:Target"/> 
   <xs:choice maxOccurs="unbounded"> 
    <xs:element ref="xacml:CombinerParameters" minOccurs="0"/> 
    <xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/> 
    <xs:element ref="xacml:VariableDefinition"/> 
    <xs:element ref="xacml:Rule"/> 
   </xs:choice> 
   <xs:element ref="xacml:Obligations" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="PolicyId" type="xs:anyURI" use="required"/> 
  <xs:attribute name="Version" type="xacml:VersionType" default="1.0"/> 
  <xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Description" type="xs:string"/> 
 <!-- --> 
 <xs:element name="Rule" type="xacml:RuleType"/> 
 <xs:complexType name="RuleType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Description" minOccurs="0"/> 
   <xs:element ref="xacml:Target" minOccurs="0"/> 
   <xs:element ref="xacml:Condition" minOccurs="0"/> 
  </xs:sequence> 
  <xs:attribute name="RuleId" type="xs:string" use="required"/> 
  <xs:attribute name="Effect" type="xacml:EffectType" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:simpleType name="EffectType"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Permit"/> 
   <xs:enumeration value="Deny"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <!-- --> 
 <xs:element name="Target" type="xacml:TargetType"/> 
 <xs:complexType name="TargetType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Subjects" minOccurs="0"/> 
   <xs:element ref="xacml:Resources" minOccurs="0"/> 
   <xs:element ref="xacml:Actions" minOccurs="0"/> 
   <xs:element ref="xacml:Environments" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Subjects" type="xacml:SubjectsType"/> 
 <xs:complexType name="SubjectsType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Subject" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Subject" type="xacml:SubjectType"/> 
 <xs:complexType name="SubjectType"> 
  <xs:sequence> 
   <xs:element ref="xacml:SubjectMatch" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Resources" type="xacml:ResourcesType"/> 
 <xs:complexType name="ResourcesType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Resource" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
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 <xs:element name="Resource" type="xacml:ResourceType"/> 
 <xs:complexType name="ResourceType"> 
  <xs:sequence> 
   <xs:element ref="xacml:ResourceMatch" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Actions" type="xacml:ActionsType"/> 
 <xs:complexType name="ActionsType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Action" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Action" type="xacml:ActionType"/> 
 <xs:complexType name="ActionType"> 
  <xs:sequence> 
   <xs:element ref="xacml:ActionMatch" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Environments" type="xacml:EnvironmentsType"/> 
 <xs:complexType name="EnvironmentsType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Environment" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Environment" type="xacml:EnvironmentType"/> 
 <xs:complexType name="EnvironmentType"> 
  <xs:sequence> 
   <xs:element ref="xacml:EnvironmentMatch" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="SubjectMatch" type="xacml:SubjectMatchType"/> 
 <xs:complexType name="SubjectMatchType"> 
  <xs:sequence> 
   <xs:element ref="xacml:AttributeValue"/> 
   <xs:choice> 
    <xs:element ref="xacml:SubjectAttributeDesignator"/> 
    <xs:element ref="xacml:AttributeSelector"/> 
   </xs:choice> 
  </xs:sequence> 
  <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="ResourceMatch" type="xacml:ResourceMatchType"/> 
 <xs:complexType name="ResourceMatchType"> 
  <xs:sequence> 
   <xs:element ref="xacml:AttributeValue"/> 
   <xs:choice> 
    <xs:element ref="xacml:ResourceAttributeDesignator"/> 
    <xs:element ref="xacml:AttributeSelector"/> 
   </xs:choice> 
  </xs:sequence> 
  <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="ActionMatch" type="xacml:ActionMatchType"/> 
 <xs:complexType name="ActionMatchType"> 
  <xs:sequence> 
   <xs:element ref="xacml:AttributeValue"/> 
   <xs:choice> 
    <xs:element ref="xacml:ActionAttributeDesignator"/> 
    <xs:element ref="xacml:AttributeSelector"/> 
   </xs:choice> 
  </xs:sequence> 
  <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="EnvironmentMatch" type="xacml:EnvironmentMatchType"/> 
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 <xs:complexType name="EnvironmentMatchType"> 
  <xs:sequence> 
   <xs:element ref="xacml:AttributeValue"/> 
   <xs:choice> 
    <xs:element ref="xacml:EnvironmentAttributeDesignator"/> 
    <xs:element ref="xacml:AttributeSelector"/> 
   </xs:choice> 
  </xs:sequence> 
  <xs:attribute name="MatchId" type="xs:anyURI" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="VariableDefinition" type="xacml:VariableDefinitionType"/> 
 <xs:complexType name="VariableDefinitionType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Expression"/> 
  </xs:sequence> 
  <xs:attribute name="VariableId" type="xs:string" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Expression" type="xacml:ExpressionType" abstract="true"/> 
 <xs:complexType name="ExpressionType" abstract="true"/> 
 <!-- --> 
 <xs:element name="VariableReference"  
 type="xacml:VariableReferenceType" substitutionGroup="xacml:Expression"/> 
 <xs:complexType name="VariableReferenceType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:ExpressionType"> 
    <xs:attribute name="VariableId" type="xs:string" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="AttributeSelector"  
 type="xacml:AttributeSelectorType" substitutionGroup="xacml:Expression"/> 
 <xs:complexType name="AttributeSelectorType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:ExpressionType"> 
    <xs:attribute name="RequestContextPath" type="xs:string" 
use="required"/> 
    <xs:attribute name="DataType" type="xs:anyURI" 
use="required"/> 
    <xs:attribute name="MustBePresent" type="xs:boolean" 
use="optional" default="false"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="ResourceAttributeDesignator"  
 type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/> 
 <xs:element name="ActionAttributeDesignator"  
 type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/> 
 <xs:element name="EnvironmentAttributeDesignator"  
 type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/> 
 <!-- --> 
 <xs:complexType name="AttributeDesignatorType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:ExpressionType"> 
    <xs:attribute name="AttributeId" type="xs:anyURI" 
use="required"/> 
    <xs:attribute name="DataType" type="xs:anyURI" 
use="required"/> 
    <xs:attribute name="Issuer" type="xs:string" use="optional"/> 
    <xs:attribute name="MustBePresent" type="xs:boolean" 
use="optional" default="false"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="SubjectAttributeDesignator"  
 type="xacml:SubjectAttributeDesignatorType" substitutionGroup="xacml:Expression"/> 
 <xs:complexType name="SubjectAttributeDesignatorType"> 
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  <xs:complexContent> 
   <xs:extension base="xacml:AttributeDesignatorType"> 
    <xs:attribute name="SubjectCategory" type="xs:anyURI"  
    use="optional" default="urn:oasis:names:tc:xacml:1.0:subject-
category:access-subject"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="AttributeValue" type="xacml:AttributeValueType"  
  substitutionGroup="xacml:Expression"/> 
 <xs:complexType name="AttributeValueType" mixed="true"> 
  <xs:complexContent mixed="true"> 
   <xs:extension base="xacml:ExpressionType"> 
    <xs:sequence> 
     <xs:any namespace="##any" processContents="lax" 
minOccurs="0"  
      maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="DataType" type="xs:anyURI" 
use="required"/> 
    <xs:anyAttribute namespace="##any" processContents="lax"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Function" type="xacml:FunctionType" 
substitutionGroup="xacml:Expression"/> 
 <xs:complexType name="FunctionType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:ExpressionType"> 
    <xs:attribute name="FunctionId" type="xs:anyURI" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Condition" type="xacml:ConditionType"/> 
 <xs:complexType name="ConditionType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Expression"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Apply" type="xacml:ApplyType" 
substitutionGroup="xacml:Expression"/> 
 <xs:complexType name="ApplyType"> 
  <xs:complexContent> 
   <xs:extension base="xacml:ExpressionType"> 
    <xs:sequence> 
     <xs:element ref="xacml:Expression" minOccurs="0" 
maxOccurs="unbounded"/> 
    </xs:sequence> 
    <xs:attribute name="FunctionId" type="xs:anyURI" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Obligations" type="xacml:ObligationsType"/> 
 <xs:complexType name="ObligationsType"> 
  <xs:sequence> 
   <xs:element ref="xacml:Obligation" maxOccurs="unbounded"/> 
  </xs:sequence> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="Obligation" type="xacml:ObligationType"/> 
 <xs:complexType name="ObligationType"> 
  <xs:sequence> 
   <xs:element ref="xacml:AttributeAssignment" minOccurs="0" 
maxOccurs="unbounded"/> 
  </xs:sequence> 



120 ������� ITU-T  X.1142   (2006/06) 

  <xs:attribute name="ObligationId" type="xs:anyURI" use="required"/> 
  <xs:attribute name="FulfillOn" type="xacml:EffectType" use="required"/> 
 </xs:complexType> 
 <!-- --> 
 <xs:element name="AttributeAssignment" type="xacml:AttributeAssignmentType"/> 
 <xs:complexType name="AttributeAssignmentType" mixed="true"> 
  <xs:complexContent mixed="true"> 
   <xs:extension base="xacml:AttributeValueType"> 
    <xs:attribute name="AttributeId" type="xs:anyURI" 
use="required"/> 
   </xs:extension> 
  </xs:complexContent> 
 </xs:complexType> 
 <!-- --> 
</xs:schema> 

3.D  \&A&�$z#� ���XACML SAML 

 ��> F�H*�� �	
 ����r�`��L��� XACML SAML. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:xacml:2.0:saml:protocol:schema:os" 
    xmlns:xs="http://www.23.org/2001/XMLSchema" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
    xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
  <xs:import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
      schemaLocation="http://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=security"/> 
  <xs:import namespace="urn:oasis:names:tc:SAML:2.0:protocol" 
      schemaLocation="http://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=security"/> 
  <xs:import namespace="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
      schemaLocation="http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-
context-schema-os.xsd"/> 
  <xs:import namespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
      schemaLocation="http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-
policy-schema-os.xsd"/> 
  <xs:annotation> 
    <xs:documentation> 
        Document identifier: access_control-xacml-2.0-saml-protocol-schema-os.xsd 
        Location: http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-saml-
protocol-schema-os.xsd 
    </xs:documentation> 
  </xs:annotation> 
  <!--    --> 
  <xs:element name="XACMLAuthzDecisionQuery" 
           type="XACMLAuthzDecisionQueryType"/> 
  <xs:complexType name="XACMLAuthzDecisionQueryType"> 
    <xs:complexContent> 
      <xs:extension base="samlp:RequestAbstractType"> 
        <xs:sequence> 
          <xs:element ref="xacml-context:Request"/> 
        </xs:sequence> 
        <xs:attribute name="InputContextOnly" 
                      type="boolean" 
                      use="optional" 
                      default="false"/> 
        <xs:attribute name="ReturnContext" 
                      type="boolean" 
                      use="optional" 
                      default="false"/> 
      </xs:extension> 
    </xs:complexContent> 
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  </xs:complexType> 
  <!--    --> 
  <xs:element name="XACMLPolicyQuery" 
           type="XACMLPolicyQueryType"/> 
  <xs:complexType name="XACMLPolicyQueryType"> 
    <xs:complexContent> 
      <xs:extension base="samlp:RequestAbstractType"> 
        <xs:choice minOccurs="0" maxOccurs="unbounded">> 
          <xs:element ref="xacml-context:Request"/> 
          <xs:element ref="xacml:Target"/> 
          <xs:element ref="xacml:PolicySetIdReference"/> 
          <xs:element ref="xacml:PolicyIdReference"/> 
        </xs:choice> 
      </xs:extension> 
    </xs:complexContent> 
  </xs:complexType> 
</schema> 

4.D  0%Q#� ���XACML SAML 

 ��> F�H*�� �	
 ���� ,8b��XACML SAML. 

 
<?xml version="1.0" encoding="UTF-8"?> 
<schema 
    targetNamespace="urn:oasis:xacml:2.0:saml:assertion:schema:os" 
    xmlns="http://www.w3.org/2001/XMLSchema" 
    xmlns:xs="http://www.23.org/2001/XMLSchema" 
    xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion" 
    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" 
    xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
    xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
    elementFormDefault="unqualified" 
    attributeFormDefault="unqualified" 
    blockDefault="substitution" 
    version="2.0"> 
  <xs:import namespace="urn:oasis:names:tc:SAML:2.0:assertion" 
      schemaLocation="http://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=security"/> 
  <xs:import namespace="urn:oasis:names:tc:SAML:2.0:protocol" 
      schemaLocation="http://www.oasis-
open.org/committees/tc_home.php?wg_abbrev=security"/> 
  <xs:import namespace="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
      schemaLocation="http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-
context-schema-os.xsd"/> 
  <xs:import namespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
      schemaLocation="http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-
policy-schema-os.xsd"/> 
  <xs:annotation> 
    <xs:documentation> 
        Document identifier: access_control-xacml-2.0-saml-assertion-schema-cd-02.xsd 
        Location: http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-saml-
assertion-schema-cd-os.xsd 
    </xs:documentation> 
  </xs:annotation> 
  <!--    --> 
  <xs:element name="XACMLAuthzDecisionStatement" 
           type="XACMLAuthzDecisionStatementType"/> 
  <xs:complexType name="XACMLAuthzDecisionStatementType"> 
    <xs:complexContent> 
      <xs:extension base="samlp:StatementAbstractType"> 
        <xs:sequence> 
          <xs:element ref="xacml-context:Response"/> 
          <xs:element ref="xacml-context:Request"  MinOccurs="0"/> 
        </xs:sequence> 
      </xs:extension> 
    </xs:complexContent> 
  </xs:complexType> 
  <!--    --> 
  <xs:element name="XACMLPolicyStatement" 
           type="XACMLPolicyStatementType"/> 
  <xs:complexType name="XACMLPolicyStatementType"> 
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    <xs:complexContent> 
      <xs:extension base="samlp:StatementAbstractType"> 
        <xs:choice minOccurs="0" maxOccurs="unbounded">> 
          <xs:element ref="xacml:Policy"/> 
          <xs:element ref="xacml:PolicySet"/> 
        </xs:choice> 
      </xs:extension> 
    </xs:complexContent> 
  </xs:complexType> 
</schema> 
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�X�{ L" �X#�`�� F�8�J 3�d�B� ;8 �o+�� �B2 �+-7�� �H#��� 3¤>��� P�� ,���� . ��H+�� �%�� /" =_LPEP �X4¤�@� r�Y � �AG )�*+�� 

 ���!�� n�>���� ���H�"N�7�4." 

7.1.I ��" �%�&B�� 

 d F��#8 eG �+��� F�8�J ��#���� F�8�H��"�&�&� ." ��@����� ²�X�I� eG ��4M¤�� ���y� /L< �^�7��@� r�Y � ��#���� �8��H�� t<�� �JL
�^�7��@� ���2 O��� 3������ ��2 /�% �	� . ��o+�� �8< �  3A�y� ��2 � ��¸�� �B��2 /�-� �J ��" dXACMLG ����>� eG �XQ��< .

;-4" /G �X#+?�2L �^�7��@� ��� ���y� ��b���2 x��� ��) ;4 ,��� x�8L. 

)�*+�� �	� �8�79� ;4 ;��>� R�j8� �7�� �7+�2 ��4 ��8�% �8�7W L" <�% eG )�*+�� �%� ��#���� �8��H�� ����1�� 3A�7��@A� ;4L . �H%
" R�@¨��� 5��I P�7] ���� F�8�J PfL S¤p4 ���I R�+p�@�2 F��1+�� d ������ 3�I��#�� x�8 ������ /"�Q " AL t��% ���� =��I <�W �
L

u�A�!�� � �4M¤�� ������2 x�&�� . ���&�2 /�-� x�p�� �H�����% ��7����� �X]� 3��I F��<G � ,-&��� 64�` ���{ �+` �)GL"���� =��I "
L"t��% ���� =��I "À $�*��D $�8�7?7`��	� S�H%L �8��H�� ����  .3�\�#�� ��2 � �	��� �H����� �	
 /" d) . �	
 � �oY¤��2 ��_

�`��14 3��I P4 64����� F<�8 6j*�L �2�!��4 d �8��H�� � ��<��%G 3A�Y eG ���YZ� /" <�!��.( 

$���Y � �@�����2 ��j�� eG �X4����@� RO@" �)G ��#���� �8��H�� t<�� �JL�¸ $��1�+4  :��@�@�� �8�79� d�B�L 3��+�� �	Y . O*%
«¤%G ���Y � ��7����� �X]� /�-� A" ����z N�7�4 )�*+2 �@����� ���Y r�p4 R��8G ;-[ 3��+�� �	Y ���Y . /�` �4 =#�� �)GL

 ��H+�� �1` ��8 r�7�Y�PDPN�7�4 d )�*I °	��+8 ��) ;8 ¯�+��% «¤%Z� ���Y a�+�  . 3�\�#�� ��2 � ��7����� �X]� /�-� �JL
 ����4 d 3�4����� x�8 67�1� t	�� v<����� L" ����� /�-� �J L" ������ � ,-&��� �4�L" �����@�2 3��+�� ��Xh �	Y x�8 F�<�J

F<�!H4 L" ����V 5�#@�. 
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��� �@��@ ���Y r�p4 R��8G ;-7�% ��@�@�� �8�79� d�B� ���Y � �4" d�B� 3�d��-��� ��8 �4 ��@�+^� F������ � 64�8 6` �X#Q�£ P��
��W��� ��!4 F�*z .�@����� �*I x�8 R�H2Z� P4 ��>" ��@�+
 F���< P4 F������ ��� ¯4< OB#+� uI" ���*+�L . ,j� F���]� F������ ;-�

�-��� ��4��4 ,X��4��4 OB#+� $���<G ;��8��7` $�4�8 S�<��%" S�j�"3�d� . d�B�2 $�4���� RA�^ �!J d ;4 �7��@ �@����� dB�� � �)GL
3��W��� ��!4 F�*z . �7` �8M�4 F��<Z� /�-� �4�+8 �4" �3�@����� P�7] �Y�L <�% F��<G r�Y � v�+�� �	
 ;4 6`�14 =+c 6X��L

 ��o+�� � r�y� O
XACMLH�� �	
 ;4 3A�y� ;4 �Y��� ��	&��� =?�% 6�#. 

2.I ���B&#� }��"� 

1.2.I m�'�"S� 

��4���� �	
 � �>®� ����� ���
 ���&�2 ���*-�� 6#��� ��4���� ��V �Y� /�H��@A� �%�� . L" �Y�L =I�Q ;4 /�-� /" /�H��@¤� ;-[L
���V�� O��+�. 

+�� ;H���� /" ��^� ;4 )�*+�� � ,-&��� �7oI� �@��y� ���#��� eG S��oIL ��HPEP ��H+�� ���
 PDP���H�� 3�#�V �^ 6@�� m��  . /�% �AGL
�@����� ²�X�I� eG t<�� �  ,��J �y�� d L" F�Lb4 n�>�� 3����H� �4 ,Q�X4 E��<G r�7�Y�. 

 ��H+�� �#�+��2 S�j�" ��^� ;4 uI" �7`PDP ��H+�� ���
 ;H���� /" PEP�4 <�� m�� ��J����� ���@ ;4 �`0��L  /G �@��y� 3������ �L
3�QL . 6p4 ����2 3�2�QG /" /���I ��8 OB#+�L"N�7�4 " L""��%�4 " x�8 <��J /L< 3�#�V N��� /" u� �} �)G ,Q�X4 �X�B��� �J
 ��H+��PDP. 

 �����H� ���> �-#z L" ���> �-#z L" ²��14 PJ�4 F�*z 6p4 /�H��@A� d%�� 6Q" ;4 ��>" 3��+H� �����@� ;-[L(VPN) P�J��� L" 
��7J� .������ r<�#� � ������� 3A�!�A� r�`��L�2 ;4 Rb?` /�H��@A� R��QG S�j�" M�_L . x�8 �4G ���y� �	
 � /�H��@A� t�_L

���]� ����4 x�8 �4GL ���@��� ����4. 

2.2.I �"���#� 
��+� 

�)�*+�� � ,-&��� ��oI ��VG E��> 3�@����� 3����U a4�J �)G r�!y� ��*�` ���� � 3�4����� �	
 ��7����� 3�X]� ��2 ������ �J 
u� n>�4 d )�*I x�8. 

)�*+��2 S�7-� ���1� /" 3�@����� ;�b� � ������� v<���4 �*+� M�_ ��?^� �	^ S��+4L . �!+��� r�7��@� OB#+� A ���) x�8 FL¤8L
<Status>�AG F<�H*�� 3��+�� ,�J F<�8Z ����� ;4�� 3��+�� �	
 3���
 ��8 �g��� A �4�+8 . 

3.2.I ����#� 

�X%<�!� 6�#@ �2�8 t" 6#J ;4 ���L �� 5��4 3�XQ 6#J ;4 AG �4 ���@� 3����U FR��J ��I�-4G P+4 ������ 3���� ;7j�� . F�8��4 OB#+�L
��� 6>�< ��>��L r�@�Z� R�+�" eL�� �$�+�� $���Y � ������ �!+<Policy>. 

1.3.2.I \�C�S� ���" 

���@ ��" x�8 )�*+��2 ,-� ��oI � F<����� 3������ P�� ��4��4 3�\�#�� ��2 � ;�&���� ;4 . 3�@����� ²�� ��>" 3�\�2 � M�_L
K�J����L �&#��L P�M���� �Y��*4 .�4 � ,Q�X�� �7X4 =��!� �
 ���@ �@����� 3�4���4 R�H2G ;4 ��B��L ;4 u+-q m�� 3����� �%�

N�7�4 d )�*I x�8 r�!y� .�@����� ����2 )�*+�� � ,-&��� ��oI ;4" C2� ��8 OB#+� �7���� ¯X+�� �+8 �o+�� �B2L. 

 ���+��� r�@��2 K���� ��+4" 3���#�8� t" 6>�� ALXACML <Policy> ������ ���I ;7f �^<�#�L XACML ./�-� �4 S�#�� uI" �£L ;4 
 ���+��� ���4�-� /�7f ,X��<Policy> ��� �X���@L �X�4 /��7�� m�� �\�#�� �#@�+�� 3���®� ���� �4" ;�	*+7�� ²��� �$%�V $2 �^<�#�. 

 6p4 ���@ ���� �����@�2 3A�!�A� ���@ d%�� ;-[LSSL . 6p4 ��V eG ��V ;4 ��oI r�7��@� ;-�LSSL ��>" 6`�14 ;8 �*�� �J 
8����� �f��4 ��%���� ��H+�� ��YG /�-� �4�+. 

2.3.2.I ��-���#� ��&" ���" 

 �!+8 ;4 R�bQ" ��2 �*_ /" S�I��Y" �4 K�#�� ���� �JXACML <Policy>�
d /L<  . 

 d*?��� �����@� ;-[LW3C Encryption:2002 �H����� 64�` d*c � XML�X��bQ" ��2 L"  .7��@A ��o+�� �	� x���L ��o+�� P4 u��
XACML. 

 �f���� n+�� �@��@ 3A�!�� 6�X��� v<���4 �����@� r�Y � uI" OX��#�� ;4L)�*9� d t" ( Ð��H+�� $2PAPL PDP °	��+8 OB#+� 
�@��y� 3������ �	
 ;�b��� ;4� v<���4 r�7��@�. 
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4.2.I �"���#� �����X� 

 �@����� 6-1�XACML ��H+�� �X�7���� m�� �PDP��o+�� ��&� =���� ���@ ,��H��  .O@�@" �4" ���4�-��� x�8 �o%�¥� /�% ��	� . ²�+
L
�@����� ���4�-� x�8 �o%�&7�� /�#I�Q . ���+��� ��� r¤�8� ��8 ;4 �`0��� rL��<Policy>�X���&�@� /" 	+4  ��H+�� PAP����#�� �  . �>®�L

 ���+8 ��2 E��<G ��8 ;4 �`0���<Policy> �  3�@����� �8�7W"�X+4 �X%	Y L. 

 3�X]� �	
 $2 3A�!�A� $40� 6Q" ;4 ���]� 3���� K�#��L ��4���� 3�X]� ���4�-� /�7f r¤> ;4 /��Y�� ;4 dp` � /�#I�]� KH&��L
��4���� ./L	*+�� u2 P��j� �40% �#@�+�� 3���®� ����>� �4" .3�7�o+� $2 �@����� vM��� �4�+8 ;-� P4 6H�+� �4�+8 L" ��2 �7�% �XH#��@ 

�@����� P�J�� ;�&��� �H% ���7¥� <����� . P�J���� �8��J r�7��@�2 x��� ���y� �	
 �LXML ����4L W3C ��o+�� P4 XACML. 

3�I��#�� ���4�-� /�7j� ��7J��� P�J����� r�7��@� OB#+�L .IA �H���` ��7J��� P�J����� �����@� ��8 OB#+�L�X7��H�� L" �@����� R�H� . OB#+� t"
 ��H+�� =��� �A"PDP A �" a�JL �)G �4 L" ��J��� �X]� ���
 eG �+��� �@��@ ) 6���4 ;4 ��0�4 u��) �¡ 6�#H�� �	
 ;4 R�H�I¤� S�����4 /�

�@����� .( ��H+�� /" ��2PDP �
 �@����� P�J�� � ������� N��*�� /" ;4 KH&�� /" =_ �@����� �?�+�� �X]� 6#J ;4 N��*4 . �J���L
������� �	
 v�f�4 ���I ;7f 6>�� AL P#��� ���� P�J���� ��Q���+-� x�8 ��) K�H�. 

5.2.I �"���#� ��&f ������ 

 ��H+�� x�8 $��� uI�% �X�%��4 r¤> ;4 3�@����� ���YZ� ��I�-4G eG S��oIPAP���% 3�%��4 ��" ;4 �`0�� /" F . $2 �#��� t<�� �JL
�X4����@� ;-[ m�� �@����� x�8 ������ ��8 eG 3�%���� . ��H+�� E��IG F�L�f v�f�4 ������� �	
 rL�+�� ALPAP � ���Q ���� 

�X����� ��2 �@����� � ����� �*I �����@� ��I�-4G �" �4 �@��@ 6���� r�Y .����<Z� 3�@��7��2 K���� ��0�4 �	
L . v�#�� =_ uI" d
$���y� ���` � �	y� .��0�� �J u��G 6�� m�� 3�@����� 3�8�7W L" 3�@����� /" eG ��> ²�+
 ����� �*I r�7��@� ���Y O*% . � �4"

a%	Y �)G AG eL�� �@����� r�7��@� � ��>�� 3�@����� �	
 �7��� �H% ���Q ���4 �����@� r�Y .$���y� ���` �L K%���� A �J 
�@����� F��<G 3��J�� P4 ¯���+��. 

6.2.I �'R#� =>&; 

�Hp�� S��+7f S�Q)�{ ������L ���4�-��� ���©L /�H��@A� /012 3�z�H+�� ���*� /" �2 A : C#��� �4 S�Y��*4 /" ;4 �`0�� /" 67���7�� ��-%
*?�� N��*�� r�7��@� ;4 ;-[ �¿ x�8 <�U ��> 67���£ S��!Y u��J��� ;4 KH&��� L" 67����� ��) 3����4 d)��>" ���4�-� Ñ2 L" (

�Hp�� E)�{ ;4 Fdp` �*��D v��I" �Q��L º67����� ��) ;4 <�� .��) dL ���]�L =����L �8M��� 3������L �4��!�� 3��#������ �X+4. 

-&��� ��oI � ��4���� 3�X]� ���D $2 3�J¤��� F�8��4 ;�&���L�X+�2 �7�% ��#��A� ��Y ;4 )�*+�� � ,. 

•  ��H+��2 n�>���� ��oI 3�I��` ;4 /��` t" C#��� APEP . u+-� S¤p4 /�H��@A� 3����7` 3����4 x�8 �X+4 6!s �JL
u�*+2 �X+4 KH&��� ;8 rL��4. 

•  ��H+�� F��H2 ��o+�� ��&!�� 6�B1��� C#���PEPS����% �@����� 3����J K�#�� x�8 . 

•  ��H+�� �7���PEP ��H+�� x�8 PDPS�7��@ S�7��H� 3�@����� ,��H� �  . ��H+�� /" 62�H��2 ���*� ��)LPDP ���q 
�&�&� 3����4 . ��H+�� /�% ��) ��8 �7�%LPDP ��H+��2 C#��� A PEP. 

•  ��H+�� �7���PDP ��H+�� x�8 PAP�7�¤4 3�@��@ d%�� �  . ��H+�� C#��� ALPAP-£ ��>" 3�I�. 

7.2.I ��V&C�� 

�X��c m�� 3�X]� ;8 ��!�z 3�4���4 ,j� �J )�*+�� � ,-&���2 K���� ��4��4 6` /" ²��<G ��^� ;4 . �@��@ n+� �r�p4XACML /" x�8 
 /��-2 P�7�� m�� 3�X]� 6#J ;4 �AG �ªR��J M�_ A 3������ ��2"Fb�7�4 ���j��� "4��4 t" /�% �����2L� �� eG �X�% 	*+� /" ��7���4 �X] �7�

��7����� �X]� /��` ;8 =�� ��V eG 3�4���4 5��� 3������ ��� .L d*c 3�#���4 ����!�� 3���#�8� ;8 ,?+� �J ��	�/ � ,-� L"
 �@����� 3�J�#��@�2 C�� )�*+��XACML�ª�)  :=���� r�`��L�2 6��@�� ������ ���© P4 3��+J/2�?�@A� ��7����� 3�X]� 3��I ���©L �
��) d eG ��#���L ;�b���� �+8. 

 rL�+�� ALXACML�4 �\�#� �7�¤�� ����!�� 3���� r�7��@� L" R�H�I� ��0�4  . 3���� �1I aJLL ��*�-2 K����� ���H�� )��� ���L��4 PH�L
�\�#�� S�H%L ;�	*+�� K��8 x�8 6�#H�� �	
 ;4. 
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 �����	�II 

"�� ���	� #�$��%� ��XACML 

 �B��� r�7��@A $��p4 ��&�f�� ���� 6��	��� �	
 ,j�XACML . ���hLL ������L ��^� r�7��@� �f�� S��#�I C��2 �
 rL�� r�p��
��7����� �X]� 3��IL �4R���� .3�4�b��A�L �L�o��L �8��H�� P� ��4M���> r�7��@� |�p�� r�p�� �f��L. 

1.II !�\$Z� \�R 

rL�� r�p�� F�H*�� �	
 ,j�. 

1.1.II \�R!� �"��" 

 �X}� �`�z ���*+�Medi Corp) �^�W ,@�2 ���� :med.example.com (O�� �4 x�8 ��2����2 n+� )�*+�� � ,-� �@��@ �7���: 

 ,@A� /�-4 ;7f |L��-�Z� ����2 ,@� PH� 67���4 t� M�_"med.example.com"��H� /" <��4 t" /012 R��QG t02 . 

 �@��@ /�-�LXACML �@����� n+� t���> ��LL ��@"��� 3�4���4 ;4 LP>Q L)>C	� ;4 �����> �8�7WL �p`" L" F�Y�L 
-	.�E��Z�. 

[a02] <?xml version="1.0" encoding="UTF-8"?> 
[a03] <Policy 
[a04] xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
[a05] xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
[a06] xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-
os.xsd" 
[a07] PolicyId="urn:oasis:names:tc:example:SimplePolicy1" 
[a08] RuleCombiningAlgId="identifier:rule-combining-algorithm:deny-
overrides"> 
[a09]  <Description> 
[a10]   Medi Corp access control policy 
[a11]  </Description> 
[a12]  <Target/> 
[a13]  <Rule 
[a14]  RuleId= "urn:oasis:names:tc:xacml:2.0:example:SimpleRule1" 
[a15]  Effect="Permit"> 
[a16]   <Description> 
[a17]    Any subject with an e-mail name in the med.example.com domain 
[a18]    can perform any action on any resource. 
[a19]   </Description> 
[a20]   <Target> 
[a21]    <Subjects> 
[a22]     <Subject> 
[a23]      <SubjectMatch 
[a24]      MatchId="urn:oasis:names:tc:xacml:1.0:function:rfc822Name-
match"> 
[a25]       <AttributeValue 
[a26]       DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a27]        med.example.com 
[a28]       </AttributeValue> 
[a29]       <SubjectAttributeDesignator 
[a30]       AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 
[a31]       DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name"/> 
[a32]      </SubjectMatch> 
[a33]     </Subject> 
[a34]    </Subjects> 
[a35]   </Target> 
[a36]  </Rule> 
[a37] </Policy> 
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[a02]   �H��L ,@LXML ���+�� ,J� x�8 r�� ������4 XMLd*1��� v�I x�8L �4������ . 

[a03]   �@����� ��H�XACML�ª�) . 

[a05] – [a04] 3�I��2  XML,@A� /�-� . 

[a06]   ,@� O���URN 3�@����� C��� XACML. 

[a07]  �	
 �@����� ���y S�}� O��� . ��HI � S����% �@����� ,@� /�-�LPDP ;4 �4 �@��@ eG u��YZ� r�Y � �#� t" ²��� A ��¡ 
��>" �@��@ . =�B��� �7�J u�U 6�L ���I a�I �	sL"1.0". 

[a08] �� �J m�� �*����� �8��H�� ¯���I 6��� � ������@ m�� ��4M����� <�s�@����� � �Q . �8��H�� P�7c ��4M���>Ldeny-

overrides �7�H�� F�8�J t" 	��� �4�+8 uI02 OjH� �+
 F<�¥� "Deny" �7�H�� ���� /" �@����� x�8 $��� �"Deny") �%� .( aI�` �)GL
 �8��H�� P�� �7�J"Permit" �7�H�� �@����� 3<�8" �"Permit") N�} .(� ��4M���> S�j�" ��*�L K&��� � S¤4�` �X*�L <�� m�� �8��H�� P

C�4 ���J =�V x�8 �8��H�� K#�+� A �4�+8 u�78 =Q��� �4L F�8�J t" ,��H� �+8 0�> PJL �4 �)G u��% =Q��� �£ �. 

[a11] – [a09]�@����� nI ��L ��H�   .t���> ����� �	
L. 

[a12]  ����� �	
 �X��8 K#�+� m�� 3����H�� 3�#�V �!��@ . =�V � F<�Q��� �\�#��L 3�R��QZ�L <�����L ��7����� �X]� �R���� � �)GL
,��H��� eG �@����� F�`	4 E��� ¤% ��@����� ��
 � F<�¥� ,�H�� P4 ���H�� . �8�79 6��< ���&�@A �	
 ��^� ,�J 67����L

3�@����� .K�#�� ���2�J x�8 ��^� ,�J r�� �r�p�� �	
 �L���J =�V t" x�8 �@����� . 

[a13]  ����#�� �@����� �	
 � F��Y��� F�8�H�� 6>��. 

[a14]  F�8�H�� �	� ���� ���^� ���4 <�s . S����% S�%��4 F�8�J 6` 67� /" =_ �4 �@��@ � r�y� �
 �7`L) 6` �  6J�� x�8 S����%
 ��HIPDP�@����� �	
 67���� .( 

[a15]  �0� x�8 r�� �X�7�J aI�` �)G F�8�H�� �	
 d"True" . �4G �
 �8��H�� d�0�%"Permit" �4GL "Deny" . R�%��� w �)GL ���y� �	
 �L
 �7�H�� ¯�+� F�8�H�� 3�#���£"Permit"S�Y�7�4 /�-� 5����� )�*+�� /�% 3�	��2 F�8�H�� �	
 a4���@� ���V uI" ��� �  � . �7�J aI�` �)GL

 F�8�H��"False" �?��I <��� �"NotApplicable" . �?��+�� ���� F�8�H�� /�% F�8�H�� ,��H� �+8 �4 0�> PJL �)GL"Indeterminate" . <��L
F�Y�L �@��@ �7�J � �*��D �8��J ,�J P� ��*�` S�H2�@ <�L �7` �@����� � �8��H�� P� ��4M���>. 

[a19] – [a16]F�8�H�� �	
 nI ��L ��H�   .���Lt���> ��. 

[a20]  F�8�H�� ��
 E��� .F�8�H�� �	
 �X��8 K#�� m�� 3����H�� 3�#�V F�8�H�� ��
 �!� ��@����� ��
 � �¤8" <�L �7`L . � �)GL
A F�8�H�� F�`	4 /�% �F�8�H�� ��
 � F<�¥� ,�H�� P4 ���H�� =�V � F<����� �\�#��L R��QZ�L <����L ��7����� �X]� �R���� ,��H��� E��� 

 �7�J <���L"NotApplicable"F�8�H�� ,��H�� �?��+` . 

��
 u+-�L �Y�L ���*2 �ª�) �@����� ��^ u2�14 F�8�H�� ��
L .[a32] – [a23] � ��7����� �X]� x�8 =Q��� F<�U �7�J ;8 �1-� 
�X�4 �R���� /" ���H�� =�V . �!+��� <�sL<SubjectMatch>� �¨��� �*�hL  a�+�� MatchId��%�Y �7�JL  "med.example.com" 

 �!+��� r¤> ;4 =���� ���@ � <�¥� ��7����� �X]� a�I eG �z�4L<SubjectAttributeDesignator> . �*�hL 67����@L
��7����� �X]� a�I �7�J P4 ��%�y� �7�H�� �I��H� �¨����� .AL AG �4 ���J =�V x�8 F�8�H�� �	
 K#�� �7�H�� �¨����� ���78 3<�8" �)G 

"True" . �7�H�� 3<�8" �)G �4""False" �7�H�� ����@ F�8�H�� �	
 /�% �"NotApplicable". 

[a36]  F�8�H�� OX+� . �!+��� � <�L �4 6` ��Q �JL<Target>F�8�H�� �	
 �  . �!+��� �0� �H% S���H�� �p`�� �8��H�� �L
<Condition>�!+��� ��2  <Target>) �!+���L <Condition> �X+�2 �L�z ;4 �8�7W /�-� �J ANDL"  OR.( 

[a37]  �@����� OX+� . ;4 <�8 t" �^ /�-� �H% S���H�� �p`�� 3�@����� /" d CH% F�Y�L F�8�J ;7j�� �S�H2�@ <�L �7`L ��@����� �	
L
�8��H��. 

2.1.II @��#� ?��" \�R� 

 Of���%� ���J =�V n&*�+� ��HI eG u[�H� ;-[PDP�¤8" F<����� �@����� 	*+�  . ���H�� =�V ���� t	�� )�*+�� =�V nI /�-� /" ;-[L
����� �&+�� x�8 ��2����2: 

 |L��-�Z� uI��+8L �/��#} 3��2 ����"bs@simpsons.com" �`�z � ���� u�?@ "�H� /" �Medi Corp. 
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=�Y ���H�� =�V � 3�4����� 	���L �B��� XACML����� 6-1�� x�8 =�V ���@ /��2 K�I : 

 
[a38] <?xml version="1.0" encoding="UTF-8"?> 
[a39] <Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
[a40] xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os 
http://docs.oasis- 
open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd"> 
[a41]  <Subject> 
[a42]   <Attribute 
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"  
DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name"> 
[a43]    <AttributeValue> 
[a44]     bs@simpsons.com 
[a45]    </AttributeValue> 
[a46]   </Attribute> 
[a47]  </Subject> 
[a48]  <Resource> 
[a49]   <Attribute 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"  
DataType="http://www.w3.org/2001/XMLSchema#anyURI"> 
[a50]    <AttributeValue> 
[a51]     file://example/med/record/patient/BartSimpson 
[a52]    </AttributeValue> 
[a53]   </Attribute> 
[a54]  </Resource> 
[a55]  <Action> 
[a56]   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-
id"  
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a57]    <AttributeValue> 
[a58]     read 
[a59]    </AttributeValue> 
[a60]   </Attribute> 
[a61]  </Action> 
[a62]  <Environment/> 
[a63] </Request> 

[a40] – [a38]��� 3�4���4 ,j�  �¤8" F<����� �@����� � ��@"��� �X�% a4���@� m�� �H����� �*+2 ������L =���� ����� ��@". 

 �!+��� ,j�L<Subject>)�*+�� =�V ��H� t	�� /��-�� ;4 �p`" L" S��Y�L S���I  .�#��V 3�XQ F�8 �Q�� �JL F�8 �XQ 6-� /�-� �JL 
3��I . ;4 ���y� �	
 � �4"[a41] eG [a47]��% �Y�L a�I �^L F�Y�L �XQ �Q : �
 |L��-�G /��+8 6-z � �X+8 ��4 �#����� �X]� ���


"bs@simpsons.com" . a�+�� �4"subject-category�L	&7% r�p�� �	
 �  . O
L =�B���2 u�7�J �7��� �	�"access-subject". 

 �!+��� ,j�L<Resource>=��� t	�� <��7�� �p`" L" S��Y�L S���I  �X]� )3�X]� L" (u��G )�*+�� ��7����� . S��Y�L S�<��4 ²�+
 /�-� �JL
���J =�V 6-� . ;4 ������ ,j�L[a48] eG [a54]u��G )�*+�� /��#} 3��2 =�V t	�� <��7�� ��Y��� a�+��  : r¤> uI" <���� <�&��L

 u*�4 ���4URI �
L �"file://medico/record/patient/BartSimpson". 

L �!+��� ,j�<Action> �X]� ���� t	�� R��Q¬� �p`" L" S��Y�L S���I )3�X]� L" (<���� � u2 ��H� /" ��7����� .AL  R��QG AG �Q��
���J =�V 6-� �Y�L . ;4 ������ �!�L[a55] eG [a61] �
L u2 ���H�� /��#} 3��2 ���� t	�� R��QZ� ���
 "FR��J." 

 �!+���<Environment> [a62]¶��% �. 

[a63]  =���� ���@ OX+� .R��Q¬� L" <��7�� L" ��7����� �X?�� �#Y�!�� d 3��+�� ��2 S���H�� �p`" =�V ���@ ;7j�� �JL . Pf�� �JL
 �!+8 � 3��+�� �	
<Environment> �!+��� O�� t���> <Action>. 

 ��H+�� <��LPDP�@����� PJ�4 �	
 =���� ���@ ¹��� m�� �ª�@��@ v<���4 �  . � F<����� �\�#��L R��QZ�L <����L ��7����� �X]� /��H�L
�@����� ��
 � F<����� 3�\�#��L 3�R��QZ�L <�����L ��7����� 3�X]� P4 =���� ���@ . P4 �R���� �@����� /�% ¶��% �@����� ��
 uI" �£L

������ �	
. 

 ��H+�� /��H�LPDP�� �X]� /®� �@����� �	
 � F�Y���� F�8�H�� ��
 P4 =���� ���@ � F<����� �\�#��L R��QZ�L <����L ��7��� . �R����L
 �!+��� P4 5����� <����<Target> �!+��� P4 R��QZ�L <Target> �X]� ���
 a�I ;-� "subject" P4 �R���� A �#����� 

"med.example.com". 
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3.1.II �F��:� ?��" \�R� 

 �?��+�� ���� �@����� �	
 � F�8�J �Q�� A"Permit"�@����� ,��H�� �?��+`L =���� �	
 x�8 S�<�W  . � �8��H�� P� ��4M���> O���L
 �?��+�� F<�8G OB#+� uI" ���y� �	
 � �@�����"NotApplicable" .����� �&+�� x�8 �2�QZ� ���@ �0�L: 

 
[a64] <?xml version="1.0" encoding="UTF-8"?> 
[a65] <Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"  
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os  
http://docs.oasis-open.org/xacml/xacml-core-2.0-context-schema-os.xsd"> 
[a66]  <Result> 
[a67]   <Decision>NotApplicable</Decision> 
[a68]  </Result> 
[a69] </Response> 

[a65] – [a64]�@����� eG �#�+��2 �2�QZ� � �X*�L K#@ m�� ��@"��� 3�4���4 v�I �*I ,j�  . 

 �!+��� ,j�L<Result> ;4 ������ � [a66] eG [a68]�@����� eG S�#�I ���H�� =�V ,��H� �?��I  . ���y� �	
 � �?��+�� /�-�L
"NotApplicable" . F<�8G �@����� M�_L"Permit" L" "Deny" �"NotApplicable" L" "Indeterminate" . ��H+�� ;4 =��� �	�PEP /" 

)�*+�� �%��. 

[a69]  �2�QZ� ���@ OX+�. 

2.II ~�R#� \�R!� 

 ,j� �H���� SA�p4 F�H*�� �	
XML �B��� �8��H� SA�p4L =�V ����� SA�p4L XACML. �H�����L XML@ �V 6? . �8��J P2�" <�&��L
3�4�b��A�L �L�o��L �8��H�� P� ��4M���> 6pq ��!*+4. 

1.2.II c` I4" �#�s \�R� 

 �8��H�� K�#�� ;-[ �V 6?@ ���Y O�� �7�%XACMLu��8  .D <�&��L6?��� C�<record> �
���� m�� ��?��� R�}�� �+-4" r¤> ;4 
 �`�1��Medi Corp. 

 
[a70] <?xml version="1.0" encoding="UTF-8"?> 
[a71]  <record xmlns="urn:example:med:schemas:record" 
[a72]  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
[a73]   <patient> 
[a74]    <patientName> 
[a75]     <first>Bartholomew</first> 
[a76]     <last>Simpson</last> 
[a77]    </patientName> 
[a78]    <patientContact> 
[a79]     <street>27 Shelbyville Road</street> 
[a80]     <city>Springfield</city> 
[a81]     <state>MA</state> 
[a82]     <zip>12345</zip> 
[a83]     <phone>555.123.4567</phone> 
[a84]     <fax/> 
[a85]     <email/> 
[a86]    </patientContact> 
[a87]    <patientDoB>1992-03-21</patientDoB> 
[a88]    <patientGender>male</patientGender> 
[a89]    <patient-number>555555</patient-number> 
[a90]   </patient> 
[a91]   <parentGuardian> 
[a92]    <parentGuardianId>HS001</parentGuardianId> 
[a93]    <parentGuardianName> 
[a94]     <first>Homer</first> 
[a95]     <last>Simpson</last> 
[a96]    </parentGuardianName> 
[a97]    <parentGuardianContact> 
[a98]     <street>27 Shelbyville Road</street> 
[a99]     <city>Springfield</city> 
[a100]     <state>MA</state> 
[a101]     <zip>12345</zip> 
[a102]     <phone>555.123.4567</phone> 
[a103]     <fax/> 
[a104]     <email>homers@aol.com</email> 



130 ������� ITU-T  X.1142   (2006/06) 

[a105]    </parentGuardianContact> 
[a106]   </parentGuardian> 
[a107]   <primaryCarePhysician> 
[a108]    <physicianName> 
[a109]     <first>Julius</first> 
[a110]     <last>Hibbert</last> 
[a111]    </physicianName> 
[a112]    <physicianContact> 
[a113]     <street>1 First St</street> 
[a114]     <city>Springfield</city> 
[a115]     <state>MA</state> 
[a116]     <zip>12345</zip> 
[a117]     <phone>555.123.9012</phone> 
[a118]     <fax>555.123.9013</fax> 
[a119]     <email/> 
[a120]    </physicianContact> 
[a121]     <registrationID>ABC123</registrationID> 
[a122]    </primaryCarePhysician> 
[a123]    <insurer> 
[a124]     <name>Blue Cross</name> 
[a125]     <street>1234 Main St</street> 
[a126]     <city>Springfield</city> 
[a127]     <state>MA</state> 
[a128]     <zip>12345</zip> 
[a129]     <phone>555.123.5678</phone> 
[a130]     <fax>555.123.5679</fax> 
[a131]     <email/> 
[a132]    </insurer> 
[a133]   <medical> 
[a134]    <treatment> 
[a135]     <drug> 
[a136]      <name>methylphenidate hydrochloride</name> 
[a137]      <dailyDosage>30mgs</dailyDosage> 
[a138]      <startDate>1999-01-12</startDate> 
[a139]     </drug> 
[a140]     <comment> 
[a141]      patient exhibits side-effects of skin coloration and carpal 
degeneration 
[a142]     </comment> 
[a143]    </treatment> 
[a144]    <result> 
[a145]     <test>blood pressure</test> 
[a146]     <value>120/80</value> 
[a147]     <date>2001-06-09</date> 
[a148]     <performedBy>Nurse Betty</performedBy> 
[a149]    </result> 
[a150]   </medical> 
[a151]  </record> 

2.2.II @��#� ?��" \�R� 

-[ �J =�V ���@ ����� r�p�� �f��u��8 r�p�� �8��J K�#�� ; . � ����� <¤�4 ·���� "�H� O-� 3��
 «����� =�#��� u4�J S�#�V 6p[ �
L
/��#} O4������2 6?���. 

 
[a152] <?xml version="1.0" encoding="UTF-8"?> 
[a153] <Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"  
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  
xsi:schemaLocation=" urn:oasis:names:tc:xacml:2.0:context:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-
os.xsd"> 
[a154]  <Subject> 
[a155]   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject-
category"  
DataType="http://www.w3.org/2001/XMLSchema#anyURI"> 
[a156]    <AttributeValue>urn:oasis:names:tc:xacml:1.0:subject-
category:access-subject</AttributeValue> 
[a157]   </Attribute> 
[a158]   <Attribute 
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 
 DataType="http://www.w3.org/2001/XMLSchema#string" 
Issuer="med.example.com"> 
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[a159]    <AttributeValue>CN=Julius Hibbert</AttributeValue> 
[a160]   </Attribute> 
[a161]   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:name-
format"  
DataType="http://www.w3.org/2001/XMLSchema#anyURI" 
Issuer="med.example.com"> 
[a162]    <AttributeValue> 
[a163]     urn:oasis:names:tc:xacml:1.0:datatype:x500name 
[a164]    </AttributeValue> 
[a165]   </Attribute> 
[a166]   <Attribute 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:role"  
DataType="http://www.w3.org/2001/XMLSchema#string" 
Issuer="med.example.com"> 
[a167]    <AttributeValue>physician</AttributeValue> 
[a168]   </Attribute> 
[a169]   <Attribute 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:physician-id"  
DataType="http://www.w3.org/2001/XMLSchema#string" 
Issuer="med.example.com"> 
[a170]    <AttributeValue>jh1234</AttributeValue> 
[a171]   </Attribute> 
[a172]  </Subject> 
[a173]  <Resource> 
[a174]   <ResourceContent> 
[a175]    <md:record xmlns:md="urn:example:med:schemas:record"  
xsi:schemaLocation="urn:example:med:schemas:record 
http:www.med.example.com/schemas/record.xsd"> 
[a176]     <md:patient> 
[a177]      <md:patientDoB>1992-03-21</md:patientDoB> 
[a178]      <md:patient-number>555555</md:patient-number> 
[a179]     </md:patient> 
[a180]    </md:record> 
[a181]   </ResourceContent> 
[a182]   <Attribute 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"  
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a183]    <AttributeValue> 
[a184]     //med.example.com/records/bart-simpson.xml# 
[a185] xmlns(md=:Resource/ResourceContent/xpointer 
[a186] (/md:record/md:patient/md:patientDoB) 
[a187]    </AttributeValue> 
[a188]   </Attribute> 
[a189] </Resource> 
[a190]  <Action> 
[a191]   <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-
id"  
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a192]    <AttributeValue>read</AttributeValue> 
[a193]   </Attribute> 
[a194]  </Action> 
[a195]  <Environment/> 
[a196] </Request> 

[a153] – [a152]  ������4 R�}� �+-4" 3�I��2. 

[a172] – [a154]   �!+��� � �8�f�4 ��7���4 �X] 3��I<Subject> �!+��� ;4 <Request> . a�+�� 3����4 ;4 a�I 6` /�-��L
a�+�� �7�JL ��Y�1�� .F�Y�L ��7���4 �XQ AG =���� �	
 ,j� AL. 

[a157] – [a155]   �!+8 6-�<Subject> a�I SubjectCategory . ��7����� �X]� u�<�� t	�� �L��� a�+�� �	
 �7�J �!�L
���H�� =��2 ���H�� � ��2�H�� . �7�H�� ���L"access-subject"=���� ��012 ��� m�� ���^� . 

[a160] – [a158]   ��7����� �X]� a�Isubject-id. 

[a165] – [a161]  ��7����� �X]� ���4 K�I. 

[a168] – [a166]   ��7����� �X]� a�Irole. 

[a171] – [a169]   ��7����� �X]� a�Iphysician-id. 
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[a189] – [a173]   �!+��� � <���� 3��I Pf��<Resource> �!+��� P2���� <Request>. a�+�� ��Y�z 3����4 ;4 a�I 6` ��0��L 
a�+�� �7�JL. 

[a181] – [a174]  <���� ���U . <���� ���YXML�+
 F<�Q�4 u�4�` eG L" u+4 R�bQ" eG )�*+�� =��� t	�� . 

[a188] – [a182]   d#�� �
L u��G )�*+�� 5����� <���� ���Y ���
 ���4XPath �!+��� � <ResourceContent> 3������ OH�+� t	�� 
�X��G )�*+�� N�7���. 

[a194] – [a190]   �!+��� � R��QZ� 3��I Pf��<Action> �!+��� ;4 <Request>. 

[a192] R��QZ� ���
 ���4. 

[a195]  ¶��*�� �!+���<Environment>. 

3.2.II �Y��&#� �<�#� �%�&B \�R� 

�X4����@� =Q���� �&f���L �B��� �8��J O�� �7�%: 

(1  F�8�H��1 :"�H� /" ���7` u7J�2 ���4 n�1� M�_���7` u� n!D 6?@ t" . 

(2  F�8�H��2 : ;4 F�18 �@<���� ML�?�� A t	�� ���7�� �4" �L L" =��H` u�% n!D 6?@ t" "�H� /" �4 n�1� M�_
�7���. 

(3  F�8�H��3 : eG S��IL��-�G S����2 uI012 6@��L u+8 rL���� =�#��� �
 /�-� �V v�f�4 t" /012 �2��-�� =�#�� M�_
�����. 

(4  F�8�H��4: ����� 6?@ � ��#V S���4" =�-� L" "�H� /" t��<¬� M�_ A. 

 ��HI � �2��-4 �8��H�� �	
 /�-� �JLPAP ��HI � L" ��#�� �Xj�2 ;8 ��H��4 67�� �*��D PAPF�Y�L . 

4.2.II  
�%�'#� �S�s \�R�XACML 

1.4.2.II  �������1 

 F�8�H�� $#�1 �!+8 ,j� ����2 F�8�J <Condition>S��Y�L  . �!+��� �����@� S�j�" �f��L<VariableDefinition> ���� � 
�@����� � �^�7��@� ;-[ �*�hL. 

 ���Y ����LXACML <Rule> F�8�H�� ;8 ������� 1: 

 
[a197] <?xml version="1.0" encoding="UTF-8"?> 
[a198] <Policy 
[a199] xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
[a200] xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  
xsi:schemaLocation=" urn:oasis:names:tc:xacml:2.0:policy:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-
os.xsd" 
[a201] xmlns:md="http://www.med.example.com/schemas/record.xsd" 
[a202] PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:1" 
[a203] RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-
algorithm:deny-overrides"> 
[a204]  <PolicyDefaults> 
[a205]   <XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-
19991116</XPathVersion> 
[a206]  </PolicyDefaults> 
[a207]  <Target/> 
[a208]  <VariableDefinition VariableId="17590034"> 
[a209]   <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
equal"> 
[a210]    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
one-and-only"> 
[a211]     <SubjectAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:patient-number" 
[a212]     DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a213]    </Apply> 
[a214]    <Apply 
[a215]    FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only"> 
[a216]     <AttributeSelector 
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[a217]     RequestContextPath="//xacml-context:Resource/xacml-
context:ResourceContent/md:record/md:patient/md:patient-number/text()" 
[a218]     DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a219]    </Apply> 
[a220]   </Apply> 
[a221]  </VariableDefinition> 
[a222]  <Rule 
[a223]  RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:1" 
[a224]  Effect="Permit"> 
[a225]   <Description> 
[a226]     A person may read any medical record in the 
[a227]     http://www.med.example.com/schemas/record.xsd namespace 
[a228]     for which he or she is the designated patient 
[a229]   </Description> 
[a230]   <Target> 
[a231]    <Resources> 
[a232]     <Resource> 
[a233]      <ResourceMatch 
MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a234]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a235]         urn:example:med:schemas:record 
[a236]       </AttributeValue> 
[a237]       <ResourceAttributeDesignator AttributeId= 
[a238]       "urn:oasis:names:tc:xacml:2.0:resource:target-namespace" 
[a239]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a240]      </ResourceMatch> 
[a241]      <ResourceMatch 
MatchId="urn:oasis:names:tc:xacml:1.0:function:xpath-node-match"> 
[a242]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a243]         /md:record 
[a244]       </AttributeValue>  
[a245]       <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:xpath" 
[a246]        DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a247]      </ResourceMatch> 
[a248]     </Resource> 
[a249]    </Resources> 
[a250]    <Actions> 
[a251]     <Action> 
[a252]      <ActionMatch 
[a253]       MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a254]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a255]          read 
[a256]       </AttributeValue> 
[a257]       <ActionAttributeDesignator 
[a258]        AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
[a259]        DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a260]      </ActionMatch> 
[a261]     </Action> 
[a262]    </Actions> 
[a263]   </Target> 
[a264]   <Condition> 
[a265]    <VariableReference VariableId="17590034"/> 
[a266]   </Condition> 
[a267]  </Rule> 
[a268] </Policy> 

[a201] – [a199]   R�}�� 3�I��2XML 

[a205]   d2���XPath�£ �
d�*� OB#+� �@����� �  ������ =QW3C XPath:1999. 

[a221] – [a208]   �!+8<VariableDefinition> ./��#�� �H�HY ,�H� �*�hL <�s �
L : ��7����� �X]� a�I",J�-����� " tL���
",J�-����� "<���� �. 

[a209]   a�+�� r��FunctionId�I��H7�� 67���� m�� �*�h��� x�8  .������ ,�� ���y� �	
 �L 
"urn:oasis:names:tc:xacml:1.0:function:string-equal" C7+�� ;4 $���#8 ������ �	
 	���L '

"http://www.w3.org/2001/XMLSchema#string".. 
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[a210]   a�+�� �
<�s ���< O
 dB��� ������� ;4 eL�� F��#���FunctionId . /" �£L
urn:oasis:names:tc:xacml:1.0:function:string-equal C7+�� ;4 3���#8 	��� 

"http://www.w3.org/2001/XMLSchema#string" a�+��L SubjectAttributeDesignator C7+�� ;4 ��@ OH�+� 
"http://www.w3.org/2001/XMLSchema#string" ,@A� 67���� �

"urn:oasis:names:tc:xacml:1.0:function:string-one-and-only" .�� �	
 ;7j�L ��@ tL��� �ª��#8 /" ����
S�4�q F�Y�L �7�J x�8 t���. 

[a211]   a�+�� OH�+�SubjectAttributeDesignator ��7����� �X]� a�+� ,�J ��@ patient-number=���� ���@ � . 

[a215]   a�+�� �
<�s ���< O
 dB��� ������ ��I�p�� F��#���FunctionId . . /" �£L
urn:oasis:names:tc:xacml:1.0:function:string-equal C7+�� ;4 3���#8 	��� 

"http://www.w3.org/2001/XMLSchema#string" a�+��L SubjectAttributeDesignator C7+�� ;4 ��@ OH�+� 
"http://www.w3.org/2001/XMLSchema#string" ,@A� 67���� �

"urn:oasis:names:tc:xacml:1.0:function:string-one-and-only" . ��@ tL��� �ª��#8 /" ������ �	
 ;7j�L
S�4�q F�Y�L �7�J x�8 t���. 

[a216]   �!+��� OH�+�<AttributeSelector>  d#�� r�7��@�2 =���� ���@ ;4 ,�J ��@XPath6-1�� �Y  . ���y� �	
 � OH�+�L
 �7�H��patient-number) ����� ,J� (<���� ;4 .��@ /" ¦Y¤�L d#���� � R�}�� K2XPath R�}�� 3�I��2 � 6�&�� XML. 

[a223]  F�8�J ���
 ���4. 

[a224]  F�8�H�� d�0� /��2 . �4 F�8�J tL��� �4�+8L"True" a�+�� �7�J 6@�� �Effect . ,�H�� P4 �7�H�� �	
 P7c ÀEffect �8��H�� � 
�8��H�� P� ��4M���� S�H%L ��>��. 

[a229] – [a225]  F�8�H�� �Y ��L. 

[a263] – [a230]  F�8�H��2 �X7��H� ���*� m�� 3����H�� 3�#�V ;4 �8�7W F�8�H�� ��
 <�s . /��!+��� r�p�� �	
 �L<Subjects> 
L<Environments>/�%L	U . 

[a249] – [a231]   �!+��� ,j�<Resources> ���+��� 6!% P2��� <Resource> .�� �	
 � �Q��LCH% �Y�L r�p. 

[a248] – [a232]   �!+��� ,j�<Resource> �!+��� 6!% P2��� ResourceMatch/�+�� r�p�� �	
 � �Q��L . 

[a240] – [a233]   rL�� �!+��� /��H�<ResourceMatch>�¨����� ����� S�H%L |�p��L rL�� ��8�%  . F��#��� aI�` �)G S��2�_� �¨����� /�-�L
���4 eL����I�p�� F��#��� �
���� �7�J t" P4 �7� . �7�H�� P4 �2����� �H����� ��
 ,@� �¨����� �	
 /��H�L

"urn:example:med:schemas:record". 

[a233]   a�+�� x7��MatchId�¨����� ���< . 

[a235]  �4R��7�� ��%�y� a�+�� �7�J. 

[a239] – [a237]   �!+��� OH�+�<ResourceAttributeDesignator>=���� ���@ � <�Q��� <���� ;4 ��^� ,@�  . ,@� <�&��L
 � a�+��AttributeId. 

[a247] – [a241]   |�p�� �!+���<ResourceMatch> . $���#��� ¯���I �	
 �¨����� ���78 /��H�LXPath . d#����LXPath PJ�4 �
 |�p�� 
 �!+��� eG d���XML d#����L 5����� Xpath  ��%�y� �7�H�� �
 rL��"/md:record" . ������ tL���L"xpath-node-match" �7�H�� 

"True" �!+��� /�` �)G XML �!+��� =���� a� 5����� "/md:record". 

[a262] – [a250]   �!+��� t��s<Actions> ���+��� ;4 P�H4 P2��� x�8 <Action> . �!+8 AG �Q�� A r�p�� �	
 �L<Action> 
�Y�L. 

[a261] – [a251]   �!+��� t��s<Action> ���+��� ;4 C2� P2��� x�8 <ActionMatch>AG �Q�� A r�p�� �	
 �L   �!+8
<ActionMatch>�Y�L . 

[a260] – [a252]   �!+��� /��H�<ActionMatch>�¨����� ����� S�H%L vL�*�� ;4 |�p��L rL�� u��!+8 $2  .� �¨����� /�-�L �)G S��2�_
|�p�� dB��� �X�H�+� m�� ,�H�� ;4 �7�J t" P4 �7����4 eL�� dB��� �7�J aI�` . R��QZ� a�I �7�J /��H� r�p�� �	
 �Laction-id F<�Q��� 

 ��%�y� �7�H�� P4 =���� ���@ �"read") FR��J.( 

[a266] – [a264]   �!+���<Condition> . u�7�J /�-� /" =_L"True"K#�� m�� F�8�H�� �  . ����� eG ���YG x�8 ��o�� �	
 t��sL
�@����� ;4 �>� /�-4 � ���4 dB�4. 
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2.4.2.II  �������2 

 F�8�H�� $#�2 �!+��� O
 ��f��� ���< �����@� <Apply> ������ ���4 P4 
"urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration";4  <¤��� ·���� 5��Y 6Q" 

�18 «<�������7��  . ������ ���4 P4 ��H�+�� 3���#8 �����@� �f�� �7`
"urn:oasis:names:tc:xacml:1.0:function:and" . �!+��� � �Q��4 �*�hL r�p�� �	^L<Condition> ��>" �*�hLL 

 �!+��� �X��G 6�s<VariableDefinition>. 

 
[a269] <?xml version="1.0" encoding="UTF-8"?> 
[a270] <Policy 
[a271] xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
[a272] xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-os.xsd" 
[a273] xmlns:xf="urn:oasis:names:tc:xacml:2.0:data-types" 
[a274] xmlns:md="http:www.med.example.com/schemas/record.xsd" 
[a275] PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:2" 
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides"> 
[a276]  <PolicyDefaults> 
[a277]   <XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-19991116</XPathVersion> 
[a278]  </PolicyDefaults> 
[a279]  <Target/> 
[a280]  <VariableDefinition VariableId="17590035"> 
[a281]   <Apply FunctionId="urn:oasis:names:tc:xacml:2.0:function:date-less-or-
equal"> 
[a282]    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-one-and-
only"> 
[a283]     <EnvironmentAttributeDesignator 
[a284]     AttributeId= "urn:oasis:names:tc:xacml:1.0:environment:current-date"  
[a285]     DataType="http://www.w3.org/2001/XMLSchema#date"/> 
[a286]    </Apply> 
[a287]    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-add-
yearMonthDuration"> 
[a288]     <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-one-and-
only"> 
[a289]      <AttributeSelector RequestContextPath= 
[a290]      "//md:record/md:patient/md:patientDoB/text()"  
[a291]      DataType="http://www.w3.org/2001/XMLSchema#date"/> 
[a292]     </Apply> 
[a293]     <AttributeValue 
[a294]     DataType="urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration"> 
[a295]      <xf:dt-yearMonthDuration> 
[a296]       P16Y 
[a297]      </xf:dt-yearMonthDuration> 
[a298]     </AttributeValue> 
[a299]    </Apply> 
[a300]   </Apply> 
[a301]  </VariableDefinition> 
[a302]  <Rule 
[a303]  RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:2" 
[a304]  Effect="Permit"> 
[a305]   <Description> 
[a306]    A person may read any medical record in the 
[a307]    http://www.med.example.com/records.xsd namespace 
[a308]    for which he or she is the designated parent or guardian,  
[a309]    and for which the patient is under 16 years of age 
[a310]   </Description> 
[a311]   <Target> 
[a312]    <Resources> 
[a313]     <Resource> 
[a314]      <ResourceMatch 
[a315]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a316]       <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a317]          http://www.med.example.com/schemas/record.xsd 
[a318]        </AttributeValue> 
[a319]       <ResourceAttributeDesignator AttributeId= 
"urn:oasis:names:tc:xacml:2.0:resource:target-namespace" 
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[a320]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a321]      </ResourceMatch> 
[a322]      <ResourceMatch 
[a323]      MatchId="urn:oasis:names:tc:xacml:1.0:function:xpath-node-match"> 
[a324]       <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a325]         /md:record 
[a326]       </AttributeValue> 
[a327]       <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:xpath" 
[a328]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a329]      </ResourceMatch> 
[a330]     </Resource> 
[a331]    </Resources> 
[a332]    <Actions> 
[a333]     <Action> 
[a334]      <ActionMatch 
[a335]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a336]       <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a337]         read 
[a338]       </AttributeValue> 
[a339]       <ActionAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
[a340]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a341]     </ActionMatch> 
[a342]     </Action> 
[a343]    </Actions> 
[a344]   </Target> 
[a345]   <Condition> 
[a346]   <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and"> 
[a347]    <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a348]     <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-
and-only"> 
[a349]      <SubjectAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute: 
[a350] parent-guardian-id" 
[a351]      DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a352]     </Apply> 
[a353]     <Apply 
[a354]     FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only"> 
[a355]      <AttributeSelector 
[a356]      RequestContextPath="//xacml-context:Resource/xacml-
context:ResourceContent/md:record/md:parentGuardian/md:parentGuardianId/text()" 
[a357]      DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a358]      </Apply> 
[a359]     </Apply> 
[a360]     <VariableReference VariableId="17590035"/> 
[a361]    </Apply> 
[a362]   </Condition> 
[a363]  </Rule> 
[a364] </Policy> 

[a301] – [a280]   �!+��� t��s<VariableDefinition> ��o�� ;4 RbQ x�8 )ºF�18 �@<���� ;@ a� ����� 6
 t" .( /�-�L
 ;4 6J" ����� �7816 F<��M ��2 5��¥� ·������ ;4 6J" t��]� ·������ /�` �)G �+@ 16����� <¤�4 ·���� eG . 

[a300] – [a281]   ����� ������"urn:oasis:names:tc:xacml:1.0:function:date-less-or-equal" 5��Y � 
·������ tdB�4 $2 ��*��. 

[a286] – [a282]   ·���� dB�4 rL" 67����"urn:oasis:names:tc:xacml:1.0:function:date-one-and-only" ��B2 
 C7+�� ;4 F�Y�L �7�J S�4�q ,j� �
dB�4 �
�H�I� m�� ,�H�� ��@ /" ;4 �`0���"http://www.w3.org/2001/XMLSchema#date". 

[a284]   �\�#�� a�I R�H�I�2 t��]� ·������ ���H� ,��"urn:oasis:names:tc:xacml:1.0:environment:current-date". 

[a299] – [a287]  |�p�� ·������ dB�4 67���� "urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration" 
B2 �%�f�2 ���7�� �18 «<���� <¤��� ·���� 5��Y ��16����� <¤�4 ·���� x�8 �+@  . C7+�� ;4 rL�� dB���L

"http://www.w3.org/2001/XMLSchema#date" C7+�� ;4 |�p��L "urn:oasis:names:tc:xacml:2.0:data-

types:yearMonthDuration". 

[a289]   �!+��� OH�+�<AttributeSelector> F��#��� 	>02 ����� <¤�4 ·���� XPath<���� ���U � . 
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[a298] – [a293]   F��%16��X1��L 3��+���2 S�4�8 . 

[a344] – [a311]  F�8�H�� ��
L F�8�H�� /��2 . F�8�H�� �oI�1 F�H*�� � 1.4.2.4.II ���+��� �	^ 6!*�� N�1�� x�8 r�!&��. 

[a362] – [a345]   �!+���<Condition> . ��o�� �7�J tL��� /" =_"True"�H#��� F�8�H�� �  ./��#�� �H�HY ��o�� �	
 ,�H�L :
F�18 �@<���� ;@ a� �����L �4�� �L L" x7��� 5�� �
 =����� . �!+8 ,j�L<Apply> �!+8L E��4 

<VariableDefinition>u��G r�U . 

[a346]   ������ ��o�� 67����"urn:oasis:names:tc:xacml:1.0:function:and"  �Y�L dB�4 	��� ��IA�2 ���< O
L
 �p`" L")���y� �	
 � /�dB�4 ( ��H�+�� ���7���2 ��H�L"AND" F��#��� �7�J �H�HY 5��Y 6Q" ;4. 

[a359] – [a347]   ��o�� ;4 r��� Rb]� ,Ã�H�)º�4�� �L L" x7��� 5�� �
 =����� 6
 �t" .(
 ������L O
"urn:oasis:names:tc:xacml:1.0:function:string-equal" C7+�� ;4 ;�dB�4 	���L 

"http://www.w3.org/2001/XMLSchema#string". 

[a348]  rL�� dB��� x�8 r�� . /" �£L"urn:oasis:names:tc:xacml:1.0:function:string-equal"  	��� 

 C7+�� ;4 /�dB�4"http://www.w3.org/2001/XMLSchema#string" ,@A� /�% �
"urn:oasis:names:tc:xacml:1.0:function:string-one-and-only" ��7����� �X]� a�I /" ;4 �`0��� 67���� 

"urn:oasis:names:tc:xacml:2.0:example:attribute:parent-guardian-id" �7�J ,j� =���� ���@ � <�Q��� 
S�4�q F�Y�L. 

[a353]  ��|�p�� dB��� x�8 r .v�f��� a�I �7�J ����>� t�_L 
"urn:oasis:names:tc:xacml:2.0:example:attribute:parent-guardian-id" �!+��� �����@�2 =���� ���@ ;4 

<SubjectAttributeDesignator> 

 [a354]  ,@A� 67����"urn:oasis:names:tc:xacml:1.0:function:string-one-and-only" �`0��� �¤8" �`) �7` 
 C7+�� ;4 F�Y�L �7�J ,j� �dB�4 �X�H�+� m�� ,�H�� ��@ /" ;4"http://www.w3.org/2001/XMLSchema#string". 

[a355]   �!+��� �7�J |�p�� dB��� OH�+�<md:parentGuardianId> �!+��� ������ t	�� <���� ���U ;4 
<AttributeSelector> . �	
 ,j�L d#�� �!+���XPath=���� ���@ eG S�<��4 �y� 6-1��2  . � R�}�� K2��@ P�� /" ¦Y¤�L

 d#����XPath�������� R�}�� 3�I��2 � ���U  . tL���LAttributeSelector C7+�� ;4 ,�H�� ��@ 
"http://www.w3.org/2001/XMLSchema#string". 

[a360]   �!+��� eG 6�s<VariableDefinition>���4 ��o�� ;4 |�p�� Rb]� ��Y . 

3.4.2.II  �������3 

 F�8�H�� $#�33�4�b��A� r�7��@�  . �!+��� ,j� ALXACML <Rule> F�8�H�� 	��� /" OB#+� uI�% �	� ��4 ��b��� 6y S�#@�+4 S��!+8 3 K�I 
 �!+8<Policy>�����` . 

 
[a365] <?xml version="1.0" encoding="UTF-8"?> 
[a366] <Policy 
[a367]  xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"  
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" 
[a368]  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
[a369]  xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-
os.xsd" 
[a370] xmlns:md="http:www.med.example.com/schemas/record.xsd" 
[a371]  PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:3" 
[a372]  RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-
algorithm:deny-overrides"> 
[a373]  <Description> 
[a374]   Policy for any medical record in the 
[a375]   http://www.med.example.com/schemas/record.xsd namespace 
[a376]  </Description> 
[a377]  <PolicyDefaults> 
[a378]   <XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-
19991116</XPathVersion> 
[a379]  </PolicyDefaults>  
[a380]  <Target> 
[a381]   <Resources> 
[a382]    <Resource> 
[a383]     <ResourceMatch 
[a384]     MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
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[a385]      <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a386]       urn:example:med:schemas:record 
[a387]      </AttributeValue> 
[a388]      <ResourceAttributeDesignator AttributeId= 
[a389]      "urn:oasis:names:tc:xacml:1.0:resource:target-namespace"  
[a390]      DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a391]     </ResourceMatch> 
[a392]    </Resource> 
[a393]   </Resources> 
[a394]  </Target> 
[a395]  <Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:3" 
[a396]  Effect="Permit"> 
[a397]   <Description> 
[a398]    A physician may write any medical element in a record 
[a399]    for which he or she is the designated primary care 
[a400]    physician, provided an email is sent to the patient 
[a401]   </Description> 
[a402]   <Target> 
[a403]    <Subjects> 
[a404]     <Subject> 
[a405]      <SubjectMatch 
[a406]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a407]       <AttributeValue  
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a408]         physician 
[a409]        </AttributeValue> 
[a410]        <SubjectAttributeDesignator AttributeId= 
"urn:oasis:names:tc:xacml:2.0:example:attribute:role"  
[a411]        DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a412]      </SubjectMatch> 
[a413]     </Subject> 
[a414]    </Subjects> 
[a415]    <Resources> 
[a416]     <Resource> 
[a417]      <ResourceMatch 
[a418]      MatchId="urn:oasis:names:tc:xacml:1.0:function:xpath-node-
match"> 
[a419]       <AttributeValue  
[a420]        DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a421]          /md:record/md:medical 
[a422]        </AttributeValue> 
[a423]       <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:xpath"  
[a424]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a425]      </ResourceMatch> 
[a426]     </Resource> 
[a427]    </Resources> 
[a428]    <Actions> 
[a429]     <Action> 
[a430]      <ActionMatch 
[a431]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a432]       <AttributeValue  
[a433]       DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a434]         write 
[a435]       </AttributeValue> 
[a436]       <ActionAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"  
[a437]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a438]      </ActionMatch> 
[a439]     </Action> 
[a440]    </Actions> 
[a441]   </Target> 
[a442]   <Condition> 
[a443]   <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
equal"> 
[a444]    <Apply 
[a445]    FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only"> 
[a446]     <SubjectAttributeDesignator 
[a447]     AttributeId="urn:oasis:names:tc:xacml:2.0:example: 
attribute:physician-id" 
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[a448]     DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a449]    </Apply> 
[a450]    <Apply 
[a451]    FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only"> 
[a452]     <AttributeSelector RequestContextPath= 
[a453]     "//xacml-context:Resource/xacml-
context:ResourceContent/md:record/md:primaryCarePhysician/md:registrationID
/text()" 
[a454]     DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a455]    </Apply> 
[a456]     </Apply> 
[a457]   </Condition> 
[a458]  </Rule> 
[a459]  <Obligations> 
[a460]   <Obligation 
ObligationId="urn:oasis:names:tc:xacml:example:obligation:email" 
[a461]   FulfillOn="Permit"> 
[a462]    <AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:mailto" 
[a463]    DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a464]     &lt;AttributeSelector RequestContextPath= 
[a465]     "//md:/record/md:patient/md:patientContact/md:email" 
[a466]     DataType="http://www.w3.org/2001/XMLSchema#string"/&gt ; 
[a467]    </AttributeAssignment> 
[a468]    <AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:text" 
[a469]    DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a470]      Your medical record has been accessed by: 
[a471]    </AttributeAssignment> 
[a472]    <AttributeAssignment 
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:text" 
[a473]    DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a474]     &lt;SubjectAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"  
[a475]     DataType="http://www.w3.org/2001/XMLSchema#string"/&gt; 
[a476]    </AttributeAssignment> 
[a477]   </Obligation> 
[a478]  </Obligations> 
[a479] </Policy> 

[a372] – [a366]   �!+��� ,j�<Policy> 6p4 �@����� F<�U 3�7��4L t������ ,@A� /�-4 3�I��2 PolicyId 
LRuleCombiningAlgId. 

[a371]  �@����� ���
 ���4 .7���� �	
 ����L�@����� eG 3�@��@ �8�7W ���YG �. 

[a372]  F�8�H�� ,��H� ¯���I P7?£ ����� ��4M����� �8��H�� P� ��4M���> <��. 

[a376] – [a373]  �@����� 6-1�� <�U d ��L. 

[a394] – [a379]  �@����� ��
 .K�#���� ��2�H�� ���H�� 3�#�V ;4 �8�7W �@����� ��
 <�s .�+2 6��qL �!+��� �<Target> � 
<Policy> �!+��� ��+2 <Target> �!+��� � <Rule> . <����� P�� �8�7W �
 ���y� �	
 � �@����� ��
LXML /�-4 K2��� m�� 

 ,@A�"urn:example:med:schemas:record". 

[a395]   �!+���<Rule> �!+��� �	
 � E���� ��Y��� <Policy> .� /��7��4 <�&��L�¸ F�8�H�� ��@"�  :RuleIdL Effect. 

[a441] – [a402]  �@����� ��
 ���H� ;4 F�8�H�� ��
 ��b�. 

[a412] – [a405]   �!+��� <���<SubjectMatch> �X�XQ a�I tL��� m�� ��7����� 3�X]� eG F�8�H�� 
"urn:oasis:names:tc:xacml:2.0:example:attribute:role" a�+�� "physician". 

[a425] – [a417]   �!+��� <���<ResourceMatch> d#���� P4 �¨���� m�� <����� eG F�8�H�� XPath 
"/md:record/md:medical". 

[a438] – [a430]   �!+��� <���<ActionMatch> �X���QG a�I tL��� m�� 3�R��QZ� eG F�8�H�� 
"urn:oasis:names:tc:xacml:1.0:action:action-id" a�+�� "write". 
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[a457] – [a442]   �!+���<Condition> . ����� �7�J /�-� /" OB#+� ����H�� =�V x�8 �XH�#�� ;-[ m�� F�8�H��2 K���� �7�%"True" .
 ��7����� �X]� a�I �7�J ����� �	
 /��H�L"urn:oasis:names:tc:xacml:2.0:example:attribute:physician-

id"��� �7�J P4  �!+<registrationId>u��G )�*+�� ,�� t	�� ���� 6?��� � . 

[a478] – [a459]   �!+���<Obligations> . ��H+�� x�8 $��� 3���78 �8�7W 3�4�b���LPEPn�>���� ���J P4 C2�����2 �� ���H��  .
 n�>���� ���H2 �4 ��b��� ��%�G ;-[L"Permit" L" "Deny" . S�4�b��� �!+��� ,j�LS��Y�L. 

[a477] – [a460]   �!+��� ��0��<Obligation> a�+�� ;4 ObligationId �8�7WL �X�%���� /" OB#+� m�� n�>���� ���J �7�JL 
3��+�� 3���M�� . ��H+�� 6�� ALPDP ��H+�� u2 ��H� 678 �	
 62 '3��+�� 3���M�� PEP. 

[a460]  ��b��A� a�+�� <�s . $��� ���y� �	
 �L ��H+�� 6@�� /"PEP��b��A� �	
 ���
 ���4  ObligationId. 

[a461]   a�+�� <�sFulfillOn��b��A� �	
 �X�%���� /" =_ t	�� n�>���� ���J �7�J  .)�*+�� �7�� �4�+8 ���y� �	
 �L. 

[a467] – [a462]   ��H+�� u�% �?�@ t	�� /�-�� x�8 eL�� �7���� r��PEP��� /��+��� <���� � |L��-�Z� t��. 

[a471] – [a468]  |L��-�Z� ����� Ð� S��%�Y S�!I ��I�p�� �7���� ,j�. 

[a476] – [a472]   ��H+�� u�% �?�@ t	�� /�-�� x�8 �p��p�� �7���� r��PEP<���� � |L��-�Z� ����� Ð� S��%�fG S�!I . 

4.4.2.II  �������4 

 F�8�H�� $#�4�@�  d�0��� �7�J ����"Deny"�!+���L <Rule> �!+8 /L< <Condition>. 

 
[a480] <?xml version="1.0" encoding="UTF-8"?> 
[a481] <Policy 
[a482] xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
[a483] xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-
os.xsd" 
[a484] xmlns:md="http:www.med.example.com/schemas/record.xsd" 
[a485] PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:4" 
[a486] RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-
algorithm:deny-overrides"> 
[a487]  <PolicyDefaults> 
[a488]   <XPathVersion>http://www.w3.org/TR/1999/Rec-xpath-
19991116</XPathVersion> 
[a489]  </PolicyDefaults> 
[a490]  <Target/> 
[a491]  <Rule 
[a492]  RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:4"  
[a493]  Effect="Deny"> 
[a494]   <Description> 
[a495]    An Administrator shall not be permitted to read or write  
[a496]    medical elements of a patient record in the 
[a497]    http://www.med.example.com/records.xsd namespace. 
[a498]   </Description> 
[a499]   <Target> 
[a500]    <Subjects> 
[a501]     <Subject> 
[a502]      <SubjectMatch 
[a503]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a504]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a505]        administrator 
[a506]       </AttributeValue> 
[a507]       <SubjectAttributeDesignator AttributeId= 
[a508]       "urn:oasis:names:tc:xacml:2.0:example:attribute:role" 
[a509]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a510]      </SubjectMatch> 
[a511]     </Subject> 
[a512]    </Subjects> 
[a513]    <Resources> 
[a514]     <Resource> 
[a515]      <ResourceMatch 
[a516]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a517]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a518]        urn:example:med:schemas:record 
[a519]       </AttributeValue> 
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[a520]       <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:target-namespace" 
[a521]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a522]      </ResourceMatch> 
[a523]      <ResourceMatch 
[a524]      MatchId="urn:oasis:names:tc:xacml:1.0:function:xpath-node-
match"> 
[a525]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a526]        /md:record/md:medical 
[a527]       </AttributeValue> 
[a528]       <ResourceAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:xpath" 
[a529]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a530]      </ResourceMatch> 
[a531]     </Resource> 
[a532]    </Resources> 
[a533]    <Actions> 
[a534]     <Action> 
[a535]      <ActionMatch 
[a536]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a537]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a538]        read 
[a539]       </AttributeValue> 
[a540]       <ActionAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
[a541]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a542]      </ActionMatch> 
[a543]     </Action> 
[a544]     <Action> 
[a545]      <ActionMatch 
[a546]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a547]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a548]        write 
[a549]       </AttributeValue> 
[a550]       <ActionAttributeDesignator 
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id" 
[a551]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a552]      </ActionMatch> 
[a553]     </Action> 
[a554]    </Actions> 
[a555]   </Target> 
[a556]  </Rule> 
[a557] </Policy> 

[a493] – [a492]   �!+��� /��2<Rule>. 

[a493]  F�8�H�� d�0� . �X�7�J F�8�J 6` 6@��"True"�^ �7�H` F�8�H�� d�0�  . �
 F�8�H�� �	
 d�0�L"Deny"	
 =�Y ��� �   F�8�H�� �
 u�7�J tL��� �4�+8 )�*+�� �%� =_ uI""True". 

[a498] – [a494]  F�8�H�� 6-1�� �Y ��L. 

[a555] – [a499]  F�8�H�� ��
 .F�8�H�� x�8 �XH�#�� ;-[ m�� 3����H�� 3�#�V �8�7W F�8�H�� ��
 <�s. 

[a510] – [a502]   �!+��� uQ��<SubjectMatch>3�X]� eG F�8�H��  a�+�� 3�) ��7����� 
"urn:oasis:names:tc:xacml:2.0:example:attribute:role" tL��� t	�� "administrator". 

[a532] – [a513]   �!+��� ,j�<Resources> �!+8 <Resource> ;��!+8 ��L�2 ,j� S��Y�L <ResourceMatch> . /�-�L
���@ u%��� t	�� <���� �R��� �4 �)G S�7����4 ��^�<���� �¨��� TtÒ���T�Í4 =���� . 

[a522] – [a515]   rL�� �!+��� uQ��<ResourceMatch> �
<��4 a�I tL��� m�� <����� eG F�8�H�� 
"urn:oasis:names:tc:xacml:2.0:resource:target-namespace" �7�H�� "urn:example:med:schemas:record". 

[a530] – [a523]  �p�� �!+��� uQ�� |<ResourceMatch> ���+��� eG F�8�H�� XML d#���� P4 �R���� m�� XPath 
"/md:record/md:medical". 

[a554] – [a533]   �!+��� ,j�<Actions> ;��!+8 <Action> �!+8 x�8 �7X+4 6` t��s <ActionMatch>�Y�L  . /�-�L
S¤` =���� ���@ � <�¥� R��QZ� 62�J �)G S�7����4 ��^�3�R��QZ� 62�H� d���4 ;4 . 
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[a552] – [a535]   ���+��� uQ��<ActionMatch> �X���QG a�I tL��� m�� 3�R��QZ� eG F�8�H�� 
"urn:oasis:names:tc:xacml:1.0:action:action-id" �7�H�� "read" L" "write". 

 �!+��� F�8�H�� �	
 ,j� AL<Condition>. 

5.4.2.II �� ��	
� ��� ������(PolicySet) 

P�7?��� 3�@��@ 3���78 ��f�� ��� �H2���� 3��H*�� � F<����� ��p4�� F�H*�� �	
 ������ . FR��J eG )�*+�� ,-� m�� �@����� 6-1��L
 � �X*�L <�L m�� P2��� �8��H�� ;4 F�8�J 6` ;4 �4 6?@ � ��#��� ���+���3.2.4.II .��79� F�8�H�� O�� �7�%L�&f���� �B���2 : 

� L" '����� �
 =����� 

� L" 'F�18 �@<���� ;@ a� �����L ��4" �L L" ����� 5" �
 =����� 

� L '����� eG 6@�4 Ï��#���L rL�� ¹���� =�#��� �
 =����� 

� S����<G SAL��4 ��� =�����. 

��79� 3�@����� ������� 3�@����� �8�7W $#�L .��� ;l7j��L �@��3 �@����� �4" ����YZ�2 2�Y��� E���% . 

 
[a558] <?xml version="1.0" encoding="UTF-8"?> 
[a559]  <PolicySet  
[a560]  xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" 
[a561]  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os  
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-
os.xsd" 
[a562]  PolicySetId= 
[a563]  "urn:oasis:names:tc:xacml:2.0:example:policysetid:1" 
[a564]  PolicyCombiningAlgId="urn:oasis:names:tc:xacml:1.0: 
[a565]  policy-combining-algorithm:deny-overrides"> 
[a566]   <Description> 
[a567]    Example policy set. 
[a568]   </Description> 
[a569]   <Target> 
[a570]    <Resources> 
[a571]     <Resource> 
[a572]      <ResourceMatch 
[a573]      MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
[a574]       <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string"> 
[a575]        urn:example:med:schema:records 
[a576]       </AttributeValue> 
[a577]       <ResourceAttributeDesignator AttributeId= 
[a578]       "urn:oasis:names:tc:xacml:1.0:resource:target-namespace" 
[a579]       DataType="http://www.w3.org/2001/XMLSchema#string"/> 
[a580]      </ResourceMatch> 
[a581]     </Resource> 
[a582]    </Resources> 
[a583]   </Target> 
[a584]  <PolicyIdReference> 
[a585]   urn:oasis:names:tc:xacml:2.0:example:policyid:3 
[a586]  </PolicyIdReference> 
[a587]  <Policy  
[a588]  PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:2" 
[a589]  RuleCombiningAlgId= 
[a590] "urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides"> 
[a591]   <Target/> 
[a592]   <Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:1" 
[a593]   Effect="Permit"> 
[a594]   </Rule> 
[a595]   <Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:2"  
[a596]   Effect="Permit"> 
[a597]   </Rule> 
[a598]   <Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:4" 
[a599]   Effect="Deny"> 
[a600]   </Rule> 
[a601]  </Policy> 
[a602] </PolicySet> 

[a565] – [a559]   �!+��� /��2<PolicySet> . ,@A� /�-4 3�I��2 E���LXMLt������ . 
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[a562]  �� a�+�� ����PolicySetId��>" �@��@ �8�7W � �XQ��<G ��� �	
 3�@����� �8�7W ���
 ���� � . 

[a564]  3�@����� P� ��4M���> ���
 ���4 . P� ��4M���> =Q�£ �@����� �8�79� �	
 � 3�@����� 3�8�7WL 3�@����� P7cL
n�>���� ���J 5��Y �+8 F<�¥� 3�@�����. 

[a568] – [a566]  3�@����� �8�79 6-1�� �Y ��L. 

[a583] – [a569]   �!+��� <�s<Target> �!+��� �	
 x�8 �XH�#�� ;-[ m�� 3����H�� 3�#�V �8�7W 3�@����� �8�79 
<PolicySet>. 

[a584]   �7���� ,j�PolicyIdReference ���4 6` �@��@ id. 

[a588]   �@�����27W � �Y��� �Q��4 �	
 3�@����� �8� . �@����� ;4 �8��H�� �	�L2N�f��� ���� . 

����	� �III 

����	� ��&��� '� ��(	� ���) *+
 #�"� 

1.III ����#� ����!� 	� ���#� �S�+ \�R� 

 �B��� � 3A���� 6��	��� �	
 �!�XACML x�8 3A���� K�#�� ;�8" �� �7` r¤��� eG �XQ�4 3���7�2 ��H� m�� S�4�78 r¤���. 

 6Í-@�
 x7�� �4�8 ��*�hL �B� ������ r�p�� 6�#@ x�8L) PQ��� �oI�[Haskell] (���h��� �	
 3AA< ���� � . /" ;4 ,��� x�8L
S�j�" F��*4 3AA��� ���> �*���4 ;-� °��L ��b��-IZ� �B���2 <����� �����. 

Í-@�
 b�4�� � �*�h��� ����� 	��� P��@ M�_�2L,���H�� t" Ñ#�� E)�{ x�8 K#�� m�� 3��H*�� 6-z ����� 6 . b4���%"[]" �7��H�� ��� 
 F��#��� 62�H� �7+�2 ���*��"(x:xs)" 6p[ ���% d �7��J ;4 S�dB�4 "x"L �7��H�� ;4 rL�� �!+��� �X�% "xs" �7��J /�-� �JL �X+4 OH#��� 

���% .�7��H�� 6Í-@�
 ��X*4 67���IL ,�H�� 3¤@ /�-� ���+��� ;4 �#��4 �8�7W �
L XACML. 

 ��<�8 �*�h�� C��2 6Í-@�
 ����� <�&��L"urn:oasis:names:tc:xacml:1.0:function:and" x�8 |A�#�� C7+�� ;4 ,�H�� ;4 �7��J 	��� 
����� �&+��: 

and:: [Bool] -> Bool 

and []  = True 

and (x:xs)  = x && (and xs) 

�L 6-z x�8 �Xo� t	�� ������� ;4 rL�� ����"::" b4��� �X��8 r�� ��IA�2 ���+8 �7��J 	>0� m�� ������ 3����4 C{ S��}� �!� 
"[Bool]" b4��� u��8 r�� S��IA�2 S��!+8 ����L �"Bool" . �*�h��� /" x�8 n+� ��� ;8 F��#8 ������� ;4 |�p�� �����L"and " x�8 �H#���

��H�� O
 ���*�� �7"True" . �!+���2 "�#� m�� ���` ���% d �7��J � uI" x�8 n+� �+2 �
 ������� ;4 ���p�� �����L"x" ;4 �7�J �
 �
 C7+��Bool ������ P� OB#+� "and" x�8 �H#��� x �W���� b4� � ��p7�� ��H�+�� C2��� �*�hL r�7��@�2 �7��H�� ;4 OJ�#�� P4 "&&" O
L �

 ������ K�#���� �?��I"and"F��-���  . 3A���� �����@� /�-� P#���2L"and" S�&�&� "True" S��!Y ���% �X��8 K#�� m�� �7��H�� aI�` �)G 
 �7�H�� r<��� �7��H�� ;4 �!+8 6` L""True" .������� 6Í-@�
 3���#8 ,��H� r�p4. 

(and []), (and [True]), (and [True,True]), (and [True,True,False]) 

 tL���"True"L "True"L "True"L "False"������ x�8  

(1 urn:oasis:names:tc:xacml:1.0:function:any-of 

������� O
 6Í-@�
 �B� � ���7��� �	
 ��A<: 

any_of :: ( a -> b -> Bool )  -> a -> [b] -> Bool 

any_of   f   a   []    = False 

any_of   f   a69   (x:xs)   = (f  a  x) || (any_of  f  a  xs) 

 �¤8" b�4���� �L"f"L ��X4����@� =Q���� ������ O
 "a" 6p[L ������2 �7�J O
 "(x:xs)" 6-z x�8 rL�� �!+��� "x" OJ�#��L 
 6-z x�8 �7��H�� ;4"xs". 

 �7�H�� S¤p4 ������� F��#��� ����L"True": 

 
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of"> 
 <Function  
  FunctionId="urn:oasis:names:tc:xacml:1.0:function:string- equal"/> 
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 <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
  Paul 
 </AttributeValue> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag"> 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
   John 
  </AttributeValue> 
  <AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"> 
   Paul 
  </AttributeValue> 
  <AttributeValue    
   DataType="http://www.w3.org/2001/XMLSchema#string">George 
  </AttributeValue> 
  <AttributeValue    
   DataType="http://www.w3.org/2001/XMLSchema#string"> 
   Ringo 
  </AttributeValue> 
 </Apply> 
</Apply> 

 F��#��� �	
 �7�JL"True"�L��4 rL�� ������ dB�4 /� ������ �	
 =�Y ����� ���+8 ;4 6J�� x�8 �Y�L �!+�� . 

(2 urn:oasis:names:tc:xacml:1.0:function:all-of 

������� O
 6Í-@�
 �B� � ���7��� �	
 ��A<: 

all_of :: ( a -> b -> Bool )  -> a -> [b] -> Bool 

all_of   f   a   []    = True 

all_of   f   a   (x:xs)   = (f  a  x) && (all_of  f  a  xs) 

 �¤8" <����� b�4���� �"f"L ��X4����@� =Q���� ������ O
 "a"�����#�� �7�J O
  . 6pqL"(x:xs)" x�8 �7��H�� ;4 rL�� �!+��� 
 6-z"x" 6-z x�8 �7��H�� ;4 OJ�#��L "xs". 

 �7�H�� S¤p4 ������� F��#��� tL���L"True": 

 
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:all-of"> 
 <Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer- 
 greater"/> 
 <AttributeValue  
 DataType="http://www.w3.org/2001/XMLSchema#integer">10</AttributeValue> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
  <AttributeValue 
 DataType="http://www.w3.org/2001/XMLSchema#integer">9</AttributeValue> 
  <AttributeValue 
 DataType="http://www.w3.org/2001/XMLSchema#integer">3</AttributeValue> 
  <AttributeValue 
 DataType="http://www.w3.org/2001/XMLSchema#integer">4</AttributeValue> 
  <AttributeValue 
 DataType="http://www.w3.org/2001/XMLSchema#integer">2</AttributeValue> 
 </Apply> 
</Apply> 

 F��#��� �	
 �7�JL"True" rL�� ������ dB�4 /� (10) ������� ���+8 P�� ;4 �`" )9L 3L 4L 2( 

(3 urn:oasis:names:tc:xacml:1.0:function:any-of-any 

 ������ 3AA<"any_of_any" ������ F�8��4 P4 6-@�
 �B� � "any_of "������� O
 �¤8" �%���� : 

any_of_any :: ( a -> b -> Bool ) -> [a]-> [b] -> Bool 

any_of_any  f  []   ys  = False 

any_of_any  f  (x:xs)  ys  = (any_of  f  x  ys) || (any_of_any  f  xs  ys) 

L"f" b4��� 6p[L ��X4����@� =Q���� ������ O
 �¤8" b�4���� � "(x:xs)" 6-z x�8 �7��H�� ;4 rL�� �!+��� "x" x�8 �7��H�� ;4 OJ�#��L 
 6-z"xs". 

 �7�H�� r�p�� 6�#@ x�8 ����� d#���� tL���L"True": 

 

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of-any"> 
 <Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
equal"/> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">Ringo</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">Mary</AttributeValue> 
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 </Apply> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">John</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">Paul</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">George</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">Ringo</AttributeValue> 
 </Apply> 
</Apply> 

 d#���� �	
 �7�J"True" t" rL�� ����� ���+8 ;4 6J�� x�8 S��Y�L S��!+8 /� "Ringo" ;4 6J�� x�8 S��Y�L S��!+8 tL��� �
��I�p�� ����� ���+8. 

(4 urn:oasis:names:tc:xacml:1.0:function:all-of-any 

 ������ ��A<"all_of_any" ������ F�8��4 P4 6-@�
 �B� � "any_of"������� O
 �¤8" 6-@�
 �B� � �%���� : 

all_of_any :: ( a -> b -> Bool )  -> [a]-> [b] -> Bool 

all_of_any   f  []  ys   = True 

all_of_any   f  (x:xs) ys   = (any_of  f  x  ys) && (all_of_any f  xs  ys) 

L"f" b4��� 6p[L �X4����@� =Q���� ������ O
 ��¤8" b�4���� � "(x:xs)" 6-z x�8 �7��H�� ;4 rL�� �!+��� "x" �X+4 OJ�#��L 
 6-z x�8"xs". 

 �7�H�� r�p�� 6�#@ x�8 ����� d#���� tL���L"True". 

 
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:all-of-any"> 
 <Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">10</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">20</AttributeValue> 
 </Apply> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">1</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">3</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">5</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">19</AttributeValue> 
 </Apply> 
</Apply> 

 O
 d#���� �	
 �7�JL"True"��I�p�� ����� ���+8 ;4 6J�� x�8 �Y�L �!+8 ;4 �`" eL�� ����� ���+8 ;4 S¤` /� . 

(5 urn:oasis:names:tc:xacml:1.0:function:any-of-all 

 ������ 3AA<"any_of_all" 6-@�
 �B� �  ������ �����@� P4L"all_of"������� O
 ��¤8" F<�¥� : 

any_of_all :: ( a -> b -> Bool ) -> [a]-> [b] -> Bool 

any_of_all  f  []  ys  = False 

any_of_all  f  (x:xs) ys  = (all_of  f  x  ys) || ( any_of_all  f  xs  ys) 

L"f"� �X4����@� OB#+� m�� ������ ,@� �
  b4��� 6p[L ��¤8" b�4���� �B� "(x:xs)" 6-z x�8 �7��H�� ;4 rL�� �!+��� "x" 
 6-z x�8 �X+4 OJ�#��L"xs". 

 �7�H�� r�p�� 6�#@ x�8 ����� d#���� tL���L"True": 

 
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of-all"> 
 <Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">3</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">5</AttributeValue> 
 </Apply> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
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  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">1</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">2</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">3</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">4</AttributeValue> 
 </Apply> 
</Apply> 

	
 �7�JL O
 d#���� �"True"��I�p�� ����� ,�J P�� ;4 �`" eL�� ����� � �7�J ²�+
 /� . 

(6 urn:oasis:names:tc:xacml:1.0:function:all-of-all 

 ������ 3AA<"all_of_all" ������ ;4 F<�%Z� P4L 6-@�
 �B� � "all_of"������� O
 ��¤8" �%���� : 

all_of_all :: ( a xs) -> b -> Bool ) -> [a] -> [b] -> Bool 

all_of_all   f  []  ys  = True 

all_of_all   f  (x: ys  = (all_of  f  x  ys) && (all_of_all  f  xs  ys) 

L"f" b4��� 6p[L ��¤8" b�4���� �B� � �X4����@� OB#+� m�� ������ ,@� �
 "(x:xs)" 6-z x�8 �7��H�� ;4 rL�� �!+��� "x" 
 6-z x�8 �X+4 OJ�#��L"xs". 

 �7�H�� �r�p�� 6�#@ x�8 ������ d#���� tL���L"True": 

 
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:all-of-all"> 
 <Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">6</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">5</AttributeValue> 
 </Apply> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">1</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">2</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">3</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#integer">4</AttributeValue> 
 </Apply> 
</Apply> 

 O
 d#���� �	
 �7�JL"True" eL�� ����� ���+8 P�� /� "5"L "6"� ,�J P�� ;4 �`"  �&�&!�� <��8�"1"L "2"L "3"L "4" 
��I�p�� ����� ;4. 

(7 urn:oasis:names:tc:xacml:1.0:function:map 

����� �&+�� x�8 6-@�
 �B� � ������ �	
 ����L: 

map:: (a -> b) -> [a] -> [b] 

map  f  [] = [] 

map  f  (x:xs) =  (f x) : (map  f   xs) 

L"f"� O
 �¤8" b�4���� �  b4��� 6p[L ��X4����@� OB#+� m�� �����"(x:xs)" 6-z x�8 �7��H�� ;4 rL�� �!+��� "x" �X+4 OJ�#��L 
 6-z x�8"xs". 

S¤p4 ����� d#����L: 

 

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:map"> 
 <Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
normalize-to-lower-case"> 
 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag"> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">Hello</AttributeValue> 
  <AttributeValue 
DataType="http://www.w3.org/2001/XMLSchema#string">World!</AttributeValue> 
 </Apply> 
</Apply> 

 ;7j�� ��@ �7�J tL���L"hello"L  "world!". 
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�����,-����. 
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