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<xs:element name="PolicySet" type="xacml:PolicySetType"/>
<xs:complexType name="PolicySetType">
<Xs:sequence>
<xs:element ref="xacml:Description" minOccurs="0"/>
<xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/>
<xs:element ref="xacml:Target"/>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element ref="xacml:PolicySet"/>
<xs:element ref="xacml:Policy"/>
<xs:element ref="xacml:PolicySetIdReference"/>
<xs:element ref="xacml:PolicyIdReference"/>
<xs:element ref="xacml:CombinerParameters"/>
<xs:element ref="xacml:PolicyCombinerParameters"/>
<xs:element ref="xacml:PolicySetCombinerParameters"/>
</xs:choice>
<xs:element ref="xacml:0Obligations" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/>
<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>
<xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/>
</xs:complexType>

PolicySetType Lisll Lol -0 o8 <PolicySets> pzll

AU olally @ sadl cPolicySets sl 2

[gﬂjﬂ PolicySetId

ot OOlad PDP dlail) fpmisly gl 35y pde Olad 3 PAP il 45 aS0y il G50t O jne 58
i ged Bga Boas O 13y JURL Goall ol URN ot ol s babo2 ¢ Ll M5 iy L3y B4 O ne
U WG e 055G URL S (3 olalnd)

[gﬁhb LO]Version

colaled) 8 st B (B 5ay

[g‘\ ] PolicyCombiningAlgld

<CombinerParameters>s <PolicySet> U Sl et G bl ed Bl B Ooae say
.<PolicySetCombinerParameters> s <PolicyCombinerParameters>

L;,Ls] <Description>

[g L] <PolicySetDefaults>

Sloldl & 5022 o8 <PolicySetDefaultss> paal) Godi Glais . loldl e a2t (3 dedsnnd) Coad) = A et
Laalal)

[gﬁjﬂ <Target>

Jpolb s sz de Oluba de o2 3y A6 <Targets> el 302

el i)l cTargets> oladl ) Tst;M\ e A )T <Target> sl o <ololudl i o> Suoin C..mq A3,
§ someS Ly ablisS” Ll el JI) <Policys>

[r%;gq <PolicySets>

colulad) e e sastl ol Lpiaad lulw ds sast )

[r{,gﬂ <Policyt>

oda Sloled) s gast 3 Bt 2l 8y

[(’3 , &l] <PolicySetldReference>

<PolicySetIdReferences ,aull O 13y wloludl 0 de post) ol (3 T of % Slob dsgagt 1) A) 2y
Lol BB dsaie 0S5 48 (URL (350
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[(” , &l <PolicyldReference>

s+ <PolicyIdReference> awll O 135 .Olubudl o Ao satl 0dn 3 7,05 OF 2 Sl s pest W) a
WG 0SS W (URL

.[g S <Obligations>

<Obligationss> ,olall ds gas vias

[g; )L;'-] <CombinerParameters>

.<CombinerParameterss> olall o luu —0

[¢s L] <PolicyCombinerParameters>

,J:‘-b <PolicyIdReference> )T <Policy> a2 i>Lell <CombinerParameter> slal o wls 223
.<PolicySet>

[ L] <PolicySetCombinerParameters>
s j <PolicySet>  ,asal i>lall <CombinerParameter>  olall o luly )

.<PolicySet> J,’-\; <PolicySetIdReference>

<Description> ya:a!

2.4.7

& <Description> 2wy .<Rule> sl <Policys sl.<PolicySets nawmll > i lisy <Description> el 2
xs:string Lol baodl s

<xs:element name="Description" type="xs:string"/>

<PolicySetDefaults> .zl

3.4.7

.<PolicySets> el Jo slos ;s“ EL = <PolicySetDefaults> il sAs

<xs:element name="PolicySetDefaults" type="xacml:DefaultsType"/>
<xs:complexType name="DefaultsType">
<Xs:sequence>
<xs:choices>
<xs:element ref="xacml:XPathVersion" minOccurs="0"/>
</xs:choice>
</Xs:sequence>
</xs:complexType>

.DefaultsType “isll Lol o 58 <PolicySetDefaults> nzwlly

14Ul olall <PolicySetDefaultss> el oy

[éﬂe‘-] <XPathVersion>
-2l XPath seud)

<XPathVersion> ya:al!

4.4.7

L@ b Jly <AttributeSelectors ol lglasins ;55‘ W3C XPath:1999 Lall i <XPathVersions .zl >4
dwbad! 3 of Slelad) s e (3 XPath 33l s

<xs:element name="XPathVersion" type="xs:anyURI"/>

sal 055y http://www.w3.0rg/TR/1999/Rec-xpath-19991116" 52 W3C XPath:1999 el URI <2 2l Ol s
;T <AttributeSelectors> bl XACML wsldl iwled! of Clobdl isgast cos 13| gs‘u‘ <XPathVersions
XPath 2l e 25l Casls )

<Target> yaall

5.4.7

s tﬁf <Target> sl b, J«oy\ ) Loty O P S L:g!\ AN UL i ez <Targets el
coledly el Y1y 5,1l Alemzall Ol oyl vy L<rules ai) Cﬁf 4 By <Policyss <PolicySets>
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9§U;.<Envir0nments>j <Actions>j <Resources>j <Subjects> olall s o), WS <Targets> paimll vy
i)l y <Targets el o pud S 0n LY e a QB e sy boxiy A CUb e <Targets> el ool 3oy

.<xacml-context :Request> fanﬁkﬁbﬂ\

<xs:element name="Target" type="xacml:TargetType"/>
<xs:complexType name="TargetType">
<Xs:sequence>
<xs:element ref="xacml:Subjects" minOccurs="0"/>
<xs:element ref="xacml:Resources" minOccurs="0"/>
<xs:element ref="xacml:Actions" minOccurs="0"/>
<xs:element ref="xacml:Environments" minOccurs="0"/>
</xs:sequence>
</Xs:complexType>

.TargetType Lisll Lol o 52 <Targets .zl
) olall <Targets pamll vz
[ L] <subjects> -
ol e e Lodae bl 055 il lWia Ol Jls Gy Ol o Al A O bl Bl Lol g 2y
Aozl ooled
[s L] <Resourcess> -
) e e CBudl sl il M L b 3y L OLedl e 5, 5l gl p U Bl e oy
[, =] <Actionss -
el oY1 e e SBUbl sy anall s OLE b 3y Bled) el oY) g 2O il e 2
[ 4] <Environmentss> -
ol s e Sl 6y eaiall e LS - 3y L Sled) e izl Ogn o D dil e 2
<Subjects> 2l 6.4.7
.<Subjects> polall - e ks <Subjects> paill iz

<xs:element name="Subjects" type="xacml:SubjectsType"/>
<xs:complexType name="SubjectsType">
<XS:sequence>
<xs:element ref="xacml:Subject" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

.SubjectsType il Lol o <Subjectss> aully
(W) olall <Subjectss> féxd\FJQ)
[L;A\)l cJ.:fi j J}J)] <Subject> -

747 5 54 e30d LS

<Subject> yasll  7.4.7
.<SubjectMatch>AfahJ|UAlkﬂjiab5<8ubject>4F¢J\r¢q

<xs:element name="Subject" type="xacml:SubjectType"/>
<xs:complexType name="SubjectType">
<XS:sequence>
<xs:element ref="xacml:SubjectMatch" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

.SubjectType Lisll Lol -0 <Subject> iy

:iéw\jatﬂ\<5ubject>4p£ﬂ‘r¥§)
[T of us14] <subjectMatchs -
gl ol 18y Gl Bl 3 Alarzad) gl @ gl SO e ol 5l sa
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<SubjectMatch> yasll  8.4.7

rasll ijj‘ o b P e il il dane ©ULS de a2 <SubjectMatchs> )l O ow
sl u;d\lyécf Al 3L <xacml-context :Subject>
<xs:element name="SubjectMatch" type="xacml:SubjectMatchType"/>
<xs:complexType name="SubjectMatchType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choices>
<xs:element ref="xacml:SubjectAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</Xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</Xs:complexType>

.SubjectMatchType Aisl) Lol -4 <SubjectMatchs 2l
Ul olally @ sl <SubjectMatchs féad\réq;
[gﬂjﬂ MatchId -
5.6.7 5,2 3 > Lo b oo Lallss V—:BCA xs:anyURT Lol oo cnd) 1A a0 3 Q)Q of £ (jw\ FVREP IR EAN )
[gﬂ}ﬂ <xacml:AttributeValue> -
Al cadl 408 e
[gﬂjljkx*q <SubjectAttributeDesignators> -
Al Bl p <Subjects e 3 ST Sdals cn ded el ezl s Jlenzal Sy
[gﬂjljuw{] <AttributeSelectors -

s 3 o d) XPath §)be 455 OF vy Al Bl 3 ST o Saly e Bad O ad i) s Jlemsal S5y
oAl Bl <subjects

<Resources> yaall  9.4.7

.<Resources> polal Kis luls <Resourcess el =

<xs:element name="Resources" type="xacml:ResourcesType"/>
<xs:complexType name="ResourcesType'">
<XS:sequence>
<xs:element ref="xacml:Resource" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

.ResourcesType skl Lol -» <Resourcess .zl

QW) 2l <Resourcess féxJ\FJQJ

[gﬂjlcfffjix>b]<Resource> -
10.4.7 5 24l aa) o > o

<Resource> w2l 10.4.7

.<ResourceMatch> olall o Lk 5 s <Resources .zl 2

<xs:element name="Resource" type="xacml:ResourceType"/>
<xs:complexType name="ResourceType">
<XS:sequence>
<xs:element ref="xacml:ResourceMatch" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

.ResourceType Lisll Lol s o8 <Resources> 2wy
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:4&5‘ sl <Resources sl 2
[j:f\ )T .b-\)] <ResourceMatch> -

Al ol o e el Bl (33,5 oy SLE 5 s 4
<ResourceMatch> yaal 11.4.7

a3 ol W Al Pl e sl alad ULl is e <ResourceMatchs )l O
FENI cdd\kgécfsfﬂﬂ\d%wjcontext:Resource>-<xacml

<xs:element name="ResourceMatch" type="xacml:ResourceMatchType"/>
<xs:complexType name="ResourceMatchType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choice>
<xs:element ref="xacml:ResourceAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</Xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</xs:complexType>

.ResourceMatchType Jisll Lol o 58 <ResourceMatchs ,aully
Wl olally @ sadl <ResourceMatchs el oz
[@\)\] MatchId -

3 A8 (3 8yl )l bd e Rallss o8 e xsamyURT L) o cndl Min 03 085 0 gy 0300 2k y sus 5a
.5.6.7

[g\ S| <xacml:AttributeValue> -
[g;‘\ 3 ,Lel] <ResourceAttributeDesignator> -
el Bl <Resources 2l 3 Ky )T 3l g md Lo LB a7 (3 Asldsinl .;5‘»;
[gﬂjl)Q5{|<AttributeSelector> -
el 3 cwi 3 XPath 55le g5 O s bl Blw 3 ST S Basly e Rl O 3wl (S
Al Bl <Resources

<Actions> yaall 12.4.7
.<Action><rahd5giiﬁfabi<Actions>‘ﬂzﬂ\r¢q

<xs:element name="Actions" type="xacml:ActionsType"/>
<xs:complexType name="ActionsType">
<Xs:sequence>
<xs:element ref="xacml:Action" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

ActionsType Lisll Lol -0 <Actionss> aially
QW) il <Actionss i) 22
[gfbﬂ¢j51)1¢>b]<Action> -
13.4.7 5 324 dax) o o
<Action> yaa! 13.4.7
.<ActionMatch>,&hﬂ\gﬁlkﬂj(&U3<Action>‘ﬂzﬂ\FJQ
<xs:element name="Action" type="xacml:ActionType"/>
<xs:complexType name="ActionType">

<Xs:sequence>
<xs:element ref="xacml:ActionMatch" maxOccurs="unbounded"/>
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</Xs:sequence>
</xs:complexType>

ActionType Jasl) Lol -0 <cActions 2wl
:4\:3\ 2l <Actions e )
[J,ST ji .x;-\;] <ActionMatch> -
14475 380 il agal) cadl o3y (Al Bl 36 =Y @ g O e il 5 ol 58
<ActionMatch> ,aal 14.4.7

JRETtS G Ry = Al P sl xYU o A UL deg# <ActionMatchs el sy
Al coadl dad e LUl Bl <xacml-context:Actions

<xs:element name="ActionMatch" type="xacml:ActionMatchType"/>
<xs:complexType name="ActionMatchType">
<xS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choice>
<xs:element ref="xacml:ActionAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</xs:complexType>

.ActionMatchType Jisll Lol o 58 <ActionMatchs iy
AU olally @ sadl cActionMatchs sl 2
[ 7] Matchia

s 3 3yl ol LS e Zall o3 e xszamyURT Laadl o cndl e 203 0585 0F gy o O 3aby 502 54
.5.6.7

[(f\fsﬂ <xacml :AttributeValue> -
[gj“/‘“ )L:"""\] <ActionAttributeDesignators> -
Al Bl <Actions el 3 ff\ ji R PRCVR- W J}J 3 aeldsn) uf\c
[d\)\ Jke=l| <Attributeselectors -
pall 3 cw 3 XPath 3Ll 25 OF sy o Bl @ ST T Basly e Bad Ol 3wl SG

3Ll <Actions

<Environments> ya:al 15.4.7

.<Environments> bl LS4 Wl <Environmentss sl 2

<xs:element name="Environments" type="xacml:EnvironmentsType"/>
<xs:complexType name="EnvironmentsType">
<XSs:sequence>
<xs:element ref="xacml:Environment" maxOccurs="unbounded"/>
</xs:sequence>
</Xs:complexType>

.EnvironmentsType sl Lol o* s» <Environmentss> sl s
:JUWl 2l Environments o ¢
[@‘A ST ol u>15] <Environments -

16.4.7 5,58 i
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<Environment> ya:s)l 16.4.7

.<EnvironmentMatchs motal Lkl 5 byl <Environments .l 2

<xs:element name="Environment" type="xacml:EnvironmentType"/>
<xs:complexType name="EnvironmentType">
<XS:sequence>
<xs:element ref="xacml:EnvironmentMatch" maxOccurs="unbounded"/>
</xs:sequence>
</Xs:complexType>

.EnvironmentType Jésll Lol -0 o8 <Environments> 2wy
Ju s <Environments .zl 2
[,5\ )T Ja-\;] <EnvironmentMatch> -
Al gl 13y Al Bl 3 Bl g SOUE el 5 s s
<EnvironmentMatch> 2\ 17.4.7

Gld <xacml-context:Environment> sl 3 @ sl o3 i M= 0 b iy <EnvironmentMatchs el
<xs:element name="EnvironmentMatch" type="xacml:EnvironmentMatchType"/>
<xs:complexType name="EnvironmentMatchType">

<XS:sequence>
<xs:element ref="xacml:AttributevValue"/>
<xs:choices>
<xs:element ref="xacml:EnvironmentAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</Xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</Xs:complexType>

.EnvironmentMatchType “isll Lol o 58 <EnvironmentMatchs .zl
ﬁéw\,ptdbgyjuh<EnvironmentMatch>4ﬁzﬂ\r¥q;
[gﬂjﬂ MatchId -

5.6.7 8 340 (353 ) G Allas o8 e xszanyURIT Lol o cond) Vs 20 0585 01 oy o 500 2k g 342
[gﬂ}ﬂ <xacml :AttributeValue> -
[gﬂjljkx*q <EnvironmentAttributeDesignators -

A 8L <Environment s sl 3 }5\ jf IREPRCTE PO \)3&1 3 asldsral L‘S,q
[gﬂjljgw{] <AttributeSelectors -

sl 3 ca ) XPath 5,La)l g OF say codlall Gl 3 ST ol Sy el ded O 3 skl SK
.okl 3L <Environment >

<PolicySetIdReference> 2l 18.4.7

O™ I3y Al CGhae UM e <PolicySets> e Ul A=Y 3 <PolicySetIdReferences el pdsiay
Al clolw de gz U] Lsd 2T ﬁ .<PolicySet> jawll 3 4> Jae J<£ URL W4 <PolicySetIdReferences

<xs:element name="PolicySetIdReference" type="xacml:IdReferenceType"/>
xs:complexType name="IdReferenceType">
<xs:simpleContent>
<xXs:extension base="xs:anyURI">
<xs:attribute name="xacml:Version" type="xacml:VersionMatchType"
use="optional"/>
<xs:attribute name="xacml:EarliestVersion"
type="xacml :VersionMatchType" use="optional"/>
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<xs:attribute name="xacml:LatestVersion"
type="xacml :VersionMatchType" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

.xacml:IdReferenceType Aisll Lol -» o8 <PolicySetIdReferences 2wl
1) @ gl Jlerzal; xs:anyURI Lo IdReferenceType Lol x5 5
L_s“)h] Version -
Ll D1 Slabndl a8 gazt B 2 U 5 JLe 3% 4
[g;}::‘-] EarliestVersion -
L) I bl s sk & pde a3 JY 2 PO 5,Le 202
[L;SJL:"'] LatestVersion -
L B Sl de sodt W gde B =Y a5 Le su2
s Ll Jt clalld) de e oW ol £y <PolicySetIdReferences el 3 @ gadl oda e de et Lﬁi Ao 5 ;;g—‘l)

e A B e ST sy Ul By Olaldl B past e B T LB Y @l sda e T sy pie J- 3y Ll L)
AT plasenl

<PolicyldReference> 2l 19.4.7
el 08T 15y w3 me Jlemel <Policys> el (Ul ALYl (3 PolicyIdReferences pawll plsiay
D bl ) aele U] 52 a0 Sy <Policys pamll 3 al> e Ji»\ (URL W4 <PolicyIdReferences

31«0)15‘ OJJS dUa_: M CE Y
<xs:element name="PolicyIdReference" type="xacml:IdReferenceType"/>

.xacml:IdReferenceType Lisll Lol -» 58 <PolicyIdReferences nzalls

VersionType ,‘a-aU b k& 20.4.7
olald) B et Auldl B o3 L) s sl s

<xs:simpleType name="VersionType">
<xXs:restriction base="xs:string"s>
<xs:pattern value=" (\d+\.)*\d+"/>
</xXs:restriction>
</xs:simpleType>

.,afij.x,\jg,;;vj)w@u'dyaﬁw\ﬁ) () Hak L Wb a5 % 5l o) e ol 3 Bl (55 0
VersionMatchType ,‘a-aU b ki 21,47

dally L) J ol i st jf Ll o [ 5Ll S\, Lisend) (._BJ B 8 g0 8 50 8 ,Le Lol s sle =
olebadl i ez anlidl J) DY) 3 Ll oY
<xs:simpleType name="VersionMatchType">
<xs:restriction base="xs:string">
<xs:pattern value=" ((\d+|\*)\.)* (\d+|\*|\+)"/>

</xs:restriction>
</xs:simpleType>

Flo dmy o3, o OF o5 A AL sl o8 bW W30 ity el e Ak oo AL ) OB p ks
(1.2.3% 1.2.3" fd) Alakd 253 W) 2n V1 30 0SS 1 bl sl y LaRLo B pUT ol o3, ol Of A wl
S 12 (1D

<Policy> s\ 22.4.7

(’““M uﬁ‘f—\( PDP akadl ) odi OLS ol & <Policys zall

10.6.7 5240 (3 5421 il ol o] i) oy WU 0ds (3 <Policy> el s SKy
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<CombinerParameterss> <Rule> <Target> gt o sl 14b Lo ) objﬂ\)
.RuleCombiningAlgId <.sdls «<Obligations>s <RuleCombinerParameterss> s

@ 275l <Targets> el oo 13y )3 UL 0 de g2 e <Policys> pawll Guki LLB <Targets .zl Oy
e A 3 WA (3 <Policys jawl) PDP dlill plisei ‘Jixf bl Bl <Policys el

.<Rule>j <VariableDefinitions -p sl (n ol L s Wl <Policys el 2
.RuleCombiningAlgId <.l Lasas 3“ i ) s Jlamiels <Policys el (3835 5l ael 43l 6”'4 s
o A ) & dks L PEP akad) s ¥ Of e Sl )l ds sa2 <Obligationss il s)

<xs:element name="Policy" type="xacml:PolicyType"/>
<xs:complexType name="PolicyType">
<Xs:sequence>
<xs:element ref="xacml:Description" minOccurs="0"/>
<xs:element ref="xacml:PolicyDefaults" minOccurs="0"/>
<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>
<xs:element ref="xacml:Target"/>
<xs:choice maxOccurs="unbounded">
<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>
<xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/>
<xs:element ref="xacml:VariableDefinition"/>
<xs:element ref="xacml:Rule"/>
</xs:choice>
<xs:element ref="xacml:0bligations" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="PolicyId" type="xs:anyURI" use="required"/>
<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>
<xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/>
</xs:complexType>

PolicyType “aall ool -0 58 <Policys ezl
iU olally @l cPolicys il = g)
[@\)\] PolicyId -
gkl O me o PDP dhidl e 0l o Oliwlr fod YT Oles (3 PAP il & ysecs 50y ialod) B pn O3 an

OS5 URL g8 g0 S8 dunlond) 8 O3 jme I 13]y L bidondl ons URT 51 URN Loz ¢ Lol IS o0 clls dd Sy

[=*3b 1.0] version -
el B 3,
[@\)\] RuleCombiningAlglId -

<CombinerParameters>s <Policy> U Sl C""; 3 s g dll asl i C’“; Lajilee Ome say

. <RuleCombinerParameterss

[g;)\-”-] <Descriptions> -

Al S8 o
[(5)\15-] <PolicyDefaults> -

aldl Luldl sa cPolicyDefaultss> el ok Glaiy awledl 3 Lalisenl uﬁ.c&ﬂ S B L R
[g})\-?'-] <CombinerParameters> -

A 3 mad a2 Lgadsiind Oladas s s
[(5)\15-] <RuleCombinerParameters> -
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[\g‘)‘] <Target> -
ol 3 olb i ez e <Policys e 3obi 2LB <Targets> el 32
ol <Target> polall 1) slael ala oS& 5f <Target> sl oo mea Of <Policy> jaiall ozl 52
e gomeS o blas” L) J2 <Rule>
[Jv\f« gsi] <VariableDefinition> -
b s alg) SK sl (3 00 (T e Ll Y1 S a7 e sl y iy )
[54¢ &T] <Rules -
<Target> polall g a5 o)) uelsdll 3 Bl C£y .RuleCombiningAlgld wll LE;U Lred g dsl g s
Lebald s LA (b e <Targets> jols Wb peds Y ol delall L)l (b e
[géj-e’-] <Obligations> -
o Ak ales L PEP abid) W 5 O oy o) SWIENI e o 5 s
<PolicyDefaults> 2l 23.4.7

.<Policy> sl P R ;.;“ UES| ("‘3 <PolicyDefaults> el sus

<xs:element name="PolicyDefaults" type="xacml:DefaultsType"/>
<xs:complexType name="DefaultsType">
<Xs:sequence>
<xs:choices>
<xs:element ref="xacml:XPathVersion" minOccurs="0"/>
</xs:choice>
</xs:sequence>
</Xs:complexType>

.DefaultsType Jisll Lol o 38 <PolicyDefaultss sl
:4Lﬂ\ r2all <PolicyDefaultss .zl Vs

[, L>] <XPathVersions> -

.l XPath d5eus

<CombinerParameters> 2! 24.4.7
el g3 }T Slol C‘“'; 4oy e ) oldall <CombinerParameterss .zl J.Lg

ran) Ggles o BB Gl s e )i doledl i e» <CombinerParameterss ,ols ade 3,y 13,
ol e ] &) <CombinerParameters> lnlidl & Jowbes 2y 4>ly <CombinerParameterss
soball Lules 3 <CominberParameterss> ,olall jub 55 Jo Bl et Gl 5,50l <CombinerParameterss>

.<CombinerParameter>
L 3302 e Bl ol Slalas w2 XACML 2.0 Bl OF 1] 5 LaY1 jud

<xs:element name="CombinerParameters" type="xacml:CombinerParametersType"/>
<xs:complexType name="CombinerParametersType" >
<Xs:sequence>
<xs:element ref="xacml:CombinerParameter" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

CombinerParameterType Lol o s» <CombinerParameterss .zl

:4Lﬂ\ 22l <CombinerParameterss .zl 23

[;.,\.o g;ﬂ <CombinerParameter> -

.S > <CombinerParameters> nauall pdsiy
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<CombinerParameter> yasll 254.7
el o olulud) C..o.ﬁ i) st 30>y dalas <CombinerParameters awll |y

<xs:element name="CombinerParameter" type="xacml:CombinerParameterType"/>
<xs:complexType name="CombinerParameterType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
</xs:sequence>
<xs:attribute name="ParameterName" type="xs:string" use="required"/>
</xs:complexType>

.CombinerParameterType L.J! -» 58 <CombinerParameters 2wl

1ol (eadl <Combinerparameters szl vz
[@\JJ\] ParameterName -
[L_;‘\J'Jl] AttributevValue -
el s
.S > <CombinerParameters paall by,

<RuleCombinerParameters> yaall 26.4.7
el g8 C’“; iyl Al b dwliw eud Bme 3ueld) 4> Lall sl <RuleCombinerParameters> 2wl Jiy

O P VS| PR A PR WA UOON | o e suely <RuleCombinerParameters> 2 S 3, ol .ty
Sl 2 <RuﬁleCombinerParameters> Ay e U;k; o BB daeld)l i 1) <RuleCombinerParameterss
g—f— bLile o2 Wl SJ;J.U <RuleCombinerParameterss> olall Lgoas ;95\ <CombinerParameterss <l =

.<CombinerParameters olal Jls (3 <RuleCombinerParameterss> Sobadl jgeb (s

Lgb 85021 del 3l mad Sl e (T Sledas wiad ¥ XACML 2.0 doee OF 1) 3,L8Y) a4

<xs:element name="RuleCombinerParameters"
type="xacml :RuleCombinerParametersType" />
<xs:complexType name="RuleCombinerParametersType">
<xs:complexContent>
<xs:extension base="xacml:CombinerParametersType">
<xs:attribute name="RuleIdRef" type="xs:string" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

:%LL"J\ 22)l <RuleCombinerParameterss .zl 2
[L;«\)L] RuleIdRef -
.&»w‘ L} J}z-}.\\ <Rule> rp_;x.s\ Jjau j‘h)

.Ci_é.\ Sladas 3o ¥ bie V) (6L <RuleCombinerParameterss maall pdgiy
<PolicyCombinerParameters> maa! 27.4.7

c«»& iyl A olebv e ez bodelld ixlall oldall <PolicyCombinerParameterss> 2wl Jay
Lol

;a\.;.c sds g;JLs-T 13y coluledl depod i Lgoias ¢:L~u <PolicyCombinerParameters> 2 S 3y of %
s 2 M>ls <PolicyCombinerParameters> | s piad KL dwlwdl i 1) <PolicyCombinerParameterss
2 Je Wi, Sl cPolicyCombinerParameterss> polsl) &3 55> s\l <CombinerParameters> oluldl & o

.<CombinerParameters> ,olal l.lui (3 <PolicyCombinerParameterss> ,olall ol (5 Jo ad Lilk
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Ld 33021 Bl et Sl pr s Sladas w23 ¥ XACML 2.0 &) OF ) 55LaY) jad

<xs:element name="PolicyCombinerParameters"
type="xacml : PolicyCombinerParametersType"/>
<xs:complexType name="PolicyCombinerParametersType">
<xs:complexContent>
<xs:extension base="xacml:CombinerParametersType" >
<xs:attribute name="PolicyIdRef" type="xs:anyURI"
use="required"/>
</xs:extension>
</xs:complexContent>
</Xs:complexType>

.PolicyCombinerParametersType Jisll Lol -0 38 <PolicyCombinerParameterss 2l
ﬁéw\jwbﬂ\<PolicyCombinerParameters>‘ﬂﬁﬂ\r#q;
[gﬂ}ﬂ PolicyIdRef -

colulbdl de go 3 54 5l cPolicyIdReferences el dad )T <Policy> el (2 me say

.C«.é.\ Sladas pg5 Y ke lue b (5,L <PolicyCombinerParameterss> paall pdsis
<PolicySetCombinerParameters> 2l 28.4.7

inj ) L Clobv A et e Bme Oluls i pem i>las Oldas <PolicySetCombinerParameterss> 2wl Jiy
ADLAfJ\C”;

15y olobendl degamt W& e 839 0 Dlulw i sexmf <PolicySetCombinerParameterss> .2 Jf 38 Oigréj
e e BB olelldl e ) <PolicySetCombinerParameters> els sde O[]
83 o 5l <PolicySetCombinerParameters> Clls UAsL*LJ r¢q§¢>b <PolicySetCombinerParameterss>
e Bl 2 e Wl 5, Sl <PolicySetCombinerParameterss> fohd\cfﬁ 3 335~ 5\l <CombinerParameterss>
.<CombinerParameters> nolall fudus (3 <PolicySetCominberParameterss> olall b (5

Ld 3302 Slald) med Slaj)l o e (6f Sledas 302 ¥ XACML 2.0 el OF 4] 5,LaY1 jud

<xs:element name="PolicySetCombinerParameters"
type="xacml : PolicySetCombinerParametersType" />
<xs:complexType name="PolicySetCombinerParametersType">
<xs:complexContent>
<xs:extension base="xacml:CombinerParametersType">
<xs:attribute name="PolicySetIdRef" type="xs:anyURI"
use="required"/>
</xs:extension>
</Xs:complexContent>
</xs:complexType>

.PolicySetCombinerParametersType Jisll Lol -0 58 <PolicySetCombinerParameterss> aully
:JUWl aill <PolicySetCombinerParameterss> naill oz
[ 7] PolicySetIdRef -

leludl is 5o Lgaisl <PolicySetIdReferences iwd sl <PolicySets> aais b as 5oy
.Cfé\cthan{ﬁ(Aﬁ_ﬂ> 3 YLQJQ> <PolicySetCombinerParameters> .l jbsi uds
<Rule> pasll 29.4.7

QALH) <Conditionss <Targets> Ol nall < RIS RN WA ijﬂ\j Ll & dale=) -A-F\)ﬂ\ <Rule> sl sus
.Effect

9.6.7 5 Al & 342l i o) ) Jlominl £ WU ol (35 (<Rule> 2t vl S5

<xs:element name="Rule" type="xacml:RuleType"/>
<xs:complexType name="RuleType">
<XS:sequence>
<xs:element ref="xacml:Description" minOccurs="0"/>
<xs:element ref="xacml:Target" minOccurs="0"/>
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<xs:element ref="xacml:Condition" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="RuleId" type="xs:string" use="required"/>
<xs:attribute name="Effect" type="xacml:EffectType" use="required"/>
</xs:complexType>

.RuleType Jaall Lol o 38 <Rules aisdly
:@L‘J\ ﬂL;x.S\j Q}xﬂ\ <Rule> rﬂ-‘&s | p-«b-i)
[@\)ﬂ RuleId -
Ladeld) oda EIPES RS VO Y
[@\)\] Effect -
S by e e L) o i e 2By saeld)
[¢s L] <Description> -
Saslill ~ K G
[(:;)\1"‘] <Target> -
o3 <Rule> s OBzl lia 2135 ek Of <Rules pawll ot ) Ll AN Gl e ot O my
6.6.7 5 24 il Lolad) o dy il L cPolicys el 3 ¢l <Targets el
[Lﬁ)-;"-] <Conditions> —

Effect dedl (3 sd>y ol saslal (.5.5) ab g iy el Gy ol LW 2
EffectType far &aé  30.4.7

sl @ FulfillOn cxlly <Rule> el (3 Effect coll 8 C}mmh rgh EffectType ol Lol O
.<Obligation>
<xs:simpleType name="EffectType">
<xs:restriction base="xs:string">
<xs:enumeration value="Permit"/>
<xs:enumeration value="Deny"/>

</xs:restriction>
</xs:simpleType>

<VariableDefinition> yaull 31.4.7

wnd sl Yy .<VariableReference> sl Wl s of u§£ dagd L (3 <VariableDefinitions .zl ey
BEC3) Jiks) Ll P ,>'-T <VariableDefinitions> =& L;‘Y cz\-ﬂ\ VariableId <=l 3 }@-JG-[, N % VariablelId
e Ldd A sds (3 e 4l xb 302 b <VariableReferences |jas 2 Of <variableDefinitions pal
)T ub"‘?“ Leany & <VariableDefinitions ol c«xﬁ sty ket dnlll G dm Lo J:Lu <VariableDefinitions>
ey e G i sl <VariableDefinitions pal & T ¥ iy ] aulad) 3 L 0 03 aoy 42
ST
<xs:element name="VariableDefinition" type="xacml:VariableDefinitionType"/>
<xs:complexType name="VariableDefinitionType">
<XS:sequences>
<xs:element ref="xacml:Expression"/>
</Xs:sequence>

<xs:attribute name="VariableId" type="xs:string" use="required"/>
</xs:complexType>

U @ sadly ol 225 -VariableDefinitionType Lial) Lol s 58 <VariableDefinitions aaills
[L_;“jjl] <Expression> -

.ExpressionType skl Lodl o aie sl 5a
[g,.\ S| Variableld -

) (gl !
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<VariableReference> yaull 32.4.7

raall Lty L) <Policys> el i e 302 s U ALYl (3 <VariableReferences awl sl
%3 .VariableId legand o) dhde (s9ls D -4 <VariableDefinitions 2wl | <VariableReference>
| Jfé @l b2l cPolicys el b J*b L U~y <VariableDefinitions e Jd>g of
il R Ji in <VariableReferences .olall S Jﬁi ;T d>ly 4w U g A3y .<VariableReferences
.<VariableReferences>
<xs:element name="VariableReference" type="xacml:VariableReferenceType"
substitutionGroup="xacml:Expression"/>
<xs:complexType name="VariableReferenceType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="VariableId" type="xs:string" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

diall Ladl (4} o)ph ez Ul VariableReferenceType Jiall Lol o 8 <VariableReferences naully
S;T 3 <VariableReferences> )l gl of js%s .<Expression> )l Jlb i gt 0 o> 429 ExpressionType
bl 3 <Expressions jaml ad gl 0

Q}w\cad\<Variab1eReference>4ﬁzﬂ\r#q;

[ /] variablerd -

.<VariableDefinitions> e (3 s34l dadll ) A=Y 3 @bﬂh&\rwy\jﬁj
<Expression> 2l 33.4.7

O N e O <Expression> mall smy L dule 3 55Le <Expressions il plsies ¥
L J-@-)é-g-w <Expression> J@J\ Jf‘u\{ A8 gost ye e > Jg—f«g) ExpressionType

<xs:element name="Expression" type="xacml:ExpressionType" abstract="true"/>
<xs:complexType name="ExpressionType" abstract="true"/>

.<Expressions> jaé-Zx-S\ Jﬂv\e Ao sast Lgos CSJ\ J«ﬂw‘ u-l-g Lo 9
t<VariableReferences> <Function> $ <AttributevValue> 3 <AttributeSelectors <Apply>

<SubjectAttributeDesignator>9 <ResourceAttributeDesignator>y <ActionAttributeDesignator>

.<EnvironmentAttributeDesignator> $

<Condition> 2l 34.4.7

<xs:element name="Condition" type="xacml:ConditionType"/>
<xs:complexType name="ConditionType">
<XS:sequence>
<xs:element ref="xacml:Expression"/>
</Xs:sequence>
</xs:complexType>

‘<Expressions> .zl & Sllss bg ngl of b s TJ._-,-U <Expression> ¢ <Conditions .zl —2
"http://www.w3.0rg/2001/XMLSchema#boolean"

<Apply> 2l 35.4.7
QQT L;_f« <Apply> j@:d\ ;3':‘)‘-7 Oﬁ{} K.A.:ioj AR )3.;:..:;.? ;}\;Sbj (U\AJ\ Q\W) L@m le; L s ;3:“}9-7 <Apply> pa;:.!\ ™
.<Expression> el b ie ot o ;\Jv.-i dned
<xs:element name="Apply" type="xacml:ApplyType"
substitutionGroup="xacml :Expression"/>

<xs:complexType name="ApplyType'">
<xs:complexContent>

(2006/06) ITU-T X.1142 &we s 28



<xs:extension base="xacml:ExpressionType">
<XS:sequence>
<xs:element ref="xacml:Expression" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
<xs:attribute name="FunctionId" type="xs:anyURI" use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

-ApplyType Jisll Lol 0 55 <Apply> ,2ially
AU olally @l <npply> ) o
[ +17)] Functiontd -
A Gl 3 XACML alll 3 5502l kb5l 5 55 ol (e o o)) Il 8 O ms 52
[<,§ )\:5-] <Expression> -
(s by a5 15 ) W
<Function> 2 36.4.7

<Apply> jaal 0S5 Luus I}&?‘<Apply> il Lasas QQ\iéb)U im> L @y 4ed 3 <Functions> el pdsvia
eV il 6 2V ol el 8 g U IS ST ALY 3 e ST e Bl A s el 355 e AL s LY

<xs:element name="Function" type="xacml:FunctionType"
substitutionGroup="xacml:Expression"/>
<xs:complexType name="FunctionType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="FunctionId" type="xs:anyURI" use="required"/>
</xs:extension>
</Xs:complexContent>
</xs:complexType>

.FunctionType 4!l ol o 38 Function el
Wl @ sl Function el e
[gﬂﬁﬂ FunctionId -

AN g s O ome ga
AttributeDesignatorType Jiall kol 37.4.7

Q}.«;J\ bl Zu.}.Ua.U QLA}.L«.U -2 .V..ﬂ\j\ I o u}.«;ﬂ ETPY Rl ;95\ olall LS oa AttributeDesignatorType dasl) o)
.;fud\&gu &

Bl 3 2hlae Spmi 5l 3oy pke die Bohd) (3 Somd) Slaghos Lyl
e el Of wdans eSd dlendl gl 3 B VY e Lol s olie SsNTog,

<xs:complexType name="AttributeDesignatorType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="AttributeId" type="xs:anyURI"
use="required"/>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:attribute name="Issuer" type="xs:string" use="optional"/>
<xs:attribute name="MustBePresent" type="xs:boolean"
use="optional" default="false"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

ol e G>ﬁi0is»$j \}bﬂ\u}9 Issuers DataTypes Attributeld Lok s e A HI LY & v el
DataType a+ DataType cndl e pedln Oigné).lﬂllujjd\gjhd BRI ¢AJ\AttributeId(tAAttributeId
JURI G Al (6 gbud I e cndl s
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i) (\Jod.wb o) uwu Issuer & (;‘))\;g QT s el 8% L} Issuer st Ao g |5b
P O cndl ne 3 Issuer 35y pds J> (35 ."urn:oasis:names:tc:xacml:1.0:function:string-equal”

.24 Y DataTypes AttributeId Jw=l s ol nl & el
14Ul @ i <AttributeDesignatorTypes el vz
[@‘)ﬁ] AttributeId -

coadl axs 2Oy (sl AttributeId < Akl cadl M suk
[ 7] DataType -
Jds olleall) o (..33 2 <AttributeDesignator> il sy ;;5\ L)
[gjgﬁ]Issuer -
Lol ans ez SV Issuer pawll ossm s J- (3 cndl s 30
[gs )L;’"] MustBePresent -
Al Bl 3 ol Cadl 3 gy pie e 22,0 Al a2 el Ay il O I3 Lo ) s R

<SubjectAttributeDesignator> ,M\ 38.4.7

il iy ol Bl ) 3Utes) 3loaos Gtz honions igh < of Al <SubjectAttributeDesignators pall daiw
g g RIPPCINY 4.@,4—\ i L@J:’g Qg 3 il C}*'p}l\j .g.,.Ua.H J\.:wj <Subject> 2 M Seorpr L Loz
ww%sw%wﬁéww

land) danal) dgd ) @ g M pe s g:5J| W) cw = R R ilw <SubjectAttributeDesignators maall Lays
j..@" Zujl*” JT 3.6)\5 Ao dmy df KPS RV LKL" oK 13| L MustBePresent sl SR (LjL\:\&J\ é («j')’u' s L..;T Ly 6.,\.9 L

n

L Ods

el Jlz ualm <% AttributeDesignatorType L.l L& =YY> SubjectAttributeDesignatorType il sy
22l gubjectCategory el ded & SubjectCategory Condl ded ad ey 2 e asadt diall i) e e
Al Bl 3 <Subject>

dias igx IS J LS Lxdle (> SubjectCategory XML cadl i U dlesivse olg se i Gl w0 13

giie) in= &l Lo <Applys jawm)l U |, <SubjectMatchs nawmll 3 <SubjectAttributeDesignators by A3,
.(25\3

<xs:element name="SubjectAttributeDesignator"
type="xacml : SubjectAttributeDesignatorType"
substitutionGroup="xacml :Expression"/>
<xs:complexType name="SubjectAttributeDesignatorType">
<xs:complexContent>
<xs:extension base="xacml:AttributeDesignatorType">
<xs:attribute name="SubjectCategory" type="xs:anyURI"
use="optional" default="urn:ocasis:names:tc:xacml:1.0:subject-category:access-
subject"/>
</xs:extension>
</Xs:complexContent>
</xs:complexType>

Aaall Laoddl éﬂﬁj .SubjectAttributeDesignatorType Ll o 58 <SubjectAttributeDesignators .zally
.SubjectCategory «=l iLsL AttributeDesignatorType J\isll Lol SubjectAttributeDesignatorType

[g;)-;‘-] SubjectCategory -
cadl 3y pde Jb 3y el B O bW L) a3 dsall dleald) agd) cadl e sus
"urn:oasis:names:tc:xacml:1.0:subject- 3 TV dlogd PSS SubjectCategory

.category:access-subject"
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<ResourceAttributeDesignator> 2l 39.4.7

LT SN CIVL U 11 I | g || 5Lzl bl 3, ) e -3 i <ResourceAttributeDesignators el dsia
Sy cm Hlael CE g s cw lE e cn g and) 5l cmy LRI L <Resource>/,~4-'w-5\ Qo
Con e 2 355 o Zady Lobnl ST Ll O BY) e dg 5 pe o o g 13] 1 g g s
phe Jl 3y Lol 55l e Ll & EPPIURCIpes ¢ ;& 25 o <ResourceAttributeDesignators el Ay
a8 dadae o 38,0 d Sole] il Vs o o O 13 L MustBePresent wad) ) i (Sldl 3 bW e 3
.AttributeDesignatorType Jasll Lol (3 3502 LI CYYs o 3590 Cnl o 3590 i Ll of =)

=S <Apply> 2wl ] ey <ResourceMatchs> 2wl (3 <ResourceAttributeDesignators ks A3,

<xs:element name="ResourceAttributeDesignator"
type="xacml :AttributeDesignatorType" substitutionGroup="xacml:Expression"/>

.AttributeDesignatorType sl Lol J* s <ResourceAttributeDesignator> ,‘a::d\)

<ActionAttributeDesignator> yasll 40.4.7

2 LR U D) A Bl L stz 6‘“"‘1‘ ¢l 2y ol v-ﬁ i <ActionAttributeDesignators aaall dsia

,;\J;,-lg,a.id:'-b 3:.-).&»;",:.3 Mu)ﬁ;\ﬁ‘g\ o MJ )\.SA\@\.J)A.:,«J}Q\ L}K«J}U;\ﬁlw o Bl\"}”)"‘w;b”l

N IR R R N e bz L:SJ\ oY) e V'J ] i <ActionAttributeDesignators .zl day of Pass)

a6 Al amy O jamll e Lo ey OIS 13 L MustBePresent cadl & Bludl 3 b e ¢ Glé disy L ol
.";H\; jl-.;” -

.AttributeDesignatorType Aisll Lol (3 53021 Ll ©VYs s 6l ol i gons 6l o) cni ilay O S

Am>S <Apply> sl U] & 8y <ActionMatchs> 2a)l 3 <ActionAttributeDesignators .aall gl 4,

<xs:element name="ActionAttributeDesignator" type="xacml:AttributeDesignatorType"
substitutionGroup="xacml:Expression"/>

.AttributeDesignatorType Jisll Lol - s <ActionAttributeDesignators nzialls

<EnvironmentAttributeDesignator> 2l 41.4.7

cw i cwiy LB Bl ) blan) end) 2zl - i <EnvironmentAttributeDesignators .esll Jdaieg
=T O O (o1 i s 32) P e el @l cady LU BLd <Environments el s TN
A o 5 B e i e o8 ) i ey L) e YD e g Bt o 2D 13 15 g g e Bt sl

NECP IS Ry UW | FCIPL g [ N E R b2 &:5J| Ll @ s e 4.S” <EnvironmentAttributeDesignators .zl R
Jaas 2" e glae o 38 L Alu d3le) aaall Lis e o O 13 L MustBePresent wwdl )& Slwd! 3 LB cm 35 pue
.AttributeDesignatorType sl Loodl (3 53021 LUl VY5 o oy Cond amns B2y < bl O SR

in>S <Apply> 2wl 1l <EnvironmentAttributeDesignators> el Jaw A3,

<xs:element name="EnvironmentAttributeDesignator" type="xacml :AttributeDesignatorType"
substitutionGroup="xacml:Expression"/>

.AttributeDesignatorType Jisll Lol s o8 <EnvironmentAttributeDesignators .zl

<AttributeSelector> yaall 42.4.7

<AttributeSelector> 2wl gy .Cdbll Sle & Ledlsl Gy wsadl <AttributeSelectors el O a
T

<xacml- el o bl 3aGe gUm XPath . <AttributeSelector> 2=l RequestContextPath MXL <.adl )
o pinl] @U\ DataType <l @by Bllors lof iy (...9 il &l AttributeSelector ) =& .context :Request>
W3C Schema:2001 3 < ,a0) Wy ollkas L& AttributeSelector (& s428) DataType <=l 08 13,
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sl 3 53021 DataType ed I XPath ped L ) &all edll Jpms Of £ (W3C Datatypes:2001, 3.2,
DataType wall idlo U= i 0S5 Y ot XPath pead) Lol & el Jist o Lo 7> 13y .<AttributeSelector>
Jsas ! ;b.u« <AttributeSelectors .zl s djg:

xs:string()
xs:boolean()
xs:integer()
xs:double()
xs:dateTime()
xs:date()

xs:time()
xs:hexBinary()
xs:base64Binary()
xs:anyURI()

cadl 0B Gle asaall agadl LUy oo M>ly AttributeSelector (¢ »s4=! DataType <l JQ é 15
J) XPath jndl Wby ol el 52 ol o oo (158 &8s bl 242 DataType wadl o @Yl Al dm AttributeSelector
RN O)-Q AttributeSelector 4= Ob 542 DataType kol

sl b Ay o b e ) Al Sleda Sde i Sue T a5 e s XPath juadl Lk ke ST 0S5 OF (2
alazl) Wil e 24U W\NBUML;&AttributeSelector I g 242 Ollass baf Cowi dad ) s.u;ymwn

oAbl Slodes se 5 i Be 5l i sie (gT) oDlel B3aall Wil a Sa)y XPath el st ) 3Lkl aiall ST 13,

woll statusCode  aed o a2 ' 06 LW ALl Ees OB (s

sdae

"urn:oasis:names:tc:xacml:1.0:status:syntax-error"

<xs:element name="AttributeSelector" type="xacml:AttributeSelectorType"
substitutionGroup="xacml :Expression"/>
<xs:complexType name="AttributeSelectorType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="RequestContextPath" type="xs:string"
use="required"/>

<xs:attribute name="DataType" type="xs:anyURI" use="required"/>

<xs:attribute name="MustBePresent" type="xs:boolean"
use="optional" default="false"/>
</xs:extension>
</Xs:complexContent>
</xs:complexType>

.AttributeSelectorType \isll Lol o 38 <AttributeSelectors .zl

Ul @ sl <AttributeSelectors paall 2

L;«‘ 1] RequestContextPath

S 5 Al e olas bk pde £y .<xacml-context :Request> sl & BLw suie XPath pad 529
.XPath axll

[gﬂ\)ﬂ DataType

coldeall ag ("*5 <AttributeSelectors jeull Lidsy ;SJ\ ) — of s

[Lﬁ )Le'-] MustBePresent

e o XPath pedl Gz 4 Lo @ 28,6 2kl 5 "su2 2" dudal) s OF el o O 13 Ll s )
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<AttributeValue> 2l 43.4.7

Vi > i 4ed <xacml:Attributevalues ,¢$J\r¢q

<xs:element name="AttributeValue" type="xacml:AttributeValueType"
substitutionGroup="xacml:Expression"/>
<xs:complexType name="AttributeValueType" mixed="true">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<Xs:sequence>
<xS:any namespace="##any" processContents="lax"
minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>

.AttributeValueType Ji2l) Lol o o8 <xacml:Attributevalues iy
iUl & gadl <xacml :Attributevalues wzﬂ\r#q;

[ /)] DataType -
coadl ded Ollans Lol gny

<Obligations> el 44.4.7
.<Obligation> ol is st <Obligations> pawll iz

.S > <Obligations> p2i& pdsiyg

<xs:element name="Obligations" type="xacml:ObligationsType"/>
<xs:complexType name="ObligationsType">
<XS:sequence>
<xs:element ref="xacml:0bligation" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

.ObligationsType Jisll Lol o s <Obligations> .zl
W) 2l <Obligationss> nauﬂv#%)
L;§§)1J>[ﬂ <Obligations> -
LN e s g
<Obligation> )\ 45.4.7

el Jugs .(\J“;N\ o3t Ml o) Y s ol e \Lis O ASgast g (\J;';J\J\ Lgd O, <Obligations .zl Y
N1 PEP alaid) sby a0 ot s S Je Fulfillon

<xs:element name="Obligation" type="xacml:0bligationType"/>
<xs:complexType name="ObligationType">

<XS:sequence>

<xs:element ref="xacml:AttributeAssignment" minOccurs="0"

maxOccurs="unbounded" />

</Xs:sequence>

<xs:attribute name="ObligationId" type="xs:anyURI" use="required"/>

<xs:attribute name="FulfillOn" type="xacml:EffectType" use="required"/>
</xs:complexType>

ki) Ssle| 44S Chey Jo J sl 14.6.7 5,240 dxx) o > s .ObligationType Aisll Lol -0 5 <Obligation> .zl
.ol Y ds sast PDP

EWE Q)&'J‘) J«ﬁ\-:sj\ <Obligations> ,@::J\ 223
[gﬂ)ﬂ ObligationId -

AN & pa O me e PEP dbaidl judiy ol NI B g0 O3 jae
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[ 7] Fulfilion -

LAV L PEP alaidl sl y ol o 2 s A
[gs )L;’"] <AttributeAssignment> -

A AN s o pae o3 PEP Alaid) iy Lol NI Ay ol e anad
<AttributeAssignment> ya:sll 46.4.7

el dedy AttributeId <Al 2 ol N 3 Al ol z!»l & <AttributeAssignments i) sty
i b sl <Attributenssignments el Jlexio! Sy .AttributeValueType lodl (a2 g e e JlEl
Gl ssas s Y G esus) el PEP dkidl &y .<xs:anys ols e g Joe gl Lkl S5 ael 8 & ot
XACML
<xs:element name="AttributeAssignment" type="xacml:AttributeAssignmentType"/>
<xs:complexType name="AttributeAssignmentType" mixed="true">
<xs:complexContent>
<xs:extension base="xacml:AttributeValueType">
<xs:attribute name="AttributeId" type="xs:anyURI"
use="required"/>
</xs:extension>

</Xs:complexContent>
</xs:complexType>

.AttributeAssignmentType Jisll Lol o s cAttributeAssignments> iy
%_}L"J‘ cadl <AttributeAssignments .zl 29
[ 7)) Attributerd -

Sdl S J sl 57
Aglae g AW ol il 3 s 5 ) olakasll bl

<Request> yaall  1.5.7

ML«M-“ W Wpedss & £ Wb 2 <Requests> aially SACML il Sl bk (3 &5l e e 42 <Request> .zl
g;\wdw\&fw Lol cowd PDP 3iUss o o\f.c LBl uwwywj\ww\f\fy Lo gl 0dd iy
Q) cdsd ol s O ST as A )3 e LR sy Of XACML &l il pllss 87 o g oS0 XML iy S

.<xacml-context:Request> J@xj\ JL

ele sde o 52 A5y .<Environment>s <Action>s <Resources>s <Subject> ,olall <Requests .zl 23
ool \,uu Cje PRI Y 25 .<Resource> ols adse oYU 2 33 <Subjects>
<Attributes> ,olall ods J-{»u) A e andlg o) Yy s, sy dleand) agd L 48 0 <xacml-context: Attribute>

lod) (B e \;J;.

<xs:element name="Request" type="xacml-context:RequestType"/>
<xs:complexType name="RequestType">
<Xs:sequence>
<xs:element ref="xacml-context:Subject" maxOccurs="unbounded"/>
<xs:element ref="xacml-context:Resource" maxOccurs="unbounded"/>
<xs:element ref="xacml-context:Action"/>
<xs:element ref="xacml-context:Environment"/>
</Xs:sequence>
</xs:complexType>

.RequestType Jisll Lol -0 58 <Requests> iy
14Ul olall <Request> paial) oz
[j{f ji .x;-\)] <Subject> -

ot CQ.M.U} W| A.GJLU ‘L’-L«aﬂ <Attr1bute> J»ﬁ\-«—c S C‘L‘ Sldas JM" e L’M‘ d\"’“‘ C}"p}" U‘p u\.a}l;u 24 Bab)
W\ M\ ‘)LG';" L;.b—\ JJ A3 M JLA.J\ ;A.UG_S u}\‘ﬁ.ﬁ \)Lg u.h ezl A.e_:LU ;‘ j‘ -b'\j <Subject>
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J.":f.ki} 9;»“9_5\ )‘MEQ;UJ}“‘MJ (\.bwy\j beLEJ\ L}...Ja_ﬂ\ SJA.& LgJ;-TZ.@J-J:ij) $9~Uﬂ.§\ _)MTL‘.;.,U\ &JQ_J\ T.b L_'Q'JJ\
G UL ads o IS smi 2 1al oy 55l ez U OLST) Anl ) 2o 5 adadl Led U o) V) U g

.ilais <Subjects> ols

[J.f\ )T RE) ;J),‘] <Resource> -

LW Lol cattributes polall o ols Ol IS o L) 3L Il ol 5500 o 5500 e oleglas sast gy

[@\)ﬂ <Action> -
) W dlall cAttributes olall ds s Ol S ooy 3 edad Csllall ol =Y sug
[@\)\] <Environment > -

Gzl Lol cAttributes pols dssest 2
<Subject> ol 257

Jgml) i>Las <Attributes ole oy & Ok I e dlesions dg> <Subjects il sug

<xs:element name="Subject" type="xacml-context:SubjectType"/>
<xs:complexType name="SubjectType">

<XS:sequence>

<xs:element ref="xacml-context:Attribute" minOccurs="0"

maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="SubjectCategory" type="xs:anyURI"
default="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"/>
</Xs:complexType>

.SubjectType Lisll Lol -0 o8 <Subject> iy

U @l y ola)l cSubjects el (=22 3
[ ,L>=] SubjectCategory —

"urn:casis:names:tc:xacml:1.0:subject- cwxdl &b Jlael £ (L <Subjects e
b s e Lol J sl RRy] Jae Jw;\!\ <Subjects il ol ) s,Lay! & category:access-subject”

)

Je# "urn:oasis:names:tc:xacml:2.0:subject-category” bs d>ly <Subject> e JS\ 2 130y

.<Subject> pamll i 3 dx de I3 olall eds ol sz L PDP alaidl OB da sl i
[34s ] <attributes -

ezl 2d) e 3l o pni sl

L2l AttributeId o) & <Attributes Joese e <Subject> goese (22 3

VTN VER TV — "urn:ocasis:names:tc:xacml:1.0:subject:subject-id"
AsLo] <Attribute> ol <Subject> 2 2 A3

<Resource> smaal!  3.5.7

i~lall <Attributes olsll o @\JS Ol M= o Sy a3l Clb s ddl s 4l ¢ @bsles <Resources il 344

35

Sy G52 e Byl

<xs:element name="Resource" type="xacml-context:ResourceType"/>
<xs:complexType name="ResourceType">
<XS:sequence>
<xs:element ref="xacml-context:ResourceContent" minOccurs="0"/>
<xs:element ref="xacml-context:Attribute" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

.ResourceType Lisll Lol -0 58 <Resources 2wy
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10 o 2iell cResources il (=22 3

[L’gjt_a‘-] <ResourceContent> -

RSP ARCE Y
[JJ& L;ﬂ <Attribute> -

ISP RCTpPL ey ol
iall  AttributeId 2, & ST \;Ja-\) <Attributes> \,sa-& <Resource> zall TR
ghes b e @) Ms s <Attributes 2 S5 "urn:oasis:names:tc:xacml:2.0:resource:resource-id"
O all lis 3 <Attributes paw sl sdd 3]y Lol s o dly i e ST oy 1)y Lad) Bladl b sy 50 b llST
Jl <Attributes olall ols & Jaﬁ ol gy a4l jo{J-E:m: J—»E;JQ <Attributes 2w Ll sd=3y AttributeId
<Attributes maws Sl femtag AU sdn 35 .5, L YL Lty U las St s 3 g0 Slis) 5o 508 Wy sl sl Al i
8 Y dl s Lied) lis Attributeld O s ne

A3Lo| <Attribute> ,ols <Resources> 2 a2y A3
<ResourceContent> yasll  4.5.7

sl Jlxzal 5,00 ol 1) XACML dwl) JA; Lis s 5,5l o ps¢is b $» <ResourceContents> )l
.RequestContextPath al.l (3 <ResourceContent> 2l z)nl Lle £ <AttributeSelectors

<xs:complexType name="ResourceContentType" mixed="true">
<XS:sequence>
<Xs:any namespace="##any" processContents="lax" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:complexType>

.ResourceContentType Aisll Lol -0 58 <ResourceContents> aully

Adlael @iy oliay <ResourceContents ezl o,
<Action> sl 557

sl W iislall cattributes jolall eids ez 5o D 03,0l e O bl o) =Y cActions el sas

<xs:element name="Action" type="xacml-context:ActionType"/>
<xs:complexType name="ActionType">
<XS:sequence>
<xs:element ref="xacml-context:Attribute" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</Xs:complexType>

ActionType Lisll Lol 0 58 <Actions zialls

saJu 2ol <Actions fé—l’-s‘ 23
[34s ] <attributes -

<Environment> yasll  6.5.7

) O s de gef <Environments .zl —2

<xs:element name="Environment" type="xacml-context:EnvironmentType"/>
<xs:complexType name="EnvironmentType">
<XSs:sequence>
<xs:element ref="xacml-context:Attribute" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

.EnvironmentType Jisll Lol o s <Environments> .zl
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:QL‘J\ r2in)l <Environments .zl 23
[:.x.c— L*ST] <Attribute> -
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<Attribute> jasll  7.5.7

Cffe Quw (,.\'w") J,:fiji L\;—U s 3&.:.5) ) CI& QL)&’U (,.,\'41} .g.,.Ua.“ dw ‘;S;Jl‘ v\.lf;ﬂ\ #» <Attribute> j,a;;d\
isldl & <AttributeSelector>s <AttributeDesignators> Ol .zl kst Wy o lho] igr g cndl Lsa O me cndl
e il olleal) ods Jlazal s 1)
<xs:element name="Attribute" type="xacml-context:AttributeType"/>
<xs:complexType name="AttributeType">

<XS:sequence>
<xs:element ref="xacml-context:AttributeValue" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:attribute name="Issuer" type="xs:string" use="optional"/>
</xs:complexType>

.AttributeType Jasll Lol o sa cAttributes iy
) olally o sl <Attributes el iy
[ 7] Attributerd -
Wl A ol @ gad) Lo Jud XACML &) diaaz 4540 b jmn 0 sde Ll 498 O3 ns
[ 171] pataType -

Uat )\ Lo gl 0da 3 U,u L-JUJ Ua-f L) Ujgij .<xacml-context :AttributevValue> fa.:J\ ub}aﬁ uLJe.u Lo
.<xacml-context> manll 4 ral gl RILONE UJM (L«J@.ﬁ N L..’\.,\.,)

[(5)\15-] Issuer -
Bpd D oae 055 W 5 o pes ZiS sl 2y x500Name el Aad 0S5 OF S (JU o o cndl o] B
ASgaadl g domll Slghl G Bladl £ s sl o 2T

[ ST o) ;] <xacml-context:AttributeValue> -
e bds g5 Bid 8,6 ol g e had ST 0SS BBy ST g By e degd

<AttributeValue> 2l  8.5.7

&% 4o <xacml -context:Attributevalues ,AA:J\ —2

<xs:element name="AttributeValue" type="xacml-context:AttributeValueType"/>
<xs:complexType name="AttributeValueType" mixed="true">

<XS:sequence>

<Xs:any namespace="##any" processContents="lax" minOccurs="0"

maxOccurs="unbounded" />

</Xs:sequence>

<xs:anyAttribute namespace="##any" processContents="lax"/>
</Xs:complexType>

.AttributeValueType Jisll Lol -0 o8 <xacml-context:AttributeValues 2wl

<Attributes pa—‘*U DataType <=l (\-bu.wb, <xacml-context:AttributeValues> j~a.::.5\ Olloss Lo s s

N
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<Response> yasll 9,57

Aled) 38 Lgedsiand &y 2 4ib sa <cResponses ey XACML Gled! Lk (3 450l lle aie <Responses el
et 5 )3 1S 1) XACML @l Gle o <Responses il J 3% OF XACML 2l Jaxiny 250 U sl e sy
d>ly <Results paiss ST 5l sty i o s 2 s»y .PDP i) 4y ) e ) )3 <Responses sl Caliy g
B E) Loadwl .s)\j,U Ukl XACML axl) Lolse 2y Csj‘ S dolx c»\:» sde wlabid) oRR xS of QS.C_; .u..))lja_ﬁ 340 JQ
Sl ol il s
<xs:element name="Response" type="xacml-context:ResponseType"/>
<xs:complexType name="ResponseType">
<Xs:sequence>
<xs:element ref="xacml-context:Result" maxOccurs="unbounded"/>

</xs:sequence>
</Xs:complexType>

.ResponseType -izll Lol -o 55 <Responses zially
W) 2l <Responses ail) 2
[T 5 a>1y] <Results
R )R e
<Result> 2! 10.5.7
.ResourceId cadl osis (sl 3, 5ell 2 § )3 dms <Results> el a0

JMJ ol dswe TRV ;\_éjj\ d"“‘”(l j bl N PEP alzadl (,_@_;ué 134 .8 ;L'UJ\ PEP dladl L;.o e el ) ic gost 2
cosall 5, 1) Sl s, PDP aleidl Of J LS
<xs:complexType name="ResultType">
<XS:sequence>
<xs:element ref="xacml-context:Decision"/>
<xs:element ref="xacml-context:Status" minOccurs="0"/>
<xs:element ref="xacml:0Obligations" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="ResourceId" type="xs:string" use="optional"/>
</Xs:complexType>

.ResultType il Lol oo 58 cResults ezl g

Iz\ﬁjw\ j«ﬂ\.;xj\j C)}&Aj\ <Result> né-\*j J V—aé-ﬁ 29

[g}::‘-] ResourceId -
M cw baag o dll s sl R 0S5 cadl M O B3]y Loshll syl B O sy
. & <rRequest> 1«4-2&“ (2 "urn:oasis:names:tc:xacml:1.0:resource:resource-id"

[gﬂ\)ﬂ <Decision> -
-"v\kﬁ Y” j\ Hév\; ﬂ;" j‘ ”u'bjéf” j\ ||C n : . .fj\ )\Jj

[ L] <statuss -

M\ ;..p \Jl} ;\.b-%“ o.:U& uﬁ QLA}J;.A L;.C« J}"a;‘ @&Al CA\) )\JEJ\ ;,.Uo ﬁ?:ﬁ ;LJT ;Lb-i Q)J@ Jﬁ J-)bi
JsS 590 ilas 310l 5 <Responses 2wl O 5 il <Status> ole ©I> <Results> »ls <Responses
el s Gy IS 50 Gilie 38 zall AW Olglas woy didie (SUT Al Slogdas Jla)) e 6
.<Results> olall & o <Status>

[(é)lc}] <Obligations> -

(s el mlazas b ol SLI V) ods (s PEP il vgis 4 13]y (PEP daidl L &5 of .t o) SV e 203
skl s, g ) Sl s, PDP alaidl OF ) LS™ Jows OF liie 22
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<Decision> 2l 11.5.7

-KWPrJ‘er ix3 <Decisions jaxd\rgq

<xs:element name="Decision" type="xacml-context:DecisionType"/>
<xs:simpleType name="DecisionType">
<xs:restriction base="xs:string">
<xs:enumeration value="Permit"/>
<xs:enumeration value="Deny"/>
<xs:enumeration value="Indeterminate"/>
<xs:enumeration value="NotApplicable"/>
</xs:restriction>
</xs:simpleType>

.DecisionType Lol Laodl - 58 <Decisions =iy
W) 3l <Decisions paill vy

T ot o sl 3L sl -

(P ol S s -

S slaxl (B3 5hhe ogn 1 b ol oda oo Ol oy ey osllal) 3L POV o p) JEVSHIF IR SRE e -
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<Status> yaall 12.5.7

(o2t A ) p s Wl <Statuss e

<xs:element name="Status" type="xacml-context:StatusType"/>
<xs:complexType name="StatusType">
<XS:sequence>
<xs:element ref="xacml-context:StatusCode"/>
<xs:element ref="xacml-context:StatusMessage" minOccurs="0"/>
<xs:element ref="xacml-context:StatusDetail" minOccurs="0"/>
</Xs:sequence>
</xs:complexType>

.StatusType Lésll Lol s 58 <Statuss el

Ul olall cstatuss el ey
[gﬂﬁﬂ <StatusCode> -
A el
[§JQ>]<StatusMessage> -
A5 ik Gy Al W
[ =] <statusDetails -

AU e LLs] Sl as
<StatusCode> ya:all 13.5.7

Al 6 re Al o) jib (6 S Al 5,48 ded <StatusCodes sl 2

<xs:element name="StatusCode" type="xacml-context:StatusCodeType"/>
<xs:complexType name="StatusCodeType">
<Xs:sequence>
<xs:element ref="xacml-context:StatusCode" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="Value" type="xs:anyURI" use="required"/>
</xs:complexType>

.StatusCodeType Lixll Lol o 58 <StatusCodes s
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Ul olally @ gadl <statusCodes el vz
[ 5] value -
) 26 o Jpal) 8.B 3l
[s4s &f] <statuscodes -
Lol Wl 5 a2 ol UL 5 a2 302y (6 ho Wl 5 a0
[s4 1] <StatusMessage> paddl 14.5.7

RUCSDIFRARS J.<.~ oy s <StatusMessages .zl

<xs:element name="StatusMessage" type="xs:string"/>

xs:string Lol 0 58 <StatusMessages .zl
<StatusDetail> 2l 15.5.7

i) QUJJM & <Status> J«a-;x” <StatusDetails> f,a.;xj\ dAL

<xs:element name="StatusDetail" type="xacml-context:StatusDetailType"/>
<xs:complexType name="StatusDetailType">
<Xs:sequence>
<Xs:any namespace="##any" processContents="lax" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

.StatusDetail Type 4isll Lol o a8 <StatusDetails 2wy

. PLeYI XML s ¢ <StatusDetails sl sauys
J=w5s XACML &)l (3 55021 <StatusCode> 5 4= 45 PDP daid) Of 48 . L= <StatusDetails e z)sb
W ael 53l ges & <StatusDetails e
urn:oasis:names:tc:xacml:1.0:status:ok
Mok A ded) L-Las <StatusDetails | ozis PDP dkeadl A NI e
urn:oasis:names:tc:xacml:1.0:status:missing-attribute

| 228 2y <StatusDetail> 2 ssle] gieea of )T <StatusDetail> <bsgee gST le) ade £ of PDP kil 5%
J«f\ )T Ji>| 9 <xacml-context: MissingAttributeDetails

urn:oasis:names:tc:xacml:1.0:status:syntax-error

Lol 3 IS L) oS e J Gy S s > i {.Eéf <StatusDetail> \f,a.& PDP iki 4w :YT %
Ael) ey <StatusMessages> 2 PDP il dw of J<£) Ll Bl 3 )T EPNEEINY

urn:oasis:names:tc:xacml:1.0:status:processing-error
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<MissingAttributeDetail> .2\ 16.5.7

c e Bl e 85 5adl) Al V——U M @ gadl e Db das <MissingAttributeDetails el Jau

<xs:element name="MissingAttributeDetail" type="xacml-

context:MissingAttributeDetailType"/>

<xs:complexType name="MissingAttributeDetailType">

<XS:sequence>

<xs:element ref="xacml-context:AttributeValue" minOccurs="0"

maxOccurs="unbounded" />

</xs:sequence>

<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>

<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:attribute name="Issuer" type="xs:string" use="optional"/>

</xs:complexType>
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urn:oasis:names:tc:xacml: :function:integer-greater-than-or-equal

urn:oasis:names:tc:xacml: :function:integer-less-than
urn:oasis:names:tc:xacml: :function:integer-less-than-or-equal
urn:oasis:names:tc:xacml: :function:double-greater-than
urn:oasis:names:tc:xacml: :function:double-greater-than-or-equal
urn:oasis:names:tc:xacml: :function:double-less-than
urn:oasis:names:tc:xacml: :function:double-less-than-or-equal
urn:oasis:names:tc:xacml: :function:dateTime-add-dayTimeDuration
urn:oasis:names:tc:xacml: :function:dateTime-add-yearMonthDuration
urn:oasis:names:tc:xacml: :function:dateTime-subtract-dayTimeDuration
urn:oasis:names:tc:xacml: :function:dateTime-subtract-yearMonthDuration
urn:oasis:names:tc:xacml: :function:date-add-yearMonthDuration
urn:oasis:names:tc:xacml: :function:date-subtract-yearMonthDuration
urn:oasis:names:tc:xacml: :function:string-greater-than
urn:oasis:names:tc:xacml: :function:string-greater-than-or-equal
urn:oasis:names:tc:xacml: :function:string-less-than
urn:oasis:names:tc:xacml: :function:string-less-than-or-equal
urn:oasis:names:tc:xacml: :function:time-greater-than
urn:oasis:names:tc:xacml: :function:time-greater-than-or-equal
urn:oasis:names:tc:xacml: :function:time-less-than
urn:oasis:names:tc:xacml: :function:time-less-than-or-equal
urn:oasis:names:tc:xacml: :function:time-in-range
urn:oasis:names:tc:xacml: :function:dateTime-greater-than
urn:oasis:names:tc:xacml: :function:dateTime-greater-than-or-equal
urn:oasis:names:tc:xacml: :function:dateTime-less-than
urn:oasis:names:tc:xacml: :function:dateTime-less-than-or-equal
urn:oasis:names:tc:xacml: :function:date-greater-than
urn:oasis:names:tc:xacml: :function:date-greater-than-or-equal
urn:oasis:names:tc:xacml: :function:date-less-than
urn:oasis:names:tc:xacml: :function:date-less-than-or-equal
urn:oasis:names:tc:xacml: :function:string-one-and-only
urn:oasis:names:tc:xacml: :function:string-bag-size
urn:oasis:names:tc:xacml: :function:string-is-in
urn:oasis:names:tc:xacml: :function:string-bag
urn:oasis:names:tc:xacml: :function:boolean-one-and-only
urn:oasis:names:tc:xacml: :function:boolean-bag-size
urn:oasis:names:tc:xacml: :function:boolean-is-in
urn:oasis:names:tc:xacml: :function:boolean-bag
urn:oasis:names:tc:xacml: :function:integer-one-and-only
urn:oasis:names:tc:xacml: :function:integer-bag-size
urn:oasis:names:tc:xacml: :function:integer-is-in
urn:oasis:names:tc:xacml: :function:integer-bag
urn:oasis:names:tc:xacml: :function:double-one-and-only
urn:oasis:names:tc:xacml: :function:double-bag-size
urn:oasis:names:tc:xacml: :function:double-is-in
urn:oasis:names:tc:xacml: :function:double-bag
urn:oasis:names:tc:xacml: :function:time-one-and-only
urn:oasis:names:tc:xacml: :function:time-bag-size
urn:oasis:names:tc:xacml: :function:time-is-in
urn:oasis:names:tc:xacml: :function:time-bag
urn:oasis:names:tc:xacml: :function:date-one-and-only
urn:oasis:names:tc:xacml: :function:date-bag-size
urn:oasis:names:tc:xacml: :function:date-is-in
urn:oasis:names:tc:xacml: :function:date-bag
urn:oasis:names:tc:xacml: :function:dateTime-one-and-only
urn:oasis:names:tc:xacml: :function:dateTime-bag-size
urn:oasis:names:tc:xacml: :function:dateTime-is-in

urn:oasis:names:tc:xacml: :function:dateTime-bag
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:function:
:function
:function:
:function:
:function
:function:
:function:
:function:
:function:
:function:
:function:
:function:
:function:

:function:

anyURI-bag-size

:anyURI-is-in

anyURI-bag

hexBinary-one-and-only

hexBinary-bag-size
hexBinary-is-in

hexBinary-bag

:base64Binary-one-and-only

base64Binary-bag-size

base64Binary-is-in

base64Binary-bag

dayTimeDuration-one-and-only
dayTimeDuration-bag-size

:dayTimeDuration-is-in

dayTimeDuration-bag

yearMonthDuration-one-and-only
:yearMonthDuration-bag-size
yearMonthDuration-is-in
yearMonthDuration-bag

x500Name-one-and-only

x500Name-bag-size

x500Name-is-in

:x500Name-bag

rfc822Name-one-and-only

rfc822Name-bag-size
rfc822Name-is-in
rfc822Name-bag

string-concatenate

uri-string-concatenate

any-of
all-of

:any-of-any

all-of-any
any-of-all
all-of-all

map

x500Name-match
rfc822Name-match
string-regexp-match

anyURI-regexp-match

:1pAddress-regexp-match

dnsName-regexp-match

rfc822Name-regexp-match

x500Name-regexp-match

xpath-node-count

xpath-node-equal

:xpath-node-match

string-intersection

string-at-least-one-member-of

:string-union

string-subset
string-set-equals

boolean-intersection

boolean-at-least-one-member-of

boolean-union
boolean-subset
boolean-set-equals

integer-intersection

integer-at-least-one-member-of
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urn:oasis:names:tc:xacml: :function:integer-union

urn:oasis:names:tc:xacml: :function:integer-subset
urn:oasis:names:tc:xacml: :function:integer-set-equals
urn:oasis:names:tc:xacml: :function:double-intersection
urn:oasis:names:tc:xacml: :function:double-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:double-union
urn:oasis:names:tc:xacml: :function:double-subset
urn:oasis:names:tc:xacml: :function:double-set-equals
urn:oasis:names:tc:xacml: :function:time-intersection
urn:oasis:names:tc:xacml: :function:time-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:time-union
urn:oasis:names:tc:xacml: :function:time-subset
urn:oasis:names:tc:xacml: :function:time-set-equals
urn:oasis:names:tc:xacml: :function:date-intersection
urn:oasis:names:tc:xacml: :function:date-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:date-union
urn:oasis:names:tc:xacml: :function:date-subset
urn:oasis:names:tc:xacml: :function:date-set-equals
urn:oasis:names:tc:xacml: :function:dateTime-intersection
urn:oasis:names:tc:xacml: :function:dateTime-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:dateTime-union
urn:oasis:names:tc:xacml: :function:dateTime-subset
urn:oasis:names:tc:xacml: :function:dateTime-set-equals
urn:oasis:names:tc:xacml: :function:anyURI-intersection
urn:oasis:names:tc:xacml: :function:anyURI-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:anyURI-union
urn:oasis:names:tc:xacml: :function:anyURI-subset
urn:oasis:names:tc:xacml: :function:anyURI-set-equals
urn:oasis:names:tc:xacml: :function:hexBinary-intersection
urn:oasis:names:tc:xacml: :function:hexBinary-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:hexBinary-union
urn:oasis:names:tc:xacml: :function:hexBinary-subset
urn:oasis:names:tc:xacml: :function:hexBinary-set-equals
urn:oasis:names:tc:xacml: :function:base64Binary-intersection
urn:oasis:names:tc:xacml: :function:base64Binary-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:base64Binary-union
urn:oasis:names:tc:xacml: :function:base64Binary-subset
urn:oasis:names:tc:xacml: :function:base64Binary-set-equals
urn:oasis:names:tc:xacml: :function:dayTimeDuration-intersection
urn:oasis:names:tc:xacml: :function:dayTimeDuration-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:dayTimeDuration-union
urn:oasis:names:tc:xacml: :function:dayTimeDuration-subset
urn:oasis:names:tc:xacml: :function:dayTimeDuration-set-equals
urn:oasis:names:tc:xacml: :function:yearMonthDuration-intersection
urn:oasis:names:tc:xacml: :function:yearMonthDuration-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:yearMonthDuration-union
urn:oasis:names:tc:xacml: :function:yearMonthDuration-subset
urn:oasis:names:tc:xacml: :function:yearMonthDuration-set-equals
urn:oasis:names:tc:xacml: :function:x500Name-intersection
urn:oasis:names:tc:xacml: :function:x500Name-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:x500Name-union
urn:oasis:names:tc:xacml: :function:x500Name-subset
urn:oasis:names:tc:xacml: :function:x500Name-set-equals
urn:oasis:names:tc:xacml: :function:rfc822Name-intersection
urn:oasis:names:tc:xacml: :function:rfc822Name-at-least-one-member-of
urn:oasis:names:tc:xacml: :function:rfc822Name-union

urn:oasis:names:tc:xacml: :function:rfc822Name-subset

e e
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urn:oasis:names:tc:xacml:

:function:rfc822Name-set-equals
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<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
PolicySetId="PPS:employee:role"
PolicyCombiningAlgId="&policy-combine;permit-overrides">
<!-- Permissions specifically for the employee role -->
<Policy PolicyId="Permissions:specifically:for:the:employee:role"
RuleCombiningAlgId="&rule-combine;permit-overrides" >

<!-- Permission to create a purchase order -->
<Rule RuleId="Permission:to:create:a:purchase:order" Effect="Permit">
<Target>
<Resources>
<Resource>
<ResourceMatch MatchId="&function;string-equal">
<AttributeValue

DataType="&xml ; string" >purchase
order</AttributevValues>
<ResourceAttributeDesignator
AttributeId="&resource;resource-id"
DataType="&xml;string"/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch MatchId="&function;string-equal">
<AttributeValue
DataType="&xml; string" >create</AttributeValue>
<ActionAttributeDesignator
AttributeId="&action;action-id"
DataType="&xml; string"/>

</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
</Policy>
</PolicySet>

&1y & <PolicySet> y35  3.2.8

Cn ded e (3-8 Jad) by tarole wadl s34 ekl e VI <Targets o maiad Wby W) <PolicySets sl G ¥
(Y el ieLall cPolicySets dex N (1) sdes <PolicySetIdReferences> 2l ."&roles;manager"”

o )ISW <PolicySet> )35 — X.1142/3-8 J g
<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
PolicySetId="RPS:manager:role"
PolicyCombiningAlgId="&policy-combine;permit-overrides">
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="&function;anyURI-equal">
<AttributeValue
DataType="&xml ;anyURI">&roles;manager</AttributevValue>
<SubjectAttributeDesignator AttributeId="&role;"
DataType="&xml ; anyURI" />

</SubjectMatch>
</Subject>
</Subjects>
</Target>
<!-- Use permissions associated with the manager role -->
<PolicySetIdReference>PPS:manager:role</PolicySetIdReference>
</PolicySet>
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"cab " 553 8 <PolicySet> y33  4.2.8

i ded pa (4-8 gk Bl tarole cadl Bag )l wlgd Lo V) <Targets o el Wy LWl <Policysets sl o Y
bl el dsLall cPolicySets G Jl 1] sdus <PolicySetIdReferences a2y ."sroles;employee"”

b sl <PolicySet> )35 — X.1142/4-8 J i3

<PolicySet xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
PolicySetId="RPS:employee:role"
PolicyCombiningAlgId="&policy-combine;permit-overrides">
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="&function;anyURI-equal">
<AttributeValue
DataType="&xml ;anyURI" >&roles;employee</AttributeValue>
<SubjectAttributeDesignator AttributeId="&role;"

DataType="&xml ;anyURI" />

</SubjectMatch>
</Subject>
</Subjects>
</Target >
<!-- Use permissions associated with the employee role -->
<PolicySetIdReference>PPS:employee:role</PolicySetIdReferences>
</PolicySet>

HasPrivilegesOfRole )l &by Sl 52,8

JS s OF 2 b ads (35 IX ) Sl jlasls A sde e " ol e sl 85t Of XACML RBAC plad Sk
Lolall OB (g >W <PolicySet> dwex Ji Gley Lads .HasPrivilegesOfRole <Policy> delsll <PolicySets dwax
.5-8 JJAQ\Q(1A\bﬁ;ﬂ\Jﬁd?HasPrivilegesOfRole <Policys>

o)W <PolicySet> i ) — X.1142/5-8 J 343
<!-- HasPrivilegesOfRole Policy for manager role -->

<Policy PolicyId="Permission:to:have:manager:role:permissions"
RuleCombiningAlgId="&rule-combine;permit-overrides" >

<!-- Permission to have manager role permissions -->
<Rule RuleId="Permission:to:have:manager:permissions" Effect="Permit">
<Conditions>

<Apply FunctionId="&function;and">
<Apply FunctionId="&function;anyURI-is-in">
<AttributeValue
DataType="&xml ; anyURI" >&roles;manager</AttributeValue>
<ResourceAttributeDesignator AttributeId="&role;"
DataType="&xml ; anyURI" />
</Apply>
<Apply FunctionId="&function;anyURI-is-in">
<AttributeValue

DataType="&xml ;anyURI" >&actions;hasPrivilegesofRole</AttributeValue>
<ActionAttributeDesignator AttributelId="&action;action-

idll
DataType="&xml ; anyURI" />
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>
A JSJJ A= HasPrivilegesOfRole <Policys delell OB (il sll <PolicySets> s JUu glax Lob Ll

.6-8 J gk
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<!-- HasPrivilegesOfRole Policy for employee role -->
<Policy PolicyId="Permission:to:have:employee:role:permissions"
RuleCombiningAlgId="&rule-combine;permit-overrides">

<!-- Permission to have employee role permissions -->
<Rule RuleId="Permission:to:have:employee:permissions" Effect="Permit">
<Condition>

<Apply FunctionId="&function;and"s>
<Apply FunctionId="&function;anyURI-is-in">
<AttributeValue
DataType="&xml ; anyURI" >&roles;employee</AttributevValue>
<ResourceAttributeDesignator AttributeId="&role;"
DataType="&xml ;anyURI" />

</Apply>

<Apply FunctionId="&function;anyURI-is-in">

<AttributeValue
DataType="&xml ; anyURI">&actions;hasPrivilegesofRole

</Attributevalue>

<ActionAttributeDesignator Attributeld="&action;action-id"
DataType="&xml ; anyURI" />
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>

7-8 Jsudl 3 ol IS sroles;manager sl d-lall ol jlasVl szt Anne dgh! cilST 13 Lo @m0 CUb dny

i oo Jgw CAb — X.1142/7-8 J 53!

<Request>
<Subject>
<Attribute AttributeId="&subject;subject-id" DataType="&xml;string">
<AttributeValue>Anne</AttributeValue>
</Attribute>
</Subject>
<Resource>
<Attribute AttributelId="&role;" DataType="&xml;anyURI">
<AttributeValue>&roles;manager</AttributeValue>
</Attributes>
</Resource>
<Action>

<Attribute AttributeId="&action;action-id"

DataType="&xml ;anyURI" >&actions;hasPrivilegesOfRole</AttributeValue>
</Attributes>
</Action>
</Request>
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<POLICY XMLNS="URN:OASIS:NAMES:TC:XACML:2.0:POLICY:SCHEMA:0S"
POLICYID="ROLE:ASSIGNMENT : POLICY"
RULECOMBININGALGID="&RULE-COMBINE; PERMIT-OVERRIDES" >

<!-- EMPLOYEE ROLE REQUIREMENTS RULE -->
<RULE RULEID="EMPLOYEE:ROLE:REQUIREMENTS" EFFECT="PERMIT">
<TARGET>
<SUBJECTS>
<SUBJECT>

<SUBJECTMATCH MATCHID="&FUNCTION; STRING-EQUAL">
<ATTRIBUTEVALUE DATATYPE="&XML; STRING">SETH</ATTRIBUTEVALUE>
<SUBJECTATTRIBUTEDESIGNATOR ATTRIBUTEID="&SUBJECT; SUBJECT-ID"
DATATYPE="&XML; STRING" />
</SUBJECTMATCH>
</SUBJECT>
<SUBJECT >
<SUBJECTMATCH MATCHID="&FUNCTION; STRING-EQUAL" >
<ATTRIBUTEVALUE DATATYPE="&XML; STRING" >ANNE</ATTRIBUTEVALUE>
<SUBJECTATTRIBUTEDESIGNATOR ATTRIBUTEID="&SUBJECT; SUBJECT-ID"
DATATYPE="&XML; STRING" />
</SUBJECTMATCH>
</SUBJECT>
</SUBJECTS>
<RESOURCES >
<RESOURCE>
<RESOURCEMATCH MATCHID="&FUNCTION; ANYURI-EQUAL" >
<ATTRIBUTEVALUE
DATATYPE="&XML ; ANYURI" >&ROLES ; EMPLOYEE< /ATTRIBUTEVALUE >
<RESOURCEATTRIBUTEDESIGNATOR ATTRIBUTEID="&ROLE;"
DATATYPE="&XML; ANYURI" />
</RESOURCEMATCH>
</RESOURCE>
</RESOURCES >
<ACTIONS>
<ACTION>
<ACTIONMATCH MATCHID="&FUNCTION;ANYURI-EQUAL">
<ATTRIBUTEVALUE DATATYPE="&XML; ANYURI">&ACTIONS ;
ENABLEROLE</ATTRIBUTEVALUE >
<ACTIONATTRIBUTEDESIGNATOR ATTRIBUTEID="&ACTION;ACTION-ID"
DATATYPE="&XML; ANYURI" />
</ACTIONMATCH>
</ACTION>
</ACTIONS>
</TARGET>
<CONDITION>
<APPLY FUNCTIONID="&FUNCTION;AND">
<APPLY FUNCTIONID="&FUNCTION; TIME-GREATER-THAN-OR-EQUAL" >
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<APPLY FUNCTIONID="&FUNCTION; TIME-ONE-AND-ONLY" >
<ENVIRONMENTATTRIBUTEDESIGNATOR
ATTRIBUTEID="&ENVIRONMENT ; CURRENT-TIME"
DATATYPE="&XML; TIME" />
</APPLY>
<ATTRIBUTEVALUE DATATYPE="&XML; TIME" >9H</ATTRIBUTEVALUE >
</APPLY>
<APPLY FUNCTIONID="&FUNCTION; TIME-LESS-THAN-OR-EQUAL">
<APPLY FUNCTIONID="&FUNCTION; TIME-ONE-AND-ONLY" >
<ENVIRONMENTATTRIBUTEDESIGNATOR
ATTRIBUTEID="&ENVIRONMENT ; CURRENT-TIME"
DATATYPE="&XML; TIME" />

</APPLY>
<ATTRIBUTEVALUEDATATYPE="&XML; TIME" >17H</ATTRIBUTEVALUE>
</APPLY>
</APPLY>
</CONDITION>
</RULE>
<!-- MANAGER ROLE REQUIREMENTS RULE -->
<RULE RULEID="MANAGER:ROLE:REQUIREMENTS" EFFECT="PERMIT">
<TARGET>
<SUBJECTS>
<SUBJECT>
<SUBJECTMATCH MATCHID="&FUNCTION; STRING-EQUAL" >
<ATTRIBUTEVALUE DATATYPE:"&XML;STRING">STEVE</ATTRIBUTEVALUE>
<SUBJECTATTRIBUTEDESIGNATOR ATTRIBUTEID="&SUBJECT; SUBJECT-ID"
DATATYPE="§&XML; STRING" />
</SUBJECTMATCH>
</SUBJECT>
</SUBJECTS >
<RESOURCES>
<RESOURCE >
<RESOURCEMATCH MATCHID="&FUNCTION; ANYURI-EQUAL">
<ATTRIBUTEVALUE
DATATYPE="&XML ; ANYURI" >&ROLES ; : MANAGER</ATTRIBUTEVALUE >
<RESOURCEATTRIBUTEDESIGNATOR ATTRIBUTEID="&ROLE;"
DATATYPE="&XML ; ANYURI" />
</RESOURCEMATCH>
</RESQOURCE>
</RESOURCES>
<ACTIONS>
<ACTION>
<ACTIONMATCH MATCHID="&FUNCTION; ANYURI-EQUAL" >
<ATTRIBUTEVALUE
DATATYPE="&XML ; ANYURI" >&ACTIONS ; ENABLEROLE</ATTRIBUTEVALUE >
<ACTIONATTRIBUTEDESIGNATOR ATTRIBUTEID="&ACTION;ACTION-ID"
DATATYPE="&XML ; ANYURI" />
</ACTIONMATCH>
</ACTION>
</ACTIONS>
</TARGET>
</RULE>
</POLICY>
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<?xml version="1.0" encoding="UTF-8"?>
<Rule xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os" RuleId="
urn:oasis:names:tc:xacml:2.0:matching-purpose"
Effect="Permit">
<Condition FunctionId="urn:ocasis:names:tc:xacml:2.0:function:regexp-
string-match">
<ResourceAttributeDesignator
AttributeId="urn:ocasis:names:tc:xacml:2.0:resource:purpose"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
<ActionAttributeDesignator
AttributelId="urn:oasis:names:tc:xacml:2.0:action:purpose"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Conditions>
</Rule>
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<xs:simpleType name='urn:oasis:names:tc:xacml:2.0:data-
type:yearMonthDuration'>
<xs:restriction base='xs:duration'>
<xsd:pattern value="[-]?P\p{Nd}+ (Y (\p{Nd}+M)?|M)"/>
</xs:restriction>
</xs:simpleType>
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Decision denyOverridesRuleCombiningAlgorithm(Rule rulel[])
{

Boolean atLeastOneError = false;

Boolean potentialDeny = false;

Boolean atLeastOnePermit = false;

for( i=0 ; i < lengthOf (rules) ; i++ )

Decision decision = evaluate (rulel[i]) ;
if (decision == Deny)
{
return Deny;
if (decision == Permit)
{
atLeastOnePermit = true;
continue;
}
if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)
{
atLeastOneError = true;
if (effect(rule[i]) == Deny)
{
potentialDeny = true;
}
continue;
} }
if (potentialDeny)
return Indeterminate;
if (atLeastOnePermit)
return Permit;

if (atLeastOneError)
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}

return NotApplicable;

return Indeterminate;
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Decision denyOverridesPolicyCombiningAlgorithm(Policy policy[])

{
Boolean atLeastOnePermit = false;
for( i=0 ; 1 < lengthOf (policy) ; i++ )
{
Decision decision = evaluate (policy[i]) ;
if (decision == Deny)
{
return Deny;
}
if (decision == Permit)
{
atLeastOnePermit = true;
continue;
if (decision == NotApplicable)
continue;
if (decision == Indeterminate)
return Deny;
}
if (atLeastOnePermit)
{
return Permit;
}
return NotApplicable;
}
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Decision permitOverridesRuleCombiningAlgorithm(Rule rulel])

: Boolean atLeastOneError = false;
Boolean potentialPermit = false;
Boolean atLeastOneDeny = false;
for( i=0 ; 1 < lengthOf (rule) ; i++ )
: Decision decision = evaluate (rule[i]) ;
if (decision == Deny)
{ atLeastOneDeny = true;
continue;
if (decision == Permit)
{ return Permit;
if (decision == NotApplicable)
{ continue;
if (decision == Indeterminate)
{ atLeastOneError = true;
if (effect(rule[i]) == Permit)
: potentialPermit = true;
} iontinue;
if (potentialPermit)
{ return Indeterminate;
if (atLeastOneDeny)
{ return Deny;
if (atLeastOneError)
{ return Indeterminate;
} ieturn NotApplicable;
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Decision permitOverridesPolicyCombiningAlgorithm(Policy policy[])

Boolean atLeastOneError = false;
Boolean atLeastOneDeny = false;
for( i=0 ; i < lengthOf (policy) ; i++ )
Decision decision = evaluate(policyl[il) ;
if (decision == Deny)
{
atLeastOneDeny = true;
continue;
if (decision == Permit)
{
return Permit;
}
if (decision == NotApplicable)
{
continue;
}
if (decision == Indeterminate)
{
atLeastOneError = true;
continue;
}
if (atLeastOneDeny)
{
return Deny;
}
if (atLeastOneError)
{
return Indeterminate;
}
return NotApplicable;
}
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Decision firstApplicableEffectRuleCombiningAlgorithm(Rule rulel[])

{

for( i = 0 ; i < lengthOf (rule) ; i++ )

{

Decision decision = evaluate (rulel[i]) ;
if (decision == Deny)

{

return Deny;

if (decision == Permit)

{
}

if (decision == NotApplicable)

{

return Permit;

continue;

if (decision == Indeterminate)

{

}
}

return NotApplicable;

return Indeterminate;
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Decision firstApplicableEffectPolicyCombiningAlgorithm(Policy policy[])

{

for( i = 0 ; i < lengthOf (policy) ; i++ )
{
Decision decision = evaluate (policy[i]) ;
if (decision == Deny)
{
return Deny;
}
if (decision == Permit)
{
return Permit;
}
if (decision == NotApplicable)
{
continue;
if (decision == Indeterminate)
{
return Indeterminate;
}

}

return NotApplicable;
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Decision onlyOneApplicablePolicyPolicyCombiningAlogrithm(Policy policy [])

{

Boolean atLeastOne = false;
Policy selectedPolicy = null;
ApplicableResult appResult;
for (i = 0; 1 < lengthOf (policy) ; i++ )
{
appResult = isApplicable (policy[I]) ;
if ( appResult == Indeterminate )
return Indeterminate;
1
if ( appResult == Applicable )
if ( atLeastOne )
{
return Indeterminate;
1
else
{
atLeastOne = true;
selectedPolicy = policy[i];
!
1
if ( appResult == NotApplicable )
{
continue;
}
if ( atLeastOne )
{
return evaluate (selectedPolicy) ;
}
else
{
return NotApplicable;
}

}
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<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="urn:oasis:names:tc:xacml:2.0:context:schema:os"

xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

elementFormDefault="qualified" attributeFormDefault="unqualified">
<Xs:import namespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

schemalLocation="http://docs.oasis-open.org/xacml/access control-xacml-2.0-policy-

schema-os.xsd" />
<!-- -=>
<xs:element name="Request" type="xacml-context:RequestType"/>
<xs:complexType name="RequestType">
<Xs:sequence>
<xs:element ref="xacml-context:Subject" maxOccurs="unbounded"/>

<xs:element ref="xacml-context:Resource" maxOccurs="unbounded"/>

<xs:element ref="xacml-context:Action"/>
<xs:element ref="xacml-context:Environment"/>
</xs:sequence>
</Xs:complexType>
<l-- -->
<xs:element name="Response" type="xacml-context:ResponseType"/>
<xs:complexType name="ResponseType'">
<Xs:sequence>
<xs:element ref="xacml-context:Result" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Subject" type="xacml-context:SubjectType"/>
<xs:complexType name="SubjectType">
<Xs:sequence>
<xs:element ref="xacml-context:Attribute" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="SubjectCategory" type="xs:anyURI"

default="urn:ocasis:names:tc:xacml:1.0:subject-category:access-subject"/>

</Xs:complexType>
gl== ==%
<xs:element name="Resource" type="xacml-context:ResourceType"/>
<xs:complexType name="ResourceType'">
<Xs:sequence>
<xs:element ref="xacml-context:ResourceContent" minOccurs="0"/>
<xs:element ref="xacml-context:Attribute" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="ResourceContent" type="xacml-context:ResourceContentType"/>
<xs:complexType name="ResourceContentType" mixed="true">
<Xs:sequence>
<xXs:any namespace="##fany" processContents="lax" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:complexType>
<l-- -->
<xs:element name="Action" type="xacml-context:ActionType"/>
<xs:complexType name="ActionType">
<Xs:sequence>
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<xs:element ref="xacml-context:Attribute" minOccurs="0"

maxOccurs="unbounded" />

</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Environment" type="xacml-context:EnvironmentType"/>
<xs:complexType name="EnvironmentType">
<XS:sequence>
<xs:element ref="xacml-context:Attribute" minOccurs="0"

maxOccurs="unbounded" />

</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Attribute" type="xacml-context:AttributeType"/>
<xs:complexType name="AttributeType">
<XS:sequence>
<xs:element ref="xacml-context:AttributevValue"

maxOccurs="unbounded" />

</Xs:sequence>
<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:attribute name="Issuer" type="xs:string" use="optional"/>
</xs:complexType>
<l-- -->
<xs:element name="AttributeValue" type="xacml-context:AttributeValueType"/>
<xs:complexType name="AttributeValueType" mixed="true">
<XS:sequence>
<Xs:any namespace="##any" processContents="lax" minOccurs="0"

maxOccurs="unbounded" />

</Xs:sequence>
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:complexType>
<l-- -->
<xs:element name="Result" type="xacml-context:ResultType"/>
<xs:complexType name="ResultType">
<Xs:sequence>
<xs:element ref="xacml-context:Decision"/>
<xs:element ref="xacml-context:Status" minOccurs="0"/>
<xs:element ref="xacml:0bligations" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="ResourceId" type="xs:string" use="optional"/>
</xs:complexType>
<l-- -->
<xs:element name="Decision" type="xacml-context:DecisionType"/>
<xs:simpleType name="DecisionType">
<xs:restriction base="xs:string">
<Xs:enumeration value="Permit"/>
<xs:enumeration value="Deny"/>
<xXs:enumeration value="Indeterminate"/>
<xs:enumeration value="NotApplicable"/>
</xs:restrictions>
</xs:simpleType>
<l-- -->
<xs:element name="Status" type="xacml-context:StatusType"/>
<xs:complexType name="StatusType">
<XS:sequence>
<xs:element ref="xacml-context:StatusCode"/>
<xs:element ref="xacml-context:StatusMessage" minOccurs="0"/>
<xs:element ref="xacml-context:StatusDetail" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="StatusCode" type="xacml-context:StatusCodeType"/>
<xs:complexType name="StatusCodeType">
<Xs:sequence>
<xs:element ref="xacml-context:StatusCode" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="Value" type="xs:anyURI" use="required"/>
</xs:complexType>

gl== ==
<xs:element name="StatusMessage" type="xs:string"/>
gl== ==
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<xs:element name="StatusDetail" type="xacml-context:StatusDetailType"/>
<xs:complexType name="StatusDetailType">
<XS:sequence>
<Xs:any namespace="##any" processContents="lax" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="MissingAttributeDetail" type="xacml-
context:MissingAttributeDetailType" />
<xs:complexType name="MissingAttributeDetailType">
<XS:sequence>
<xs:element ref="xacml-context:AttributeValue" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="AttributeId" type="xs:anyURI" use="required"/>
<xs:attribute name="DataType" type="xs:anyURI" use="required"/>
<xs:attribute name="Issuer" type="xs:string" use="optional"/>
</xs:complexType>
<l-- -->
</xs:schemas>

doldldes 2D
XACML dwlond) dlos 3 24l oda o 2

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<l-- -->
<xs:element name="PolicySet" type="xacml:PolicySetType"/>
<xs:complexType name="PolicySetType">
<XS:sequence>
<xs:element ref="xacml:Description" minOccurs="0"/>
<xs:element ref="xacml:PolicySetDefaults" minOccurs="0"/>
<xs:element ref="xacml:Target"/>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element ref="xacml:PolicySet"/>
<xs:element ref="xacml:Policy"/>
<xs:element ref="xacml:PolicySetIdReference"/>
<xs:element ref="xacml:PolicyIdReference"/>
<xs:element ref="xacml:CombinerParameters"/>
<xs:element ref="xacml:PolicyCombinerParameters"/>
<xs:element ref="xacml:PolicySetCombinerParameters"/>
</xs:choice>
<xs:element ref="xacml:0bligations" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="PolicySetId" type="xs:anyURI" use="required"/>
<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>
<xs:attribute name="PolicyCombiningAlgId" type="xs:anyURI" use="required"/>
</xs:complexType>
<l-- -->
<xs:element name="CombinerParameters" type="xacml:CombinerParametersType"/>
<xs:complexType name="CombinerParametersType">
<XS:sequence>
<xs:element ref="xacml:CombinerParameter" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="CombinerParameter" type="xacml:CombinerParameterType"/>
<xs:complexType name="CombinerParameterType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
</xs:sequence>
<xs:attribute name="ParameterName" type="xs:string" use="required"/>
</xs:complexType>
<l-- -->
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<xs:element name="RuleCombinerParameters"
type="xacml :RuleCombinerParametersType" />
<xs:complexType name="RuleCombinerParametersType">
<xs:complexContent>
<xs:extension base="xacml:CombinerParametersType">
<xs:attribute name="RuleIdRef" type="xs:string"
use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="PolicyCombinerParameters"
type="xacml : PolicyCombinerParametersType" />
<xs:complexType name="PolicyCombinerParametersType">
<xs:complexContent>
<xs:extension base="xacml:CombinerParametersType">
<xs:attribute name="PolicyIdRef" type="xs:anyURI"
use="required"/>
</xs:extension>
</Xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="PolicySetCombinerParameters"
type="xacml : PolicySetCombinerParametersType" />
<xs:complexType name="PolicySetCombinerParametersType">
<xs:complexContent>
<xs:extension base="xacml:CombinerParametersType">
<xs:attribute name="PolicySetIdRef" type="xs:anyURI"
use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<!l-- -->
<xs:element name="PolicySetIdReference" type="xacml:IdReferenceType"/>
<xs:element name="PolicyIdReference" type="xacml:IdReferenceType"/>
<l-- -->
<xs:element name="PolicySetDefaults" type="xacml:DefaultsType"/>
<xs:element name="PolicyDefaults" type="xacml:DefaultsType"/>
<xs:complexType name="DefaultsType">
<Xs:sequence>
<xs:choice>
<xs:element ref="xacml:XPathVersion"/>
</xs:choice>
</Xs:sequence>
</Xs:complexType>

<l-- -->
<xs:element name="XPathVersion" type="xs:anyURI"/>
<l-- -->

<xs:complexType name="IdReferenceType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="Version" type="xacml:VersionMatchType"
use="optional"/>
<xs:attribute name="EarliestVersion"
type="xacml :VersionMatchType" use="optional"/>
<xs:attribute name="LatestVersion"
type="xacml :VersionMatchType" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<l-- -->
<xXs:simpleType name="VersionType">
<xs:restriction base="xs:string">
<xs:pattern value=" (\d+\.)*\d+"/>
</xXs:restriction>
</Xs:simpleType>
gl== ==%
<xs:simpleType name="VersionMatchType">
<xs:restriction base="xs:string">
<xs:pattern value=" ((\d+|\*)\.)* (\d+|\*|\+)"/>
</xs:restriction>
</Xs:simpleType>
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gl==

-—>

<xs:element name="Policy" type="xacml:PolicyType"/>
<xs:complexType name="PolicyType">

</xs:
<!--
<xS:e
<!--
<xS:e
<xXs:C

</xs:
<!--

<Xs:sequence>
<xs:element ref="xacml:Description" minOccurs="0"/>
<xs:element ref="xacml:PolicyDefaults" minOccurs="0"/>
<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>
<xs:element ref="xacml:Target"/>
<xs:choice maxOccurs="unbounded">
<xs:element ref="xacml:CombinerParameters" minOccurs="0"/>

<xs:element ref="xacml:RuleCombinerParameters" minOccurs="0"/>

<xs:element ref="xacml:VariableDefinition"/>
<xs:element ref="xacml:Rule"/>
</xs:choice>
<xs:element ref="xacml:0Obligations" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="PolicyId" type="xs:anyURI" use="required"/>
<xs:attribute name="Version" type="xacml:VersionType" default="1.0"/>
<xs:attribute name="RuleCombiningAlgId" type="xs:anyURI" use="required"/>
complexType>
-=>
lement name="Description" type="xs:string"/>
-=>
lement name="Rule" type="xacml:RuleType"/>
omplexType name="RuleType">
<XS:sequence>
<xs:element ref="xacml:Description" minOccurs="0"/>
<xs:element ref="xacml:Target" minOccurs="0"/>
<xs:element ref="xacml:Condition" minOccurs="0"/>
</Xs:sequence>
<xs:attribute name="RuleId" type="Xs:string" use="required"/>
<xs:attribute name="Effect" type="xacml:EffectType" use="required"/>
complexType>
-=>

<xs:simpleType name="EffectType">

</xs:
gl==

<xs:restriction base="xs:string">
<Xs:enumeration value="Permit"/>
<xs:enumeration value="Deny"/>
</xs:restriction>
simpleType>

-—>

<xs:element name="Target" type="xacml:TargetType"/>
<xs:complexType name="TargetType">

</xs:
gl==

<Xs:sequence>
<xs:element ref="xacml:Subjects" minOccurs="0"/>
<xs:element ref="xacml:Resources" minOccurs="0"/>
<xs:element ref="xacml:Actions" minOccurs="0"/>
<xs:element ref="xacml:Environments" minOccurs="0"/>
</Xs:sequence>
complexType>

-—>

<xs:element name="Subjects" type="xacml:SubjectsType"/>
<xs:complexType name="SubjectsType">

</xs:
gll==

<Xs:sequence>
<xs:element ref="xacml:Subject" maxOccurs="unbounded"/>
</xs:sequence>
complexType>
-=>

<xs:element name="Subject" type="xacml:SubjectType"/>
<xs:complexType name="SubjectType">

</xs:
<!--

<XS:sequence>
<xs:element ref="xacml:SubjectMatch" maxOccurs="unbounded"/>
</Xs:sequence>
complexType>
cogs

<xs:element name="Resources" type="xacml:ResourcesType"/>
<xs:complexType name="ResourcesType'>

</xs:
gl==

<Xs:sequence>
<xs:element ref="xacml:Resource" maxOccurs="unbounded"/>
</Xs:sequence>
complexType>

-——>
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<xs:element name="Resource" type="xacml:ResourceType"/>
<xs:complexType name="ResourceType">
<Xs:sequence>
<xs:element ref="xacml:ResourceMatch" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Actions" type="xacml:ActionsType"/>
<xs:complexType name="ActionsType">
<XS:sequence>
<xs:element ref="xacml:Action" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Action" type="xacml:ActionType"/>
<xs:complexType name="ActionType">
<XS:sequence>
<xs:element ref="xacml:ActionMatch" maxOccurs="unbounded"/>
</Xs:sequence>
</Xs:complexType>
gl== ==%
<xs:element name="Environments" type="xacml:EnvironmentsType"/>
<xs:complexType name="EnvironmentsType">
<Xs:sequence>
<xs:element ref="xacml:Environment" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Environment" type="xacml:EnvironmentType"/>
<xs:complexType name="EnvironmentType">
<XS:sequence>

<xs:element ref="xacml:EnvironmentMatch" maxOccurs="unbounded"/>

</xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="SubjectMatch" type="xacml:SubjectMatchType"/>
<xs:complexType name="SubjectMatchType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choice>
<xs:element ref="xacml:SubjectAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</Xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</xs:complexType>
<l-- -->
<xs:element name="ResourceMatch" type="xacml:ResourceMatchType"/>
<xs:complexType name="ResourceMatchType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choice>
<xs:element ref="xacml:ResourceAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</xs:complexType>
<l-- -->
<xs:element name="ActionMatch" type="xacml:ActionMatchType"/>
<xs:complexType name="ActionMatchType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choice>
<xs:element ref="xacml:ActionAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</Xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</Xs:complexType>
gl== ==%
<xs:element name="EnvironmentMatch" type="xacml:EnvironmentMatchType"/>
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<xs:complexType name="EnvironmentMatchType">
<XS:sequence>
<xs:element ref="xacml:AttributeValue"/>
<xs:choice>
<xs:element ref="xacml:EnvironmentAttributeDesignator"/>
<xs:element ref="xacml:AttributeSelector"/>
</xs:choice>
</xs:sequence>
<xs:attribute name="MatchId" type="xs:anyURI" use="required"/>
</xs:complexType>
<l-- -->
<xs:element name="VariableDefinition" type="xacml:VariableDefinitionType"/>
<xs:complexType name="VariableDefinitionType">
<XS:sequence>
<xs:element ref="xacml:Expression"/>
</Xs:sequence>
<xs:attribute name="VariableId" type="xs:string" use="required"/>
</Xs:complexType>
gl== ==%
<xs:element name="Expression" type="xacml:ExpressionType" abstract="true"/>
<xs:complexType name="ExpressionType" abstract="true"/>
<l-- -->
<xs:element name="VariableReference"
type="xacml :VariableReferenceType" substitutionGroup="xacml:Expression"/>
<xs:complexType name="VariableReferenceType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="VariableId" type="xs:string"
use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="AttributeSelector"
type="xacml:AttributeSelectorType" substitutionGroup="xacml:Expression"/>
<xs:complexType name="AttributeSelectorType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="RequestContextPath" type="xs:string"
use="required"/>
<xs:attribute name="DataType" type="xs:anyURI"
use="required"/>
<xs:attribute name="MustBePresent" type="xs:boolean"
use="optional" default="false"/>
</xs:extension>
</xs:complexContent>
</Xs:complexType>
gl== ==%
<xs:element name="ResourceAttributeDesignator"
type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/>
<xs:element name="ActionAttributeDesignator"
type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/>
<xs:element name="EnvironmentAttributeDesignator"
type="xacml:AttributeDesignatorType" substitutionGroup="xacml:Expression"/>
<l-- -->
<xs:complexType name="AttributeDesignatorType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="AttributeId" type="xs:anyURI"
use="required"/>
<xs:attribute name="DataType" type="xs:anyURI"
use="required"/>
<xs:attribute name="Issuer" type="xs:string" use="optional"/>
<xs:attribute name="MustBePresent" type="xs:boolean"
use="optional" default="false"/>
</xs:extension>
</xs:complexContent>
</Xs:complexType>
gl== ==%
<xs:element name="SubjectAttributeDesignator"
type="xacml : SubjectAttributeDesignatorType" substitutionGroup="xacml:Expression"/>
<xs:complexType name="SubjectAttributeDesignatorType">
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<xs:complexContent>
<xXs:extension base="xacml:AttributeDesignatorType">
<xs:attribute name="SubjectCategory" type="xs:anyURI"
use="optional" default="urn:oasis:names:tc:xacml:1.0:subject-
category:access-subject"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="AttributeValue" type="xacml:AttributeValueType"
substitutionGroup="xacml:Expression"/>
<xs:complexType name="AttributeValueType" mixed="true">
<xs:complexContent mixed="true">
<xs:extension base="xacml:ExpressionType">
<XS:sequence>
<xS:any namespace="##any" processContents="lax"
minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
<xs:attribute name="DataType" type="xs:anyURI"
use="required"/>
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:extension>
</Xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="Function" type="xacml:FunctionType"
substitutionGroup="xacml:Expression"/>
<xs:complexType name="FunctionType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<xs:attribute name="FunctionId" type="xs:anyURI"
use="required"/>
</xs:extensions>
</xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="Condition" type="xacml:ConditionType"/>
<xs:complexType name="ConditionType">
<XS:sequence>
<xs:element ref="xacml:Expression"/>
</Xs:sequence>
</Xs:complexType>
gl== ==%
<xs:element name="Apply" type="xacml:ApplyType"
substitutionGroup="xacml :Expression"/>
<xs:complexType name="ApplyType">
<xs:complexContent>
<xs:extension base="xacml:ExpressionType">
<XS:sequence>
<xs:element ref="xacml:Expression" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
<xs:attribute name="FunctionId" type="xs:anyURI"
use="required"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l-- -->
<xs:element name="Obligations" type="xacml:0ObligationsType"/>
<xs:complexType name="ObligationsType">
<XS:sequence>
<xs:element ref="xacml:0bligation" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<l-- -->
<xs:element name="Obligation" type="xacml:ObligationType"/>
<xs:complexType name="ObligationType">
<XS:sequence>
<xs:element ref="xacml:AttributeAssignment" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
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<xs:attribute name="ObligationId" type="xs:anyURI" use="required"/>
<xs:attribute name="FulfillOn" type="xacml:EffectType" use="required"/>
</xs:complexType>
<l-- -->
<xs:element name="AttributeAssignment" type="xacml:AttributeAssignmentType"/>
<xs:complexType name="AttributeAssignmentType" mixed="true">
<xs:complexContent mixed="true">
<xXs:extension base="xacml:AttributeValueType">
<xs:attribute name="AttributeId" type="xs:anyURI"
use="required"/>
</xs:extensions>
</xs:complexContent>
</xs:complexType>
<l-- -->
</xs:schemas>

XACML SAML J § gig Wl da> 3D
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<?xml version="1.0" encoding="UTF-8"?>
<schema
targetNamespace="urn:oasis:xacml:2.0:saml:protocol:schema:os"
xmlns:xs="http://www.23.0rg/2001/XMLSchema"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
elementFormDefault="unqualified"
attributeFormDefault="unqualified"
blockDefault="substitution"
version="2.0">
<Xs:import namespace="urn:oasis:names:tc:SAML:2.0:assertion"
schemalocation="http://www.oasis-
open.org/committees/tc _home.php?wg abbrev=security"/>
<Xs:import namespace="urn:oasis:names:tc:SAML:2.0:protocol"
schemaLocation="http://www.ocasis-
open.org/committees/tc _home.php?wg abbrev=security"/>
<Xs:import namespace="urn:oasis:names:tc:xacml:2.0:context:schema:os"
schemalLocation="http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-
context-schema-os.xsd"/>
<xXS:1import namespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
schemalLocation="http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-
policy-schema-os.xsd"/>
<xXs:annotations
<xs:documentations>
Document identifier: access control-xacml-2.0-saml-protocol-schema-os.xsd
Location: http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-saml-
protocol-schema-os.xsd
</xs:documentations>
</xs:annotation>
<!-- -=>
<xs:element name="XACMLAuthzDecisionQuery"
type="XACMLAuthzDecisionQueryType" />
<xs:complexType name="XACMLAuthzDecisionQueryType">
<xs:complexContent>
<xs:extension base="samlp:RequestAbstractType">
<XS:sequence>
<xs:element ref="xacml-context:Request"/>
</xs:sequence>
<xs:attribute name="InputContextOnly"
type="boolean"
use="optional"
default="false"/>
<xs:attribute name="ReturnContext"
type="boolean"
use="optional"
default="false"/>
</xs:extension>
</Xs:complexContent>
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</Xs:complexType>
<!-- ==
<xs:element name="XACMLPolicyQuery"
type="XACMLPolicyQueryType"/>
<xs:complexType name="XACMLPolicyQueryType">
<xs:complexContent>
<xs:extension base="samlp:RequestAbstractType">
<xs:choice minOccurs="0" maxOccurs="unbounded">>
<xs:element ref="xacml-context:Request"/>
<xs:element ref="xacml:Target"/>
<xs:element ref="xacml:PolicySetIdReference"/>
<xs:element ref="xacml:PolicyIdReference"/>
</xs:choice>
</xs:extension>
</xs:complexContent>
</Xs:complexType>
</schemas>

XACML SAML ¢¢ ! dbs 4.0
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<?xml version="1.0" encoding="UTF-8"?>
<schema
targetNamespace="urn:oasis:xacml:2.0:saml:assertion:schema:os"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:xs="http://www.23.0rg/2001/XMLSchema"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
elementFormDefault="unqualified"
attributeFormDefault="unqualified"
blockDefault="substitution"
version="2.0">
<Xs:import namespace="urn:oasis:names:tc:SAML:2.0:assertion"
schemalocation="http://www.oasis-
open.org/committees/tc _home.php?wg abbrev=security"/>
<Xs:import namespace="urn:oasis:names:tc:SAML:2.0:protocol"
schemalLocation="http://www.ocasis-
open.org/committees/tc_home.php?wg abbrev=security"/>
<Xs:import namespace="urn:oasis:names:tc:xacml:2.0:context:schema:os"
schemalLocation="http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-
context-schema-os.xsd"/>
<xS:import namespace="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
schemalocation="http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-
policy-schema-os.xsd"/>
<xXs:annotations
<xs:documentations>
Document identifier: access control-xacml-2.0-saml-assertion-schema-cd-02.xsd
Location: http://docs.oasis-open.org/xacml/2.0/access control-xacml-2.0-saml-
assertion-schema-cd-os.xsd
</xs:documentations>
</xs:annotation>
<!-- -=>
<xs:element name="XACMLAuthzDecisionStatement"
type="XACMLAuthzDecisionStatementType" />
<xs:complexType name="XACMLAuthzDecisionStatementType">
<xs:complexContent>
<xs:extension base="samlp:StatementAbstractType">
<XS:sequence>
<xs:element ref="xacml-context:Response"/>
<xs:element ref="xacml-context:Request" MinOccurs="0"/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<!-- ==
<xs:element name="XACMLPolicyStatement"
type="XACMLPolicyStatementType" />
<xs:complexType name="XACMLPolicyStatementType">
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<xs:complexContent>
<xs:extension base="samlp:StatementAbstractType">
<xs:choice minOccurs="0" maxOccurs="unbounded">>
<xs:element ref="xacml:Policy"/>
<xs:element ref="xacml:PolicySet"/>
</xs:choice>
</xs:extension>
</xs:complexContent>
</xs:complexType>
</schemas>
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[a02] <?xml version="1.0" encoding="UTF-8"?>

[a03] <Policy

[204] =xmlns="urn:ocasis:names:tc:xacml:2.0:policy:schema:os"

[a05] xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

[a06] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access control-xacml-2.0-policy-schema-
os.xsd"

[a07] PolicyId="urn:oasis:names:tc:example:SimplePolicyl"

[208] RuleCombiningAlgId="identifier:rule-combining-algorithm:deny-
overrides">

[a09] <Description>

[al0] Medi Corp access control policy

[all] </Description>

[a12] <Target/>

[al3] <Rule

[al4] RuleId= "urn:oasis:names:tc:xacml:2.0:example:SimpleRulel"

[al5] Effect="Permit">

[al6] <Descriptions>

[al7] Any subject with an e-mail name in the med.example.com domain
[a18] can perform any action on any resource.

[al9] </Description>

[a20] <Target>

[a21] <Subjects>

[a22] <Subject>

[a23] <SubjectMatch

[a24] MatchId="urn:oasis:names:tc:xacml:1.0:function:rfc822Name-
match">

[a25] <AttributeValue

[a26] DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a27] med.example.com

[a28] </AttributeValue>

[a29] <SubjectAttributeDesignator

[a30] AttributeId="urn:ocasis:names:tc:xacml:1.0:subject:subject-id"
[a31] DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name"/>
[a32] </SubjectMatch>

[a33] </Subject>

[a34] </Subjects>

[a35] </Target>

[a36] </Rule>
[a37] </Policy>
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[a38] <?xml version="1.0" encoding="UTF-8"?>

[a39] <Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

[240] =xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
http://docs.oasis-
open.org/xacml/access_control-xacml-2.0-context-schema-os.xsd">

[a41] <Subject>

[a42] <Attribute
AttributelId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name" >

[a43] <AttributeValue>
[a44] bs@simpsons.com
[a45] </AttributeValue>
[a46] </Attributes>

[a47] </Subject>

[a48] <Resource>

[a49] <Attribute

AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#anyURI" >

[a50] <AttributeValue>

[a51] file://example/med/record/patient/BartSimpson
[a52] </Attributevalue>

[a53] </Attributes>

[a54] </Resource>

[a55] <Action>

[a56] <Attribute Attributeld="urn:ocasis:names:tc:xacml:1.0:action:action-
idll

DataType="http://www.w3.0rg/2001/XMLSchema#string">
[a57] <AttributeValue>

[a58] read

[a59] </AttributeValues>

[a60] </Attribute>

[a61] </Action>

[a62] <Environment/>

[a63] </Request>
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[a64]
[a65]

<?xml version="1.0" encoding="UTF-8"?>
<Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xsi:schemalocation="urn:ocasis:names:tc:xacml:2.0:context:schema:os

http://docs.oasis-open.org/xacml/xacml-core-2.0-context-schema-os.xsd">

[a66]
[a67]
[a68]
[a69]

<Result>
<Decision>NotApplicable</Decision>
</Result>
</Response>

bl 1) 2l 2Y) (3 gho g Gow ) Bl ) Ol as ¢ 5 ki 2 [a65] - [264]

UL ais (3 Emad) 0505 aebedl U] B 1 b o s [a68] ) [a66] o sl 3 <Results sl piy
O PEP akid) s oy 1 . "Indeterminate” 51 "NotApplicable" <"Deny" sl "Permit" ssls| iwlud) ;525 ."NotApplicable"

Sl b g

Ay Bl 4 [a69]

e ddi 2

1513 gl sdoy L b Jome XML 32515 . XACML il 4,8 Yitwy (o Bl Yioy XML 2550 Yioo 5 2l sls o
RS NP PPV PN WY RP TIo

@b Jorw A= Jle 12,10

ESIRURAETESW sl AUl I 0 crecords fomnd! kb2 susay ade XACML sl sdll 3.ks d_{c_gb S W L L

[a70]
[a71]
[a72]
[a73]
[a74]
[a75]
[a76]
[a77]
[a78]
[a79]
[a80]
[a81]
[a82]
[a83]
[a84]
[a85]
[a86]
[a87]
[a88]
[a89]
[a90]
[a91]
[a92]
[a93]
[a94]
[a95]
[a96]
[a97]
[a98]
[a99]
[a100]
[al01]
[al102]
[a103]
[al04]

<?xml version="1.0" encoding="UTF-8"?>
<record xmlns="urn:example:med:schemas:record"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" >
<patients>

<patientName>
<first>Bartholomew</first>
<last>Simpson</last>

</patientName>

<patientContacts>

<street>27 Shelbyville Road</street>
<city>Springfield</city>
<state>MA</state>

<zip>12345</zip>
<phone>555.123.4567</phone>

<fax/>

<email/>

</patientContact>
<patientDoB>1992-03-21</patientDoB>
<patientGender>male</patientGender>
<patient-number>555555</patient -number>

</patient>
<parentGuardian>

<parentGuardianId>HS001l</parentGuardianId>
<parentGuardianName >
<first>Homer</firsts>
<last>Simpson</last>
</parentGuardianName>
<parentGuardianContact>

<street>27 Shelbyville Road</street>
<city>Springfield</city>
<state>MA</state>

<zip>12345</zip>
<phone>555.123.4567</phone>

<fax/>

<email>homers@aol .com</email>
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[al05] </parentGuardianContact>

[al06] </parentGuardian>

[a107] <primaryCarePhysician>

[a108] <physicianName>

[a109] <first>Julius</first>

[a110] <last>Hibbert</last>

[al11] </physicianName>

[al12] <physicianContact>

[a113] <street>1 First St</streets>

[al14] <city>Springfield</city>

[al1l5] <state>MA</state>

[all6] <zip>12345</zip>

[al17] <phone>555.123.9012</phone>

[al18] <fax>555.123.9013</fax>

[a119] <email/>

[al20] </physicianContact>

[al21] <registrationID>ABCl23</registrationID>
[al22] </primaryCarePhysician>

[a123] <insurers>

[al24] <name>Blue Cross</names

[al25] <street>1234 Main St</street>
[al26] <city>Springfield</city>

[al27] <state>MA</state>

[a128] <zip>12345</zip>

[al129] <phone>555.123.5678</phone>

[a130] <fax>555.123.5679</fax>

[a131] <email/>

[a132] </insurer>

[a133] <medicals>

[a134] <treatment>

[a135] <drug>

[al36] <name>methylphenidate hydrochloride</name>
[a137] <dailyDosage>30mgs</dailyDosage>
[a138] <startDate>1999-01-12</startDate>
[a139] </drug>

[a140] <comment >

[a141] patient exhibits side-effects of skin coloration and carpal
degeneration

[al142] </comment >

[a143] </treatment>

[al44] <results>

[al45] <test>blood pressure</test>

[al46] <value>120/80</value>

[a147] <date>2001-06-09</date>

[a148] <performedBy>Nurse Betty</performedBy>
[a149] </results>

[al50] </medicals>
[a151] </records>

Al Blw Je 2200
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[a152] <?xml version="1.0" encoding="UTF-8"?>

[a153] <Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation=" urn:oasis:names:tc:xacml:2.0:context:schema:os
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-context-schema-
os.xsd">

[a154] <Subjects>

[al55] <Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:subject-

category"
DataType="http://www.w3.0rg/2001/XMLSchema#anyURI" >
[al56] <AttributeValue>urn:oasis:names:tc:xacml:1.0:subject-

category:access-subject</AttributevValue>

[al57] </Attribute>

[al58] <Attribute

AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Issuer="med.example.com">
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[al59] <AttributeValue>CN=Julius Hibbert</AttributeValue>

[al60] </Attribute>

[al61] <Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:subject:name-
format™"

DataType="http://www.w3.0rg/2001/XMLSchema#anyURI"
Issuer="med.example.com">

[al62] <AttributeValue>
[a163] urn:oasis:names:tc:xacml:1.0:datatype:x500name
[al64] </AttributeValue>

[al65] </Attributes>

[ale6] <Attribute
AttributelId="urn:oasis:names:tc:xacml:2.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Issuer="med.example.com">

[al167] <AttributeValue>physician</AttributeValue>

[al68] </Attributes>

[al69] <Attribute
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:physician-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
Issuer="med.example.com">

[a170] <AttributeValue>jhl234</Attributevalues>

[al171] </Attributes>

[al72] </Subjects>

[a173] <Resource>

[a174] <ResourceContent>

[a175] <md:record xmlns:md="urn:example:med:schemas:record"
xsi:schemalocation="urn:example:med:schemas:record
http:www.med.example.com/schemas/record.xsd" >

[al76] <md:patient>

[a177] <md:patientDoB>1992-03-21</md:patientDoB>
[a178] <md:patient-number>555555</md: patient -number>
[a179] </md:patient>

[al180] </md:record>

[al81] </ResourceContent >

[a182] <Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a183] <AttributeValue>

[al84] //med.example.com/records/bart-simpson.xml#

[a185] xmlns (md=:Resource/ResourceContent/xpointer

[a186] (/md:record/md:patient/md:patientDoB)

[a187] </Attributevalue>

[a188] </Attributes>

[a189] </Resource>

[2a190] <Action>

[a191] <Attribute Attributeld="urn:ocasis:names:tc:xacml:1.0:action:action-

idll
DataType="http://www.w3.0rg/2001/XMLSchema#string">
[a192] <AttributeValuesread</AttributeValues>

[a193] </Attribute>
[a194] </Action>
[a195] <Environment/>
[al196] </Request>

g ylas el ST UL [al53] - [al52]

cadl Olars 0w IS O)ng,} .<Request> aall 14 <Subjects> el (3 i s 50 dlanion igd @ [al72] - [al54]
.Qb\jw%yly-lu\ U.AMYJ .uﬂ\l«}j@-,ﬁ\

oszadl agdl 455 @ddl ol ol s 43 Ciaiy .SubjectCategory s <Subjects s J§J [a157] — [al155]
Al WLy R ;95\ 4 44l "access-subject" dudll B A ey (\-:5-5‘ & allal

.subject-id theazd) il i [a160] - [al58]
Aleazad) i) G ae 3ud [a165] - [al61]

.role doazadl dgd) i [a168] —[al66]
physician-id dessll igd) cos [al71] - [al69]

131 (2006/06) ITU-T X.1142 e 53!



call o o lbes e S u'JsL‘-U .<Requests> .zl cgu\ <Resources> )l 3 5,8l &g &5 [al89] —[al73]

i 35 g oo alalS” 1) o e sl U 3L Cllay 0D XMIL 5,0 Al L, 5l s 22 [al81] — [al74]
ollal) S Ul <ResourceContent> aall 3 XPath o 529 ) 3L G gllall 5,500 @l 458 (5 2s [a188] —[a182]
) S - gl
.<Request> 2l ' <Actions> el § ol =Y @ sn &2 [al94] - [al90]
1Y e S oae [al92]
.<Environment> i)bﬂ\J¢ud\ [a195]
dowl 1 Al Aot 3 Js 32,10
Hgaldsinl ol ) s g aall) asl 5y Lo
S W aa e 12 OF 2y 08 a0l O me i) 2 il (1
o 8 Rualld) Syl ¥ ) el ol Ly of (o 8 a8 e e o T 0T L jasdd 52 250 (2
.ﬂ&“
ALy s wley oy we Jpseld cdall a0 b g e of Olsy S0 ) g B3 s 3
A
N e 3 b el S T Ol g Y ia sl (4

a1y PAP dlais 3 ol Jandl iy oo Akt foad 2dz PAP bls 3 & 550 el 5l od 0555 5
XACML é4s\Bl o e 4.2.11

1 st 1.4.2.11

Laf 3 <VariableDefinitions paall gl Ly 253 M=y <Condition> e o2 Aopy 306l 1 0l (s
Aldl 3 Wlarza) - S& aab

11 saeldl o Ul XACML <Rule> W= juaiy

[a197] <?xml version="1.0" encoding="UTF-8"?>

[a198] <Policy

[2a199] xmlns="urn:ocasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"
[a200] xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation=" urn:oasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access control-xacml-2.0-context-schema-
os.xsd"

[a201] xmlns:md="http://www.med.example.com/schemas/record.xsd"

[a202] PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:1"

[2203] RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-
algorithm:deny-overrides">

[2a204] <PolicyDefaultss>

[a205] <XPathVersion>http://www.w3.0rg/TR/1999/Rec-xpath-
19991116</XPathVersion>

[a206] </PolicyDefaults>

[a207] <Target/>

[2a208] <VariableDefinition VariableId="17590034">

[a2009] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
equal">

[a210] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
one-and-only">

[a211] <SubjectAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:patient-number"
[a212] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

[a213] </RApply>

[a214] <Apply

[a215] FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only">

[a216] <AttributeSelector
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[a217] RequestContextPath="//xacml-context :Resource/xacml -

context :ResourceContent/md:record/md:patient/md:patient-number/text ()"
[a218] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

[a219] </Apply>

[a220] </Apply>

[a221] </VariableDefinitions>

[a222] <Rule

[2a223] RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:1"

[a224] Effect="Permit">

[a225] <Descriptions>

[a226] A person may read any medical record in the

[a227] http://www.med.example.com/schemas/record.xsd namespace
[a228] for which he or she is the designated patient

[a229] </Description>
[a230] <Targets>

[a231] <Resources>

[a232] <Resource>

[a233] <ResourceMatch
MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[a234] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a235] urn:example:med:schemas:record

[a236] </AttributevValue>

[a237] <ResourceAttributeDesignator Attributeld=

[a238] "urn:oasis:names:tc:xacml:2.0:resource:target-namespace"
[a239] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a240] </ResourceMatch>

[a241] <ResourceMatch
MatchId="urn:oasis:names:tc:xacml:1.0:function:xpath-node-match">
[a242] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a243] /md:record

[a244] </AttributeValue>

[a245] <ResourceAttributeDesignator
AttributelId="urn:oasis:names:tc:xacml:1.0:resource:xpath"

[a246] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a247] </ResourceMatch>

[a248] </Resources>

[a249] </Resources>

[a250] <Actions>

[a251] <Action>

[a252] <ActionMatch

[a253] MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[a254] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a255] read

[a256] </AttributeValues>

[a257] <ActionAttributeDesignator

[a258] AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
[a259] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a260] </ActionMatch>

[a261] </Action>

[a262] </Actions>

[a263] </Target >

[a264] <Conditions>

[a265] <VariableReference VariableId="17590034"/>
[a266] </Conditions>

[a267] </Rule>

[a268] </Policy>

XML Y &bl [a201] - [a199]

-W3C XPath:1999 jLall o 6 s s oy &bl 3 XPath b [a205]
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el Bl 3 patient-number dhesidl igdl - i SubjectAttributeDesignator <.l s [a211]

£

ol . . .FunctionId el Lasas dls & gresit g 2 L s,)Lall [a215]
Lo RS olles do urn:oasis:names:tc:xacml:1.0:function:string-equal
Lol e ale &% SubjectAttributeDesignator <=y "http:/www.w3.0rg/2001/XMLSchematstring"
r,m Jorzay 'http://'www.w3.0rg/2001/XMLSchema#string"
e ol B Le of Al sda 25y Jurn:oasis:names:tc:xacml:1.0:function:string-one-and-only"
Ll sy e e o d

FUESIENENN =) .Jg,'zJ\ o~ XPath g Jlesaly Sl Gl s - i <AttributeSelectors .zl & [a216]
XML e bl & M XPath el 3 AN ™ of LMy syl e (el %) patient-number o2l

e iy en O3 e [a223]

Aol i) 3 Effect pdll mo ko) 0ds mad ¢ Effect cadl 23 Ju 5 (True" b 34l s 5las Lkis y aaeld) 136 0L [a224]
el i) el g by (6 V)

sl > (e [a229] - [a225]

<Subjects> Ol pamll JUI s (35 Sueldlly Lo 2 ) Ol 8 WUl s ds gast Saeldl) Ous s [a263] - [a230]

.0bsi2 <Environmentss s

Lois asly JUll s 3 4> 9 .<Resources ol b &Y <Resources> il = [a249] - [a231]

O JEl lds (3 4 g ResourceMatch paiall foas &\ <Resource> sl =2 [a248] —[a232]

Ll oS 130 Ll o3 0,y L a31pd W Gy 31y J5Y) e b <ResourceMatchs Jp1 easdl 0, [a240] — [a233]
Oy 5 U 7 K T B 3 O T "V T IR VR VO P O]
"urn:example:med: schemas:record"

233 dls MatchId cadl eww [a233]

el yoll 33 L1 ol 20 [2235]

el Sy codlll Bl (3 5 U s 5l e Ul ! <ResourceAttributeDesignator> il & [a239] - [a237]
.AttributeId & <l

B L}UJ\ XPath sy . XPath oo ,Lall C"L" PRV (j\)ﬂ\ iles 0,4y .<ResourceMatchs> L}\i’\ sl [a247] —[a241]
ied) "xpath-node-match" JIJl s sluss ."/md: record” as A aed)l 4o JsY Xpath sdly o glell XML paziadl 1) s
M/md:record" aamll oo cf Okl XML ezl 0713 "True”

<Action> e V) 4> ¥ JE Ids 3y .<Actions polall o c]aﬁ.» o] < <Actions> el st [a262] —[a250]

e Nl A= ¥ JEl s 3y <ActionMatchs elall s Ly, & Je <Action> el et [a261] — [a251]
.JA>l9 <ActionMatch>

13) (-:’lé‘ (’j‘fss\ ‘:’}g'l) .(j\}ﬂ\ ald L'Léj C}JJL“ o &';L'*JU J)i}}\ 4 2y <ActionMatchs> el O)&  [a260] — [a252]
3592 M action-id sl > Y) e dad O, JUl s 35 ) el Lgdny L:SJ\ ) e e éic‘ L) gz L oY) gl s ols”
.(3;\}) "read" @J:L\ dad)l -t ;.,.UQ_H Sl d

i L W] e BBl s (s 5ty gt o) saeldl 3 "True" axed 0555 Of 45 . <Condition> el [a266] - [a264]
Aol o 2T O 3 jne piia
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2 dus\d) 2.4.2.11

A1 Jﬁu C« <Apply> j.,a_.‘.x.j\ L&A aMpL_U s (\.Lﬁ;‘.'.w\ 2 sasdl e
SO &b clas JzT o* 'urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration"
A1) J}’u cﬁ K:.fija_;l\ Q\)L:f« (\m\ Cnﬁj: (IKy U’a'»’-J"‘U r;'J« U»JL«.J\

6,*71ébjj <Conditions> el (3 &>, aib,y JEll 1ddy "urn:oasis:names:tc:xacml:1.0:function:and"

.<Variab1eDefinition>A,A#J‘QJlbké

[a269] <?xml version="1.0" encoding="UTF-8"?>

[a270] <Policy

[2a271] xmlns="urn:ocasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"

[a272] xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ocasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-os.xsd"
[2a273] xmlns:xf="urn:oasis:names:tc:xacml:2.0:data-types"

[a274] xmlns:md="http:www.med.example.com/schemas/record.xsd"

[a275] PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:2"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides">

[a276] <PolicyDefaultss>

[a277] <XPathVersion>http://www.w3.0org/TR/1999/Rec-xpath-19991116</XPathVersion>
[a278] </PolicyDefaults>

[a279] <Target/>

[a280] <VariableDefinition VariableId="17590035">

[a281] <Apply FunctionId="urn:oasis:names:tc:xacml:2.0:function:date-less-or-

equal">

[a282] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-one-and-
only">

[a283] <EnvironmentAttributeDesignator

[a284] AttributeId= "urn:oasis:names:tc:xacml:1.0:environment:current-date"
[a285] DataType="http://www.w3.0rg/2001/XMLSchema#date" />

[a286] </Bpply>

[a287] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-add-
yearMonthDuration">

[a288] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-one-and-
only">

[a289] <AttributeSelector RequestContextPath=

[a290] "//md:record/md:patient /md:patientDoB/text ()"

[a291] DataType="http://www.w3.0rg/2001/XMLSchema#date" />

[a292] </Apply>

[a293] <AttributeValue

[a294] DataType="urn:oasis:names:tc:xacml:2.0:data-types:yearMonthDuration">
[a295] <xf :dt-yearMonthDuration>

[a296] Pl6Y

[a297] </xf:dt-yearMonthDuration>

[a298] </AttributeValue>

[a299] </Apply>

[a300] </Apply>

[a301] </VariableDefinitions>

[a302] <Rule

[2a303] RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:2"
[a304] Effect="Permit">

[a305] <Description>

[a306] A person may read any medical record in the

[a307] http://www.med.example.com/records.xsd namespace

[a308] for which he or she is the designated parent or guardian,

[a309] and for which the patient is under 16 years of age

[a310] </Description>

[a311] <Target>

[a312] <Resources>

[a313] <Resources>

[a314] <ResourceMatch

[a315] MatchId="urn:ocasis:names:tc:xacml:1.0:function:string-equal">
[a316] <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#fstring">
[a317] http://www.med.example.com/schemas/record.xsd

[a318] </AttributeValue>

[a319] <ResourceAttributeDesignator Attributeld=

"urn:oasis:names:tc:xacml:2.0:resource:target-namespace"
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[a320]
[a321]
[a322]
[a323]
[a324]
[a325]
[a326]
[a327]

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</ResourceMatch>

<ResourceMatch
MatchId="urn:ocasis:names:tc:xacml:1.0:function:xpath-node-match">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">

/md: record
</AttributevValue>
<ResourceAttributeDesignator

AttributeId="urn:ocasis:names:tc:xacml:1.0:resource:xpath"

[a328]
[a329]
[a330]
[a331]
[a332]
[a333]
[a334]
[a335]
[a336]
[a337]
[a338]
[a339]

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch
MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchemaf#fstring">
read
</AttributeValues>
<ActionAttributeDesignator

AttributelId="urn:oasis:names:tc:xacml:1.0:action:action-id"

[a340]
[a341]
[a342]
[a343]
[a344]
[a345]
[a346]
[a347]
[a348]

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</ActionMatch>
</Action>
</Actions>
</Target >
<Conditions>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-

and-only">

[a349]

<SubjectAttributeDesignator

AttributeId="urn:ocasis:names:tc:xacml:2.0:example:attribute:
[a350] parent-guardian-id"

[a351]
[a352]
[a353]
[a354]
[a355]
[a356]

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Apply>

<Apply

FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-only">
<AttributeSelector

RequestContextPath="//xacml-context:Resource/xacml -

context :ResourceContent /md:record/md:parentGuardian/md:parentGuardianId/text ()"

[a357]
[a358]
[a359]
[a360]
[a361]
[a362]
[a363]

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Apply>
</Apply>
<VariableReference VariableId="17590035"/>
</Apply>
</Condition>
</Rule>

[a364] </Policy>

0SS (B pie Loslld) e o 2 U s L"si) bl s> e <variableDefinitions el % [a301] —[a280]

(2 3Mes 0 ) 16 8305 Ay o gl G W1 e BT (Ul e 1 OUST 18] B 16 0 BT e M) e

<lw> (¢ "urn:oasis:names:tc:xacml:1.0:function:date-less-or-equal" < all sl [a300] — [a281]

.é?)uhcgjgu v B4

4% "urn:oasis:names:tc:xacml:1.0:function:date-one-and-only" & U pixs J;Tbkakq [a286] — [a282]
http://www.w3.0rg/2001/XMLSchemattdate” Jaadl oo s>l g dad Ll i ba paze Laliz) o) 2l 2l Of e a5

."urn:oasis:names:tc:xacml:l.O:environment:current-date"1%“u;d;Uﬁb<§)Uﬁa?)U\ﬁ$$rQ [a284]

"urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration" Qﬁ“égju‘ﬂih_Fake [a299] — [a287]
"urn:oasis:names:tc:xacml:2.0:data- kedl e oWy “http/www.w3.0rg/2001/XMLSchematdate"

.types:yearMonthDuration"

8 @2 3 XPath 5 Lal Jxb o2 A S ZU <AttributeSelector> sl & [a289]

(2006/06) ITU-T X.1142 &we s 136



ety ol sl Lle 165, [2298] - [a293]
ol ok . ‘wa o dpall 1424015 28 3 1 sae@)) o) Saeldll Oouay sueldl Ol [a344] — [a311]
1L dRd> Ol s iy Akl SaslE) (3 "True" ) ded s3les Of % <conditions aml) [a362] - [a345]

PREY Te <Apply> e 2 L8 s dwslld) o v ub-ijl‘j J.A;Y\ L}j jt M\ gi[\ gL Il
.4l J\# <variableDefinitions

by e does LY s Wl S "urn:oasis:names:tc:xacml:1.0:function:and" AUl O L) lexas [a346]
Al dad dids Oleo ol (0 "AND" daball 2 laally o5y (WL oda (3 O\ paze) ST

U (RN Ly el O s e l) OB e sk e [a359] - [a347]
Lol o LR RENP "urn:oasis:names:tc:xacml:1.0:function:string-equal"
"http://www.w3.0rg/2001/XMLSchematstring"

Js "urn:oasis:names:tc:xacml:1.0:function:string-equal” Of s .J)y\ A e Ju [a348]
! oL 'http://www.w3.0rg/2001/XMLSchemat#string" ool o Ol e
FYVRSIN R PP S RCIPS Oi¢y s Jorivy "urn:oasis:names:tc:xacml:1.0:function:string-one-and-only"
hagd 2y B Bl 3 {f»)U"urn:oasis:names:tc:xacml:2.0:example:attribute:parent—guard}an—id"

L s

£ sl . ot s A3 2 sl S Ju [a353]
4pad\(Usawbsgﬂ£\d§m o 'urn:oasis:names:tc:xacml:2.0:example:attribute:parent-guardian-id"
<SubjectAttributeDesignators>

AfEUay&fjfbLéf"urn:oasis:names:tc:xacml:l.O:function:string—one—and—only"VMY\JAxhﬁ [a354]
http://www.w3.0rg/2001/XMLSchema#string" Ladl o 34>y &ad qiaf o paze Loy o) ol 2o of o

sl Pty TRV I PPIUrSt o* <md:parentGuardianId> JOVSPL R O ;;UJ\ sy g‘z«g [a355]
g};hﬁy\dﬂjw c5>kﬂ LSy, k)l Bl dlbdaa jL\JSQUb XPath jx .zl lds 223 .<AttributeSelector>
Lodl » @) il AttributeSelector  (Sslwesy  alall eVl ol 3 als XPath  jed

"http://www.w3.0rg/2001/XMLSchematstring"

R JUYIE 35S N Q&H;;¥\¢ﬁ>-<Variab1eDefinition> sl A L2 [a360]
el 34201

b 3 305l w0 ey w18 11 (Lo gl ) A Lslis | ante XACML <Rules paiall sy ¥y bl gV Jlanzol 3 5008 (8
.L}Lﬂ\f <Policys> =&

[a365] <?xml version="1.0" encoding="UTF-8"?>

[a366] <Policy

[a367] xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"
[a368] xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

[2a369] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-
os.xsd"

[a370] xmlns:md="http:www.med.example.com/schemas/record.xsd"

[a371] PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:3"

[a372] RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-
algorithm:deny-overrides">

[a373] <Description>

[a374] Policy for any medical record in the

[a375] http://www.med.example.com/schemas/record.xsd namespace

[a376] </Descriptions>

[a377] <PolicyDefaultss>

[a378] <XPathVersion>http://www.w3.0rg/TR/1999/Rec-xpath-
19991116</XPathVersions>

[a379] </PolicyDefaults>

[a380] <Targets>

[a381] <Resourcess>

[a382] <Resource>
[a383] <ResourceMatch
[a384] MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
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[a385] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a386] urn:example:med:schemas:record

[a387] </AttributeValue>

[a388] <ResourceAttributeDesignator Attributeld=

[a389] "urn:oasis:names:tc:xacml:1.0:resource:target-namespace"
[a390] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a391] </ResourceMatch>

[a392] </Resource>

[a393] </Resources>

[a394] </Target>
[2a395] <Rule Ruleld="urn:ocasis:names:tc:xacml:2.0:example:ruleid:3"
[a396] Effect="Permit"s>

[a397] <Description>

[a398] A physician may write any medical element in a record
[a399] for which he or she is the designated primary care
[a400] physician, provided an email is sent to the patient

[a401] </Description>
[a402] <Target>

[a403] <Subjects>

[a404] <Subject>

[a405] <SubjectMatch

[a406] MatchId="urn:ocasis:names:tc:xacml:1.0:function:string-equal">
[a407] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a408] physician

[a409] </AttributeValue>

[a410] <SubjectAttributeDesignator AttributelId=
"urn:oasis:names:tc:xacml:2.0:example:attribute:role"

[a411] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a412] </SubjectMatch>

[a413] </Subject>

[a414] </Subjects>

[a415] <Resources>

[a416] <Resource>

[a417] <ResourceMatch

[a418] MatchId="urn:ocasis:names:tc:xacml:1.0:function:xpath-node-
match">

[a419] <AttributeValue

[a420] DataType="http://www.w3.0rg/2001/XMLSchema#fstring">
[a421] /md:record/md:medical

[a422] </AttributeValue>

[a423] <ResourceAttributeDesignator
AttributeId="urn:ocasis:names:tc:xacml:1.0:resource:xpath"

[a424] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a425] </ResourceMatch>

[a426] </Resources>

[a427] </Resources>

[a428] <Actions>

[a429] <Action>

[a430] <ActionMatch

[a431] MatchId="urn:ocasis:names:tc:xacml:1.0:function:string-equal">
[a432] <AttributeValue

[a433] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[a434] write

[a435] </AttributeValue>

[a436] <ActionAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
[a437] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a438] </ActionMatchs>

[a439] </Action>

[a440] </Actions>

[a441] </Target>
[a442] <Conditions>
[a443] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-

equal">

[a444] <Apply

[a445] FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only">

[a446] <SubjectAttributeDesignator

[a447] AttributeId="urn:oasis:names:tc:xacml:2.0:example:

attribute:physician-id"
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PolicyId Jb

[a4438] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a449] </Apply>

[a450] <Apply

[a451] FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-and-
only">

[a452] <AttributeSelector RequestContextPaths=

[a453] "/ /xacml-context :Resource/xacml -

context :ResourceContent/md:record/md:primaryCarePhysician/md:registrationID
/text ()"

[a454] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

[a455] </Rpply>

[a456] </Apply>

[a457] </Condition>

[a458] </Rule>

[a459] <Obligations>

[a460] <Obligation
ObligationId="urn:oasis:names:tc:xacml:example:obligation:email"
[a461] FulfillOn="Permit">

[a462] <AttributeAssignment
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:mailto"
[a463] DataType="http://www.w3.0rg/2001/XMLSchema#string" >

[a464] &lt;AttributeSelector RequestContextPath=

[a465] "//md:/record/md:patient/md:patientContact/md:email"
[a466] DataType="http://www.w3.0rg/2001/XMLSchema#string"/&gt ;
[a467] </AttributeAssignment>

[a468] <AttributeAssignment

Attributeld="urn:oasis:names:tc:xacml:2.0:example:attribute:text"

[a469] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[a470] Your medical record has been accessed by:

[a471] </AttributeAssignment >

[a472] <AttributeAssignment
AttributeId="urn:oasis:names:tc:xacml:2.0:example:attribute:text"
[a473] DataType="http://www.w3.0rg/2001/XMLSchema#string" >
[a474] &lt;SubjectAttributeDesignator
AttributelId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
[a475] DataType="http://www.w3.0rg/2001/XMLSchema#string" /&gt ;
[a476] </AttributeAssignment>

[a477] </Obligation>
[a478] </Obligations>
[a479] </Policy>

bl 5302 Slldas @l ¥ O Sl <Policys samd o [a372] — [a366]

-RuleCombiningAlgIdy

Al 1) Sl 85 gu2t U] Bdal) 0ds ey Aol By pn e [2371]

A o il ek, An ) a2 sl i)l s Tn ) 504 [2372]
dbd) a0 sa2 8 (o [a376] - [a373]

3 <Targets jaw) & U, Gebdl A L3 SUL e G pe 2l Ous 304 Al Cus [a394] — [a379]
O sl &) XML 5,05l G Ao et 5a WUk ods 3 auldl sy cRules> 2wl 3 <Targets 2wl 4 <Policys

."urn:example:med:schemas:record"er\

XPath

L~
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Effect s RuleId :L® sdeldl iwl, 3 Oltades 3d>5y .<Policys el s (3 o 4 Sl <Rules nail [a395]

Aol Bus Al p Baeld)l Gus Ay [a441] - [a402]

xSl ég\ donzndl oldl ] sueldl <subjectMatchs el

sdwy [a412] —[a405]

."physician" c=dl "urn:ocasis:names:tc:xacml:2.0:example:attribute:role"

Jroesi] & s QQ\ s Al saeldl <ResourceMatchs .zl

Shuy [a425] —[a417]

."/md:record/md:medical"

Gy S 3lus @ﬂ lel Y sl <ActionMatch> il

sdwy [a438] —[a430]

write" cad! "urn:oasis:names:tc:xacml:1.0:action:action-1id"
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MTrue" k) aad 0S5 of S QAN Ll e iy JQ-CGJ\ sdel@ly slay Lid .<Conditions sl [a457] —[a442]

"urn:ocasis:names:tc:xacml:2.0:example:attribute:physician- desill igd) cw dad O LI s O,

.%QSUJ\rQ(gihQ§£|J2MJ|Q <registrationId>‘ﬂzﬂ\lﬁ5cﬁid"

o A & L) AL & pLal PEP dlaiidl 92& o olles de e DLy <Obligations> sl [a478] — [a459]

Moty Uil il iz y "Deny” 5 "Permit” e A 15 L ol GG Sk,

i goty L giw O s &) e Il )13 4edy ObligationId wad) o <Obligation> pawl Ll [a477] — [a460]

PEP dlaidl 4 o5& Jos 1 |t pnd)l Slay 55 PDP 2kt 2 Yy . osndl Ol 55
.ObligationId ¢l V) lis & 48 3 as PEP dbaidl fu 5 Of camzy UL o dn Sy ol AV cadl sus [a460]

DL ey Ladzs AL ol (39 o) NI M L 2y of g gl ja I ) 3 4ed Fulfillon cudl 342 [ad61]

[a480]
[a481]
[a482]
[a483]

550 3 s SV ) O sl PEP 4bidl 4 dmie ) 0K e LY adell Ju5 [2467] - [2462]
L3 AP A A G L ) el v [a471] — [468)]

s3SIV A Al igug L5 PEP ik 4 oz sl O e all dal) JW5 [2476] — [a472]

4 dus\d) 4.4.2.11
.<Condition> w2 U35 <Rules .2y "Deny"” j;j-i“ dod pliscial 4 sdeld)l s

<?xml version="1.0" encoding="UTF-8"?>

<Policy
xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"

xsi:schemalocation="urn:ocasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access control-xacml-2.0-policy-schema-
os.xsd"

[a484]
[a485]
[a486]

xmlns:md="http:www.med.example.com/schemas/record.xsd"
PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:4"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-

algorithm:deny-overrides">

[a487] <PolicyDefaults>

[a488] <XPathVersion>http://www.w3.0rg/TR/1999/Rec-xpath-
19991116</XPathVersion>

[a489] </PolicyDefaults>

[a490] <Target/>

[a491] <Rule

[2a492] RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:4"
[a493] Effect="Deny">

[a494] <Description>

[a495] An Administrator shall not be permitted to read or write
[a496] medical elements of a patient record in the

[a497] http://www.med.example.com/records.xsd namespace.

[a498] </Description>

[a499] <Target>

[a500] <Subjects>

[a501] <Subject>

[a502] <SubjectMatch

[a503] MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[a504] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a505] administrator

[a506] </AttributeValue>

[a507] <SubjectAttributeDesignator Attributeld=

[a508] "urn:oasis:names:tc:xacml:2.0:example:attribute:role"
[a509] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a510] </SubjectMatch>

[a511] </Subject>

[a512] </Subjects>

[a513] <Resources>

[a514] <Resources>

[a515] <ResourceMatch

[a516] MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[a517] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a518] urn:example:med: schemas:record

[a519] </AttributeValues>
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[a520] <ResourceAttributeDesignator
AttributeId="urn:ocasis:names:tc:xacml:1.0:resource:target-namespace"

[a521] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a522] </ResourceMatch>

[a523] <ResourceMatch

[a524] MatchId="urn:ocasis:names:tc:xacml:1.0:function:xpath-node-
match">

[a525] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a526] /md:record/md:medical

[a527] </AttributeValues>

[a528] <ResourceAttributeDesignator
AttributeId="urn:ocasis:names:tc:xacml:1.0:resource:xpath"

[a529] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a530] </ResourceMatch>

[a531] </Resources>

[a532] </Resourcess>

[a533] <Actions>

[a534] <Action>

[a535] <ActionMatch

[a536] MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[a537] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a538] read

[a539] </AttributeValues>

[a540] <ActionAttributeDesignator
AttributeId="urn:ocasis:names:tc:xacml:1.0:action:action-id"
[a541] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a542] </ActionMatchs>

[a543] </Action>

[a544] <Action>

[a545] <ActionMatch

[a546] MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[a547] <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a548] write

[a549] </AttributeValue>

[a550] <ActionAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
[a551] DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
[a552] </ActionMatch>

[a553] </Action>

[a554] </Actions>

[a555] </Target>
[a556] </Rule>
[a557] </Policy>

<Rule> jawl Ok [a493] - [a492]

saeldll oda o o U "Deny” pa sasll ods 1y W 2eiS Saeldl ST "True” Lgsed 3aeB IS Lo 5 3aeld 5T [a493]
MTrue" diesd (8 glud L 3Ll b, gt

saslall 1Sl > Gy [a498] — [a494]

sl e Lhudss S )l o)A Sl s pez Saelill G sug el Cus [a555] - [a499]

cadl ol dewddl oldl dl el cSubjectMatchs  eawll sy [a510] - [a502]

fhdnﬂnﬁﬁmbf'éthcglh"urn:oasis:names:tc:xacml:2.0:example:attribute:role"

O;S;) .<ResourceMatch> (p 2% o 3k o2 >l <Resource> 2 <Resources> ,éAJ\véq [a532] — [a513]
S pdls lae AR Bl 46 ,m (sl 35 pel 5 e 13] Lod) 2e U

Loy om0 o)l Al susldl <ResourceMatchs JV Lzl sy [a522]—[a515]

."urn:example:med: schemas: record” 4.l "urn:oasis:names:tc:xacml:2.0:resource:target -namespace"

XPath ) &opelss Qsh XML olal ] suell  <ResourceMatchs dU\ )l am s [a530] —[a523]

."/md:record/md:medical"

05U . A>ls <ActionMatchs e o bge IS s <Actions (2 <Actions> s 2 [3.5551] — [a533]
el Y1 BB e a SIS Al Bl (3 321 ¢l Y1 LG 13 Lot e O3
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W~ e

&S sl QQ\ el =Yl Al sl <ActionMatchs> ol 4> g [a552]

— [a535]

SMwrite" ol "read" 42l "urn:oasis:names:tc:xacml:1.0:action:action-id"

.<Condition> fanﬁédﬁuﬂaJAVM#FY)

(PolicySet) lwld! ds sogt Jio

5.4.2.11

sel 3 ) s r&; S el SKasy o) Slalow Slles oo 5 Sus Bl ol A (3 60 alzel) 5 2 sds pdszas
:Z\;;.,b\jj\ Z\xl.!b ixoas] sdedl s}in 32411&3 L@M} JJJQ\@)Q\ .Lﬁ\jﬂ\o.nsu\&uy&ﬁbdzba éi.:.da)\ J,.,aL::J\

[a558]
[a559]
[a560]
[a561]

Sl e~
)T‘SW&MJLA\W&ﬁ}\)bf?é}}iﬁj&\uiﬁdw\ —
3602 A ) Jo o by I AU el I -

sl Vggen od -

o) o 15 2 bl Lol YU 3 bl aady Aned Slelnd) AU Slalodl de ot (13

<?xml version="1.0" encoding="UTF-8"?>

<PolicySet
xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="urn:ocasis:names:tc:xacml:2.0:policy:schema:os
http://docs.oasis-open.org/xacml/access_control-xacml-2.0-policy-schema-

osg.xsd"

[a562]
[a563]
[a564]
[a565]
[a566]
[a567]
[a568]
[a569]
[a570]
[a571]
[a572]
[a573]
[a574]

PolicySetId=
"urn:oasis:names:tc:xacml:2.0:example:policysetid:1"
PolicyCombiningAlgId="urn:oasis:names:tc:xacml:1.0:
policy-combining-algorithm:deny-overrides">
<Description>
Example policy set.
</Description>
<Target>
<Resources>
<Resource>
<ResourceMatch
MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchema#string">

[a575]
[a576]
[a577]
[a578]
[a579]
[a580]
[a581]
[a582]
[a583]
[a584]
[a585]
[a586]
[a587]
[a588]
[a5809]

urn:example:med:schema:records
</AttributevValue>
<ResourceAttributeDesignator Attributeld=
"urn:oasis:names:tc:xacml:1.0:resource:target-namespace"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</ResourceMatch>
</Resource>
</Resources>
</Target>
<PolicyIdReference>
urn:oasis:names:tc:xacml:2.0:example:policyid:3
</PolicyIdReferences>
<Policy
PolicyId="urn:oasis:names:tc:xacml:2.0:example:policyid:2"
RuleCombiningAlgId=

[a590] "urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides">

[a591]
[a592]
[a593]
[a594]
[a595]
[a596]
[a597]
[a598]
[a599]
[a600]
[a601]

<Target/>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:1"
Effect="Permit">

</Rule>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:2"
Effect="Permit">

</Rule>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:ruleid:4"
Effect="Deny">

</Rule>

</Policy>

[a602] </PolicySet>

,gng\XLﬂ;rMY\OS@;&UQgcjﬂj.<PolicySet><sz\OQ [a565]
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TS is sas (3 gl o) s ods Slull) de 2t 4 oa WUE (3 PolicySetId ol pliey [a562]

&= Byl o o8 Al Zf—j».é\ ol & Clolbudl ole sz s olulldl C&) Lol - Ayl et Byed (B oae [a564]
da.:;-j:j\ )\}E ;.)LM:-.L'&BJ.X;\ C)b@\

colulll i g Jg.iJ\Jp- caey [a568] —[a566]
sl e e i u§.c ;g\ O ol e wluldl dsgest <Targets sl 244 [a583] — [a569]

.<PolicySet>
Ad & ,as S 4wl PolicyIdReference ielsll = [a584]

32 Y 2 Bl e sl gl GUEy sds Sluld) B8 et (3 B 0 B e 2 Auld) [2588]

1) RCY
Lhadl &g 1 e dlldt OYIS Cho g e

Lhalt &5 1 e AL CYI> Je  1LIIX
L)Ap I o NI e el ) Ls™ ISd) U] g 50 Slens 2585 o) XACML 2l 3 NI Juddl Vs Gy

OF oo o ) ey sl 1 ol ©VYs wad & ([Haskell] por M il (Sl o Bole 2oy &) pioad JU) o oy

Loyl suie VYA Gl diaol o ST O3y 3 LISOY) Rl 50 00 o )
S o 17 e QU S Gl ) 23U e e ) ol ad S U Sl 3 AL G dn e L
2l 0,5G By L Al sy R e iV sl L X! S L6 8 Rl e e "(xixs)" Soball B Lasy 35 L)
s Vs Lol e @) s 336 Jss "urnioasis:names:te:xacml: 1.0:function:and” &sle 3k J Lo JSKls (i a8 s

and:: [Bool] -> Bool
and [] = True
and (x:xs) =x && (and xs)

) s Jo Vg ole 0l il o U e Bad Ly i e S e el U el e U iy
e il "and” 2k ) Of e as Ala e 5,le Capadl e gl iy Bool ) ade Juy LY g aaie Aty "[Bool]”
oo R gn XNl T ) GST a6 e Al (3l e e A e Gl e SIW aldly "True” s 2, W) 2l
S C&&" A ey 3 akiad) ikl by ) :u;jaz Jlarzaly 23 e L;L,S\ e x e ikl "and" YU &= = Bool Lol
o 35,1 Lele a5 ) Al o187 15 "True" e "and" oY pltsianl 0S5 alallg 23, S "and” Dl Godad) G
A Sl ol jLs ol Jle L "True" dedl Joley 23l o jaie |S7 o
(and []), (and [True]), (and [True,True]), (and [True,True,False])

JI# e "False"s "True" s "True" s "True" (s slus

urn:oasis:names:tc:xacml:1.0:function:any-of (1

aJuw & J/ﬁ,ﬂu i 3 el oda AV

any of:: (a->b->Bool) ->a->[b] -> Bool
any of f a [] = False
any of f a69 (x:xs) =(f a x)|| (any_of f a xs)
Sy X" K e JsY) el M(xixs)" iy Al Aed 2 Mal s alisial Col ) A o T oSl e 1 3

"xs" Jﬁ» e asldl e
"True" 4ol )/u U 5Ll ds

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of">
<Function
FunctionId="urn:oasis:names:tc:xacml:1.0:function:string- equal"/>
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<AttributeValue DataType="http://www.w3.o0rg/2001/XMLSchemaf#fstring">
Paul
</AttributeValue>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">
<AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string">
John
</AttributeValue>
<AttributeValue DataType="http://www.w3.o0rg/2001/XMLSchema#string">
Paul
</AttributeValues>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#fstring" >George
</AttributevValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">
Ringo
</AttributevValue>
</Apply>

</Apply>
A sds e ALl olis e B e dsly eaiad slase S5V A aze O "True" 5 ,La) ol da

urn:oasis:names:tc:xacml:1.0:function:all-of (2

A o Sls & 3 ddend) oda WY

all of:: (a->b->Bool) ->a->[b] -> Bool
all of £ a [] = True
all of f a (x:xs) =(f a x) && (all of f a xs)

o wldl e S5V el M(xixs)" 5y RS Red b My gl ol U a Y ol sl e 3

<Apply

-"XS" Jg’& gsl"’ Mjw\ Jﬂ gU\j "X" .}g‘“‘

Wan"l%ﬂ\Qbaéw‘@LA\éjhjj

FunctionId="urn:oasis:names:tc:xacml:1.0:function:all-of">
<Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">10</AttributeValue>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">9</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">3</AttributevValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">4</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">2</AttributeValue>

</Apply>

</Apply>

(2545359) dld) olis o 0 SST10) J N D) aze OY "True" 5 ,Lall ols dady
urn:oasis:names:tc:xacml:1.0:function:any-of-any 3
U a odlel B Al Many of " W Blel e ae [Suls 33 (3 "any of any" AWl &YV

any of any: (a->b->Bool) ->[a]->[b]->Bool

any of any f []

ys = False

any of any f (x:xs) ys =(any_of f x ys)|| (any_of any f xs ys)
e aS e SU X IS e Bl e JOY1 el M(xixs)" pe ) s dgelisinad ol A 8 odel e 1

."XS" J-<-'"
"True" et JU) fow o L) jmd) (6 5l

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of-any">

<Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-

equal"/>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">
<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchema#string">Ringo</AttributeValue>

<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchema#fstring">Mary</AttributeValue>
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</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">John</Attributevalue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Paul</AttributevValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string" >George</AttributevValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Ringo</AttributeValue>
</Apply>
</Apply>
o Y e lasy | ais (s sluy "Ringo" T Jo¥) aludl jolis o Y1 e sy | aie OY "True" pd) s o
A alld) sle
urn:oasis:names:tc:xacml:1.0:function:all-of-any (4

I s oSl [SCuls 1) (3 35 Al Many of" Al slel e e (Suls 2 3 Mall_of any” W WY

all of any :: (a->b->Bool) ->[a]-> [b] -> Bool
all of any f [] ys =True
all of any f (x:xs) ys =(any _of f x ys) && (all of any f xs ys)

Lo SUI X" e e 2@l e S50 ) "(xixs)" e )l 20 ezl ol A s oSl e ) 3 Y

Sxs" Ss e
MTrue” eed)l JW) o o W) pomd) (6 s

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:all-of-any">
<Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">10</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">20</AttributeValue>
</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">1</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">3</AttributevValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">5</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">19</AttributeValue>
</Apply>
</Apply>
A AL obis e BYI e asly e e ST LY AL ole 0 IS OY "True” b el s 2ad
urn:oasis:names:tc:xacml:1.0:function:any-of-all &

U 2 odlel 35021 Mall_of" Wl plaszd ma g Suls 330 (3 "any of all" Dl VY5

any of all::(a->b->Bool) ->[a]-> [b] -> Bool
any of all f [] ys = False
any of all f (x:xs) ys =(all of f x ys)| (any of all f xs ys)

"X UK e Al e V1 el M(xixs)" e ) ey odlel gl A (3 Lgaldsnal e o) D) ol e Y
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<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:any-of-all">
<Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">3</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">5</Attributevalue>
</Apply>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">
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<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">1</AttributeValue>

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">2</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">3</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#finteger">4</AttributeValue>
</Apply>

</Apply>
AW AL o8 e e ST LW AL (3 aed dls OY "True" & s s dad
urn:oasis:names:tc:xacml:1.0:function:all-of-all (6
I s oSl 1 Al Mall_of" Al e 33BY) ey [SCuls 2 & Mall_of all” Al VY
all of all::(axs)->b->Bool) ->[a]->[b]->Bool
all of all f ] ys = True
all of all f (x: ys =(all of f x ys) && (all of all f xs ys)
X" S e Bl e S5V il M(xixs)" el Jes codlel pa ) B (3 Lgaldonal g o A ) s Y
Ixst S e L Sl
"True" deedl (JU Joe e (W) ondl (s sl s

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:all-of-all">
<Function FunctionId="urn:oasis:names:tc:xacml:2.0:function:integer-
greater"/>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">6</Attributevalue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">5</AttributeValue>
</Apply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-bag">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">1</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">2</Attributevalue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">3</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#integer">4</AttributevValue>
</Apply>
</Apply>
H4H‘) H3H‘) uzn‘) uln % . | 3‘-)‘-9{}“ ﬁ; @? JA j‘{T "6") usu &l}y\ M\ J&L‘; @é& ny "Tme” L;a M‘ ‘M 4""3;}
.ng\lLJ\¢¢
urn:oasis:names:tc:xacml:1.0:function:map (7

UNCI I P CONPN FURE ANV PN T ot
map:: (a->b) ->[a]->[b]
map f [] =11
map f (x:xs) = (fx):(map f xs)
e U X" USs e aadld) e JoY) il M(xixs)"! el iy el gy ) AU e oSlel e 3
N . . . kg Jg“ le;
Sea L1 jend

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:map">

<Function FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-
normalize-to-lower-case">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Hello</AttributeValue>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">World!</AttributeValue>
</Apply>

</Apply>
"world!" s "hello" povzs Ao dad (S oluy s
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[Haskell] THOMPSON (S.): Haskell: The Craft of Functional Programming (2nd Edition),
Addison Wesley, ISBN 0-201-34275-8, 1996.

[IEEE 754] 1EEE 754-1985, Binary Floating-Point Arithmetic, ISBN 1-5593-7653-8, IEEE
Product No. SH10116-TBR.

[RBAC] ANSI INCITS 359-2004, Information technology — Role Based Access Control,
http://csre.nist.gov/rbac/.
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