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Summary 

Recommendation ITU-T X.1091 describes a general guideline for testing and reporting the 
performance of biometric template protection techniques based on biometric cryptosystem or 
cancellable biometrics. This guideline specifies two reference models for evaluation, which use 
biometric template protection techniques in telebiometric systems. It then defines the metrics, 
procedures and requirements for testing and evaluating the performance of the biometric template 
protection techniques. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 
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Introduction 

Various valuable applications using password authentication are currently in general use on the 
open network. However, knowledge-based authentication has some shortcomings; for example, 
anyone can input a leaked password. Therefore, a number of other authentication methods are 
considered for application on the open network. 

Biometrics technologies are considered as one of the methods of authentication technology. 
However, they reveal some vulnerability in the open network environment. Once a biometric 
feature is compromised, it is unable to permanently utilize a secure authentication against the replay 
attack because of its unique and permanent characteristics. For these reasons, attention is focused on 
the biometric template protection technique. 

The biometric template protection technique has a specific renewal property. If a stored biometric 
reference has been compromised from the server, the administrator can renew the reference for a 
secure authentication. 

Recently, various protection techniques have been proposed and the following documents have 
provided standard specifications to protect biometric data, based on these techniques: ISO 24745: 
Biometric information protection, ITU-T X.1088: Telebiometrics digital key framework (TDK) and 
ITU-T X.1090: Authentication framework with one-time telebiometric templates. 

This Recommendation standardizes the guideline for evaluating protection performance of these 
techniques. 
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Recommendation ITU-T X.1091 

A guideline for evaluating telebiometric template protection techniques 

1 Scope 

This Recommendation: 

• establishes a general guideline for testing and evaluating the performance of biometric 
template protection techniques based on biometric cryptosystem or cancellable biometrics; 

• clarifies targets of two biometric template protection mechanisms for evaluation reference 
models in telebiometric systems; 

• clarifies evaluation items of each biometric template protection technique; 

• defines the protection performance metrics for each biometric template protection 
technique; 

• specifies requirements and procedures of evaluation methods. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1086]  Recommendation ITU-T X.1086 (2008), Telebiometrics protection procedures 
– A guideline to technical and managerial countermeasures for biometric data 
security. 

[ITU-T X.1090]  Recommendation ITU-T X.1090 (2011), Authentication framework with 
one-time telebiometric templates. 

[ISO 19792]  ISO/IEC 19792:2009, Information technology – Security techniques – Security 
evaluation of biometrics. 
<http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=51521> 

[ISO 19795-1]  ISO/IEC 19795-1:2006, Information technology – Biometric performance 
testing and reporting – Part 1: Principles and framework. 
<http://webstore.iec.ch/webstore/webstore.nsf/ArtNum_PK/42119?OpenDocument> 

[ISO 19795-2]  ISO/IEC 19795-2:2007, Information technology – Biometric performance 
testing and reporting – Part 2: Testing methodologies for technology and 
scenario evaluation. 
<http://webstore.iec.ch/webstore/webstore.nsf/ArtNum_PK/42120?OpenDocument> 

[ISO 19795-3]  ISO/IEC TR 19795-3:2007, Information technology – Biometric performance 
testing and reporting – Part 3: Modality-specific testing. 
<http://webstore.iec.ch/webstore/webstore.nsf/Artnum_PK/41184> 

[ISO 24745]  ISO/IEC 24745:2011, Information technology – Security techniques – 
Biometric information protection. 
<http://www.iso.org/iso/catalogue_detail?csnumber=52946> 

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=51521
http://webstore.iec.ch/webstore/webstore.nsf/ArtNum_PK/42119?OpenDocument
http://webstore.iec.ch/webstore/webstore.nsf/ArtNum_PK/42120?OpenDocument
http://webstore.iec.ch/webstore/webstore.nsf/Artnum_PK/41184
http://www.iso.org/iso/catalogue_detail?csnumber=52946
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3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 attacker [ISO 19792]: Person seeking to exploit potential vulnerabilities of a biometric 
system. 

3.1.2 biometric (adjective) [b-ITU-T X.1084]: Of or having to do with the field of biometrics. 

3.1.3 biometric data [ISO 24745]: Biometric sample or aggregation of biometric samples at any 
stage of processing, biometric reference, biometric probe, biometric feature or biometric property. 

NOTE – Biometric data need not be attributable to a specific individual, i.e., Universal Background Models. 

3.1.4 biometric reference [ISO 24745]: One or more stored biometric samples, biometric 
templates, or biometric models attributed to a biometric data subject and used for comparison. 

3.1.5 biometric sample [ISO 24745]: Analogue or digital representation of biometric 
characteristics prior to biometric features being extracted and obtained from a biometric capture 
device or biometric capture subsystem. 

3.1.6 biometrics (noun) [b-ITU-T X.1084]: An automated recognition of individuals based on 
their behavioural and biological characteristics. 

3.1.7 challenge response [b-ITU-T X.1124]: A method of protecting against replay attack. For 
example, if entity A wants to obtain a new message from entity B, it can first send a challenge in the 
form of a nonce (e.g., a cryptographic value that is used only once) to B. A then receives a response 
from B, based on the nonce that proves B was the intended recipient. 

3.1.8 evaluator [ISO 19792]: Person or party responsible for performing a security evaluation of 
a biometric product. 

3.1.9 false match rate (FMR) [ISO 19795-1]: Proportion of zero-effort impostor attempt 
samples falsely declared to match the compared non-self template. 

NOTE – The measured/observed false match rate is distinct from the predicted/expected false match rate (the 
former may be used to estimate the latter). 

3.1.10 false non-match rate (FNMR) [ISO 19795-1]: Proportion of genuine attempt falsely 
declared not to match the template of the same characteristic from the same user supplying the 
sample. 

NOTE – The measured/observed false non-match rate is distinct from the predicted/expected false non-
match rate (the former may be used to estimate the latter). 

3.1.11 key [b-ITU-T X.800]: A sequence of symbols that controls the operations of encipherment 
and decipherment. 

3.1.12 one-way function [b-ITU-T X.509]: A (mathematical) function f which is easy to compute, 
but which for a general value y in the range, it is computationally difficult to find a value x in the 
domain such that f(x) = y. There may be a few values y for which finding x is not computationally 
difficult. 

3.1.13 renewability [ISO 24745]: Generic ability to allow the creation of multiple, independent 
transformed biometric references from one or more biometric samples obtained from the same data 
subject for the purposes of enhancing security and privacy. 

3.1.14 revocability [ISO 24745]: Ability to prevent future successful verification of a specific 
biometric reference and the corresponding identity reference. 

3.1.15 user [ISO 19792]: Person interacting with a biometric system. 
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3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 Biometric cryptosystem mechanisms 

3.2.1.1 biometric cryptosystem mechanism: A mechanism for authentication with a conventional 
cryptographic protocol using a cryptographic key generated from secret data. The secret data are 
extracted from helper data that are created from the biometric reference of the user. 

3.2.1.2 helper data: Information that depends on biometric reference that enables the restoration of 
keys in a biometric cryptosystem. If a key is exposed, it can be cancelled and renewed. 

NOTE – Synonyms are auxiliary data (AD) in [ISO 24745], help data and other information and data. 

3.2.1.3 key control: A part of the key output process that is a method of enabling only a genuine 
user to create and restore the key. 

NOTE 1 – Key generation: a type of key control that is a method of generating helper data by transforming 
concealment by using biometric reference and a cryptographic key. Only a genuine user can generate a valid 
key. 

NOTE 2 – Key hiding, key release: a type of key control that is a method of generating helper data by 
encrypting the cryptographic key using a biometric reference. Only a genuine user can decrypt the key. 

3.2.1.4 key output: A process to extract a cryptographic key from a biometric feature after 
fluctuations have been eliminated. The extraction of the key is classified into key generation and 
key hiding. 

3.2.1.5 key regeneration: A function to regenerate a key by modifying helper data. 

3.2.1.6 key restoring: A situation where a concealed key is restored from helper data by attackers 
or through unintended procedures. 

3.2.1.7 secret sharing: A method of dividing a key into a number of segmentations and restoring it 
by assembling the segmentations. 

3.2.1.8 verification function: A function to verify the validity of a cryptosystem mechanism by 
decrypting data created by the cryptosystem mechanism using a verification key. 

3.2.1.9 verification key: A key used for verification. A public key in a PKI system is felled into a 
verification key. 

3.2.2 Cancellable biometrics mechanisms 

3.2.2.1 cancellable biometrics mechanism: Authentication mechanisms whose matching process 
utilizes transformed biometric data by using a secret parameter. Renewing the secret parameter can 
disable a cancellable template. 

NOTE – There are similar terms such as "revocable" and "renewable"; however, these terms imply the 
meaning of a mechanism for protecting templates including biometric cryptosystems. Therefore, 
"cancellable", which does not imply the meaning of a mechanism for biometric cryptosystems will be used in 
this Recommendation. 

3.2.2.2 cancellable template: Enrolled data in a server that are used for a cancellable biometrics 
mechanism. 

3.2.2.3 cancellable transformation: A function to transform biometric data by using a secret 
parameter in a cancellable biometrics mechanism. 

3.2.2.4 comparison function: A function to compare similarity between a registered cancellable 
template and transformed biometric data during a verification process. 

3.2.2.5 comparison score: A similarity value by comparing a registered cancellable template and 
transformed biometric data through a comparison function. 
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3.2.2.6 secret parameter: A parameter to be used in a transformation function to conceal 
biometric data for a cancellable biometrics mechanism. This parameter should be kept secret from 
servers and third parties. 

3.2.2.7 secret parameter generation function: A function to generate a secret parameter. A 
general cipher function such as a pseudo-random generator and a symmetry cipher function can be 
used for this function. 

3.2.2.8 transformed biometric sample: Data that are generated by a transformation function using 
captured biometric data from a sensor in an authentication process. 

3.2.3 Evaluation process 

3.2.3.1 diversity: The variety of transformed biometric samples generated from a single biometric 
sample in the cancellable biometrics mechanism. Transformed biometric samples should not match 
other transformed biometric samples generated from the same biometric sample.  

3.2.3.2 restoring rate: The proportion of samples of attacker attempts to be restored from 
concealed biometric data or a concealed key. 

NOTE 1 – Key restoring rate includes both imposter trials and genuine trials. 

NOTE 2 – The rate at which biometric data is restored from help information should be an evaluation target 
in a biometric cryptosystem mechanism. The rate at which biometric data is restored from a transformed 
biometric template or transformed biometric data should be an evaluation target in a cancellable biometrics 
mechanism. 

3.2.4 General 

3.2.4.1 authentication process: A process to check the validity of the claimed identity of an entity. 

3.2.4.2 enrolment process: A process to create and store enrolment data for a template protection 
biometric mechanism. 

3.2.5 Template protection techniques (commonly used) 

3.2.5.1 concealment of biometric data function: A function to create helper data and a 
cancellable template to prevent an attacker from restoring biometric data using exposed helper data. 
Biometric data are transformed so that they can never be restored. 

3.2.5.2 dummy information: Information that is in the same form as actual biometric data but is 
different from a genuine user's biometric data. 

3.2.5.3 dummy information scheme: A technique to conceal the biometric data from third parties 
by adding a lot of dummy information. 

NOTE – This is called "chaff" in a biometric encryption mechanism using a fuzzy vault scheme. 

3.2.5.4 elimination of fluctuations: A technique to prevent the performance of verification from 
degrading due to fluctuations in the process of acquiring biometric data through biometric sensors. 

3.2.5.5 error correcting code (ECC): Redundant data that are attached to biometric data to 
eliminate fluctuations. (In this case, the fluctuations are eliminated when the number of errors is 
within the permissible range.) 

3.2.5.6 fluctuation: A variation in biometric samples of the same person that is determined by the 
capturing environment. 

3.2.5.7 quantization function: A function to transform biometric data from continuous values to 
discrete values. The wider a quantization interval becomes in this process, the larger the 
quantization error will be. 

3.2.5.8 secret partition: A method of storing registered information by dividing the information 
into several segments. 
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NOTE 1 – Enrolment data are helper data and act as verification keys for a biometric cryptosystem 
mechanism. 

NOTE 2 – Enrolment data have a secret parameter and a cancellable template for a cancellable biometrics 
mechanism. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ECC  Error Correcting Code 

FMR  False Match Rate 

FNMR  False Non-Match Rate 

PKI  Public Key Infrastructure 

5 Conventions 

This Recommendation does not require any specific conventions. 

6 Overview of protection techniques for the biometric template on telecommunication 
systems 

6.1 Biometric cryptosystem mechanism 

The biometric cryptosystem uses encryption technology to dynamically generate unique encryption 
keys from the biometric data of each user. Similar to common encryption-based authentication 
techniques, a hash value of the key data is stored in the server and this hash value is used for 
comparison (as with password authentication), or a PKI authentication scheme can be utilized with 
the public key stored on the server and the generated key data can be used as a private key. In both 
cases, key data cannot be available on the server (i.e., biometric data are concealed), so these 
methods can be used as a secure method of protecting user privacy. 

The basic architecture of authentication systems using the biometric cryptosystem is shown in 
Figure 1. The authentication mechanism in the client can be divided into two main functions: the 
first function generates a user's private key KP created from the user's biometric reference, and the 
second function verifies the user based on cryptographic technology with the generated key. 

In general, biometric data are not the same, due to various factors such as positioning, 
contamination (e.g., dirt and stains), ageing and environmental noise. However, it is necessary to 
generate a unique, stable key for each user from this non-uniform data in order to enable people to 
use authentication with encryption techniques. Helper data, W, that depend on biometric sample, B, 
are used in the process of generating the key to satisfy this requirement. The user's private key, KP, 
is temporarily generated for authentication. The biometric cryptosystem mechanism is able to renew 
keys KP and Kv, which correspond to key KP by regenerating helper data W. Consequently, this 
mechanism will provide the specific security requirements of "renewability" in [ISO 24745]. 
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Figure 1 – Functional architecture of the biometric cryptosystem 

6.2 Cancellable biometrics mechanism 

Cancellable biometrics, proposed in [b-Ratha1], are a method of authentication to protect privacy in 
biometrics, where biometric data are transformed with a secret parameter before being registered on 
a server. Consequently, original biometric data are not revealed during the authentication of 
client/server biometric data. 

The basic mechanism underlying a cancellable biometrics system is shown in Figure 2. FU(B') is 
obtained from biometric data B' and the transformation function FU with parameter U which is 
stored in a client, or in a token. A user's biometric data B have been transformed by the same 
function FU in advance in the enrolment process, and FU(B) also has been obtained. FU(B) is stored 
in the server database. The server calculates a score according to the similarity of B' to B by 
comparing FU(B) with FU(B'). Where FU(B) or U is revealed, U can be replaced with U' by deleting 
FU(B) and re-registering FU'(B), and security can be retained without a user's biometric data. 

However, cancellable biometrics are not effective against replay attacks if FU(B') is eavesdropped 
through a communication channel. A technology to protect the template that takes this into account 
is proposed in [b-Nagai] as an asymmetrical means of authenticating biometrics. This system uses a 
zero knowledge verification protocol to make it possible to authenticate a user without showing 
biometric data to the server. 

The cancellable biometrics mechanism is able to renew parameter U and transform template FU(B) 
without a re-enrolment process. Therefore, this mechanism can provide the specific security 
requirements of "renewability" in [ISO 24745]. 
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Figure 2 – Functional architecture for cancellable biometrics 
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7 Reference models of protection techniques for a biometric template 

7.1 Reference model of a biometric cryptosystem mechanism 

In this Recommendation, biometric template protection techniques are divided into two major types 
of telebiometric authentication systems. However, each type has some different algorithms. Hence, 
this Recommendation defines a reference model for each protection technique type. These reference 
models make it easy for an evaluator to assign functions of an intended mechanism to functional 
components in the model. 

The following clauses describe each reference model, technical components of each protection 
technique type and specific threats that may arise. Figure 3 shows two fundamental reference 
models for the biometric cryptosystem mechanism. 
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Figure 3 – Reference models for the biometric cryptosystem mechanism 

The following list categorizes technical components on the biometric cryptosystem mechanism. 
Technical components are categorized with respect to functional components in Figure 3 (A) to (D). 
Technical components can be used for picking up evaluation items and interdependency items in 
clause 8. Depending on the target of evaluation, one or more technical components are selected for 
each functional component. 

Technical components on the enrolment process 

A) Concealment function 

1) Secret sharing scheme: A scheme to conceal biometric data by dividing biometric data into 
a number of segmentations and restoring them by assembling the segmentations. 

2) Dummy information scheme: A scheme to conceal the biometric data from third parties by 
adding a lot of dummy information. 

3) One-way function scheme: A scheme to conceal the biometric data x using (mathematical) 
function f (it is computationally difficult to find a biometric data x in the domain such that 
f(x) = y). 
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B) Data management function 

1) Secret partition scheme: A scheme that will make it difficult to restore biometric data by 
secure partitioning helper data. 

Technical components on authentication process 

C) Key output function 

a) Elimination of fluctuations 

1) Quantization scheme: A scheme to transform biometric data from continuous values to 
discrete values. The wider a quantization interval becomes in this process, the larger the 
quantization error will be. 

2) Error correcting code scheme: A scheme to attach redundant data to biometric data to 
eliminate fluctuations. (In this case, the fluctuations are eliminated when the number of 
errors is within the permissible range.) 

b) Key control 

1) Key generation scheme: A scheme to generate a valid key using a biometric reference. 

2) Key hiding scheme: A scheme to decrypt a key from helper data using a biometric 
reference. 

D) Key verification function 

A function to verify whether there is a genuine person on the server side by checking the encryption 
key generated in the client using a verification key. 

7.2 Reference model for a cancellable biometrics mechanism 

Figure 4 shows a representative reference model for the cancellable biometrics mechanism. 
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Figure 4 – Reference model for the cancellable biometrics mechanism 
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The following list categorizes technical components on the cancellable biometrics mechanism. 
Technical components are categorized with respect to functional components in Figure 4 (E) to (G). 
Technical components can be used for picking up evaluation items and interdependency items in 
clause 8. Depending on the target of evaluation, one or more technical components are selected for 
each functional component. 

Technical components on enrolment process 

E)  Transformation (concealment) function 

1)  Geometrical deformation scheme: A scheme to conceal biometric data by changing the 
original shape of biometric data with user specific parameters. It is difficult to find a 
biometric datum without knowing user specific parameters. 

2)  One-way function scheme: A scheme to conceal the biometric data x using (mathematical) 
function f (it is computationally difficult to find a biometric data x in the domain such that 
f(x) = y). 

3) Dummy information scheme: A scheme to conceal the biometric data from third parties by 
adding a lot of dummy information. 

F) Data management function 

1)  Secret partition: A scheme that will make it difficult to restore biometric data by secure 
partitioning helper data. 

Technical components on authentication process 

G)  Server process 

a)  Elimination of fluctuations 

1)  Quantization scheme: A scheme to transform biometric data from continuous values to 
discrete values. The wider a quantization interval becomes in this process, the larger the 
quantization error will be. 

2)  Error correcting code scheme: A scheme to attach redundant data to biometric data to 
eliminate fluctuations. (In this case, the fluctuations are eliminated when the number of 
errors is within the permissible range.) 

b)  Comparison 

1)  Score calculation scheme: A function to verify whether there is a genuine person on the 
server side by checking biometric data and the cancellable template, which are both 
cancellable and transformed through the authentication process. 

7.3 Specific threats for reference models 

This Recommendation describes the evaluation items of all reference models using template 
protection techniques. Specific threats are able to indicate the need for evaluating the protection 
performance. 

Specific threats are able to clarify the requirements for protecting the templates of target systems 
and are also able to clarify the reasons for which evaluation items are employed and their priorities. 

This Recommendation excludes threats to a general biometric system that are already described in 
[ITU-T X.1086]. It should be noted that biometric systems using template protection techniques 
have threats and vulnerabilities. Consequently, in addition to this Recommendation, other 
Recommendations and standards such as [ISO 19792], [ISO 19795-1] and [ISO 19795-2] should be 
referred to for evaluation. 
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7.3.1 Specific threats for the biometric cryptosystem mechanism 

The points at which the biometric cryptosystem mechanism is threatened are presented in Figure 5. 

A_3

X.1091(12)_F05

A_1

A_2

Server

Helper data

Client

Capturing Signing

Challenge
response

Key output

Key
verification

Verification
key

Random
generating

Pass/Fail

 

Figure 5 – Points at which the biometric cryptosystem mechanism is threatened 

Threat point A_1 

• Biometric data are analysed or disclosed by an attacker who has obtained leaked helper 
data. 

• Disclosed biometric data are used for physical/electronic impersonation. 

• A signing key is analysed or disclosed by an attacker who has obtained leaked helper data. 

• A disclosed signing key is used for electronic impersonation. 

Threat point A_2 

• A signing key is analysed or disclosed by an attacker who has obtained a leaked verification 
key. 

• A disclosed verification key is used for electronic impersonation. 

Threat point A_3 

• A signing key is disclosed by an attacker who has eavesdropped a challenge code (random 
code) and a response code (signature). 

• A disclosed signing key is used for electronic impersonation. 

7.3.2 Specific threats for the cancellable biometrics mechanism 

The points at which the cancellable biometrics mechanism is threatened are outlined in Figure 6. 
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Figure 6 – Points at which the cancellable biometrics mechanism is threatened 

Threat point A_4 

• An impersonation by an attacker who has obtained a leaked secret parameter. 
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Threat point A_5 

• Biometric data are analysed or disclosed by an attacker who has obtained a leaked 
cancellable template. 

• Disclosed biometric data are used for physical/electronic impersonation. 

• A secret parameter is analysed or disclosed by an attacker who has obtained a leaked 
cancellable template. 

• A disclosed secret parameter is used for physical/electronic impersonation. 

Threat point A_6 

• Biometric data are analysed or disclosed by an attacker who has eavesdropped transformed 
biometric data. 

• Disclosed biometric data are used for physical/electronic impersonation. 

Threat point A_7 

• Transformed biometric data are analysed or disclosed by an attacker who has obtained a 
comparison score. 

8 Evaluation items for biometric template protection techniques 

8.1 Introduction 

This Recommendation defines essential components of each protection technique type as described 
in clause 7. This Recommendation also defines evaluation items for each essential component. The 
evaluator is then able to point out evaluation items of protection performance for various algorithms 
when these are applied to a remote authentication system. This clause describes evaluation items for 
each essential component of the reference models. 

The security level of techniques to protect biometric templates depends on the accuracy of 
biometric authentication, and [ISO 19792] provides steps for "testing security-relevant error rates". 
The main targeted evaluation items of this Recommendation are the relationship between protection 
capabilities and error rates. Therefore, clause 8.2 provides more detailed steps to evaluate 
techniques of protecting biometric templates based on [ISO 19792]. Clauses 8.3 to 8.5 provide 
evaluation items to be used at step 3 of the evaluation flow diagram described in [ISO 19792]. 

8.2 Evaluation items for the biometric cryptosystem mechanism 

Table 1 lists the evaluation items for each essential component of the biometric cryptosystem 
mechanism. 
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Table 1 – Evaluation items for essential components of the biometric cryptosystem mechanism 

 

Fuzzy vault scheme 

[b-Juels2],  
[b-Clancy],  

[b-Uludag1], 
[b-Uludag2],  

[b-Ohki], 
[b-Hidano] 

Bio-hashing 

[b-Monrose],  
[b-Draper},  
[b-Shibata] 

Fuzzy 
commitment 

[b-Juels1] 

Client 
process 

A. Concealment 
Secret sharing, 
dummy information 

Dummy 
information 

One-way 
function 

B. Data 
management 

 Secret partition    

C. Key output 

a. 
Elimination 
of 
fluctuations 

1. Quantization    

2. Error 
correcting code 

   

b.  Key 
control 

1. Key 
generation 

   

2. Key hiding    

Server 
process 

D. Key verification    

(A) Concealment 

The following list summarizes the evaluating items for the threat where biometric data or signing 
keys are analysed or disclosed by an attacker who has obtained leaked helper data. These items 
correspond to threat point A_1. 

• Secret sharing scheme 

 The secret sharing scheme should be evaluated in view of the following item: 

– difficulty of restoring the key from secret shared information below the threshold value. 

• Dummy information scheme 

 The dummy information scheme should be evaluated in view of the following items: 

– difficulty of restoring biometric data from a single piece of information; 

– difficulty of restoring biometric data from a single piece of information after 
concealment; 

– difficulty of restoring biometric data using the correlativity from multiple pieces of 
information after concealment. 

• One-way function 

 The one-way function should be evaluated in view of the following items: 

– difficulty of restoring biometric data from a single piece of information after 
concealment; 

– difficulty of restoring biometric data using the correlativity from multiple pieces of 
information after concealment; 

– reduced security due to collision of information after concealment. 

(B)  Data management – Secret partition 

The following list shows an evaluation item for the threat where biometric data or the signing key 
are analysed or disclosed by an attacker who has obtained part(s) of leaked helper data. This item 
corresponds to threat point A_1. The pieces of information should be evaluated in view of the 
following item: 
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• difficulty of restoring biometric data when parts of partitioned information are leaked. 

(C) Key output 

Evaluation items are listed in the following for threats where biometric data or signing keys are 
analysed or disclosed by an attacker who has obtained part(s) of leaked helper data. These items 
correspond to threat point A_1. 

The list also has evaluation items for threats where the signing key is analysed or disclosed by an 
attacker who has obtained a generated key. These items correspond to threats at points A_2 and 
A_3. 

(C-a-1) Key output – Elimination of fluctuations – Quantization 

The quantization function should be evaluated in view of the following items: 

– entropy loss of biometric data due to quantization; 

– accuracy to restore secret key for a genuine user and difficulty to restore secret key for an 
imposter. 

(C-a-2) Key output – Elimination of fluctuations – Error correcting code 

The error correcting code function should be evaluated in view of the following items: 

– entropy loss of biometric data due to error correcting code; 

– accuracy to restore secret key for a genuine user and difficulty to restore secret key for an 
imposter. 

(C-b-1) Key output – Key control – Key generation 

The key generation function should be evaluated in view of the following items: 

– difficulty of restoring key using helper data; 

– key length; 

NOTE – Relationship between key length and encryption strength follows existing encryption 
protocol; 

– difficulty of restoring biometric data using the correlativity between the generated key and 
biometric data; 

– difficulty of restoring biometric data during key regeneration; 

– accuracy to restore secret key for a genuine user and difficulty to restore secret key for an 
imposter. 

(C-b-2) Key Output – Key control – Key hiding 

The key hiding function should be evaluated in view of the following items: 

– difficulty of restoring key using helper data; 

– key length; 

NOTE – Relationship between key length and encryption strength follows existing encryption 
protocol. 

– entropy loss in key information due to distortion of key space; 

– accuracy to restore secret key for a genuine user and difficulty to restore secret key for an 
imposter. 

(D) Key verification 

The key verification function should be evaluated in view of the following items: 

– possibility of verifying key without exposing its information or biometric data to the 
network, by following existing security evaluation criteria for encryption protocol; 
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– security to verify key depends on method used in biometric cryptosystem. Consequently, 
evaluation items (A)-(C) should be assessed. 

8.3 Interdependent evaluation items for the biometric cryptosystem mechanism 

This Recommendation describes the requirements for the evaluation items described above. With 
reference to the evaluation items in Table 1, this Recommendation indicates which items should be 
treated as interdependent evaluation items. Table 2 lists relationships of interdependency between 
each essential evaluation item for the biometric cryptosystem mechanism. 

Table 2 – Relationship of interdependent evaluation items  
for the biometric cryptosystem mechanism 

Evaluation item Parameter 
Direction 

of 
variation 

Key restoring rate 
Protection 

performance 

(easiness to attack) 

Genuine Imposter 
Biometric 

information 
Key 

Elimination 
of 

fluctuations 

Quantization Width 
More Up Up Difficult N/E 

Less Down Down Easy N/E 

Error 
correcting 

Capability of 
error correcting 

More Up Up Easy N/E 

Less Down Down Difficult N/E 

Key output 

Secret 
sharing 

Number of 
characteristics 

(without 
dummy) 

More Down Down Difficult Difficult 

Less Up Up Easy Easy 

Dummy 
information 

Amount of 
dummy 

information 

More Down Down Difficult Difficult 

Less Up Up Easy Easy 

N/E: No effect 

(A) Concealment 

• (C-a-1) Key output – Elimination of fluctuations – Quantization 

 Interdependency between the concealment function and the quantization function should be 
evaluated. Biometric data are quantized to make it difficult to restore biometric data from 
part(s) of shared secret information or from secret partitioned information. Here, it should 
be ensured that the entropy loss of biometric data is small. If the width of quantization 
interval is enlarged, biometric data will be better protected. However, since entropy will be 
lower, the key restoration rate of genuine data will improve, but it will be easier for an 
imposter to restore the key. 

• (C-a-2) Key output – Elimination of fluctuations – Error correcting code 

 Interdependency between the concealment function and the error correcting code function 
should be evaluated. An error correcting code is applied to make it difficult to restore 
biometric data from part(s) of secret shared information or from secret partitioned 
information. Here, it should be ensured that the entropy loss of biometric data from using 
the error correcting code is small. 

• (C-b-1) Key output – Key control – Key generation 

 The following interdependencies between the concealment function and the key generation 
function should be evaluated.  
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– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, it should be ensured that the 
generated key is sufficiently long. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-generation-based methods 
should ensure that it is difficult to restore the key using helper data. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, it should be ensured that it is 
difficult to restore biometric data using the correlativity between the generated key and 
biometric data. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-generation-based methods 
should ensure that it is difficult to restore biometric data using the regenerated key. 

•  (C-b-2) Key output – Key control – Key hiding 

 The following interdependencies between the concealment function and the key hiding 
function should be evaluated. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-hiding-based methods should 
ensure that it is difficult to regenerate a key from helper data. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-hiding-based methods should 
ensure that the length of the generated key is sufficiently long. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-hiding-based methods should 
ensure that entropy loss of biometric data caused by the distortion of key space is small. 

(B) Data management – Secret partition 

• (C-a-1) Key output – Elimination of fluctuations – Quantization 

 Interdependency between the secret partition function and the quantization function should 
be evaluated. Even though it is difficult to restore biometric data from part(s) of secret 
shared information or from secret partitioned information, key-hiding-based methods 
should ensure that entropy loss of quantized biometric data is small. 

• (C-a-2) Key output – Elimination of fluctuations – Error correcting code 

 Interdependency between the secret partition function and the error correcting code should 
be evaluated. Even though it difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, it should be ensured that the entropy 
loss of biometric data from using the error correction code is small. 

• (C-b-1) Key output – Key control– Key generation 

 The following interdependencies between the secret partition function and the key 
generation function should be evaluated.  

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-generation-based methods 
should ensure that the key is sufficiently long. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-generation-based methods 
should ensure that it is difficult to regenerate the key from helper data. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, it should be ensured that biometric 
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data are difficult to restore using the correlativity between the generated key and 
biometric data. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-generation-based methods 
should ensure that it is difficult to restore biometric data during key regeneration. 

• (C-b-2) Key output – Key control – Key hiding 

 The following interdependencies between the secret partition function and the key hiding 
function should be evaluated. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-hiding-based methods should 
ensure that it is difficult to restore the key using helper data. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-hiding-based methods should 
ensure that the generated key is sufficiently long. 

– Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, key-hiding-based methods should 
ensure that the entropy loss of biometric data caused by the distortion of key space is 
small. 

8.4 Evaluation items for the cancellable biometrics mechanism 

Table 3 lists the evaluation items for all essential components of cancellable biometrics.  

Table 3 – Evaluation items for all essential components  
of the cancellable biometrics mechanism 

 

Geometrical 
deformation, 

functional 
transformation 

[b-Ratha1], 
[b-Ratha2],  

[b-Maiorana] 

Random 
filtering 

[b-Savvides1], 
[b-Savvides2]  

[b-Hirata] 

Logical addition 

[b-Braithwaite] 

Client 
process 

E. Concealment 

Geometrical 
deformation or 
functional 
transformation 

One-way 
function, 
dummy 
information 

One-way function 

F. Data 
management 

Secret partition    

G. Server 
process 

a. Elimination 
of fluctuations 

1. Quantization    

2. Error correcting code    

b. Comparison Score    

(E) Concealment 

The following list contains evaluation items for threats where biometric data or secret parameters 
are analysed or disclosed by an attacker who has obtained a leaked cancellable template. These 
items correspond to threat point A_5. 

Also listed are evaluation items for threats where biometric data or secret parameters are analysed 
or disclosed by an attacker who has obtained a leaked transformed biometric sample. These items 
correspond to threat point A_6. 
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• Geometric transformation 

 The geometric transformation function should be evaluated in view of the following items: 

– difficulty of restoring biometric data from a single piece of information after 
transformation; 

– difficulty of restoring biometric data using the correlativity from information after 
multiple transformations; 

– FMR for verifying an imposter by using arbitrary transformation parameter and FNMR 
for verifying genuine data using the correct transformation parameter; 

– diversity of transformed biometric samples is not considerably reduced due to 
restriction of geometric deformation; 

– security is reduced due to the number of update processes [ITU-T X.1090] in 
transformed biometric samples. 

•  The one-way function 

 The one-way function should be evaluated in view of the following items: 

– difficulty of restoring biometric data from a single piece of information after 
transformation; 

– difficulty of restoring biometric data using the correlativity from multiple pieces of 
information after transformation; 

– diversity of transformed biometric samples is not considerably reduced due to collision 
of samples after transformation; 

– FMR for verifying an imposter by using an arbitrary transformation parameter and 
FNMR for verifying genuine data using the correct transformation parameter; 

– security is reduced due to the number of update processes [ITU-T X.1090] in 
transformed biometric samples. 

• Dummy information 

 The dummy information scheme should be evaluated in view of the following items: 

– difficulty of distinguishing between true and dummy information from a single piece of 
information after transformation; 

– difficulty of restoring biometric data using the correlativity from multiple pieces of 
information after transformation; 

– diversity of transformed biometric samples is not considerably reduced due to the 
variety of dummy information; 

– FMR for verifying an imposter by using arbitrary transformation parameter and FNMR 
for verifying genuine data using the correct transformation parameter; 

– security is reduced due to the number of update processes [ITU-T X.1090] in 
transformed biometric samples. 

(F)  Data management – Secret partition 

The list that follows contains evaluation items for threats where biometric data or secret parameters 
are analysed or disclosed by an attacker who has obtained a leaked cancellable template. This item 
corresponds to threat point A_5. The partitioned information should be evaluated in view of the 
following item: 

• difficulty of restoring biometric data when some partitioned information is leaked. 



 

18 Rec. ITU-T X.1091 (04/2012) 

(G)  Server process 

Evaluation items for threats of impersonation by an attacker who has obtained a leaked secret 
parameter, corresponding to threat point A_4, are listed as follows:  

(G-a-1) Server process – Elimination of fluctuations – Quantization 

The quantization function should be evaluated in view of the following items: 

• little entropy loss of biometric data due to quantization; 

• FMR for verifying an imposter by using the arbitrary transformation parameter, and FNMR 
for verifying genuine data using the correct transformation parameter. 

(G-a-2) Server process – Elimination of fluctuations – Error correcting code 

The error correcting code function should be evaluated in view of the following items: 

• little entropy loss of biometric data due to the capability of the error correcting code; 

• FMR for verifying an imposter by using the arbitrary transformation parameter and FNMR 
for verifying genuine data using the correct transformation parameter. 

(G-b) Server process – Comparison – Score 

The following lists an evaluation item for a threat where transformed biometric data are analysed or 
disclosed by an attacker who obtained a comparison score. This item corresponds to threat point 
A_7. The server comparison process should be evaluated in view of the following item: 

• difficulty of attack using a comparison score. 

8.5 Interdependent evaluation items for the cancellable biometrics mechanism 

This Recommendation describes the requirements for the evaluation items of cancellable biometrics 
and indicates which items should be treated as interdependent evaluation items. Table 4 lists 
relationships of interdependency between each essential evaluation item for the cancellable 
biometrics mechanism. 

Table 4 – Relationship between interdependent evaluation items  
for the cancellable biometrics mechanism 

Evaluation item Parameter 
Direction of 

variation 

Error rate 
Protection performance 

(easiness to attack) 

FNMR FMR 
Biometric 

information 
Secret 

parameter 

Elimination 
of 
fluctuations 

Quantization 
Quantization 
interval 

More Down Up Difficult N/E 

Less Up Down Easy N/E 

Error correcting 
Capability of 
error 
correcting 

More Down Up Easy N/E 

Less Up Down Difficult N/E 

Concealment 
of biometric 
data 

Transformation Degree of 
geometric 
transformation 

More Up Down Difficult Difficult 

Less Down Up Easy Easy 

Space of 
cancellable 
template  

More Up Down Difficult Difficult 

Less Down Up Easy Easy 

Dummy 
information 

Amount of 
dummy 
information 

More Up Down Difficult Difficult 

Less Down Up Easy Easy 

N/E: No effect 
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(E) Concealment 

• (G-a-1) Server process – Elimination of fluctuations – Quantization 

 Interdependency between the concealment function and the quantization function should be 
evaluated. Biometric data are quantized to make it difficult to restore biometric data from 
part(s) of secret shared information or from secret partitioned information. Here, it should 
be ensured that the entropy loss of biometric data is small. 

• (G-a-2) Server process – Elimination of fluctuations – Error correcting code 

 Interdependency between the concealment function and the error correcting code function 
should be evaluated. An error correcting code is applied to make it difficult to restore 
biometric data from part(s) of secret shared information or from secret partitioned 
information. Here, it should be ensured that the entropy loss of biometric data from using 
the error correcting code is small. 

• (G-b) Server process – Comparison – Score 

 The following interdependencies between the concealment function and the score function 
should be evaluated.  

– While making it difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information that is above the threshold value, 
ensure that it is difficult to attack using the score. 

– Even though it is difficult to restore biometric data by using the score, it should be 
ensured that the diversity of the transformed biometric sample is high. 

– Even though it is difficult to restore biometric data using the score, it should be ensured 
that security due to the number of update processes [ITU-T X.1090] of transformed 
biometric samples is enhanced. 

(F) Data management – Secret partition 

• (G-a-1) Server process – Elimination of fluctuations – Quantization 

 Interdependency between the secret partition function and the quantization function should 
be evaluated. Even though it is difficult to restore biometric data from part(s) of secret 
shared information or from secret partitioned information, methods of quantizing biometric 
data should ensure that the entropy loss of quantized biometric data is small. 

• (G-a-2) Server process – Elimination of fluctuations – Error correcting code 

 Interdependency between the secret partition function and the error correcting code 
function should be evaluated. An error correcting code is applied to make it difficult to 
restore biometric data from part(s) of secret shared information or from secret partitioned 
information. Here, it should be ensured that the entropy loss of biometric data from using 
the error correcting code is small. 

• (G-b) Server process – Comparison – Score 

 Interdependency between the secret partition function and the score function should be 
evaluated. Even though it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information, it should be ensured that it is difficult to 
restore biometric data using the score. 

(G-a-1) Server process – Elimination of fluctuations – Quantization 

• (G-b) Server process – Comparison – Score 

 Interdependency between the quantization function and the score function should be 
evaluated. Even though the entropy loss of quantized biometric data is small, it should be 
ensured that it is difficult to restore biometric data using the score. 
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(G-a-2) Server process – Elimination of fluctuations – Error correcting code 

• (G-b) Server process – Comparison – Score 

 Interdependency between the error correcting code function and the score function should 
be evaluated. Even though the entropy loss of biometric data using error correcting is small, 
it should be ensured that it is difficult to restore biometric data from part(s) of secret shared 
information or from secret partitioned information. 

9 Evaluation steps of protection techniques for the biometric template 

9.1 General 

The evaluation steps are given in Figure 7 and refer to [ISO 19792]. 

X.1091(12)_F07

Step 1: System description
1.1: Description of system model for Target of Evaluation
1.2: Description of all components

Step 2: Vendor claim

Step 3: Examination of vendor claim
3.1: Picking up evaluation items from clause 8.2 or clause 8.4
3.2: Picking up interdependency items from clause 8.3 or clause 8.5 

Steps 4, 5: Vendor test and evaluation of vendor test
4.1: Evaluation of each item based on clause 10
4.2: Reporting the evaluation results based on clause 10

Step 6: Interdependent testing by evaluator

 

Figure 7 – Flow of evaluation steps for biometric protection techniques  
based on [ISO 19792] 

Step 1: System description 

1.1: Description of system model for the target of evaluation 

A vendor who offers evaluations should describe the reference model for evaluation and evaluation 
targets based on the selected reference model. 

1.2: Description of all components 

The vendor should describe functional components of a selected reference model. 

Step 2: Vendor claim 

The vendor provides performance claims in the form of set(s) of maximum values of security-
relevant error rates that can be simultaneously achieved. For each claimed value of security relevant 
error rates, the vendor provides the threshold(s) that the claim is based on. 

Step 3: Examination of vendor claims 

The vendor should list the evaluation items for the selected reference model in clause 8.2 or 
clause 8.4. The vendor should also list interdependent evaluation items with the functional 
components of the selected reference model in clause 8.3 or clause 8.5. 
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Where the protection of performance claimed by a vendor is included in the list, go to the next step. 

Steps 4 and 5: Vendor test and evaluation of vendor test 

The vendor should design parameters to be determined, such as the number of samples, evaluate 
them and write test reports based on clause 10. The evaluator should assess the justification for the 
report in terms of the test scenario and statistical approach. 

Step 6: Independent testing by other evaluators 

In a case where objectivity is strongly needed in the evaluation, outside evaluator(s) should validate 
the evidence or independently test it. 

10 Requirements and procedures of protection performance testing 

10.1 General 

This clause describes requirements and procedures on testing and reporting for each evaluation item 
in clause 8. These requirements and procedures can provide the evaluator with benchmarks for 
validity and repeatability of the testing report. 

10.2 Biometric cryptosystem 

10.2.1 Requirements and procedures for individual evaluation items 

(1) Difficulty of restoring key information 

Requirements: 

• The information-theoretic security or computational security of the key for the adopted 
mechanism should be proven, and the proof should be documented. 

• Any elements that would facilitate key restoring should be clarified. 

Procedures: 

1. Prove the information-theoretic security or computational security for the adopted 
mechanism. At this time, the preconditions of this proof should be given. These become the 
preconditions for achieving security in the use of a template protection technique. 
Additionally, the number of attacks that an attacker would have to make for key restoring 
by brute-force attack should be given. 

2. List the elements, if any, that would facilitate key restoring, and for each element. For key 
restoring in which the attacker takes such elements into account, the least number of attacks 
required for key restoring should be given. 

3. Document the results of proving security. Specify the following items in the 
documentation: 

– preconditions for proving security; 

– procedure for proving security; 

– number of attacks that an attacker would have to make for key restoring by brute-force 
attack; 

– elements that facilitate key restoring and the least number of attacks required for key 
restoring when taking each of those elements into account; 

– preconditions that become constraints in actual use. 
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(2)  Difficulty of restoring biometric data 

Requirements: 

• The information-theoretic security or computational security of the biometric sample for the 
adopted mechanism should be proven, and the proof should be documented. 

• Any elements that would facilitate biometric-sample restoring should be clarified. 

• For a biometric sample protection mechanism that adds dummy information, the amount of 
dummy information should be defined. 

• For a biometric sample protection mechanism that adds dummy information, any elements 
that would facilitate differentiation between dummy information and the genuine user's 
biometric data should be clarified. 

Procedures: 

1. Prove the information-theoretic security or computational security for the adopted 
mechanism. Any preconditions that become constraints in actual use should be indicated. 
Additionally, the number of attacks that an attacker would have to make for biometric 
sample restoring by brute-force attack should be given. 

2. List the elements, if any, that would facilitate biometric-sample restoring. For biometric 
sample restoring, in which the attacker takes such elements into account, the least number 
of attacks required for biometric-sample restoring should be given. 

3. For a biometric sample protection mechanism that adds dummy information, decide on the 
amount of dummy information to be provided. 

4. For a biometric sample protection mechanism that adds dummy information, list the 
elements, if any, which would facilitate differentiation between dummy information and the 
genuine user's biometric data. Then, for each element, compute the least number of attacks 
that an attacker would have to perform for biometric-sample restoring that takes that 
element into account. 

5. Document the results of proving security. Specify the following items in the 
documentation: 

– preconditions for proving security; 

– procedure for proving security; 

– number of attacks that an attacker would have to make for biometric-sample restoring 
by brute-force attack; 

– elements that facilitate biometric-sample restoring and the least number of attacks 
required for biometric-sample restoring when taking each of those elements into 
account; 

– preconditions that become constraints in actual use. 

NOTE – In a biometric cryptosystem mechanism, the key and the genuine user's biometric sample have a 
dependency relation: clarifying one makes it easy to clarify the other. Consequently, the security of (1) key 
information or (2) the biometric sample is determined by the weaker of the two. 

(3) Authentication accuracy 

Requirements: 

• Based on the results of (1) and (2), a parameter (key information, dummy information, etc.) 
of the template protection technique should be fixed to a value that can achieve the desired 
security level, and biometric samples conforming to [ISO 19795-1] should be gathered and 
evaluated. 
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Procedures: 

1. Based on the results of (1) and (2), fix a parameter (key information, dummy information, 
etc.) of the template protection technique to a value (key length, amount of dummy 
information, etc.) that can achieve the desired security level. 

2. Gather biometric samples according to [ISO 19795-1]. 

3. Assuming identical keys, create helper data based on gathered biometric samples for 
enrolment, and compute the key restoring rate for both the genuine user and imposter using 
matching samples for evaluation purposes. 

4. Document evaluation results. Specify the following items in the documentation: 

– evaluation procedure conforming to [ISO 19795-2]; 

– number of gathered samples; 

– template protection parameter (key length, number of items of dummy information, 
etc.) used in the evaluation and its value. 

(4)  Diversity 

Requirements: 

• In a mechanism that protects a biometric sample or key information using dummy 
information and that uses a single biometric sample and single key, the maximum number 
of items of helper data that can be created by modifying dummy information should be 
given. 

Procedures: 

1. In a mechanism that provides protection by adding dummy information, select a single 
biometric sample and a single key. 

2. Determine the maximum number of mutually different items of helper data that can be 
created by modifying dummy information. 

3. Perform procedures 1 and 2 using multiple biometric samples and calculate the average 
number of items of helper data. 

4. Document evaluation results. Specify the following items in the documentation: 

– template protection parameters (key length, etc.) excluding number of items of dummy 
information; 

– number of times procedures 1 and 2 were performed and the average number of items 
of helper data obtained. 

10.2.2 Evaluation of interdependent items for the biometric cryptosystem mechanism 

Template protection performance should be evaluated in conformance with the method in 
[ISO 19795-3] for evaluating accuracy with respect to environmental fluctuation. Specifically, the 
effect on the accuracy of varying an environmental parameter, as one type of environmental 
fluctuation, should be evaluated. 

That is, one of the template protection performance parameters should be fixed and the other should 
be varied to evaluate robustness with respect to the varied factor as in [ISO 19795-3]. 

On documenting evaluation results, the following items should be specified: 

– fixed factor and varied factor; 

– security of biometric sample for each value of the varied factor; 

– security of the key for each value of the varied factor; 

– diversity for each value of the varied factor; 
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– authentication accuracy (false match rate, false non-match rate) for each value of the varied 
factor. 

10.3 Cancellable biometrics 

10.3.1 Requirements and procedures for individual evaluation items 

(1)  Difficulty of restoring biometric data 

Requirements: 

• The information-theoretic security or computational security for the adopted mechanism 
should be proven, and the proof should be documented. 

• Any elements that would facilitate restoring of biometric samples should be clarified. 

Procedures: 

1. Prove the information-theoretic security or computational security for the adopted 
mechanism. At this time, the preconditions of this proof should be given. These become the 
preconditions for achieving security in the use of a template protection technique. 
Additionally, the number of attacks that an attacker would have to make to restore a 
biometric sample by brute-force should be given. 

2. List the elements, if any, which would facilitate restoring biometric samples. For biometric 
sample restoring in which the attacker takes such elements into account, the least number of 
attacks required to restore a biometric sample should be given. 

3. Document the results of proving security. Specify the following items in the 
documentation: 

– preconditions for proving security; 

– procedure for proving security; 

– number of attacks that an attacker would have to make to restore a biometric sample by 
brute-force attack; 

– elements that facilitate biometric-sample restoring and the least number of attacks 
required for key restoring when taking each of those elements into account; 

– preconditions that become constraints in actual use. 

(2) Authentication accuracy 

Requirements: 

• A parameter of the template protection technique should be fixed to a value that can 
achieve the level of desired security, and biometric samples conforming to [ISO 19795-1] 
should be gathered and evaluated. 

Procedures: 

1. Based on the evaluation of (1), fix the secret parameter of the template protection technique 
to a complex value (in terms of length and randomness) that can achieve the level of 
desired security. 

2. Gather biometric samples according to [ISO 19795-2]. 

3. Transform the gathered biometric samples using the same secret parameter, and evaluate 
FMR and FNMR using the transformed biometric samples. 

4. Document evaluation results according to [ISO 19795-2], specifying the following items: 

– evaluation procedure conforming to [ISO 19795-2]; 

– number of gathered samples; 

– value of the fixed secret parameter used in the evaluation. 
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(3) Diversity 

Requirements: 

• The number of transformed biometric samples that can be created from a single biometric 
sample should be given. 

• All transformed biometric samples that can be created from a single biometric sample 
should be created, and the false non-match rate (FNMR) among those samples should be 
given. This evaluation should be performed for multiple biometric samples and the average 
FNMR given. 

Procedures: 

1. Compute the number of transformed biometric samples that can be created from a single 
biometric sample (within the range of values that can be taken on by the secret parameter). 

2. Create mutually different transformed biometric samples in only the quantity computed in 
step 1 by transforming a single biometric sample in the range of values that can be taken on 
by the secret parameter. 

3. Compare the transformed biometric samples and measure the FNMR according to the 
appropriate genuine user rejection rate threshold clarified in (2) above. 

4. Perform procedures 2 and 3 using multiple biometric samples and calculate the average 
FNMR. 

5. Document evaluation results. Specify the following items in the documentation: 

– number of biometric samples; 

– number of transformed templates that can be created from a single biometric sample; 

– base threshold for assessing a match in procedure 3; 

– number of times procedures 2 and 3 were performed, and the average FNMR 
calculated. 

(4) Number of update processes 

Requirements: 

• For an algorithm that enables a transformed biometric sample to be updated, evaluate the 
relationship between the number of update processes and authentication accuracy (FMR 
and FNMR), referring to [ISO 19795-3]. 

Procedures: 

1. Based on the evaluation of (1), fix the secret parameter of the template protection technique 
to a complex value (in terms of length and randomness) that can achieve the level of 
desired security. 

2. Gather biometric samples according to [ISO 19795-2]. 

3. Transform the gathered biometric samples using the same secret parameter, update each 
biometric sample using the same update parameter and evaluate the authentication accuracy 
(FMR and FNMR) for each update step as the number of template updates. 

4. Denote the relationship between the number of updates and authentication accuracy (FMR 
and FNMR) in graph and table form. 

5. Document evaluation results. Specify the following items in the documentation: 

– number of biometric samples; 

– value of the secret parameter applied to each sample; 

– relationship between the number of updates and authentication accuracy (FMR and 
FNMR). 



 

26 Rec. ITU-T X.1091 (04/2012) 

10.3.2 Evaluation of interdependent items for the cancellable biometric mechanism 

Evaluation of template protection performance should conform to the method in [ISO 19795-3] for 
evaluating accuracy with respect to environmental fluctuation. Specifically, the effect on the 
accuracy of varying an environmental parameter as one type of environmental fluctuation should be 
evaluated. 

That is, one of the template protection performance parameters should be fixed, and the other 
should be varied, to evaluate robustness with respect to the varied factor as in [ISO 19795-3]. 

On documenting evaluation results, the following items should be specified: 

– fixed factor and varied factor; 

– security of biometric sample for each value of the varied factor; 

– diversity for each value of the varied factor 

– authentication accuracy (false match rate, false non-match rate) for each value of the varied 
factor. 
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Appendix I 
 

Algorithm list of template protection techniques 

(This appendix does not form an integral part of this Recommendation.) 

This appendix provides algorithm lists of template protection techniques to enable them to be 
evaluated with this Recommendation. The algorithm list for the biometric cryptosystem is presented 
in Table I.1, and the algorithm list for the cancellable biometrics system is presented in Table I.2. 

Tables 2 and 4 in clause 8 classified major techniques of template protection; they gave an 
approximate but sufficient number of frames for main-body classifications. However, they did not 
clarify all details. This appendix provides a new table with all the details of the techniques, which 
take into consideration future expansion, general evaluation and ease of use. Therefore, the tables 
are designed to match component functions to each technique. 

Table I.1 – Algorithm list of the biometric cryptosystem mechanism 

Algorithm 

Place of function or process 

Client Server 

A. 
Concealment 

B. Data 
manage- 

ment 
C. Key output 

D. Key 
verification 

  
a. Elimination of 

fluctuations 
b. Key control  

 
Secret 

partition 
1. 

Quantization 
2. Error 

correcting 
1. Key 

generation 
2. Key 
hiding 

 

[Fuzzy vault scheme] 

[b-Juels2] 

Secret 
sharing, 
dummy 

information 

 

 

  

 

 

[b-Clancy]   

[b-Uludag1]   

[b-Uludag2]   

[b-Ohki]   

[b-Hidano]   

[b-Yang]   

[b-
Nandakumar] 

  

[b-Sutcu]   

…        

[Fuzzy commitment] 

[b-Juels1] 
Dummy 

information 
      

[Bio-hashing] 

[b-Monrose] 
Secret 
sharing 

 
 

  
 

 [b-Draper] 
One-way 
function 

   

[b-Shibata] 
One-way 
function 
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Table I.2 – Algorithm list of the cancellable biometrics mechanism 

Algorithm 

Place of function or process 

Client Server 

E. Concealment 
F. Data 

management 
G. Process partition 

  a. Elimination of Fluctuations b. Comparison 

 Secret partition 1. Quantization 
2. Error 

correcting 
Score 

[Geometrical deformation] 

[b-Ratha1] 
Geometrical 
deformation 

    

[Functional transformation] 

[b-Ratha2] 
Functional 

transformation 

 

  

 [b-Maiorana] 
Functional 

transformation 
  

[b-Chikkerur] 
Functional 

transformation 
  

[Random filtering] 

[b-Savvides1] One-way 
function, 
dummy 

information 

 

  

 [b-Savvides2]   

[b-Hirata]   

…      

[Logical addition] 

[b-Braithwaite] 
One-way 
function 

    

…      
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Appendix II 
 

Evaluation example for a biometric cryptosystem mechanism  
using a fuzzy vault scheme 

(This appendix does not form an integral part of this Recommendation.) 

II.1 System description (Step 1) 

II.1.1 Description of the target of the evaluation 

A

C D

B

B

X.1091(12)_FII.1

B

B

Enrolment terminal

Capturing
Key-pair

generating

Server

Verification
key

Concealment

Helper data

a) Enrolment process

Client

Capturing Signing
Challenge
response

Key output

Key
verification

Verification
key

Server

Random
generating

Pass/Fail

b) Authentication process

Helper data

 

Figure II.1 – Description of the target of the evaluation system 

II.1.2 Description of all essential components 

A) Concealment 

• Secret sharing: A function to conceal biometric data using secret sharing. 

• Dummy information: A function to conceal biometric data using dummy information. 

B)  Data management 

• Secret partition: A function that will make it difficult to restore biometric data by secretly 
partitioning helper data. 

(C-a-2) Key output– Elimination of fluctuations – Error correcting code 

• A function to eliminate fluctuations using the error correcting code. 

(C-b-1) Key output – Key control – Key generation 

• A function that will output the concealed key from the helper data of the genuine user, 
using the key generation method. 

II.2 Vendor claim (Step 2) 

The vendor provides performance claims in the form of a set(s) of maximum values of security-
relevant error rates that can be achieved simultaneously. 
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II.3 Examination of vendor claim (Step 3) 

In this step, evaluation items using this contribution are clarified. As defined in Table 1 and 
clause 8.2, evaluation items for the fuzzy vault scheme can be listed as follows: 

(A) Concealment of biometric data 

• Secret sharing scheme: 

– difficulty to restore key from a single information share; 

– difficulty to restore key from secret shared information below the threshold value. 

• Dummy information: 

– difficulty to restore biometric data from a single information part; 

– difficulty to restore biometric data from a single information part after concealment; 

– difficulty to restore biometric data using the correlativity obtained from multiple parts 
of information after concealment. 

(C-a-2) Key output – Elimination of fluctuations – Error correcting code 

• Entropy loss of biometric data by using the error correcting code 

• Accuracy to restore the secret key for a genuine user and difficulty to restore the secret key 
for an imposter. 

(C-b-1) Key output – Key control – Key generation 

• Difficulty to restore key using only helper data. 

• Key length is sufficient. However, the relationship between key length and encryption 
strength follows the existing encryption protocol.  

• Difficulty to restore biometric data using the correlativity between the generated key and 
biometric data. 

• Difficulty to restore biometric data during key regeneration. 

• Accuracy to restore the secret key for a genuine user and difficulty to restore the secret key 
for an imposter. 

As defined in Table 2, interdependencies for each evaluation item can be listed as follows: 

(A) Concealment of biometric data 

• (C-a-2) Key output – Elimination of fluctuations – Error correcting code 

 When it is difficult to restore biometric data from a part/parts of secret shared information, 
or from secret partitioned information, an error correcting code is applied. In this case, it 
should be ensured that entropy loss of biometric data by using an error correcting code is 
small. 

– When the capability of an error correcting code is high, the FNMR becomes lower. At 
the same time, entropy loss of biometric data becomes bigger, so the risk related to 
restoring biometric data becomes higher. On the other hand, when the capability of the 
error correcting code is low, the FNMR becomes higher. At the same time, entropy loss 
of biometric data becomes smaller, so the risk related to restoring biometric data 
becomes lower. 

• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, it should be ensured that the length of 
the generated key is sufficiently long. 
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– Even if it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, if the length of the generated key is 
too short, there is the threat that the key can be easily restored. 

• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, in key-generation based methods, it 
should be ensured that it is difficult to restore the key using helper data. 

– Even if the length of the key generated from helper data is sufficiently long, if the 
possible patterns of the restored key derived from the same helper data are few, there is 
the threat that the key can be easily restored from helper data. 

• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, it should be ensured that it is difficult to 
restore biometric data using the correlativity between the generated key and biometric data. 

– Even if it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, if the generated key or secret 
partitioned information is exposed, there is the threat that it is possible to restore 
biometric data using the exposed information or data. 

• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, in key-generation based methods, it 
should be ensured that it is difficult to restore biometric data using a regenerated key. 

– Even if it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, there is the threat that it is possible 
to restore biometric data using the correlativity between the regenerated and exposed 
helper data. 

(B)  Data management – Secret partition 

• (C-a-2) Key output – Elimination of fluctuations – Error correcting code  

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, it should be ensured that entropy loss of 
biometric data by using the error correction code is small. 

– When the capability of an error correcting code is high, the FNMR becomes lower. At 
the same time, it becomes possible to restore original biometric data using a part/parts 
of secret shared information or from secret partitioned information. On the other hand, 
when the capability of an error correcting code is low, the FNMR becomes higher. At 
the same time, if the entropy of helper data is inadequate, biometric data cannot be 
restored. 

• (C-b-1) Key output – Key control– Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, in key-generation based methods, it 
should be ensured that the key length is sufficiently long. 

– Even if it is difficult to restore biometric data from a part/parts of secret shared 
information or from secret partitioned information, if the length of the generated key is 
too short, there is the threat that the key can be easily regenerated from helper data. 
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• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, in key generation-based methods, it 
should be ensured that it is difficult to regenerate the key from helper data. 

– Even if the length of the key generated from helper data is sufficiently long, if possible 
patterns of the restored key derived from the same helper data are few, there is the 
threat that the key can be easily restored from helper data. 

• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, it should be ensured that it is difficult 
to restore biometric data using the correlativity between the generated key and biometric 
data. 

– Even if it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, if the generated key or secret 
partitioned information is exposed, there is the threat that it is possible to restore 
biometric data using the correlativity between the generated key and secret partitioned 
information. 

• (C-b-1) Key output – Key control – Key generation 

 Although it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, in key generation-based methods, it 
should be ensured that it is difficult to restore biometric data during key regeneration. 

– Even if it is difficult to restore biometric data from a part/parts of secret shared 
information, or from secret partitioned information, there is the threat that biometric 
data can be restored using the correlativity between exposed helper data. 

An example of the evaluation process is described in clause II.4.1, and evaluation results are 
described in clause II.4.2 

II.4 Vendor test and evaluation of vendor test 

II.4.1 Evaluation methods for each item 

(1) Evaluation items for key restoring rate 

Evaluation items for key restoring rate can be listed as follows: 

(C-a-2) Key output – Elimination of fluctuations – Error correcting code 

• Accuracy to restore the secret key for a genuine user and difficulty to restore the secret key 
for an imposter. 

(C-b-1) Key output – Key control – Key generation 

• Key length is sufficient. However, the relationship between key length and encryption 
strength follows existing encryption protocol. 

• Accuracy to restore the secret key for a genuine user and difficulty to restore the secret key 
for an imposter. 

As shown in Table 2, there is a trade-off between a genuine key restoring rate and an imposter key 
restoring rate [ISO 19795-2]. The biometric performance testing method is applied to this 
evaluation. However, the interdependencies shown in Table 2 should be taken into consideration. 
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(2) Evaluation items for difficulty to restore key/biometric data 

Evaluation items for difficulty to restore key/biometric data can be listed as follows: 

(A) Concealment of biometric data 

• Secret sharing scheme: 

– difficulty to restore key from a single information share; 

– difficulty to restore key from secret shared information below the threshold value. 

• Dummy information: 

– difficulty to restore biometric data from a single information part; 

– difficulty to restore biometric data from a single information part after concealment; 

– difficulty to restore biometric data using the correlativity from multiple parts of 
information after concealment. 

(C-a-2) Key output – Elimination of fluctuations – Error correcting code 

• Entropy loss of biometric data by using the error correcting code. 

(C-b-1) Key output – Key control – Key generation 

• Difficulty to restore key using helper data. 

• Difficulty to restore biometric data using the correlativity between the generated key and 
biometric data. 

• Difficulty to restore biometric data during key regeneration. 

(3) Example of an evaluation method for (C-b-1) Key output – Key control – Key 
generation 

A security evaluation method using the estimated entropy is described here as an example of 
methods to evaluate this point. An attacker is able to guess the secret key without the biometric data 
of a genuine user by using statistical bias, such as the pattern and the appearance frequency of the 
secret key restored from helper data, including dummy information, by the brute-force attack. In 
this instance, the security against the threat that an attacker who has no knowledge of the biometric 
data of a genuine user can estimate the secret key illegally is evaluated by (C-b-1), difficulty of 
guessing key using helper data. 

Here, key information that is output from helper data is defined as restored information, regardless 
of whether or not it is the secret information of a genuine user. A summary of the secret-key-
guessing attack using the statistical bias of the restored information is described. 

It is not possible to guess the secret key from the restored information alone. However, the 
frequency of the appearance of restored information is not uniform if it is acquired many times from 
the same helper data. 

An attack is now considered under the conditions that the number of secret information symbols is 
denoted by k, the number of helper data elements is denoted by r, and the number of dummy data 
elements is denoted by d, and g is defined by r – d. 

(1) Derive k elements from the exposed helper data. 

(2) Acquire secret data by error correction of the derived helper data elements. 

(3) Repeat (1) and (2) above many times, and create statistical data on the pattern and restoring 
rate of the restored information. It is assumed that the probability that the restored 
information output in (1) and (2) equal to the secret key is the secret key restoring rate Pb 
by the brute-force attack, where the theoretical value of Pb is given by: 

  krkgb CCP /=  
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 where gCk is the number of k-combinations from g elements.
 

(4) Note the pattern of the restored information in the decreasing order of the probability, 
starting with approximating the Pb. 

That is to say, an attacker uses the statistical bias that the appearance probability of the restored 
information that is different from the secret key is not always equal to Pb, because different keys 
from the secret key are restored only when dummy information is derived. Consequently, it can be 
easier to guess the secret key with a few trials rather than with brute-force attacks. 

Estimated entropy is used as a baseline for evaluating security against such an attack method. Let X 
be the random key and P(X=x) be the probability of each possible key x of X. The estimated entropy 
H∞(X) is defined as follows: 

  )(log)(:)( 2 xXPxXPXH
x

==−= ∞  (II-1) 

In this case, it is computationally difficult to derive elements from the helper data by trying all 
combinations of these elements because the number of trials increases as the number of the secret-
key symbols and the helper-data elements increases. Therefore, in this instance, only N samples of 
elements are derived from the helper data and the estimated entropy is calculated from these 
samples. If it is assumed that N samples have an independent distribution, the estimated entropy 
takes a maximum value max H∞(X) given by: 

  
N

XH
1

log)(max 2−=∞  (II-2) 

However, the estimated entropy obtained from the results of experiments involves a decrease in 
entropy, without necessarily matching max H∞(X). In this case, the rate of decrease in entropy from 
max H∞(X) is assumed to be an estimated entropy loss Hloss, where Hloss is defined as follows: 
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∞

∞∞ −=  (II-3) 

This shows that as Hloss decreases, the recovery results approach an independent distribution, and it 
is difficult to restore the key. 

II.4.2 Evaluation results 

(1) Evaluation results for the genuine/imposter key-restoring rate 

Experiments should be performed to investigate the genuine/imposter key-restoring rate, taking the 
number of parity code elements g to be 20, and the number of dummy data elements to be 50, 150 
and 250. 

Reed-Solomon codes on a Galois extension field GF(28) are used as error correcting codes in the 
experiments. Thus, if k symbols on GF(2m), the size of secret data that can be stored is m × k [bits]. 
The fingerprint data and other simulation data used in the experiments are shown in Table II.1. 

Table II.1 – Condition of the simulation 

Fingerprint data 140 subjects × 5 prints 
(3 for registration, 2 for verification) 

Feature-point extraction algorithm NFIS2 

Number of obtained minutiae data n 20 

Error correcting code Encoding with GF(28), g = 20 

Number of dummy data elements d 50, 150, 250 

Number of secret data elements k 4, 5, 6, 7, 8, 9, 10 
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The secret data-restoring rate is shown in Figure II.2, with the horizontal axis showing the number 
of secret data elements and the vertical axis showing the results of the secret data-restoring rate. 

The false non-match rate (FNMR) and false match rate (FMR) are generally used in evaluating 
biometrics, but in this case, the authorized person acceptance rate and false acceptance rate are used 
for indicating the probability that the secret data is correct (called "recovery rate"). 

Taking k = 6 and d = 150 as an example, the recovery rate for a genuine user was about 98%, and 
the restoring rate for a third party was only about 3%. 

The relationship between evaluation items and evaluation results is as follows: 

(C-a-2) Key output – Elimination of fluctuations – Error correcting code 

• Accuracy to restore the secret key for a genuine user, and difficulty to restore the secret key 
for an imposter. 

– The relationship between the genuine key-restoring rate and the imposter key-restoring 
rate is shown in Figure II.2. 

(C-b-1) Key output – Key control – Key generation 

• Key length is sufficient. However, the relationship between key length and encryption 
strength follows existing encryption protocol. 

– The horizontal axis of Figure II.2 shows the length of the secret key. 

• Accuracy to restore the secret key for a genuine user, and difficulty to restore the secret key 
for an imposter. 

– The relationship between the genuine key restoring rate and the imposter key restoring 
rate is shown in Figure II.2. 

 

Figure II.2 – Simulation results 

(2) Evaluation results for difficulty to restore key/biometric data 

The above attack is performed 1 × 107 times against the locking data of a certain person, and Hloss is 
calculated from the distribution of restored information. Note that the number of secret data 
elements k was fixed at 4, and the number of dummy data elements added to the locking data was 
varied during the evaluation in steps of 20, 40, 60, 80, 100. 
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Figure II.3 – Estimated entropy loss Hloss 

The relationship between the number of dummy data elements and Hloss is shown in Figure II.3, 
with the vertical axis showing Hloss and the horizontal axis showing the number of dummy data 
elements. The approximate curve, calculated from least square method, is also shown in Figure II.3. 

If there are few dummy data elements, Hloss reaches a maximum of approximately 30%, but that 
value decreases to approximately 25% as the number of dummy data elements increases. As Hloss 
decreases, the key restoring rate approaches an independent distribution. Even if Hloss is low, in the 
case that Pb is high, there is the threat that the key can be easily restored by brute-force attack. Thus, 
both Pb and Hloss should be considered. 

Here, the number of brute-force attacks to restore the key is defined as Bf. The rate of decrease in Bf 
can be represented using Hloss and Equation II-4. The rate of decrease in Bf is shown in Figure II.4. 

  (%)100)
2

1
1(

))(max(
×−
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Figure II.4 – Rate of decrease in Bf 

Figure II.4 and Equation II-4 show that increasing the number of dummy data makes it more 
difficult to restore key from helper data. 
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(3) Evaluations of interdependencies 

The interdependencies are evaluated with the results from Equations II-1 and II-2. 

(A) Concealment of biometric information 

• (C-a-2) Key output – Elimination of fluctuations – Error correcting code 

 An error correcting code is applied to make it difficult to restore biometric data from part(s) 
of secret shared information, or from secret partitioned information. It should be ensured 
that the entropy loss of biometric data by using the error correcting code is small. 

– When the capability of the error correcting code increases, the FNMR decreases. As the 
entropy loss of biometric data simultaneously increases, the risk related to restoring 
biometric data increases. However, when the capability of the error correcting code 
decreases, the FNMR increases. As the entropy loss of biometric data simultaneously 
decreases, the risk related to restoring biometric data decreases. 

 The relationship between the capability of the error correcting code and the key restoration 
rate is plotted in Figure II.2. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret shared 
information, or from secret partitioned information, it should be ensured that the generated 
key is sufficiently long. 

– Even if it is difficult to restore biometric data from part(s) of secret shared information, 
or from secret partitioned information, where the generated key is too short there is a 
threat that the key can be easily restored. 

 The relationship between the length of the key and the key restoration rate is plotted in 
Figure II.2. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret-shared 
information, or from secret-partitioned information, key-generation-based methods should 
ensure that it is difficult to restore the key using helper data. 

– Even if the key generated from helper data is sufficiently long, where there are few 
possible patterns for the restored key derived from the same helper data, there is the 
threat that the key can be easily restored from helper data. 

 Where the key length is fixed, the difficulty of restoring the key is determined by the 
amount of dummy data. The relationship between the length of the key and the key 
restoration rate is plotted in Figure II.2. The relationship between the difficulty of restoring 
the key and the amount of dummy data is plotted in Figure II.3. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret shared information 
or from secret partitioned information, it should be ensured that it is difficult to restore 
biometric data using the correlativity between the generated key and biometric data. 

– Even if it is difficult to restore biometric data from part(s) of secret shared information 
or from secret partitioned information, where the generated key or secret partitioned 
information is exposed, there is the threat that it will be possible to restore biometric 
data using the exposed information or data. 

 The difficulty of restoring biometric data using the correlativity between the generated key 
and biometric data was not evaluated. 
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• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret shared information 
or from secret partitioned information, key-generation-based methods should ensure that it 
is difficult to restore biometric data using the regenerated key. 

– Even if it is difficult to restore biometric data from part(s) of secret shared information 
or from secret partitioned information, there is the threat that it will be possible to 
restore biometric data using the correlativity between the regenerated and exposed 
helper data. 

 The difficulty of restoring biometric data using the regenerated key was not evaluated. 

(B) Data management – Secret partition 

• (C-a-2) Key output – Elimination of fluctuations – Error correcting code 

 Even though it is difficult to restore biometric data from part(s) of secret shared 
information, or from secret partitioned information, it should be ensured that the entropy 
loss of biometric data by using the error correction code is small. 

– When the capability of error correction increases, the FNMR decreases. It 
simultaneously becomes possible to restore original biometric data using part(s) of 
secret shared information, or from secret partitioned information. However, when the 
capability of error correcting decreases, the FNMR increases. If the entropy of helper 
data is simultaneously insufficient, biometric data cannot be restored. 

 The relationship between the capability of the error correcting code and the key restoration 
rate is plotted in Figure II.2. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret shared 
information, or from secret partitioned information, key-generation-based methods should 
ensure that the key is sufficiently long. 

– Even if it is difficult to restore biometric data from part(s) of secret shared information, 
or from secret partitioned information, where the generated key is too short, there is the 
threat that the key can easily be regenerated from helper data. 

 The relationship between the length of the key and the key restoration rate is plotted in 
Figure II.2. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret-shared 
information, or from secret-partitioned information, key-generation-based methods should 
ensure that it is difficult to regenerate the key from helper data. 

– Even if the key generated from helper data is sufficiently long, where there are few 
possible patterns for the restored key derived from the same helper data, there is the 
threat that the key can be easily restored from helper data. 

 Where the key length is fixed, the difficulty of restoring the key is determined by the 
amount of dummy data. The relationship between the length of the key and the key 
restoration rate is plotted in Figure II.2. The relationship between the difficulty of restoring 
the key and the amount of dummy data is plotted in Figure II.3. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret shared 
information, or from secret partitioned information, it should be ensured that it is difficult 
to restore biometric data using the correlativity between the generated key and biometric 
data. 
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– Even if it is difficult to restore biometric data from part(s) of secret shared information, 
or from secret partitioned information, where the generated key or secret partitioned 
information is exposed, there is the threat that it will be possible to restore biometric 
data using the correlativity between the generated key and secret partitioned 
information. 

 The difficulty of restoring biometric data using the correlativity between the generated key 
and secret partitioned information was not evaluated. 

• (C-b-1) Key output – Key control – Key generation 

 Even though it is difficult to restore biometric data from part(s) of secret shared 
information, or from secret partitioned information, key-generation-based methods should 
ensure that it is difficult to restore biometric data during key regeneration. 

– Even if it is difficult to restore biometric data from part(s) of secret shared information, 
or from secret partitioned information, there is the threat that biometric data can be 
restored from the correlativity between exposed helper data. 

 The difficulty of restoring biometric data using the correlativity between exposed helper 
data was not evaluated. 
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Appendix III 
 

Evaluation example for cancellable biometrics using correlation-based matching 

(This appendix does not form an integral part of this Recommendation.) 

III.1 Introduction 

This appendix clarifies evaluation requirements in cancellable biometrics based on this 
Recommendation and presents an evaluation example. 

III.2 Clarification of evaluation requirements 

Evaluation requirements are clarified in accordance with the procedure in clause 8. 

III.2.1 System description 

The system targeted for evaluation is shown below (cancellable biometrics system). 

Target technology is reproduced from [b-Hirata]. 
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Figure III.1 – Process flow of evaluation target 

As the authentication system using template protection techniques that is targeted for evaluation is 
classified as cancellable biometrics, the reference model in Figure III.2 is used to define evaluation 
targets. 
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Figure III.2 – Reference model of evaluation targets 

The following outlines each elemental technology that is targeted for evaluation. 

E) Transformation (Concealment) 

The one-way function is achieved by multiplying the random-number filter, R(u,v), by the results, 
F(u,v), of transforming the registered image f(x,y) through a number-theoretic transform (NTT). 

Alternatively, the one-way function is achieved by multiplying R–1(u,v), the inverse of the random-
number filter R(u,v), by the results G(u,v) of transforming the input matching image g(x,y) by a 
number-theoretic transform (NTT). 

F) Data management 

• Secret parameter 

• Random number filter R(u,v) is used as dummy information. This parameter is managed in 
a distributed manner with the cancellable template. 

• Cancellable template 

 The results F(u,v)R(u,v) of multiplying the random-number filter, R(u,v), by the results, 
F(u,v), of transforming the registered image f(x,y) through a number-theoretic transform 
(NTT), are managed in a distributed manner with the secret parameter. 

G)  Comparison 

• The results of multiplying the cancellable template, F(u,v)R(u,v), by the results, G(u,v)  
R–1(u,v), by transforming the input matching image, are subjected to an inverse number-
theoretic transform (inverse NTT), and the ratio between the correlation average and the 
peak value is calculated. 

III.2.2 Clarification of evaluator (vendor) requested items 

Evaluator-requested items governing authentication accuracy conforming to the evaluation steps in 
this Recommendation are extracted from [b-Hirata] and are described in clause III.2.1. 
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Figure III.3 – Requirements in accuracy evaluation 

In [b-Hirata], accuracy is evaluated using 102 finger samples from 17 volunteers. In the evaluation, 
the score distribution for genuine users and that for imposters is completely separated, and the 
number of samples is less than that recommended by the accuracy evaluation standard. In the 
document, however, accuracy evaluation in conformance with the standard is not stressed, and here 
as well, evaluation is performed by a simplified similarity distribution in the comparison process, as 
described above. 

III.2.3 Test of vendor-required items 

Evaluator tests vendor-required items conforming to the evaluation steps in this Recommendation. 
Given that the target of evaluation in the reference document is a cancellable biometrics system, the 
evaluator extracts evaluation items from clause 8.4, as follows. 

i) Concealment (E) 

• One-way function: 

– difficulty of restoring biometric data from post-transformation information; 

– drop in security due to a conflict in transformed information; 

– comparison of the FMR for any transformation parameter and comparison of the 
FNMR for the correct transformation parameter. 

• Dummy information: 

– difficulty of separating dummy information and biometric data from post-
transformation information; 

– FMR for comparison by any transformation parameter, and the FNMR for comparison 
by the correct transformation parameter. 

ii) Data management (F) 

 – Difficulty of restoring biometric data in the event that other data are leaked. 

iii) Server management (G-b)  

 – Difficulty of attacks using scores. 
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The evaluator also extracts evaluation items governing mutual dependency from clause 8.5, as 
follows. 

i) Concealment (E) 

• Server processing, comparison, scores: 

– the difficulty of restoring divided information and the difficulty of performing attacks 
using scores should be evaluated. 

ii) Data management, secret sharing (F) 

• Server processing, comparison, scores: 

– the difficulty of restoring biometric data in the event of an information leak and the 
difficulty of attacks using scores (biometric restoration) should be evaluated. 

III.3 Requirements of evaluation tool 

Focusing on evaluation guidelines for biometric template protection technologies indicated by 
standardization policies, the purpose of an evaluation tool is to develop a programme for evaluating 
the relationship between template-protection security and items having a dependency relation with 
that security, and to perform security-evaluation trials with that programme on existing technologies 
and products. The results of these trials can then be used to test the validity of those standardization 
policies, and to extract and organize points for improvement and problems to be addressed. 

The following items are targeted for evaluation. 

• Effect of security-related parameters in the concealment function on authentication 
accuracy: 

– security-related parameters; 

○ bit length of secret parameter (32 bits, 64 bits, 128 bits); 

– authentication accuracy (FAR, FRR). 

• Drop in security due to a conflict in transformed information after transformation by the 
concealment function: 

– security-related parameters; 

○ number of concealment transformations (1, 10, 100); 

– authentication accuracy (FAR, FRR). 

In the evaluation, biometric samples must be gathered to test authentication accuracy. The 
following requirements have therefore been specified for a data-gathering tool, currently under 
development, that can be used for gathering biometric samples. 

– It should be displayed as a document asking for user consent to an experiment, and must 
move to a data-gathering screen once that consent option has been selected. 

– It should be displayed as the ID of the experiment volunteer and prompt for entry of notes. 

– It should allow the number of times that data are gathered (input) for each finger to be 
specified (minimum: three inputs). 

– It should enable the gathering of enrolment images from a maximum of six fingers (left and 
right index fingers, middle fingers and ring fingers) to a minimum of two fingers. 

– It should generate an enrolment template from the set of enrolment images after data 
gathering. 

– It should allow the number of trials for verifying whether matching can be performed to be 
specified and must enable images for this number of trials to be gathered as matching 
images. 
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– It should encrypt gathered image data and create and store file names on the basis of 
volunteer IDs uniquely assigned to experiment volunteers. Additionally, it must separately 
prepare a function for decrypting image data for evaluation purposes (this may be done in 
evaluation-tool source code). 

– It should enable an individual experiment volunteer to use this ID to delete his or her data. 

The following requirements are also imposed on the evaluation tool, so that the evaluation items 
described above can be evaluated with respect to gathered data. 

– With respect to the protection function, it should be possible to input the same protection 
parameter for both enrolment data and matching data and to store that data accordingly. 

– With respect to the protection function, it should be possible to generate and store 
enrolment data for any number of transformations (same transformation history), and to 
generate and store matching data using the protection parameters resulting from that 
transformation history. 

– It should be possible to compare by brute-force attack, enrolment data and matching data 
achieved by transformation in the above two ways and to output score lists. 
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Figure III.4 – Function block diagram of evaluation tool 

III.4 Evaluation experiment 

An evaluation was performed by developing the tool and using it to perform an experiment. 

Evaluation data 

The following data were gathered and used in the evaluation by the data-gathering tool. 

• Number of volunteers assembled by the gathering tool: 10 people. 

• Data for six fingers (left and right index fingers, middle fingers and ring fingers) were 
gathered from each volunteer. 

• Three enrolment images and three input matching images were gathered from each 
volunteer. 

Experiment 1 

Evaluate the effect of different secret-data bit lengths (32 bits, 64 bits, 128 bits) on authentication 
accuracy. 

Method 1 

(1) Set 4-byte, 8-byte, and 16-byte secret data in the parameter file and create respective 
enrolment templates for gathered enrolment images. 

(2) Using the same parameter file, create matching templates with respect to input matching 
images gathered by the data-gathering tool. 
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(3) Compare enrolment templates and matching templates by brute-force attack and obtain a 
score list. 

Result 1 

See Figure III.5. 
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Figure III.5 – Experiment 1: evaluation results 

Conclusion 1 

• The similarity distribution for comparison in the biometric template protection technology 
targeted here for evaluation was found to be independent of the strength of secret data. 

Experiment 2 

• Evaluate the effect of a different number of secret-data updates (1, 10 and 100) on 
authentication accuracy. Here, the length of secret data was 64 bits. 

Method 2 

(1) Prepare a list of secret data for each update (1, 10 and 100) in the parameter file, and create 
enrolment templates with respect to gathered enrolment images by repeatedly performing 
updates for only the number of secret-data items set in the parameter file. 

(2) Create matching templates with respect to input matching images gathered by the 
data-gathering tool, using the last parameter in the same parameter file. 

(3) Compare enrolment templates and matching templates by brute-force attack and obtain a 
score list. 
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Results 2 

See Figure III.6. 
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Figure III.6 – Experiment 2: evaluation results 

Conclusion 2 

• The similarity distribution for comparison in the biometric template protection technology 
targeted here for evaluation was found to be independent of the number of secret data 
updates. 
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