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[ITU-T X.500-series] Recommendation ITU-T X.5xx (2016) | ISO/IEC 9594-x series, Information
technology — Open Systems Interconnection — The Directory.

[ITU-T X.501] Recommendation ITU-T X.501 (2016) | ISO/IEC 9594-2, Information technology —
Open Systems Interconnection — The Directory: Models.

[ITU-T X.509] Recommendation ITU-T X.509 (2016) | ISO/IEC 9594-8, Information technology —
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[ITU-T X.520] Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6, Information technology —
Open Systems Interconnection — The Directory: Selected attribute types.

[ITU-T X.521] Recommendation ITU-T X.521 (2016) | ISO/IEC 9594-7, Information technology —
Open Systems Interconnection — The Directory: Selected object classes.

[ITU-T X.680] Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1, Information technology —
Abstract Syntax Notation One (ASN.1): Specification of basic notation.

[ITU-T X.681] Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2, Information technology —
Abstract Syntax Notation One (ASN.1): Information object specification.

[ITU-T X.682] Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3, Information technology —
Abstract Syntax Notation One (ASN.1): Constraint specification.

[ITU-T X.683] Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4, Information technology —
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[ITU-T X.690] Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1, Information technology —
ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical
Encoding Rules (CER) and Distinguished Encoding Rules (DER).

[ITU-T X.1080.1] Recommendation ITU-T X.1080.1 (2011), e-Health and world-wide telemedicines —
Generic telecommunication protocol.

[ITU-T X.1081] Recommendation ITU-T X.1081 (2011), The telebiometric multimodal model — A
framework for the specification of security and safety aspects of telebiometrics.

[IETF RFC 2631] IETF RFC 2631 (1999), Diffie-Hellman Key Agreement Method.

[IETF RFC 3185] IETF RFC 3185 (2001), Reuse of CMS Content Encryption Keys.

[IETF RFC 5083] IETF RFC 5083 (2007), Cryptographic Message Syntax (CMS) - Authenticated-
Enveloped-Data Content Type.

[IETF RFC 5652] IETF RFC 5652 (2009), Cryptographic Message Syntax (CMS).

[IETF RFC 5753] IETF RFC 5753 (2010), Use of Elliptic Curve Cryptography (ECC) Algorithms in
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[IETF RFC 5911] IETF RFC 5911 (2010), New ASN.1 Modules for Cryptographic Message Syntax
(CMS) and S/IMIME.

[IETF RFC 6268] IETF RFC 6268 (2011), Additional New ASN.1 Modules for the Cryptographic

Message Syntax (CMS) and the Public Key Infrastructure Using X.509 (PKIX).
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AccessService ATTRIBUTE ::= {
WITH SYNTAX AccessService
ID id-at-accessService }

;Ujj\ w QK\JL w dﬁ’;ﬁjb )\.:JLGY\ N M CL«.M\.U )L:;AI\; Lol C)L»}XM AccessService L e s jgji
cond) s (3 2ag b 0931 sbg sall SLad) Bedst BUL ey ol sdane o Lok gmg Y o L Ly

ol e (3 dope b et Jlamanl L OLST S Y

IZ\-Q-SLZS\ h-r-;:gj\"j\ -J&‘j-a AccessService <l MJ

AccessService ::= SEQUENCE ({
serviceld OBJECT IDENTIFIER,
objectDef SEQUENCE SIZE (1..MAX) OF ObjectSel,
}

u‘P AccessService «wlly log 43 QU),Q L

(Lo jlaals U g ot gl 3Lad) dads ok 5ag OF ety s servicerd 0S4 (f

L 3 el Blgs el jlad dal e jelez ) S Dbl sug OF ey ) objectpes O5SU (o
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.objectbes U Ly & &)l SIS OBl U] 3L (o sdn 3L

WS Lt 237

.Objectsel <ULl L Ul ol BUl s < Q‘ S ) i,

ObjectSel ::= SEQUENCE {
objecClass OBJECT-CLASS. &id,
objSelect CHOICE {
allobj [0] TargetSelect,
objectNames [1] SEQUENCE SIZE (1..MAX) OF SEQUENCE {
object CHOICE {
names [1] SEQUENCE SIZE (1..MAX) OF DistinguishedName,
subtree [2] DistinguishedName,
},
select TargetSelect,
R
R
}
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TargetSelect ::= SEQUENCE {
objOper ObjectOperations OPTIONAL,
attrSel AttributeSel OPTIONAL,
}

(WITH COMPONENTS {..., objOper PRESENT } |
WITH COMPONENTS {..., attrSel PRESENT } )

Togmrge BYI Jo LeasT 055 0F g e U 0L, LeY) 06 S Targetselect UL Loy
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AttributeSel ::= SEQUENCE ({
attSelect CHOICE ({

allAttr [0] SEQUENCE ({
attrOperl [0] AttributeOperations OPTIONAL,
... ),

attributes [1] SEQUENCE SIZE (1..MAX) OF SEQUENCE ({
select SEQUENCE SIZE (1..MAX) OF ATTRIBUTE. &id,
attrOper2 [0] AttributeOperations OPTIONAL,

.-}

-}
}
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ObjectOperations ::= BIT STRING {
read (0),
add (1),
modify (2),
delete (3),
rename (4),

discloseOnError (5) }
u;‘\_fuﬁ ijlxl\ ol 4 CM\ Jdel LA& (read) 3;\}5.‘\ 03l Lo oy
(add) BLEY) 03] Aoy g2y 542 SIS Lo o s SIS BLE] el B e (add) Bl 03] Lns (nmzg
(5.7 34 i) cadl Lo (agd) BLEY 03] i e (S ) Oliay e g 502 Lo 0 SIS mad
(modify) Joadl 03] clle of U o cpay 036 S ks Tyl B e (modify) Jowdl 03 Lo Crmng
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o Bsm 8L 0o 13y auall cad) LUY (delete) i 03wl of ale Cnmy Bgn 8L O 13]5 al) cnd) LY
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Jgall ) LUy replaceAttribute O3 S of ade ey (gm o5 Jel Pl 13 LAl
o3 g o WU e ey b8 S Gl 4 pgendl BUL e (delete) Sidodl 03] Lo cpan
(Blos ST s S B IS S o B i S (delete) Sl
LU Lo ey (1056 LK) N P das d3le] 4 CM\ LUl e (rename) dwowd 8318) 03] Lo> Cpaug
(Blans ST oo S T B3l 5l ISST SIS s B B3] L5 S (rename) duomed 3318) 03] Sl O

Jidesl) Jhx.:;“ Les US\Q\ S45rg 4B ons N CM‘ el ulé discloseOnError .o )

Sgadl Jo olheall 57

AttributeOperations ::= BIT STRING ({
read (0),
compare (1),
add (2),
modify (3),
delete (4),
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deleteValue (5),
replaceAttribute (6),
discloseOnError (7) 1}

Jel dl.c Oy endl oda J.,a 8¢ 4 CJ“““M Jdell LSLp a.gjﬁel\ ORI AT o JQ (reaq) 39\4.&\ 03 lavo Cpan
Ol adle pmzy o203 ) BLoYly ikl o slecd) Sl o SSTalall (3 SIS Caro (read) 8613 03] el Of
cad) LUT) Alall (63 cand) Lad ) 3Ll s OF ade mn of codn SIS OBlisl ogni wo (read) 3518 03] s
(i) o3

Sl OF Slas¥l e camng o opndl o ST ol doly )l & gl B e (compare) djUed) 03 Lo (rany
O3l el ass of g (@lld ) BloYly L (led) SISy ad) SIS 5 IS SIS G (read) 3518 03)
(Ehall ol3 ol BUT) dlall (63 coad) Laasy 03Y) O)l OF of 2l SIS Glisl sm e ) &L

03 e OF U e g ST ol dsly e BLo| 4 msendl DU Jo (ada) BleY) 03 Lo g
03 allg oF ale prny (3 ) BLoYLy L (Blas D) o SIS o IS 5S Canal (modify) Josbasd!
b)) @y s LUT U (add) Bloy)

DU e gy 23 ] BLoYLy Lome kol e ol el ) mgad) DU e (moqify) Jedad) 03) s s
(Plor DS s 1S o ol IS AU Cais (modi£y) Jeebas 03) Elg Of

BU e camn «ells L BLoYUy L ST gl doly cwd Gl & el U e (delete) Sl 03] Loz (panyg
(s D) s S s o] ST SIS Cais (modi £y) ebed 03] &g O

BLoYLy . cwd) (LUT) Laé o ST of S0y con B i o) T BU e (deletevalue 03Y) Lo Cnany
(Bl DB s S s ol ISS7 S s (modi £y) Jebed 03] g OF L) e cpmzy (203 1)
cd w.;u PSRy e B2y e &Y S uw OT 4 CM\ JeLJl L;l& replaceAttribute Ob}[\ _Ja_‘.\a BT
(Bl ST o SIS ks ol S S o (modii £y) Jesbad 031 e OF 8L e cpny 23 ] 8Ly
AL éi buybj W\ JM Ldke cw S45r9 ZJJM " CM\ JeLl 6\& discloseOnError dJ}” .19.«.9 el
.J537¢;53\L;& discloseOnError O3Y! (S,m

s dodas 6.7

1SS Lty BA =l (3 w2 3y LS (CMS) iypiond)l D)l S el sz o sllaxl gl of Sk
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e uST US98
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ActContentTypes CONTENT-TYPE ::= {
privAssignRequest |
privAssignResult |
readRequest |
readResult |

13 (2017/03) ITU-T X.1080.0 e 53!



compareRequest |
compareResult |
addRequest |
addResult |
deleteRequest |
deleteResult |
modifyRequest |
modifyResult |
renameRequest |
renameResult,

}
3\.@1.’:5;&\ J\.A.J\ QLQ-LA-;‘ o ;\J-LC« v..zg L;S.LS\ )L:J.ﬁy‘ .X.;{i.? ijj:"jj ActContentTypes 3&,,4.>=§ . a&j,xl\ L_Sj;‘ﬁ‘:\ LU.'T Kﬁm)" ”j
9.8 11 4.8 oo ol2dl 3 mxﬁ\}xj\u}c

Spiell bt CUss 2.8
:u;pﬂd\c?e &3 WU oS 55
CommonReqComp ::= SEQUENCE ({
attrCerts [31] AttributeCertificates OPTIONAL,
servicelId [30] OBJECT IDENTIFIER,

invokId [29] INTEGER,
}

AtributeCertificates ::= SEQUENCE SIZE (1..MAX) OF AttributeCertificate

asiadl Al oledes b Loy

B V) Jad B el 53ld e o ol B3les sdoen B3gmse 056 Lekie ¢ attrcert OSH (]
¢ S DS ngond) ~Laild Bolg (3 BL Laa) S5 OF o Lite 0500 s 015713

¢o,Liamius! C‘J"U dedd) bl suv servicelId J}-il\ (<«

LmY s e S0 amlgs sl S5 g iamerad dkes Jo¥ jial) 2a3 dosy OF sy invokzd 0,50 @
g L oolS om JLasy) J,,.To,z alysb Bey 874) Bagdl) ki pldsizal B3gles pde ey (sde S o ey
3 (3 Rl ki pltsiiad (b e Jo Cpang Bl Slemd) (iiS) 2Bl oL CaiST e el Of
LU Bl do 3L Ll L)

dds JI3d 38

e pais OF Cpminy Bigms Zadsr 1] 3L (s 9.8 1) 4.8 oo LAl 3 4 Doy @l ol Jo ollas)l LU o
o o)l el B3ls o ol Baled e 4 Loy Lo s BW aasll SLaa¥) OF e sl (ALY SLeeV)
Jgsllal) aead) ) 3Ll

Loé Boad| e pey | 0) o dpllll 2ead) bod slednaly 03Y) BU 2l | Of nosuchservice Uadl 342y 3)) (pmtg
gsllal) 2and
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.invalidOperationForService Uad| 54k 5
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.readResult 6}15&\ Lot 35\253;\,5}\ Aoy J-«-ij readRequest LSjSSE\ Lot U\-»—{S;\J:@ u.»-Ua Ja—é

readRequest CONTENT-TYPE ::= {
ReadRequest
IDENTIFIED BY id-readRequest

SO uﬂfuﬁ QU}\A\ 59\,5-5 readRequest &5:53:\ Le deldl P g
ReadRequest ::= SEQUENCE {
COMPONENTS OF CommonReqComp,
object [1] DistinguishedName,

selection [2] InformationSelection,

}
PO 0L Wy ¢ Jadll (322 (ST el ReadRequest UL Lad a4

£

taze Slaghall (b (gl SIS ol V) Ops (object) fIN 05 (

-noSuchobject Uadl 3idy ade 3)) anng (g me e WIS Ul sus 13] 353l LIl Ly of £

03 c;g 130y L avasd) 5L sy 51 (read) 851,38 03 Ul e &) sl dl (b ey of (49
‘u’;@ discloseOnError 03| Qb e ol 0! insufficientAccessRight o 8 i J)\ oy (read) 59‘}33‘
.noSuchObject Uad i 3 a3 Mg

discloseOnError Osy\ Sl el \.Jlj &-»LU | J-J«‘i o) L} O g Lﬁf S5 <l \Sb -‘”"""“‘J;'\ L} Lol 1ia Bl
8 hiny JJ'S\ Oy (23 Jy\f-} (insufficientAccessRight o 8,y JJS\ oy Mee cadl ol @AJ—
.noInformation Ua-':u

readResult CONTENT-TYPE ::= {
ReadResult
IDENTIFIED BY id-readResult }

o Jl e §30YL o Bkl Slglall U 50 readresult (sl Jad Al plisszal jlaeV¥l e a5k OF 29

ReadResult ::= SEQUENCE ({
object DistinguishedName,
result CHOICE {
success [0] ObjectInformation,
failure [1] AccessdErr,
-}
}

PO 0L g ¢ adll (322 (oS5 A3 ReadResult UL Lad sasy
s Slaglall colh sl A il O3 (obgect) I 05 (f
1Ol g Bel A (b B Opp Bl 0586 (0
Lé M Opany Ol 3 3ie Slglall IS 13] (success) pladl L Ll o -
albs Lo o Wbl 301 (3 85l laslall 1S5y (12,8 5,340 L)) ObjectInformation <L)
(lgorl ity o eand 30 Slaglall paleg JiL
Mo e LY e O3] (failure) Sl jlo Lol Cpmn -
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Z\J)LE.J\ :\'.‘.'L“"' 5.8
Ablie @)l Gy )Gl b D)l dles fois
.compareResult LS}”L'\ Lok Sl G J“'éﬁ compareRequest LSf;\ bt dlsa ) Jﬂé

compareRequest CONTENT-TYPE ::= ({
CompareRequest
IDENTIFIED BY id-compareRequest }

3}35 Lo U‘w o s Z\A.:g Cﬁ e S b :\.\pjfl\ Z\ﬁj}}\ 2\.&.:2.5\ Bujul compareRequest ngiﬁx:\ bt - rm

CompareRequest ::= SEQUENCE {
COMPONENTS OF CommonReqComp,
object [1] DistinguishedName,
purported [2] AttributeValueAssertion,
N |

:2.8 5,240 3 550 SUSU Lo 595 DLW 0L ay ¢ Jxill (59221 CompareRequest ULl aé s

(o Bad ane 5L ) SIS sall VI O (object) BN 0 (

Repbec Lo DR o e Ol Lg‘ ol Aoy el bt Z\A.:jy" Oy (purported) ej"}d\ O)ﬂ\ (<«
.ug&\¢;53\

.noSuchObject Uad 6 iy JJJ\ i 9 cdjju s L‘L{VM\ A 13 RJJLEL\ V.Ua J.:“.ai of %9

03 it 4 3Ly B el Laedl Ty SN (read) 851 031 B e | o) il b e of (4,

discloseOnError 03| Joll (s O O insufficientAccessRight L a3 ey cufw (zeaq) 59‘}33‘

.noSuchObject Uad! 5 ity 5) o (U3 Oy ¢ 5SU

Bl e o8 Ob .‘é&L\ el oo (compare) :U)La.oj\ 03| Jell el (i ol %JLE.U vl.l; J.&A_{ C}T %9

ey cd,U'J J))\_,’-j ¢insufficientAccessRight Uﬂ-’;\ sjb-”-u JJ.S\ Iy Ble (el oo discloseOnError Osi

.noInformation Usdl 3,4k 3

compareResult CONTENT-TYPE ::= {
CompareResult
IDENTIFIED BY id-compareResult

O,G Cyu}“; )T :\;M‘ C)L»}L\.u.: Lﬂl JJ.U compareResult 6}35‘1\ M Z\j\.’- r\bﬁ«eb )L:.:.AY\ d;.)\.ﬁ rj.éi di g_,_é}

A= J-
CompareResult ::= SEQUENCE ({
object DistinguishedName,
result CHOICE {
success [0] CompareOK,
failure [1] AccessdErr,
.-}
}
CompareOK ::= SEQUENCE ({
matched [0] BOOLEAN,
matchedSubtype [1] BOOLEAN OPTIONAL,
}

;oL ‘;’Ujﬁ\ A-Sj ‘L;L"-m 6)35\4 &-»-gg—’“ J¢lsd CompareResult oLl be sus
lie b wlay 2 Ul AW ol V1 Op (obgect) PN 05 (
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0Ll g Bl CIb dms Oy Al 09 (<
1) LS e compareok ULl L W4 5 (15 (success) glmd! jlos o) 13) -

bl i j cadl bl e cwd 05713 (TRUE) T Bd Jsciw (matched) @Ua:J\ ojﬁﬂ ‘0
055G OF o s L mloYly LAl 3 sl G Rsles ded e i)
0 st g oA Lt plat) (TRUE) oo 3 4y 1345+ matchedSubtype 05U
i ) bl usl of cond) Laadd 3l o Jl~ (2 (FaLsE) (a5 2a3 (matched) (§ilad)

A o CZ"U}!\» J)‘ >3 13| (failure) M\ b lest) g -
2\5\-{9:}“ ides 6.8
Labal BLOY) domg Blo] (b BLoY) dles fois
.addResult 6325"-‘ s ﬁ\hfz\éhb}f\ Ao Jaij addRequest szzs‘:\ bt ﬁ&f&éL'p}]\ b JA;:;

addRequest CONTENT-TYPE ::= {
AddRequest
IDENTIFIED BY id-addRequest }

Dlglall ol 1) s A5 BLEY addRequest syt) bf Al pusird,

AddRequest ::= SEQUENCE {
COMPONENTS OF CommonReqComp,
object [1] DistinguishedName,
attr [2] SEQUENCE SIZE (1..MAX) OF Attribute {{SupportedAttributes}}
OPTIONAL,
}

soUL Qb'jgl\ de cg\:uﬂ\ szzé\ vﬂgj J&\)E AddRequest oLl b sug

r

sgbLéfw¢§JM.QAAJ¢;Sﬂjj¢l\er\Q;»fw(object)¢§53\O}§» (!
k) S L g gl a ST gl Ty O OF (g Bagmsn 06 oo cater 05 (<
.insufficientAccessRight g 6 iy J)\ Rl cOJ‘LQ\ ) (adq) ZGL.'G:}I\ 03| JelJ! :JJJ%l Ol

1

Sgorgn uﬂf o8 \Sb
.insufficientAccessRight Uz Bjini-e st‘ Ay AL J’)’b'-j (objectAlreadyExists U

5055 3l (ney  (discloseOnError O3 LU sy Sl 5l r*‘“* ;LL\M

BU g o8By B Led (G e ol e o S (aad) Bl 03 LU Sle 4ol
B> céUS J)’b‘-} (insufficientAccessRight Ueg-\ SJ.;:.\;J ;)\ A=y g&;.-).,\l\ el Jalﬂ @.J— discloseOnError Q;i
.noInformation Uz 8, 3l

addResult CONTENT-TYPE ::= {
AddResult
IDENTIFIED BY id-addResult }

ot J e f UYL o asllall Sleshall Ul 3 addResult (sl Jad Al plisanl Laa¥l 380 poi OF 49

AddResult ::= CHOICE {
success [0] NULL,
failure [1] AccessdErr,

}
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PO 0L S g ¢ Jadll (32 (ST A5l AddResult <UL Lf suz

(S el 3] (success) glondl L2 dxg of s (

ot e § UYL 30 oy 13 (faiture) Jidl Lt g Ol (o

Sl s 7.8

AL G fgy Ol L U ales Lets

.deleteResult ($s:stl Laf WS’ i) i s Jajij deleteRequest x| Lad WlS” ikt b Judy
deleteRequest CONTENT-TYPE ::= {

DeleteRequest
IDENTIFIED BY id-deleteRequest }

QLAJ.[A—U (Ua} g Jj:-j.ﬁ d’ﬂf J.L;- deleteRequest L_Sj;‘ﬁ‘:\ .jaf 3.5\:— (a.bamfj

DeleteRequest ::= SEQUENCE ({
COMPONENTS OF CommonReqComp,
object DistinguishedName,

}

t AU OSU Wy ¢ Jadll 922 (ST Sl DeleteRequest UL ok sus

£

(o U Ll ) N O (object) I 05 (]

.noSuchObject UQJ-‘ SJJL\:\J .SJM ey s casd> JL,L\ UJ‘LQ\ S99 (.,\.9 Jb— L}j

13| insufficientAccessRight Lt 8padng S pmy LJ&M izl (delete) S 03 Ul p& (l Ol
.noSuchObject W 8pain 30 sy (D D cuf&u discloseOnError 05| JsLJl clls

deleteResult CONTENT-TYPE ::= {
DeleteResult
IDENTIFIED BY id-deleteResult }

T b e EOUYL ol 2gllall Slaglalls Ll 3 U deleteResult syl Lad Al plisuanl jLas¥l e psi OF (29

DeleteResult ::= CHOICE {
success [0] NULL,
failure [1] AccessdErr,

}

:0l)L> DeleteResult UL Lot ‘Uu-j
‘L;L{M Rt \Jl (success) CL’.:.J‘ JL:; ..L>-§g QT ué ( T

Jerdad) ddes 8.8
.modifyResult d}iﬁ\ g UbSJgJa:J\ Ao D J@j modifyRequest 6}3\ bt 2\5\;5‘}5.,\.&:5\ ua-lk J.«.é)
modifyRequest CONTENT-TYPE ::= ({
ModifyRequest
IDENTIFIED BY id-modifyRequest }
Jj>j.ﬁ L;KJJ”.L&:J modifyRequest 6525‘1\ bé - rm}
ModifyRequest ::= SEQUENCE {

COMPONENTS OF CommonReqComp,
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object DistinguishedName,

changes SEQUENCE SIZE (1..MAX) OF ObjectModification,
select InformationSelection,

}

ObjectModification ::= CHOICE {

addAttribute [0] Attribute{{SupportedAttributes}},
deleteAttribute [1] AttributeType,
addValues [2] Attribute{{SupportedAttributes}},
deleteValues [3] Attribute{{SupportedAttributes}},
replaceAttribute [4] Attribute{{SupportedAttributes}},

}

PO 0L S g ¢ Jadll (5322 (ST AelsS Modi fyRequest UL Lok 512
(i I A o) V) O (obgect) FSIN 0sSG (
¢noSuchObject Uz Spady 3 pay cJLQ‘ Syorg pde J> & -
insufficientAccessRight Uad 3,42y 3)) net (oSS (modify) e 03] LI sl S, 4 Ol -
.noSuchobject Uad) 5ady 3 ) s (M3 Mty ¢ SSU discloseonError 03 J3UI sl 13)
AT S asly e foaad 23U laglall Ops (changes) D) 056 (@
tanlo) C‘:‘Jf Tyt Ual addattribute L Opses —
bl Sas 3l e ccadl bod (add) Bloy) 03 LU el Lol 1

¢tinsufficientAccessRight

5

attributeAlreadyExists Ukl ity ) Cnnty ¢ Jadll sgorse baf o cmd OIS 13y 2
ady o) e (23 Oty el Lol discloseonError 031 sl el 13
¢insufficientAccessRight U3

1o Ul Call deletenttribute jLE| sdswg -
Ll §a2 3) G ccadl Lad (delete) Sdodl 03 LU ) S| v

tinsufficientAccessRight

[P

¢tnoSuchAttribute g 5J.4.~”-u JJJ\ Oy cJaodl el O S5 dgomg (aJ\.c JL’- L}) 2
("'“'E\ < cadl U Cela é\ vﬁfd\j cowdl bl s Vﬂ'; Cw 49 addValues LA Sdesg —
.)L:;J—\ (RE < R:.-)v\l\

5

noSuchAttribute Lt 6 iy -’;H O ‘O}*U Lol B L,ST uj&s‘ OFE ;l Ols ‘1

Sk ) ey G OM>9  (discloseOnError 03] Ll el 13)

tinsufficientAccessRight Lt

¢insufficientAccessRight L 8,8l Jjj\ =% caddvalue O3Y) Jel) sl u§5 (l Olg

Ll sady o e (il Bemes ded BLOY  dsle o 13

M9 (discloseOnError O3Y) LU cllasl 13 attributevalueAlreadyExists

¢‘insufficientAccessRight L i 3 e (U3

v.:.EJ\ P eadl e s e (,_:,Ej\j cowdl bl Ciw % Byeh deleteValues LA Sdwg _
DU s (3 2l
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noSuchAttribute UzL\gpr SH o (o) Ll Cdd‘ﬁidﬁbiﬂ Ox% é Ol 1

Ld) ek )l e U5 OM>y (discloseOnError O3 Joldl el 13

¢tinsufficientAccessRight

s

Ldl  siiy  3) (e deletevalue o3yl Ll el ¢§; é Ols 2
O U3 Yty (discloseOnError O3Y) LU clisl 13] insufficientAccessRight

¢noSuchAttributevalue Uz 8,0y 3

[P

tnoSuchAttributeValue Uz 8, ;J_S\ o b deore Y dagd > 5L Jjb- 13)9 3

Rl u‘*“ oF dder iy D9ores Cxi F replaceAttribute )L}-\ PRAR o 9 -

noSuchAttribute Usd spad 3 eany (el ool e gST u.?\g\ Oz Vl Ols ‘v
Lt Sk 31 ey 3 M9 (discloseOnError O3 Jeldl Gl 13
tinsufficientAccessRight

Uasl 8oy 3J)) sy (replaceAttribute SEN Ll ugi (l Ols 2
Mty (discloseOnError O3Y! ALl ¢llisl 13| insufficientAccessRight
.noSuchAttribute Usi| iy ) a3

modifyResult CONTENT-TYPE ::= {
ModifyResult
IDENTIFIED BY id-modifyResult }

o Jl oo YL of 2gllll Slslall L) 5 modi fyResult (55t Jad Wl plisiaaly LVl 350 oo O 2

ModifyResult ::= SEQUENCE {
result CHOICE ({
success [0] ObjectInformation,
failure [1] AccessdErr,
.. }I
}

10l ModifyResult <ULl Lad aldg

(A Jo5 13) (success) glwd! L dxg of g (]

o e §3LYL 30 o 13 (failure) Sl jL2 dxp T 2 (@

P hon 351l Lhos 9.8

AL dend 55le) By dpad B3l8] CAb S Rend Bals] las Lo

G5l lai HmS el Sale| im Loy renameRequest sdl hi S il il b ldy

.renameResult

renameRequest CONTENT-TYPE ::= {
RenameRequest
IDENTIFIED BY id-renameRequest }

Ldgorgn j\fv.w\ = renameRequest 6525‘:\ Lg Al (-b’dmfj

RenameRequest ::= SEQUENCE ({
COMPONENTS OF CommonReqComp,
object DistinguishedName,
new DistinguishedName,

}
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PO 0L S g ¢ Jadll (6322 (ST 4515 RenameRequest UL Lot 542
tapand 3L8] aasll SISU QU Sl V) Sdoew (object) P 055 (]
S k) ol NI e (new) ) 056 (@

.noSuchObject Lokl 34k 3 )| any cdiand $3L5) 315 S SN 4o pde - (35

13| insufficientAccessRight Lot Sl 3 pany (oo Q.?\f(rename) domd 3318 03] U (sl u.{g é Ol
.noSuchObject Usi| i 30 ery (GUD OMstg (o) UE&U discloseOnError O3] JsLJI el

renameResult CONTENT-TYPE ::= {
RenameResult

IDENTIFIED BY id-renameResult }

RenameResult ::= SEQUENCE ({

result CHOICE {
success [0] NULL,
failure [1] AccessdErr,
-}y
}
10> RenameResult <ULJ Lag dlldg
QJ\Q\ Jae 13) (success) C\PE-J‘ poes _,\;_5:, ol s ( 1

Qs e £ UYL 30 Comg B3] (failure) o) L2 dxg of g (o

o s Joladl  10.8

AccessErr ULl Lé Al #sb U 5aiy 3 ald) e oy o db o bl T bl O3l gl e

el (3
AccessdErr ::= CHOICE ({
cmsErr [0] CmsErr,
ActErr [1] PbactErr,
}
2il) (CMS) Zyyiomll A )l (oS5 Aelyis WAl (59l DUT oy o i) BB gt Il (3 emsErr )l 3V (pmtg
(A5 3,23

Z\_SL,.;JJ\ ;,.:SJ dAelgd (g LUl oV ("3'*'55 Le las Lﬁ;f ;,a.&f(.x.c J= ¢ pbactErr gioea REN] T
PBACT &osdl (3 Cpne 552 oo adlis Al (3 Lo (2255 (CMS) &pionsl)

Sboghaall Lol 11.8
- Jes jT sel3 oy Slaglall e b«lj@ ls Lyu=) InformationSelection Ul laog piag

InformationSelection ::= SEQUENCE {
attributes CHOICE {
allAttributes [0] NULL,
select [1] SEQUENCE SIZE (1..MAX) OF ATTRIBUTE.&id,
. },
infoTypes ENUMERATED ({
attributeTypesOnly (0),

attributeTypeAndValues (1),

R
-}
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:Ogﬂﬂ\OUjgl\InformationSelection UL Loy
0Dl dy s 5 ey &) Ssmdl Al suses (attributes) gadl 055G (|
o ¢ S e laslall ST 0B 51T 13) al1attributes LAl sy Of -
(ogndl pp 32 B gast (o S Y Ll (select) H ! L dxg Of (2 -
L) ﬂJaﬂ‘;}Q infoTypes Ojgl (<
% L) ol L}} Lass el LUL JJ.S\ s \Jl attributeTypesOnly Sl Lo A?-jg. QT g,ﬁ,, —
Laé Jly SIS S 0y ol 5laedl Wby ot Laé (read) Bel,3 03) elle of Bl e
ekl fas o) @ Oligdas sl ade A &l sl 3]s il e
j%u>U9EWJ\u}QVTEb ibﬁﬂe%)\¢yﬁ\51attributeTypesAndValues sl Ay l%% Oigﬁé —
Olg ool 5l Le.ej el Lag (read) 3¢, 03 el of L) ot Al sdas 3 gLl
3 & Slaghan (sl 1l pte ) 5 ool 15y Azl o condl Ay Jad Jlp (WIS S

S e Cleghaddl 12,8
AU UL Lad ST s 5 ) sy (oSS e laglag 5 ) o) Leie

ObjectInformation ::= SEQUENCE ({
object DistinguishedName,
info CHOICE {
attr SET SIZE (1..MAX) OF Attribute {{SupportedAttributes}},
type SET SIZE (1..MAX) OF AttributeType },
}

sl e Slaslall 33 (A SIS sol) o (object) A1 05 0% Of 2

ol LU degazt of allall Sloglall 03 ) ©sadl 20502 (info) Slaghaadl 0580 05 Of 29
) g o) (3 Sleglas (T 3l pde Il 39
padl bl OV i 13.8

PBACT o) g2 LY o) ol is oy Lia 3

PbactErr ::= ENUMERATED ({
noSuchService,
invalidOperationForService,
insufficientAccessRight,
noSuchObject,
noSuchAttribute,
noSuchAttributeValue,
objectAlreadyExists,
attributeAlreadyExists,
attributeValueAlreadyExists,
noInformation,

}
Jadst jf P's V.L-JL: 4 — Yo W& a 03] Y ded= L)l sa> 13| noSuchService L saie )l & (T
Chagede p
élgj.ULU Lkl o ols 4o K.gj.UzU dlen)) &5\S713| invalidoperationForService Lt i ) £ (<
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s Ay Les jT L a 03 Y deas LU Clly L insufficientAccessRight Lot - DJS\ % (C
(e 3Lt sy ) dedsll Uisy s o 03] Y dles

C.«.mg Yj 4 4.5 le Y uﬂf&l jT Jj}-}ﬁ J;.C uj\_{&l JLQ.J\ .U\J J}\}- \Jl noSuchObject w\ de.&d JJ.H 9.4,. ( >
tod9org v.l;db a

o d N Y cw ) o semse e cw ) 3Ll U Jol> 13| nosuchattribute Uadl 5ady 3 )l £ (»
Sobjz-ﬁ V-bdb ‘\.S c».mg Y}

o dagd L;l ji 3.3):.-}» 5w dagd L;l Sladl s Jj\:- 13| noSuchAttributevalue ot 6y JJ.S\ % (s

o) (._A,A[\ Sl 5t o) 5 S BLoY Wl & > 13| objectAlreadyExists U kg 30l ()
(A I sgmss o dally 03 BL) (o) 06, OF alay, s fwdlly 35mmgn ST

J;‘-\; J:uljb Seowgn bad o o Loy dol > 13| attributeAlreadyExists U iy 30 £ (d
(A 1 1 cond) Jad sy ally 03] L) sl 05 OF alay s gall oS

[t% J&‘-Sb OF% J&S o 5\3\-@}! U}L; <o 13] attributeValueAlreadyExists (VEX 6y JJJ\ % (_19
bad) 1n 3gmgy o dally 030 L ) 055 OF g s Laoldl i o

4 O3 Y B Of of 3ige 8 L) Sy (olishas clb 13] noTnformation Uadl 5,eiy 31 2 (&
UL sy V.LJL:

el janass JsSeisp 9

599yl Geby e 19

rollad) Jarasd LVl janad J5Syiay pdoio

QLY ooy S dawsze (AA) o Ak U] (SOA) ekl jdze o (]

bl el LS daasd) e pdsiiey OLST U] 8,80e ALl jdias e (<

colilaa¥) el AT aasdl Shlaa¥l pisey OLST Y 3,000 cadl b 0 (2

SV oy Al jbas p ped) @ B3sate e Ollbe 1 Liie (gl e el ] e b e (>

OGN S ALY s ainy on — A2

Syowdl Bl 2.9
)'L;..e‘zl\ L g...uo S g Lo 1209
.privAssignRequest (St lad dll>~ 3 eV uﬂ-pé-; b Jaﬁi
privAssignRequest CONTENT-TYPE ::= ({

PrivAssignRequest
IDENTIFIED BY id-privAssignRequest }

AU UL ey Jedl) (g (S Aelg Calogi

PrivAssignRequest ::= SEQUENCE ({
attrCerts AttributeCertificates OPTIONAL,
}
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an e 5l et b Ll 130l sl or Sl 055 Aty 35K Sy UL e Jaadl 1 s
Glae¥! oy dlalld) juze fu b sty e dlale ol 130y L dadb Buly e bolgd e eded) 0 el
coad) salgs LISy dalldl jaae o alall cadl Balgs SlaeV) bl ) cod) e e Gl aan OF (4

SV ol 2l jdas o w5 Adla) co dabe SO T o B3les piliy L cad) 2l e 3oLl

) e b Spowe haod 2,29

.privAssignResult 6):5‘“ Lo Al & e u.ac-.ai Ao J.«.i

privAssignResult CONTENT-TYPE ::= {
PrivAssignResult
IDENTIFIED BY id-privAssignResult }

Q}u\;uugJ\iaggEggﬁ\uaxi\%¢S:A;b§;jﬂ@%

PrivAssignResult ::= SEQUENCE ({
result CHOICE ({
success NULL,
failure PrivAssignErr },

}
PrivAssignErr ::= CHOICE ({
--cmsErr [0] CmsErr,
assignErr [1] AssignErr,
}
Wt bt OV ds 329
AssignErr ::= ENUMERATED {

invalidAttributeCertificate (0),
invalidDelegationPath
invalidPublicKeyCertificate

}
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A Gkt
ITU-T 1080 o sd! ke B SIS0 OB s s
(ool 0da o Lawlol Tepm ol 1 Kt

d;sa\gijus@zuﬁ u}s@\gaaﬁd\ 1.A

Dang A 5 (sl AL SULd sl esdll o d Tl [ITU-T X.1081] 2eosills A =l 5

id-telebio OBJECT IDENFIER ::= { joint-iso-itu-t(2) telebiometrics(42) }
et o Gl Hle U LW sl [ITU-T 1081] deesdl g5 ¢ o)) Mo o2
id-th OBJECT IDENTIFIER ::= { id-telebio th(3) }

o2 Bl ASNLL Sly) gisn ‘0 wsdlly id-th w88 o il Sae [ITU-T X.1080.1] &eosd) sy A3
Laf pscind OF 80" b O deosdll sl o sy L OLS wlad) (s f Jlsil mejd W3y [ITU-T X.1080.1] a5
Slns i 10 dadll pnd coliadl oy Lple JSC8s ITU-T X.1080 leosill dhoder 3 SIS0 lijne sl
ATU-T X.1080 ol sl dhudes (3 s

id-telehelth OBJECT IDENTIFIER ::= { id-th all (0) telehealth(10) }
HTU-T X.1080 loosil) alekan o0 2kt Y 21 3V 559

id-x1080-0 OBJECT IDENTIFIER ::
id-x1080-1 OBJECT IDENTIFIER ::
id-x1080-2 OBJECT IDENTIFIER ::

{ id-telehelth part0(0) }
{ id-telehelth partl(1l) }
{ id-telehelth part2(2) }

AW sl Lo ITU-T X.1080 wleosd) ddes o Cpme i3 058 sty
€0 pesd)l B ol -

1" _psdl Wb (CMS) i) Wl ) S5 aslss (s LT -

2" sl Wbl LT —~

oY Gy aslo) Wil g5 0F cpmn s oSty

tobomgll QU sl £ oyl sda (3

id-x1080-0-module OBJECT IDENTIFIER ::= { id-x1080-0 module(0) }
H(CMS) &yl ALl S5 Aslgh (5922 LY QU osdll £500s

id-x1080-0-Cont OBJECT IDENTIFIER ::= { id-x1080-0 cmsCont(1l) }
rohlan¥l arasd dedsad) cadl LUY QW sl £

id- x1080-0-attr OBJECT IDENTIFIER ::= { id-x1080-0 prAttr(2) }
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id-privAssignReq
id-privAssignRes
id-readRequest
id-readResult

id-compareRequest

id-compareResult
id-addRequest
id-addResult
id-deleteRequest
id-deleteResult
id-modifyRequest
id-modifyResult
id-renameRequest
id-renameResult

id-at-accessSer

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

OBJECT

(CMS) &y i) Bl JI S5 Ul G gomn blasl B ST S pme

LV ol IS5 Slael aead JsS5pnl 85l ) LU AU S0 e ¢

IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::

IDENTIFIER ::

L | | I | [ T [ I [}
~——

L e W e W e T e T e T e T e T e M e M)

id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont
id-x1080-0-Cont

) Cw blasl B SIS OB jae

2.A

privAssignRequest(1l) }
privAssignResult(2) }
readRequest(3) }
readResult (4) }
compareRequest (5) }
compareResult(6) }
addRequest(7) }
addResult(8) }
deleteRequest(9) }
deleteResult(10) }
modifyRequest (11) }
modifyResult (12) }
renameRequest (13) }
renameResult (14) }

3.A

id-pbactPrivAttr 1 }
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Adsd) wled) e el (3 plise Sdae OV lerzaNl Sodazs Slaslss (b (CMS) il L )l LS55 Asl g
S5 ety DUl LUT I Gapadl) Gl Jadiyy i) i)l (oS35 Aol ) IS Gyl (s pdsiiny Vg
@5—?\ Sliolel 0dd 5sg A o (Gad) LA OULy Olislse o Lapbe dpgdl ol (3 dedsennd) Gy il WL I
(CMS) i) Il ) oS5 deled) Lgalisznl (3 gl 108 dgiand OF e e ol o)l UL
Bl S5 aels n Sl Sl 23 Of L (AETFRFC julas gk ¥ Lk 2oslye wog Of Ladll oy
OF o 4wy e ASNLL i | Jﬁ.ﬁ\ﬂ\ Pl A e Ged) LA ol wlaslss Al wld (CMS) 4 i)
gl Al )l ST aslsd) A o St oLl by plises]
So) Ll DUl Slislgny iz H)EY ausnnd gl e il WUT (CMS) giond) Al )l (oS35 aelss 50y
J;.éza:)\ (‘:.«Uzﬂ envelopedData 6325"-\ L (v\>‘=£m5j aaﬁwb olicw ! (14-5:-5 signedData 6)3'-\ b fv\>'=2-w5 ReY O
C:;fj\ dld s signedpata (gt Jak (M} .ct-authEnvelopedData (S5t Lot ) Ol g}\;ﬁbj
ng:é‘l\ b Wl r‘.bld.w‘ dsg .Q\.A.:gj\ g_.,.l.h:i Lels envelopedData 6}15‘:\ b (‘M - L} CL;«-;J-“
Ledis ct-authEnvelopedData ng;‘;&\ b (Jodmij .signedData df\ﬁ&\ b A~ L} Jd L“s@ﬁ envelopedData
s dege s3dmie il J“<“;‘;
cile gl 1 auiy 1 Lol 8ysS L) ol gust Lud Sl i A e Sadl L)l bl lislss RESNRN
Cilgdl Ln 55 (dmor ol S}\.:.@.MJ} A e el LAl ULy (3 (CMS) i) AL )l C ST delgs pliszay a2
LS O 13| cenvelopedData 6515"-\ L al- Qe gSj:;'\ lefzj\ bl wlipslss d8ina L;f&‘-\ Lo dl- vhl'dj
& 0lgS g Lol Al C\Jbl ug‘. (25 o {Y-ng .signedData d}f\ﬁ‘:\ b Wl < ui:ﬁ L;@-% OIS ) ‘;\-’}M
.ct-authEnvelopedData 6}15“ Lt oAl
AW leglall ST (i pluszaly [IETF RFC 6268] s b (389 ss2t) Jad Comg

CONTENT-TYPE ::= TYPE-IDENTIFIER

pdoiady JASN.L Aslsh L) TypE-IDENTIFIER Sleslall 58" Lo : S, CONTENT-TYPE leglall -5IS™ aios
832 el CSP Aslsd SIS 2 me o304 (sl (gl Lol Loy ) (CONTENT-TYPE) (sl Lol laglas 3187
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rses) Lo Ll SR Uslsd QL“J\ ContentInfo wlly L& gy

ContentInfo ::= SEQUENCE {
contentType CONTENT-TYPE.&id ({TelebSupportedcontentTypes}),
content CONTENT-TYPE. &Type

({TelebSupportedcontentTypes} {@contentType}) OPTIONAL,
}

TelebSupportedcontentTypes CONTENT-TYPE ::=
{ signedData | envelopedData | ct-authEnvelopedData, ...}

uﬁxﬁ\ iﬂﬁ envelopedData ugxi\ iﬂﬁ signedData u@kﬁ\ L¢ gﬁi LgﬁJl\ Liﬁé\ -LLH UT
LAl o5 ¢%?;\Lfgﬂlguugg Lons daolgn L g;\u%xﬁliﬂjfléjasg ct-authEnvelopedData
:%ﬂﬂ\éMJ\;%}@ AQULQ\¢p.bAN\iAEsAﬁ;MMSJxé\%%Sd

CMSVersion ::= INTEGER{ v0(0), v1(l), v2(2), v3(3), v4(4), v5(5) }
toliolh) Wl ma 3 pdsnd) Oldall 15 LU UL L4 [IETF RFC 6268] s b ns

Attributes { ATTRIBUTE:AttrList } ::=
SET SIZE (1..MAX) OF Attribute {{ AttrlList }}

signedData (s gowod! Lol pluseis! 2B

asldscinl e pay Cindb Jg.\:u SREYWE plisalyy [IETF RFC 5652] 8}‘ o 5l L}\.:.S\ el baé g
AU ) e iy ggh A e (e LA UL 8

SignedData ::= SEQUENCE {
version CMSVersion (v3),
digestAlgorithms SET (SIZE (1)) OF AlgorithmIdentifier
{{Teleb-Hash-Algorithms}},
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT SET (SIZE (1..MAX)) OF Certificate OPTIONAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,
signerInfos SigneriInfos,

}
iks OF 4y ‘AlgorithmIdentifier <UL Laé o s 20l jam dias B5eus [IETF RFC 6268] s putoiny — 1 dla=Sol)
[ITU-T X.509] Zeosd) (3 542) s>l Js AlgorithmIdentifier UL ad psciny 1is Cayadl

[IETF RFC 5652] a4l o 1.5 5,280 Wby v3 2l (version) dewnd) 05 dsy OF cpnng

J\J:o-'}}\ Olajylest e Ao gast J\J:;-Y\ deyyle o - gy d>lg .2i5 0 digestAlgorithms O)Q\ dj—ifd of U9
A8 Jsenll 0 o5 Seed! pd) ULy ddslsa & PN gesy ul‘; dadell

il Al 6l zhsl QW Capad) e

Teleb-Hash-Algorithms ALGORITHM ::= {...}
iegest o bl Jadl SBLS) o G U Sliololl e Aolaza V) Sy 5302 I Bajles 1 Gl Cile 200 Y — 2 Aa>-Sal)
igre By (3 eold i) Olagles
Sladgll dlo Vs Losdane Jlptl laj)lsft & g 33dais Led) Sladgn (CMS) il Ul )l S5 Aelgs i = 3 et
A e Ged) LA bl wlisles sadadll 4.3 )

Wl UL kg dl- encapContentInfo Ojgl\iyﬁé OT¢&*&)

EncapsulatedContentInfo ::= SEQUENCE {
eContentType CONTENT-TYPE. &id ({envelopedData, ...}),
eContent [0] EXPLICIT OCTET STRING
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(CONTAINING CONTENT-TYPE. &Type ({envelopedData, ...}
{@eContentType})) OPTIONAL }

A LS e UL e Laad) 1 (55240

Qﬁl\ M 05 of Oy kAl gl bk ge sug () uj\_{}\ 220 Oy, eContentType L)}gl\ (\
¢”T*>b OFE% Otﬁka jigk“<ﬁi*j\¢§; é\bb j{#kw<piaﬂ\dbrblcenvelopedData uaxi\kﬁ dyen
talall wld A o8 e LAl Ul livlgs Leilog ) el LU

Las ol

Joaz g2 adlall b (sl LUT ok OF 1 (gl 05808 05U i Sy — 4 Aa>Sad)

Q\JL@.&J\ c.l .L"-\j Pl ;L:u}! Lgagl \.ﬁ Lfdf"’d\ C\.;’.LU CJ\J\.@.& (certificates) Q‘)\.@.j&.“ dﬁg.é g)j';é QT w-*-:-lj
JTU-T X.509] deesdl & 25al) PriPath UL Lad osug (sl s>l P

L 05 0f gy aed e o) W) Sl Slisles Al crls 055k s

:Signerinfos <ULl o< dl>~ signeriInfos O)ﬂ\ Op% of )

SignerInfos ::= SET (SIZE (1)) OF SignerInfo

SignerInfo ::= SEQUENCE {
version CMSVersion (vl),
sid SignerIdentifier,
digestAlgorithm AlgorithmIdentifier {{Teleb-Hash-Algorithms}},
signedAttrs [0] IMPLICIT Attributes{{SignedAttributes}} OPTIONAL,
signatureAlgorithm AlgorithmIdentifier {{Teleb-Signature-Algorithms}},
signature SignatureValue,
unsignedAttrs [1] IMPLICIT Attributes {{UnsignedAttributes}} OPTIONAL,

}

SignerIdentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

subjectKeyIdentifier [0] SubjectKeyIdentifier,
-}

IssuerAndSerialNumber ::= SEQUENCE {
issuer Name,
serialNumber CertificateSerialNumber }

SignedAttributes ATTRIBUTE ::= { contentType | messageDigest, ... }
Teleb-Signature-Algorithms ALGORITHM ::= {...}

SignatureValue ::= OCTET STRING

UnsignedAttributes ATTRIBUTE ::= {...}

B NINY:H ;\.b-\j 1.«4& SignerInfos <UlJl b A= 2l of % KSIAY (d>-lg é)ﬁ So RV ugjxij\ cale V&v\g M
sl QU}Q_U SignerInfo <LLJl ‘19.».;5)

£

([IETF RFC 5652] p,ol) by v1 sdew (version) dsewd! 055 (]

bl be i Opsepm g éjl\ TRy L;L@"'S\ Qw Ge}uj\ C\.:.A.U oolgd Led Sl sid Qjﬂ\ (<
ook ULl e Lol s 5u£9 .signerIdentifier

29 (2017/03) ITU-T X.1080.0 e 53!



sy V-w\“ Ly gsﬂ‘@"h Ow QA}MJ\ CL:'A\ 83lgs 492 issuerAndSerialNumber Ol sus -
DT Ltls gy - mponll oluill Balgad Lkl (3 llg S3lead) ol gl whsletd) o] abal.]
LA i Jgy
¢subjectKeyIdentifier Ll J>=§ of BIE ) —
L¢ 4 digestalgorithms ng_,, & dedsenl) 4ol w4 s digestAlgorithm Ojﬂ\ (d
¢SignerInfo OUL:-.J\
oYl zhal R JReae [IETF RFC 5652] Cz-}\ oty dxd el wgndl Al Opis signedAttrs Ojﬂ\ (>
ng 3la) o g;T Cbbl s Cagadl Cale Clleyy Yy .messageDigests contentType <x) uja/-'
W) ) Caas OF S& s M Y1 lislye
O it @l w3l wdd) clasy Aedsnd) gl Al Ope signatureAlgorithm OsSU (»
¢(signature) @333'-“
B gest an bliy L) SULE o Gl Sliolsdl o 2olaza¥ Sy 5342wy sl Mia Gl Cilo 24 Y - 5 2O
A o o) WL SUL B Bhoslye (3 ool 138 Sl e
JIETF RFC 5652] @J-L‘ 3 st gl ¢ unsignedAttrs s signature OUjg-U 329 @)

envelopedData (S gowod) Laod izl 3B
hole Olles! 1.3.B

PRy Siie sblus C«:Lu slid) olln ley oUW >y envelopedbata (gl L [
MJJ*.U CL.A.U Sl acas [RES wj&j\ ale ;,J.lg_qj oJ.]aL.l\ C.gul\ ol J_.A .,\...Sj,J ialne ol [|ETF RFC 5652] C}fu
Oldor > e B Cshl Lo [IETF RFC 2631] s b 3 329 - (DH) Olaker s Az Slisl ol
f:l-}bl e L aldsanY olislss [IETF RFC 5753] @-}\ P f:lﬁbbl 2 s Aol

Cofinsg ATt 3 olze eilie Agn e dlide 33LaS aslisizal (S S (DH) Oleker o> ol e ez
S = ST woglly (ST = Jlgl myp m2l ((DH) Olaks iss skl i Cang s g yadl Cale
G3las ) sl e DH poponll Alill o josonll ~lidl) B5lgd i) sllzg OF ST = Jlgl e gl Ao
DH gesilie oo Tiir Ty o M iy . ool s pasaall -l 33l 215 OF gty olsleadl o) el ole
Wy J873 Ukoe $al) ol e iy bl oy Ll WLy (S

5la e mod M O Loy Ball DH paganll #idl 33Les caliolydd SN SIS" s O STl = ST moll s
Ao 83l e Jsuamll Lo a8lgie Aliie 53l pdsitnedd oMl S OF o Y by IS e el ) ey O
Al S adlie

S = il mpe mz gl el OF Mis Cagpadl e bz

5 sl S 0L Bl DH pesedd) Al 33lgs e cpkolsall il SIS Jgeam o1 S Lo
BV (3 oYL af L

[IETF RFC 6268] rx M (3 2dZ 59 W (g5l Laé Cogs [IETF RFC 5652] pom M o0 6 32401 (3 359

envelopedData CONTENT-TYPE ::= {
EnvelopedData
IDENTIFIED BY id-envelopedData }
EnvelopedData ::= SEQUENCE ({
version CMSVersion(v0 | v2),
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originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientlInfos RecipientlInfos,
encryptedContentInfo EncryptedContentlInfo,

[[2: unprotectedAttrs [1] IMPLICIT Attributes
{{UnprotectedAttributes}} OPTIONAL ]] }
UnprotectedAttributes ATTRIBUTE ::=
{ aa-CEKReference | aa-CEKMaxDecrypts | aa-KEKDerivationAlg }

:RALﬂ\gDUjgl\EnvelopedData Q}§;i&

(v0 ded)l dey Oiufaé OIE sﬁﬁbﬁj jqujw unprotectedAttrs

S’L;L'c Oj.f<.g of % originatorInfo ngl\
¢2.3.B 5,24l 3 sdstl gl & RecipientInfos Ul bt dl> Opsew recipientInfos Ojﬂ\

ey }};;J\ dl"' EncryptedContentInfo oLl g dl- Uj>~ encryptedContentInfo ngl\
¢4.3.B 5,241 3

L alle gall oY (3 ot ) U 0,SU O sl o 0713 sllas unprotectedattrs Ol
L?LG djgg ol J<€ OGN M9 (ct-authEnvelopedData LS}—”\S‘:\

(|
(<

(d
(;

(AA

Fhdl Clegles  2.3.B
6)& f,a-:f?.g OT % &j .RecipientInfo C)UL”S\ bag e sl YL RecipientInfos C)UL;J\ L T
cLis) 2aS olay Wil ©),Ls RecipientInfo ULl Lé dl- oy Ma Cyadl ale 5 a sdsy -

OMslen b b oy el L)

RecipientInfos ::= SET SIZE (1) OF RecipientInfo
RecipientInfo ::= CHOICE {
ktri KeyTransRecipientInfo,

kari [1] KeyAgreeRecipientInfo,
kekri [2] KEKRecipientInfo,

pwri [3] PasswordRecipientinfo,
ori [4] OtherRecipientInfo,

}

([IETF RFC 5652] C’-J'U < ey ol 619 RecipientInfo <)L - oS s Ly el Cals ploian g

bl b (u\jg} .envelopedData Léjﬁu Lo (’5\9-:2»«;-« L»S-U‘ J?-}-S\ )L}L‘ ¢» kari )Lg;"
¢3.3.B 5,24l 3 J«mﬂ\ o Je Jral) ol lasy aslll) Sleglell ReyagreeRecipientInfo
CDUKQ\ BEYS (Jig .ct-authEnvelopedData uazi\ Lo (lﬁdméw %Sl“ Jfﬁﬂ\ JQ;\ ¢* kekri )QAJ

AB sl 3 J«aﬁl\ ol de Srall i clasy 4allall leglall KERRecipientIngo

i

(

(<«

glddl 31 3.3.B

KeyAgreeRecipientInfo ::= SEQUENCE ({
version CMSVersion (v3),
originator [0] EXPLICIT OriginatorIdentifierOrKey,
ukm [1] EXPLICIT UserKeyingMaterial OPTIONAL,

keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
recipientEncryptedKeys RecipientEncryptedKeys,
}

OriginatorIdentifierOrKey ::= CHOICE {
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issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier,
originatorKey [1] OriginatorPublicKey,

}
OriginatorPublicKey ::= SEQUENCE ({

algorithm AlgorithmIdentifier {{SupportedDHPublicKeyAlgorithms}},
publicKey BIT STRING,

}
SupportedDHPublicKeyAlgorithms ALGORITHM ::= {...}
UserKeyingMaterial ::= OCTET STRING (SIZE (64))

KeyEncryptionAlgorithmIdentifier ::=
AlgorithmIdentifier{{SupportedKeyIncryptAlgorithms}}

SupportedKeyIncryptAlgorithms ALGORITHM ::= {...}
RecipientEncryptedKeys ::= SEQUENCE (SIZE (1)) OF RecipientEncryptedKey
RecipientEncryptedKey ::= SEQUENCE {

rid KeyAgreeRecipientIdentifier,

encryptedKey EncryptedKey }

KeyAgreeRecipientIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
--rKeyId [0] IMPLICIT RecipientKeyIdentifier,
}

EncryptedKey ::= OCTET STRING
;W U S KeyAgreeRecipientInfo ULl Lo
([IETF RFC 5652] pxonyell by v3 i) Jonipe (version) el 055 (]
)W S xs OriginatorTdentifierorkey ULJ) Laf - Upi (originator) teded! 0 (<
Op OF Gary - SLd) = SL) wogll pusiinl 13] issuerandSerialNumber HLL oY) az -
) Saled s UL bé sug Of (any . IssuerAndserialNumber <UlJ) Lé dl-
. Jepodd DH 250l
(CA) ohslgal o] Aol jall oW1 Lot Of (1ssuer) yhuaal) 0550 o ooy 1
haal) agand) Flall S3les (issuer) ywas 5S4 Usbos 055 OF gy 3l
kel 30 058U Tl (serialiumber) kel @31 0550 0,5 0f gy 2
ianll o) il 35lgd
¢subjectKeyIdentifier ,Lil 1= Of 3% Vs -
M- 05 OF Canng ST = Jlgl mypw Oledon= 4> x29) originatorkey JLL A1 cnany -
oUW 0L S &+ OriginatorPublicKey UL Lad
Olekia= s> ogand) Pladll Bl J) W) 02 OF 2 (5l (algorithm) depylgpdl 05 1
ZPNEEINL

ngzjl\ uu.,p\jl\ o Lol ! Uﬁfj .()La.l.:m—géi.s ;ﬂ}a}.ﬁ\ C\:.A.«JJ R fda %J&ﬁ\ ale gy N - 1 abYdl
e B (3 0ol Oldoa= b asanll Fliiel) Sl 0 B get e bliy Ll S o
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ariiy U gl e Oledon— is ogand) il 0 ol £ ) publickey 0 ‘o’
Lol pliszal S0 Oleia— s i oo T gy ool oty OF Cmmy . M
R
Glame (520 Tow lil) poty O gty . giltall mgonll mlailly Jobt oW Ll e Sl o) s all o SSey
OriginatorPublicKey Ul Lé (3 5, WS Lol ‘_;»}A.xﬁ\ CLU&.L\ il dl e sl plsn
.IssuerAndSerialNumber jt
bi A opg ofy SLI- ST wodl pasand Lte Lol 00 OF (8 @l wkm O i
.UserKeyingMaterial OUL:-,J\
L&) ukm Ojﬂ\ L} Sbj\jﬂ 3\.,«.:.:2.3\) c.i\j\,&.\\ JMJ\ o (KEK) C\.:.A.L\ }\..A; CL:_,:,C e (A u,‘-’;lﬁj\ %Zs‘;““‘lj
G-y C\.:.él\ lia adszds W[IETF RFC 2631] C”J’U & s el e szs-‘w Sloglall anyy (sl
(bl Cidin 2l ods ) i . b M olesl (o) (CEK) (555t yid liio pedon]
Lo d Opx ()Tj C\SA\ SWEL R WIS PE Jfﬁﬁ of <% ! keyEncryptionAlgorithm Ojﬁ‘ (>
¢tKeyEncryptionAlgorithmIdentifier QUL;.,J\

=AU VR ESCH IV PO W R W Ul Gadis ol e e Bous As gt s iyl Cils 200 Y - 2 da>Sad)
Sliolsll e aolan) Sy (AES) pkil il jlas rliie Cidds )l Lo [IETF RFC 3394] a1 (3 5
s A5y (3 rp.ﬁ i) Slayle o Ao gast we bl Jall SBLI ol Ao

.RecipientEncryptedkeys <UlJl L¢ dl> 0z of - %5-1.5\ recipientEncryptedKeys ngl\ (2
.RecipientEncryptedKey <ULl Lol -0 34>l Wl L“gi (his uxly zie e WU ol Ojg:f of CAR 9
:OU OGS UL e Jaasl i
¢ S O pogenll laall B3les Wsa gl Al apm 052 0T £ o)) ria S -
(z 344
(CMS) dypmized) Dl Jl CoS 5 Ul (Sgous plond puilie plisan) B316] 4.3.B
INeY }’LJ\ LSl'c ct-authEnvelopedData 6}35‘1\ b o ia>-Y JL CEK CL:M r\.k}d.w\ :XQJT \JL
9 13B sadl 3 35 LS it b ogni 3 Al dao Il Sleglall Jles] Gz ([IETF RFC 3185] s Ml 3
'1' %} aa-CEKMaxDecrypts Jo£ Ry ey of 95&“& coﬁiﬂ o Je (S gans (JS 1309 .ijlxl\ ods blaY! uﬁ)ﬂj‘
Bag of of
5ol (Sgoeall Slaghes  53.B

a2l alall (52| EncryptedContentInfo Ul boé s 05

EncryptedContentInfo ::= SEQUENCE ({
contentType CONTENT-TYPE. &id ({EncryptedContentSet}),
contentEncryptionAlgorithm SEQUENCE {
algorithm ALGORITHM. &id ({SymmetricEncryptionAlgorithms}),
parameter ALGORITHM. &Type
({SymmetricEncryptionAlgorithms} {@.algorithm})} OPTIONAL,
encryptedContent [0] IMPLICIT EncryptedContent OPTIONAL,
}
EncryptedContentSet CONTENT-TYPE ::= {...}
SymmetricEncryptionAlgorithms ALGORITHM ::= {...}
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EncryptedContent ::= OCTET STRING
.EncryptedContentInfo <UlJl Lt dl> encryptedContentInfo uakﬁ\Jaf Q)§Q O Ofggxaj
el e FICON Y St LU 436 Jiﬁj J.:s‘:\ Syeal) (65321 L& contentType ngl\ 05z O o ( f
(ol Tl Wit 05

Caymgg sg}UzU 5>dﬂ u}ﬁ encryptedContent 9 contentEncryptionAlgorithm QUjgl\ S2n9 (<«
.[IETF RFC 5652]

ey Oigaud\gjibd\gbUgJ\ggywnélzd gl 4.B

Ll Ol 1.4.B

wlsle] Jsls e A e (S ol UL el NS5l 05K ([ITU-T X.1080.1] deesill (3 50 gl Lo
Lol CL:A» ﬁ_aj- C\.:.u sLis) Dl.g N 6 cZ\.i.:..\.S\ ol J:» L}j .S)j.U\ slesl L;@‘:"; C)LA}JA.«U sadme Nals 4l S)jb Zu\.ﬁ}!
A, K

[y, .[IETF RFC 5652] C:-,U 3 @.ﬂ.\ ¥ ct-authEnvelopedData (st ks [IETF RFC 5083] @-,U ERET)
3 WS AES-GCM oluajles 1da (i adl (ol Py e il pioel] Wled ol plisznly s Syt Lot
[IETF RFC 3185] cz—jl\ EERC el ¢ CEK C\.:.éx el sole] il Al [IETF RFC 5084] @)—U G Lea s
.QLM\},U ol dxllas S cJ.ané.ﬂ\ 0).9 waj

q}bﬂﬂfaﬂ\Lgﬁ ct-authEnvelopedData (Ss:st) Lol C¥mys

ct-authEnvelopedData CONTENT-TYPE ::= ({
AuthEnvelopedData
IDENTIFIED BY id-ct-authEnvelopedData }

AuthEnvelopedData ::= SEQUENCE ({
version CMSVersion (vO0),
originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientlInfos RecipientInfos,
authEncryptedContentInfo EncryptedContentInfo,
authAttrs [1] IMPLICIT Attributes {{AuthAttributes}} OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [2] IMPLICIT Attributes {{UnauthAttributes}} OPTIONAL }
AuthAttributes ATTRIBUTE ::= {...}
MessageAuthenticationCode ::= OCTET STRING

UnauthAttributes ATTRIBUTE ::=
{ aa-CEKReference | aa-CEKMaxDecrypts | aa-KEKDerivationAlg }

;W U S AuthEnvelopedbata < ULJ! Laails

[IETF RFC 5083] poxl) U3 v0 asdll ot (version) el 055 (|

sl JJ&; Ol % originatorInfo o,ﬁ\ (<

UL o baadl 1ds Cawy 3,9 .RecipientInfos <ULl ki @l> Upsews recipientInfos O @
Sl ey Lakiey e ) baasy Ao Je kari LA ) BLOYL kekri Ly 2.3.B 524 3
2.4.B 5,2l 3 502) s>l Js KEKRecipientInfo <ULl Laé all> LAl s 052 Of ety ckekri
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342 gl e EncryptedContentInfo <UlJl ¢ @~ Opsew authEncryptedContentInfo oSl (>
¢5.3.B 5,4l 3

Oliaa ) Bl o F Lady moll gl Gegast Opois (5gomse 05, Lidis cauthattrs OoSU (»

¢slszll (MAC) DL )l o Olazw¥) 5,48 O mac O (s

Al 0 WL 13y (8 Al (L3.B 5AH (3 3a) ol Jo Laad) ek 0 Uyga Op% unauthaters O5S (
Lot 050 e 055 oF dsse e copme olE1 (3 dall 3,51 (3 5,V o sl i

(KEK) CL“.&.J\ i C\:.é.n LSE.L’;A Cloghas  2.4.B

KEKRecipientInfo ::= SEQUENCE ({
version CMSVersion (v4),
kekid KEKIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }
KEKIdentifier ::= SEQUENCE ({
keyIdentifier OCTET STRING,
date GeneralizedTime OPTIONAL,
other OtherKeyAttribute OPTIONAL,

}
;)W) oS KEKRecipientInfo Ul laod
([ETF RFC 5652] s>+l i3y va el dsiw (version) dewd! 055 (|
sl U S ¢~ KEKIdentifier ULJ Laé - O kekid 0sS (<
342 el e sy o @l e e CEK Flids Copme Upi KeyIdentifier 055 —
¢4.3.B ¢,24) 3
figyg o e 522V DU, -

Rt VR ) 3.3.B sjw\ < sd4s) }>=—'~S‘ ul-" Gl 4jlg>t U3%rw keyEncryptionAlgorithm Ojgl\ (C
Al e el L) SUL dime 5y95 3 sl OV C?ué o) dajylgot i pldszaly

<l 5B
Anse Sy 5 OF ads o) BUT @V a5l &I pmd) aé Uiy [IETF RFC 5652] ool (3 3

contentType ATTRIBUTE ::= ({
WITH SYNTAX CONTENT-TYPE. &id ({envelopedData, ...})
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
ID id-contentType }
messageDigest ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE
ID id-messageDigest }
Andge pd saS 75 OF sds cadl BLUT oYU Sy W) osadl Laé iy [IETF RFC 3185] o M (3 52
aa-CEKReference ATTRIBUTE ::= {
WITH SYNTAX CEKReference
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE
ID id-aa-CEKReference }
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CEKReference ::= OCTET STRING
aa-CEKMaxDecrypts ATTRIBUTE ::= ({
WITH SYNTAX CEKMaxDecrypts
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
iD id-aa-CEKMaxDecrypts }

CEKMaxDecrypts ::= INTEGER
aa-KEKDerivationAlg ATTRIBUTE ::= {
WITH SYNTAX KEKDerivationAlgorithm
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-aa-KEKDerivationAlg }

KEKDerivationAlgorithm ::= SEQUENCE {
kekAlg AlgorithmIdentifier,
pbkdf2Param PBKDF2-params }
PBKDF2-params ::= SEQUENCE ({
salt CHOICE {
specified OCTET STRING,
-- otherSource AlgorithmIdentifier {{PBKDF2-SaltSources}}

. },
iterationCount INTEGER (1. .MAX),

keyLength INTEGER (1..MAX) OPTIONAL,
prf AlgorithmIdentifier {{PBKDF2-PRFs}},
}
PBKDF2-PRFs ALGORITHM ::= {...}
PBKDF2-params ::= SEQUENCE {

salt CHOICE {
specified OCTET STRING,
otherSource AlgorithmIdentifier {{PBKDF2-SaltSources}} },
iterationCount INTEGER (1. .MAX),
keyLength INTEGER (1..MAX) OPTIONAL,
prf AlgorithmIdentifier {{PBKDF2-PRFs}} DEFAULT algid-hmacWithSHAl
}

id-pkcs OBJECT IDENTIFIER ::=
{ iso (1) member-body (2) usa(840) rsadsi(113549) pkcs(1l) }

id-pkcs-9 OBJECT IDENTIFIER ::= { id-pkcs pkcs-9(9) }

id-aa OBJECT IDENTIFIER ::= { id-pkcs-9 smime (16) attributes(2) }
id-contentType OBJECT IDENTIFIER ::= { id-pkecs-9 3 }
id-messageDigest OBJECT IDENTIFIER ::= { id-pkcs-9 4 }
id-aa-CEKReference OBJECT IDENTIFIER ::= { id aa 30 }
id-aa-CEKMaxDecrypts OBJECT IDENTIFIER ::= { id aa 31 }
id-aa-KEKDerivationAlg OBJECT IDENTIFIER ::= { id aa 32 }
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CmsErrorCode ::= ENUMERATED {

37

decodeFailure
badContentInfo
badSignedData
badEncapContent
badCertificate
badSignerInfo
badSignedAttrs
badUnsignedAttrs
missingContent
noTrustAnchor
notAuthorized
badDigestAlgorithm
badSignatureAlgorithm
unsupportedKeySize
unsupportedParameters
signatureFailure
incorrectTarget
missingSignature
versionNumberMismatch
revokedCertificate
badEncryptedData
badEnvelopedData
badKeyAgreeRecipientInfo
badKEKRecipientInfo
badEncryptContent
badEncryptAlgorithm
missingCiphertext
decryptFailure
badMACAlgorithm
badAuthAttrs
badUnauthAttrs
invalidMAC
mismatchedDigestAlg
missingCertificate
tooManySigners
missingSignedAttributes
derEncodingNotUsed
invalidAttributelocation
badAttributes
noMatchingRecipientInfo
unsupportedKeyWrapAlgorithm
badKeyTransRecipientInfo
other
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(1),

(2),

(3),

(4),

(3),

(6),

(7),

(8),

(9),
(10),
(11),
(12),
(13),
(14),
(15),
(16),
(23),
(29),
(31),
(33),
(62),
(63),
(66),
(67),
(68),
(69),
(70),
(71),
(72),
(73),
(74),
(75) ,
(76),
(77) ,
(78),
(79),
(80),
(82),
(85),
(91),
(92),
(93),

(127) }
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Pbact-access { joint-iso-itu-t(2) telebiometrics(42) e-health-protocol (3)
modules (0) pbact-access(6) versionl(l) }

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- EXPORTS All
IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
ATTRIBUTE, Attribute{}, AttributeType, AttributeTypeAndValue,
AttributeValueAssertion, DistinguishedName, OBJECT-CLASS, SupportedAttributes
FROM InformationFramework {joint-iso-itu-t ds(5) module (1)
informationFramework (1) 8}
-- from Rec. ITU-T X.509 | ISO/IEC 9594-8
AttributeCertificate
FROM AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module (1)
attributeCertificateDefinitions (32) 8}
CmsErrorCode, CONTENT-TYPE

FROM CmsTelebiometric { joint-iso-itu-t(2) telebiometrics(42) th(3) part0(0)
modules (0) cmsProfile(l) versionl(l) } ;

accessService ATTRIBUTE ::= {
WITH SYNTAX AccessService
ID id-at-accessService }
AccessService ::= SEQUENCE {
serviceld OBJECT IDENTIFIER,
objectDef SEQUENCE SIZE (1..MAX) OF ObjectSel,
}
ObjectSel ::= SEQUENCE {
objecClass OBJECT-CLASS. &id,
objSelect CHOICE ({
allobj [0] TargetSelect,
objectNames [1] SEQUENCE SIZE (1..MAX) OF SEQUENCE {
object CHOICE {
names [1] SEQUENCE SIZE (1..MAX) OF DistinguishedName,
subtree [2] DistinguishedName,
. },
select TargetSelect,
R
R
}
TargetSelect ::= SEQUENCE {
objOper ObjectOperations OPTIONAL,
attrSel AttributeSel OPTIONAL,

}
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(WITH COMPONENTS {..., objOper PRESENT } |

WITH COMPONENTS {..., attrSel PRESENT } )
AttributeSel ::= SEQUENCE ({
attSelect CHOICE ({
allAttr [0] SEQUENCE {
attrOperl [0] AttributeOperations OPTIONAL,
...},
attributes [1] SEQUENCE SIZE (1..MAX) OF SEQUENCE {
select SEQUENCE SIZE (1..MAX) OF ATTRIBUTE. &id,
attrOper2 [0] AttributeOperations OPTIONAL,
.-}
.-}
}
ObjectOperations ::= BIT STRING {
read (0),
add (1),
modify (2),
delete (3),
rename (4),

discloseOnError (5) }

AttributeOperations ::= BIT STRING ({
read (0),
compare (1),
add (2),
modify (3),
delete (4),
deleteValue (5),

replaceAttribute (6),
discloseOnError (7) }

PbactContentTypes CONTENT-TYPE ::= {
privAssignRequest |
privAssignResult |
readRequest |
readResult |
compareRequest |
compareResult |
addRequest |
addResult |
deleteRequest |
deleteResult |
modifyRequest |
modifyResult |
renameRequest |
renameResult,

}

CommonReqComp ::= SEQUENCE ({
attrCerts [31] AttributeCertificates OPTIONAL,
serviceId [30] OBJECT IDENTIFIER,
invokId [29] INTEGER,
}

AttributeCertificates ::= SEQUENCE SIZE (1..MAX) OF AttributeCertificate
readRequest CONTENT-TYPE ::= {
ReadRequest

IDENTIFIED BY id-readRequest }

ReadRequest ::= SEQUENCE ({
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COMPONENTS OF CommonReqComp,
object [1] DistinguishedName,
selection [2] InformationSelection,

}

readResult CONTENT-TYPE ::= {
ReadResult
IDENTIFIED BY id-readResult }

ReadResult ::= SEQUENCE ({
object DistinguishedName,
result CHOICE ({
success [0] ObjectInformation,
failure [1] AccessdErr,
-}
}
compareRequest CONTENT-TYPE ::= {
CompareRequest

IDENTIFIED BY id-compareRequest }

CompareRequest ::= SEQUENCE ({
COMPONENTS OF CommonReqComp,
object [1] DistinguishedName,
purported [2] AttributeValueAssertion,
-}

compareResult CONTENT-TYPE ::= {
CompareResult
IDENTIFIED BY id-compareResult }

CompareResult ::= SEQUENCE ({
object DistinguishedName,
result CHOICE {

success [0] CompareOK,
failure [1] AccessdErr,
-}
}

CompareOK ::= SEQUENCE ({

matched [0] BOOLEAN,

matchedSubtype [1] BOOLEAN DEFAULT FALSE,
}

addRequest CONTENT-TYPE ::= {
AddRequest
IDENTIFIED BY id-addRequest }
AddRequest ::= SEQUENCE {
COMPONENTS OF CommonReqComp,
object [1] DistinguishedName,
attr [2] SEQUENCE SIZE (1..MAX) OF Attribute {{SupportedAttributes}}
OPTIONAL,
}
addResult CONTENT-TYPE ::= {
AddResult

IDENTIFIED BY id-addResult }

AddResult ::= CHOICE {
success [0] NULL,
failure [1] AccessdErr,

}

(2017/03) ITU-T X.1080.0 éxe 52! 40



deleteRequest CONTENT-TYPE ::= {
DeleteRequest
IDENTIFIED BY id-deleteRequest }

DeleteRequest ::= SEQUENCE {
COMPONENTS OF CommonReqComp,
object DistinguishedName,

}

deleteResult CONTENT-TYPE ::= {
DeleteResult
IDENTIFIED BY id-deleteResult }

DeleteResult ::= CHOICE {
success [0] NULL,
failure [1] AccessdErr,

}

modifyRequest CONTENT-TYPE ::= ({
ModifyRequest
IDENTIFIED BY id-modifyRequest }

ModifyRequest ::= SEQUENCE {
COMPONENTS OF CommonReqComp,
object DistinguishedName,
changes SEQUENCE SIZE (1..MAX) OF ObjectModification,
select InformationSelection,
}
ObjectModification ::= CHOICE {
addAttribute [0] Attribute{{SupportedAttributes}},
deleteAttribute [1] AttributeType,
addValues [2] Attribute{{SupportedAttributes}},
deleteValues [3] Attribute{{SupportedAttributes}},

replaceAttribute [4] Attribute{{SupportedAttributes}},
}

modifyResult CONTENT-TYPE ::= {
ModifyResult
IDENTIFIED BY id-modifyResult }

ModifyResult ::= SEQUENCE {
result CHOICE {
success [0] ObjectInformation,
failure [1] AccessdErr,
S
}
renameRequest CONTENT-TYPE ::= {
RenameRequest

IDENTIFIED BY id-renameRequest }

RenameRequest ::= SEQUENCE ({
COMPONENTS OF CommonReqComp,
object DistinguishedName,
new DistinguishedName,

}
renameResult CONTENT-TYPE ::= {
RenameResult

IDENTIFIED BY id-renameResult }

RenameResult ::= SEQUENCE ({
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result CHOICE {
success [0] NULL,

failure [1] AccessdErr,
.-}
}
AccessdErr ::= CHOICE ({
cmsErr [0] CmsErrorCode,

pbactErr [1] PbactErr,
}

InformationSelection ::= SEQUENCE {
attributes CHOICE ({
allAttributes [0] NULL,
select [1] SEQUENCE SIZE (1..MAX) OF ATTRIBUTE.&id,
...},
infoTypes ENUMERATED {
attributeTypesOnly (0),

attributeTypeAndValue (1),
-}y
}
ObjectInformation ::= SEQUENCE ({
name DistinguishedName,

info SET SIZE (1..MAX) OF Attribute {{SupportedAttributes}},
}

PbactErr ::= ENUMERATED ({
noSuchService,
invalidOperationForService,
insufficientAccessRight,
noSuchObject,
noSuchAttribute,
noSuchAttributeValue,
objectAlreadyExists,
attributeAlreadyExists,
attributeValueAlreadyExists,
noInformation,

}

privAssignRequest CONTENT-TYPE ::= ({
PrivAssignRequest
IDENTIFIED BY id-privAssignRequest }

PrivAssignRequest ::= SEQUENCE ({
attrCerts [1] AttributeCertificates OPTIONAL,
}

privAssignResult CONTENT-TYPE ::= ({
PrivAssignResult
IDENTIFIED BY id-privAssignResult }

PrivAssignResult ::= SEQUENCE ({
result CHOICE {
success NULL,
failure PrivAssignErr },

}
PrivAssignErr ::= CHOICE ({
cmsErr [0] CmsErrorCode,

assignErr [1] AssignErr,

}

AssignErr ::= ENUMERATED {
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invalidAttributeCertificate (0),

}

-- object identifier allocations

-- top tree

id-pbact

OBJECT

IDENTIFIER ::

{ joint-iso-itu-t(2) telebiometrics(42) e-health-protocol (3) pbact(20) }
id-pbact module (0) }
id-pbact cmsCont(1l) }
id-pbact prAttr(2) }

id-pbactmodule

id-pbactCont

id-pbactPrivAttr
-- Content types

id-privAssignRequest
id-privAssignResult
id-readRequest
id-readResult
id-compareRequest
id-compareResult
id-addRequest

id-addResult

id-deleteRequest
id-deleteResult
id-modifyRequest
id-modifyResult
id-renameRequest
id-renameResult

-- Artribute types for carring privilege

id-at-accessService OBJECT IDENTIFIER :

END

OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER ::
IDENTIFIER ::

IDENTIFIER

IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
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{
{

= |

id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont
id-pbactCont

definitions

privAssignRequest(1l) }
privAssignResult(2) }
readRequest (3) }
readResult (4) }
compareRequest (5) }
compareResult(6) }
addRequest(7) }
addResult (8) }
deleteRequest(9) }
deleteResult(10) }
modifyRequest (11) }
modifyResult(12) }
renameRequest (13) }
renameResult (14) }

:= { id-pbactPrivAttr 1 }
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CmsTelebiometric { joint-iso-itu-t(2) telebiometrics(42) th(3) part0(0)
modules (0) cmsProfile(l) versionl(1l) }
DEFINITIONS ::=
BEGIN
-- EXPORTS All
IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
ATTRIBUTE, Attribute{}, DistinguishedName, objectIdentifierMatch
FROM InformationFramework {joint-iso-itu-t ds(5) module (1)
informationFramework (1) 8}
-- from Rec. ITU-T X.509 | ISO/IEC 9594-8
ALGORITHM, AlgorithmIdentifier, Certificate, CertificateSerialNumber
FROM AuthenticationFramework {joint-iso-itu-t ds(5) module (1)
authenticationFramework (7) 8}
-- from Rec. ITU-T X.520 | ISO/IEC 9594-6
integerMatch, octetStringMatch

FROM SelectedAttributeTypes {joint-iso-itu-t ds(5) module (1)
selectedAttributeTypes (5) 8}

CONTENT-TYPE ::= TYPE-IDENTIFIER

ContentType = CONTENT-TYPE. &id

ContentInfo = SEQUENCE ({
contentType CONTENT-TYPE.&id ({TelebSupportedcontentTypes}),
content CONTENT-TYPE. &Type

({TelebSupportedcontentTypes} {@contentType}) OPTIONAL,
}

TelebSupportedcontentTypes CONTENT-TYPE ::=
{ signedData | envelopedData | ct-authEnvelopedData, ...}

CMSVersion ::= INTEGER{ v0(0), v1(l), v2(2), v3(3), v4(4), v5(5) }

Attributes { ATTRIBUTE:AttrList } ::=
SET SIZE (1..MAX) OF Attribute {{ AttrList }}

signedData CONTENT-TYPE ::= {
SignedData
IDENTIFIED BY id-signedData }

SignedData ::= SEQUENCE {
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version CMSVersion (v3),

digestAlgorithms SET (SIZE (1)) OF AlgorithmIdentifier
{{Teleb-Hash-Algorithms}},

encapContentInfo EncapsulatedContentInfo,

certificates [0] IMPLICIT SET (SIZE (1..MAX)) OF Certificate OPTIONAL,
--crls [1] IMPLICIT RevocationInfoChoices OPTIONAL,

signerInfos SigneriInfos,

}

Teleb-Hash-Algorithms ALGORITHM ::= {...}
EncapsulatedContentInfo ::= SEQUENCE {

eContentType CONTENT-TYPE. &id ({IncludedContent}),

eContent [0] EXPLICIT OCTET STRING

(CONTAINING CONTENT-TYPE. &Type ({IncludedContent}
{@eContentType})) OPTIONAL }

IncludedContent CONTENT-TYPE ::= {envelopedData, ...}

SignerInfos ::= SET (SIZE (1)) OF SignerInfo

SignerInfo ::= SEQUENCE {
version CMSVersion (vl),
sid SignerIdentifier,
digestAlgorithm AlgorithmIdentifier {{Teleb-Hash-Algorithms}},
signedAttrs [0] IMPLICIT Attributes{{SignedAttributes}} OPTIONAL,
signatureAlgorithm AlgorithmIdentifier {{Teleb-Signature-Algorithms}},
signature SignatureValue,
unsignedAttrs [1] IMPLICIT Attributes {{UnsignedAttributes}} OPTIONAL,

}

SignerIdentifier ::= CHOICE {

issuerAndSerialNumber IssuerAndSerialNumber,

--subjectKeyIdentifier [0] SubjectKeyIdentifier,
-}

IssuerAndSerialNumber ::= SEQUENCE {
issuer DistinguishedName,
serialNumber CertificateSerialNumber }

SignedAttributes ATTRIBUTE ::= { contentType | messageDigest, ... }
Teleb-Signature-Algorithms ALGORITHM ::= {...}
SignatureValue ::= OCTET STRING
UnsignedAttributes ATTRIBUTE ::= {...}
envelopedData CONTENT-TYPE ::= {
EnvelopedData

IDENTIFIED BY id-envelopedData }

EnvelopedData ::= SEQUENCE ({
version CMSVersion(v0 | v2),
--originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
encryptedContentInfo EncryptedContentInfo,

[[2: unprotectedAttrs [1] IMPLICIT Attributes
{{UnprotectedAttributes}} OPTIONAL ]] }

RecipientInfos ::= SET SIZE (1) OF RecipientInfo

UnprotectedAttributes ATTRIBUTE ::=
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{ aa-CEKReference | aa-CEKMaxDecrypts | aa-KEKDerivationAlg }
RecipientInfo ::= CHOICE {
--ktri KeyTransRecipientInfo,
kari [1] KeyAgreeRecipientInfo,
kekri [2] KEKRecipientInfo,
--pwri [3] PasswordRecipientinfo,
--ori [4] OtherRecipientInfo,

}

KeyAgreeRecipientInfo ::= SEQUENCE {
version CMSVersion (v3),
originator [0] EXPLICIT OriginatorIdentifierOrKey,
ukm [1] EXPLICIT UserKeyingMaterial OPTIONAL,

keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
recipientEncryptedKeys RecipientEncryptedKeys,

}

OriginatorIdentifierOrKey ::= CHOICE {
issuerAndSerialNumber IssuerAndSerialNumber,

--subjectKeyIdentifier [0] SubjectKeylIdentifier,
originatorKey [1] OriginatorPublicKey,

}
OriginatorPublicKey ::= SEQUENCE ({

algorithm AlgorithmIdentifier {{SupportedDHPublicKeyAlgorithms}},
publicKey BIT STRING,

}

SupportedDHPublicKeyAlgorithms ALGORITHM ::= {...}
UserKeyingMaterial ::= OCTET STRING (SIZE (64))

KeyEncryptionAlgorithmIdentifier ::=
AlgorithmIdentifier{{SupportedKeyIncryptAlgorithms}}

SupportedKeyIncryptAlgorithms ALGORITHM ::= {...}
RecipientEncryptedKeys ::= SEQUENCE (SIZE (1)) OF RecipientEncryptedKey
RecipientEncryptedKey ::= SEQUENCE {

rid KeyAgreeRecipientIdentifier,

encryptedKey EncryptedKey }

KeyAgreeRecipientIdentifier ::= CHOICE ({
issuerAndSerialNumber IssuerAndSerialNumber,
--rKeyId [0] IMPLICIT RecipientKeyIdentifier,
}
EncryptedKey ::= OCTET STRING
EncryptedContentInfo ::= SEQUENCE ({
contentType CONTENT-TYPE. &id ({EncryptedContentSet}),
contentEncryptionAlgorithm SEQUENCE {
algorithm ALGORITHM. &id ({SymmetricEncryptionAlgorithms}),
parameter ALGORITHM. &Type
({SymmetricEncryptionAlgorithms} {Q@.algorithm})} OPTIONAL,
encryptedContent [0] IMPLICIT EncryptedContent OPTIONAL,
}
EncryptedContentSet CONTENT-TYPE ::= {...}
SymmetricEncryptionAlgorithms ALGORITHM ::= {...}
EncryptedContent ::= OCTET STRING

(2017/03) ITU-T X.1080.0 éxe 52! 46



ct-authEnvelopedData CONTENT-TYPE ::= ({
AuthEnvelopedData
IDENTIFIED BY id-ct-authEnvelopedData }

AuthEnvelopedData ::= SEQUENCE ({
version CMSVersion (vO0),
--originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientlInfos RecipientlInfos,
authEncryptedContentInfo EncryptedContentInfo,
authAttrs [1] IMPLICIT Attributes {{AuthAttributes}} OPTIONAL,
mac MessageAuthenticationCode,
unauthAttrs [2] IMPLICIT Attributes {{UnauthAttributes}} OPTIONAL }
AuthAttributes ATTRIBUTE ::= {...}
MessageAuthenticationCode ::= OCTET STRING

UnauthAttributes ATTRIBUTE ::=
{ aa-CEKReference | aa-CEKMaxDecrypts | aa-KEKDerivationAlg }

KEKRecipientInfo ::= SEQUENCE ({
version CMSVersion (v4),
kekid KEKIdentifier,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey EncryptedKey }
KEKIdentifier ::= SEQUENCE ({
keyIdentifier OCTET STRING,
--date GeneralizedTime OPTIONAL,
--other OtherKeyAttribute OPTIONAL,
}
contentType ATTRIBUTE ::= ({
WITH SYNTAX CONTENT-TYPE. &id ({envelopedData, ...})
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
ID id-contentType }
messageDigest ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE
ID id-messageDigest }
aa-CEKReference ATTRIBUTE ::= {
WITH SYNTAX CEKReference
EQUALITY MATCHING RULE octetStringMatch
SINGLE VALUE TRUE
ID id-aa-CEKReference }
CEKReference ::= OCTET STRING
aa-CEKMaxDecrypts ATTRIBUTE ::= ({
WITH SYNTAX CEKMaxDecrypts
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-aa-CEKReference }
CEKMaxDecrypts ::= INTEGER
aa-KEKDerivationAlg ATTRIBUTE ::= {
WITH SYNTAX KEKDerivationAlgorithm
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-aa-KEKDerivationAlg }
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KEKDerivationAlgorithm ::= SEQUENCE {
kekAlg AlgorithmIdentifier {{SupportedKeyIncryptAlgorithms}},

pbkdf2Param PBKDF2-params }

PBKDF2-params ::= SEQUENCE ({
salt CHOICE {
specified OCTET STRING,

-- otherSource AlgorithmIdentifier {{PBKDF2-SaltSources}}

b,

iterationCount INTEGER (1..MAX),

keyLength INTEGER (1..MAX) OPTIONAL,
prf AlgorithmIdentifier {{PBKDF2-PRFs}},
}
PBKDF2-PRFs ALGORITHM ::= {...}

id-pkcs OBJECT IDENTIFIER ::=

{ iso(1l) member-body(2) usa(840) rsadsi(113549) pkcs(l) }

id-pkcs-9 OBJECT IDENTIFIER ::= { id-pkcs pkcs-9(9) }

id-ct OBJECT IDENTIFIER ::
id-aa OBJECT IDENTIFIER ::

{
{

id-contentType OBJECT
id-messageDigest OBJECT
id-aa-CEKReference OBJECT

id-aa-CEKMaxDecrypts OBJECT
id-aa-KEKDerivationAlg OBJECT

id-signedData OBJECT IDENTIFIER :
us (840) rsadsi (113549) pkcs(1l) pkes7(7) 2}

id-pkcs-9 smime (16) ct(1l) }
id-pkcs-9 smime (16) attributes(2) }

IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::

id-pkecs-9 3 }
id-pkcs-9 4 }
id-aa 30 }
id-aa 31 }
id-aa 32 }

:= {iso(1l) member-body (2)

id-envelopedData OBJECT IDENTIFIER ::= {iso(l) member-body(2) us(840)

rsadsi (113549) pkcs(1l) pkes7(7

id-ct-authEnvelopedData OBJECT IDENTIFIER :

END -- CmsTelebiometric

) 3}

:= { id-ct 23 }

(2017/03) ITU-T X.1080.0 éxe 52!

48



[b-ITU-T X.841]

[b-1EC 62351-8]

[b-NIST 800-56A]

[b-NIST 800-162]

L3 geke

Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information
technology — Security techniques — Security information objects for access
control.

IEC TS 62351-8:2011, Power systems management and associated information
exchange— Data and communications security — Part 8: Role-based access
control.

NIST Special Publication 800-56A, Revision 2 (2013), Recommendation for
Pair-Wise Key-Establishment. Schemes Using Discrete Logarithm
Cryptography.

NIST Special Publication 800-162 (2014), Guide to Attribute Based Access
Control (ABAC) Definition and Considerations.

[b-IETF RFC 5480] IETF RFC 5480 (2009), Elliptic Curve Cryptography Subject Public Key

[b-IETF RFC 7191]

Information.

IETF RFC 7191 (2014), Cryptographic Message Syntax (CMS) — Key Package Receipt
and Error Content Types.
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