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Recommendation ITU-T X.1053

Code of practice for information security controls based on ITU-T X.1051
for small and medium-sized telecommunication organizations

Summary

Recommendation ITU-T X.1053 establishes guidelines and general principles for initiating,
implementing, maintaining, and improving information security controls in small and medium-sized
telecommunication organizations (SMTOs) based on Recommendation ITU-T X.1051. This
Recommendation also provides an implementation baseline of information security controls for
SMTOs to ensure the confidentiality, integrity and availability of telecommunication facilities and
services and information handled, processed or stored by the facilities and services.

The objectives of this Recommendation are to provide practical guidance suited for SMTOs on
commonly accepted goals of information security specifically suited for these organizations.

As a result of implementing this Recommendation, SMTOs, both within and between jurisdictions, will:

a) be able to ensure the confidentiality, integrity and availability of the specific SMTO facilities
and services and the information handled, processed or stored within the facilities and services;

b) have adopted secure collaborative processes and controls ensuring the lowering of risks in the
delivery of telecommunication services;

C) be able to deliver information security in an effective and efficient manner;

d) have adopted a consistent holistic approach to information security; and

e) be able to improve the security culture of organizations, raise staff awareness and increase
public trust.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1053 2017-11-13 17 11.1002/1000/13367
Keywords

Availability, confidentiality, controls, integrity, security, SMTO.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2018

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Introduction

Small and medium-sized telecommunication organizations (SMTOs) typically spend little time
considering how to manage information security and how to implement security controls, even though
they face the same security threats and vulnerabilities as large telecommunication organizations.
SMTOs should ensure that appropriate security considerations be adopted to minimize business risk
and to ensure information security of their contracts and service level agreements (SLAS).

Recommendation ITU-T X.1053 provides guidelines for the implementation of information security
management (ISM) that targets SMTOs based on Recommendation ITU-T X.1051, Information
technology — Security techniques — Code of practice for Information security controls based on
ISO/IEC 27002 for telecommunications organizations.

Security features (confidentiality, integrity, and availability) and terminologies used in this
Recommendation are in line with those used in Recommendation ITU-T X.1051.

In order to provide telecommunication services, even in SMTOs, telecommunication organizations
need to interconnect and/or share their telecommunication services and facilities, and/or use the
telecommunication services and facilities of other telecommunication organizations. Therefore, the
management of information security in telecommunication organizations is mutually dependent, and
may include any and all areas of network infrastructure, services applications and other facilities.

Regardless of operational scale, service areas, service types, or number of employees,
telecommunication organizations should implement appropriate controls to ensure confidentiality,
integrity, availability, and any other security property of telecommunication.

This Recommendation provides SMTOs, and those responsible for information security, together
with security vendors, auditors, telecommunication terminal vendors, and application content
providers, with a common set of general security control objectives based on Recommendation
ITU-T X.1051. It further provides these organizations with specific controls and information security
management guidelines that allow for the selection and implementation of such controls.
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Recommendation ITU-T X.1053

Code of practice for information security controls based on ITU-T X.1051
for small and medium-sized telecommunication organizations

1 Scope

This Recommendation defines guidelines supporting the implementation of information security
controls in small and medium-sized telecommunication organizations (SMTOs) based on
[ITU-T X.1051] and [ISO/IEC 27002].

The adoption of this Recommendation will allow SMTOs to meet baseline security requirements of
confidentiality, integrity, availability, and any other relevant security property specific to these
organizations.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1051] Recommendation ITU-T X.1051 (2016) | ISO/IEC 27011:2016, Information
technology — Security techniques — Code of practice for Information security
controls based on ISO/IEC 27002 for telecommunications organizations.

[ISO/IEC 27002] ISO/IEC 27002:2013, Information technology — Security techniques — Code of
practice for information security controls.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of this Recommendation, the definitions given in [ITU-T X.1051] and
[ISO/IEC 27002] apply. Additionally, the following definitions apply:

3.1.1 confidentiality or non-disclosure agreement: A legal contract between at least two parties
that outlines confidential material, knowledge, or information that the parties wish to share with one
another for certain purposes.

3.1.2 data centre: A facility used to house computer systems and associated components, such as
telecommunication and storage systems.

3.1.3 outsourcing: When an enterprise contracts out one or more of its internal processes and/or
functions to an outside company. Outsourcing moves enterprise resources to an outside enterprise
and keeps a retained capability to manage the relationship with the outsourced processes.

3.1.4 parent company: A company that owns enough voting stock in another firm to control
management and operations by influencing or electing its board of directors.

3.1.5 small and medium-sized telecommunication organization: A telecommunication
organization classified as a small and medium-sized business in accordance with the legislation or
the regulations of the country or region in which the business is registered.
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3.2

Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

CEO
CISO
DMz
IT

Pl
SLA
SME
SMTO

4

4.1

Chief Executive Officer

Chief Information Security Officer

Demilitarized Zone

Information Technology

Personally Identifiable Information

Service Level Agreement

Small Medium Enterprise

Small and Medium-sized Telecommunication Organization

Overview

Characteristics of the SMTO

A small and medium-sized telecommunication organization (SMTQO) is generally defined according
to certain criteria such as the number of employees, sales figures and asset scales (see Annex A).

In contrast to large organizations, SMTOs typically face difficulties in the implementation of
information security controls due to limited resources (e.g., limitations of funds, manpower, skills
and technology capacity). These can commonly be seen in the following ways:

a)

b)

9)

the size and organization of SMTOs normally means that they do not have sufficient
resources to focus on security issues in a full-time capacity, and that consequently security
issues are often dealt with in parallel with other business tasks and functions. Since primary
tasks handle other business functions and processes as a priority, security issues are often
seen as a secondary task with low priority;

the development and deployment of standardized business procedures or standards for
information security by SMTOs are often not as extensive or effective as in large
organizations due to manpower restrictions;

the specified definition of information security in business processes is very often deficient
or entirely lacking;

SMTOs generally have limited experience in the use of technology-based solutions, business
applications and processes, and the storage and utilization of information. They tend to
depend on limited executive experience and skills;

awareness of information security is often insufficient and information security policies are
scarcely established. SMTOs sometimes fail to focus on some of the basic elements of an
information security management system, such as identification of assets, risk assessments,
access control and countermeasures for security incidents;

SMTOs feature greater chief executive officer (CEO)-centred decision making, making
patterns in comparison with business as a whole. Therefore, SMTOs need simpler and more
optimized (simplification of existing information security management system) information
security activities; and

while large organizations tend to be capable of establishing their own internal expertise and
developing and deploying more consistent information security management system by
themselves, SMTOs find difficulty in procuring the correct expertise internally. An SMTO
generally needs help from external professionals/institutions to deal with the main body of
its security activities.

Rec. ITU-T X.1053 (11/2017)



4.2
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Implementation of information security management for SMTOs

Security considerations for SMTOs

The requirement for a generic security framework in an SMTO has originated from different sources:

a)

b)

customers/subscribers require confidence in the network and the services to be provided,
including the availability, integrity and confidentiality of services according to the
customer/subscriber service level agreement (SLA); and

network operators and service providers themselves require security to safeguard their own
operational and business interests, as well as public and national infrastructure interests, and
to meet their contractual obligations to their customers and their own suppliers (and public
interests in general where necessary).

For an SMTO to protect information assets from different sources and under various telecommunication
environments, security guidelines, policies and procedures and key activities to support the effective
implementation of information security management are indispensable in an SMTO.

The security guidelines should be applicable to the following:

a)

b)

c)
d)

e)

422

SMTO seeking a business advantage and investment opportunity through the implementation
of an information security management system;

SMTO seeking the confidence and assurance that the information security requirements of
their interested parties (e.g., suppliers, customers, regulators) will be satisfied;

users and suppliers of the information security-related products and services for the SMTO;

those parties, internal or external to the SMTO, who assess and audit the information security
management system for conformity with the requirements of [b-ISO/IEC 27001]; and

those internal or external parties to the SMTO who give advice or training on the information
security management system appropriate to that organization.

Design principles of implementation guidance for SMTOs

This Recommendation is structured in line with the format of [ITU-T X.1051] and/or
[ISO/IEC 27002]. Considering the situations of SMTOs, there are four cases to provide control and
implementation guidance:

a)

b)

c)

d)

4.3

in cases where controls specified in [ITU-T X.1051] are applicable without a need for any
additional information, only a reference is provided to [ITU-T X.1051] and/or [ISO/IEC 27002];

in cases where controls are not necessarily required for SMTOs, only a reference is provided
for information purposes;

in cases where controls do not need all of the implementation guidance in [ITU-T X.1051],
the SMTO implementation guidance was constructed by removing unnecessary parts from
the original [ITU-T X.1051] implementation guidance text; and

in cases where controls need some implementation guidance applicable to SMTOs, new
guidance is provided as SMTO implementation guidance.

Structure of the guidance

The structure of this Recommendation is as follows:

Clause 4 describes the security aspects of SMTOs to be considered for the effective
implementations of information security controls; and

Clauses 5 to 18 provide specific controls for SMTOs based on [ITU-T X.1051]. Each clause
has the following internal structure:

a) acontrol objective, which states what is to be achieved;
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b) one or more controls that can be applied to achieve the control objective;

¢) SMTO implementation guidance, which provides more detailed information to support
the implementation of the control and meeting the control objective. The guidance may
not be entirely suitable or sufficient in all situations and may not fulfil the SMTOQO's
specific control requirements;

d) other information for SMTO, which provides further information that may need to be
considered, for example legal considerations and references to other standards. If there
is no other information to be provided this part is not shown.

- Annex A provides telecommunication extended control set for SMTOs based on
[ITU-T X.1051].

NOTE - For each of the control objectives there may be one or more controls and associated implementation
guidance.

5 Security policy

The control objective and the contents from [ISO/IEC 27002] clause 5 apply.

However, due to the characteristics of SMTOs, the degree of implementation needs to be
(down-)scaled accordingly to fit their level of resources.

51 Management direction for information security

Objective: To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.

5.1.1 Policies for information security
Control

A set of policies for information security should be defined, approved by management, published and
communicated to employees and relevant external parties.

SMTO implementation gquidance

SMTOs should have policies to guide information security activities to support their business purpose
with consideration of the regulatory and legislative requirements.

Such policies should be approved by top management of SMTQOs such as CEO or chief information
security officer (CISO) and should be aware to all employees. Security responsibilities, roles,
deviations and exceptions should be clarified through the approved policies.

5.1.2 Review of the policies for information security

Control and the contents from 5.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

6 Organization of information security

6.1 Internal organization

Objective: To establish a management framework to initiate and control the implementation and
operation of information security within the organization.

6.1.1 Information security roles and responsibilities
Control and the contents from 6.1.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
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6.1.2  Segregation of duties
Control

Conflicting duties and areas of responsibility should be segregated to reduce opportunities for
unauthorized or unintentional modification or misuse of the organization's assets.

SMTO implementation quidance

Since it would not be easy to segregate duties in small organizations, SMTOs should secure
inter-independence among classified duties to minimize information security incidents.

6.1.3 Contact with authorities
Control and the contents from 6.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
6.1.4 Contact with special interest groups

Control

Appropriate contacts with special interest groups or other specialist security forums and professional
associations should be maintained.

SMTO implementation quidance

SMTOs should establish linkages with special interest groups or forums who have previous
experience in improving information security environments (e.g., by establishing relationships and/or
exchanging information). If it is difficult for SMTOs to establish linkages with special interest groups
or forums due to limited resources, SMTOs may consider contracting with external partners. External
partners could be relied on for advice on how to secure the information environment.

SMTOs should receive security vulnerability and attack information from reputable external sources
which are trustworthy and often include vendor websites, industry news groups, mailing list or feeds.

6.1.5 Information security in project management

Control

Information security should be addressed in project management, regardless of the type of the project.
SMTO implementation guidance

SMTOs should have a procedure to ensure that information security risks are identified and addressed
as part of a project. The procedure should be documented or published on the organization's bulletin
to provide information regarding management of any project.

Risk assessment should be conducted to identify security risks and controls of the organizations.
Information security issues, identified as a part of risk assessment, should be resolved and reviewed
regularly for all projects. Security objectives and responsibilities for information security should be
a part of risk assessment.

6.2 Mobile devices and teleworking

Objective: To ensure the security of teleworking and use of mobile devices.
6.2.1 Mobile device policy
Control

A policy and supporting security measures should be adopted to manage the risks introduced by using
mobile devices.
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SMTO implementation quidance

SMTOs should have mobile device usage guidelines which are suitable to their working
environments. The guidelines should include recommendation for security of user activities and
measures to avoid and mitigate security risks from mobile device usage. Risk assessment for mobile
supporting environment should be recommended. SMTOs should decide on acceptable levels of
security and should conduct some measures to avoid and mitigate security risks from the risk
assessment result. Access to sensitive data and personally identifiable information (P1I) should be
restricted in unprotected mobile environments. Data recovery plans should be implemented according
to the data stored in mobile devices.

6.2.2 Teleworking
Control and the contents from 6.2.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

7 Human resource security

7.1 Prior to employment

Obijective: To ensure that employees and contractors understand their responsibilities and are suitable
for the roles for which they are considered.

7.1.1 Screening
Control

Background verification checks on all candidates for employment should be carried out in accordance
with relevant laws, regulations and ethics and should be proportional to the business requirements,
the classification of the information to be accessed and the perceived risks.

SMTO implementation quidance

SMTOs should have a verification procedure for hiring employees. Information about all employees
being considered for positions for granting or authorizing access within the organization should also
be collected and handled in accordance with the procedure.

By the operation of the procedure (e.g., credit review or review of criminal records), SMTOs should
also ensure that sensitive data and P11 should be appropriately protected.

The procedure should be documented with consideration of PII protection and information security
related regulations and employment-based legislation.

7.1.2 Terms and conditions of employment
Control and the contents from 7.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

7.2 During employment

Obijective: To ensure that employees and contractors are aware of and fulfil their information security
responsibilities.

7.2.1 Management responsibilities

Control and the contents from 7.2.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
7.2.2 Information security awareness, education and training

Control

All employees of the organization and, where relevant, contractors should receive appropriate
awareness education and training and regular updates in organizational policies and procedures, as
relevant for their job function.
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SMTO implementation gquidance

SMTOs should make a plan to improve awareness of information security for all employees.

SMTOs should consider utilizing online education media with content which includes possible and
existing information security incidents.

For security managers, SMTOs should devote to raising awareness of the information security related
to the critical communication systems.

SMTOs should consider utilizing online education media with content that is focused on case studies
about detection and prevention of information security events/incidents.

Appropriate knowledge and understanding of information security should be accompanied by
appropriate action in order to:

a) achieve a better understanding of the level of perceived risk;

b) determine how the organization and its employees might be affected by inadequate
information security; and

C) establish a corporate information security culture.

7.2.3 Disciplinary process
Control

There should be a formal and communicated disciplinary process in place to take action against
employees who have committed an information security breach.

SMTO implementation gquidance

SMTOs should establish a documented procedure to review any violation related to the organization's
information security policies and procedures.

The procedure should consider to include the following:

a) how to approve collection of evidence;

b) how to review the collected evidence;

C) how to set criteria of penalties according to the level of violation of the regulation;
d) how to take an action on urgent and critical cases; and

e) how to announce the verification results.

The disciplinary procedure should be communicated to all employees in order to prevent violation of
the organizational security policies and procedures.
7.3 Termination and change of employment

Obijective: To protect the organization's interests as part of the process of changing or terminating
employment.

7.3.1 Termination or change of employment responsibilities
Control

Information security responsibilities and duties that remain valid after termination or change of
employment should be defined, communicated to the employee or contractor and enforced.

SMTO implementation quidance

SMTOs should state on the employment contracts that confidentiality or non-disclosure agreements
and legal responsibilities may persist even after employees leave the organizations.
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SMTOs should request additional confidentiality agreements for employees who have had privileges
to access sensitive data and PII.

Confidentiality obligations and information security requirements should be informed to employees.

8 Asset management

8.1 Responsibility for assets
Objective: To identify organizational assets and define appropriate protection responsibilities.

8.1.1 Inventory of assets
Control

Assets associated with information and information processing facilities should be identified and an
inventory of these assets should be drawn up and maintained.

SMTO implementation guidance

SMTOs should have documented criteria to maintain controls for critical assets. The value of the
assets should be defined based on the business impact. The document of the asset inventory should
include the owners and the classification and be kept up-to-date. (More information for the
classification can be found in 8.2).

Other information for SMTO
Asset protection level should be considered with asset valuable level by [b-ITU-T X.1057].

8.1.2  Ownership of assets
Control and the contents from 8.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

8.1.3 Acceptable use of assets
Control and the contents from 8.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

8.1.4 Return of assets
Control and the contents from 8.1.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

8.2 Information classification

Objective: To ensure that information receives an appropriate level of protection in accordance with
its importance to the organization.

8.2.1 Classification of information
Control

Information should be classified in terms of legal requirements, value, criticality and sensitivity to
unauthorised disclosure or modification.

SMTO implementation guidance

SMTOs should classify the minimum amount of information that is necessary for a sustainable
telecommunication service.

In classifying information, in addition to the general requirements for organizational sensitive and
critical information, SMTOs should also take into account the following:

a) the possible need to separately classify the information related to non-disclosure of
communications in terms of the existence, content, source, destination and date and time of
the communicated information (see Annex A/TEL.18.1.7 of [ITU-T X.1051]); and
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b) the distinction between the essential communications that need to be handled with priority
inan emergency or at a risk of emergency, and non-essential communications
(see Annex A/TEL.18.1.8 of [ITU-T X.1051]).

8.2.2  Labelling of information
Control and the contents from 8.2.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

8.2.3 Handling of assets
Control and the contents from 8.2.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

8.3 Media handling

Obijective: To prevent unauthorized disclosure, modification, removal or destruction of information
stored on media.

8.3.1 Management of removable media
Control

Procedures should be implemented for the management of removable media in accordance with the
classification scheme adopted by the organization.

SMTO implementation gquidance

SMTOs should install and use control systems for mobile storage devices to minimize information
leakage via these mobile storage devices. Furthermore, SMTOs should encourage employees to
register all of their mobile storage devices to minimize easy duplicability and maximize detectability.

8.3.2 Disposal of media

Control

Media should be disposed securely when no longer required, using formal procedures.
SMTO implementation guidance

If necessary SMTOs could outsource destruction of mobile storage devices to external professional
firms/institutes.

8.3.3 Physical media transfer
Control and the contents from 8.3.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9 Access control

9.1 Business requirements of access control
Obijective: To limit access to information and information processing facilities.

9.1.1 Access control policy
Control

An access control policy should be established, documented and reviewed based on business and
information security requirements.

SMTO implementation quidance

SMTOs should have a documented policy to implement access control rules to maintain appropriate
information security level.
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The policy should take into account the following:

a) access controls should be implemented based on security requirements for the business for
organization;

b) procedures for accessing sensitive data and P1I should be clearly defined:;

C) access rights should be granted through the SMTOs' approval process;

d) records of access rights granted should be maintained to support security audits.

9.1.2  Access to networks and network services
Control and the contents from 9.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.2 User access management

Objective: To ensure authorized user access and to prevent unauthorized access to systems and
services.

9.2.1 User registration and de-registration
Control

A formal user registration and de-registration process should be implemented to enable assignment
of access rights.

SMTO implementation gquidance

SMTOs should manage user IDs to identify user activities.

Unique 1Ds should be used for each user to ensure access audit. Shared 1Ds should only be allowed
if they can trace user activities.

SMTO should disable user IDs when they are no longer necessary.
Other information for SMTO

Unique IDs are required for each user to ensure access audit, but shared IDs are allowed if they can
trace user activities. User access logs should be stored for a certain period for monitoring and auditing
to detect security incidents. (See clause 12.4 for further information.)

9.2.2  User access provisioning
Control

A formal user access provisioning process should be implemented to assign or revoke access rights
for all user types to all systems and services.

SMTO implementation gquidance

If SMTOs find that the risk related to access rights are low enough, they could choose to implement
a verbal explanation and acceptance statement, rather than a written document.

Other information for SMTO

Regardless of above situations, SMTOs should keep in mind that in a court of law these practices
could need more evidence to be accepted/acknowledged than written documents in accordance with
the legislation or the regulations of the country or region.

9.2.3 Management of privileged access rights
Control
The allocation and use of privileged access rights should be restricted and controlled.
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SMTO implementation quidance

Privileges should be allocated to users with a special mandate, such as system administrators, business

managers, etc.

9.24 Management of secret authentication information of users

Control and the contents from 9.2.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.25 Review of user access rights

Control and the contents from 9.2.5 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.2.6 Removal or adjustment of access rights

Control and the contents from 9.2.6 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.3 User responsibilities
Obijective: To make accountable for safeguarding their authentication information.

9.3.1 Use of secret authentication information

Control and the contents from 9.3.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

94 System and application access control
Objective: To prevent unauthorized access to systems and applications.

9.4.1 Information access restriction

Control and the contents from 9.4.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.4.2 Secure log-on procedures

Control and the contents from 9.4.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.4.3 Password management system

Control and the contents from 9.4.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.4.4 Use of privileged utility programs

Control and the contents from 9.4.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

9.45 Access control to program source code

Control and the contents from 9.4.5 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

10 Cryptography

10.1  Cryptographic controls

Objective: To ensure proper and effective use of cryptography to protect the confidentiality,

authenticity and/or integrity of information.

10.1.1 Policy on the use of cryptographic controls
Control

A policy on the use of cryptographic controls for protection of information should be developed and

implemented.
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SMTO implementation quidance

Due to the specialized nature of cryptographic controls and technologies, SMTOs may need to seek
expert advice when developing a cryptographic policy. For example, specialized advice is important
when considering selection criteria from encryption algorithms which have already been
implemented.

SMTOs should seek advice on the legal aspects of using cryptographic technologies in the various
parts of the world in which they have business arrangements and contracts.

10.1.2 Key management
Control

A policy on the use, protection and lifetime of cryptographic keys should be developed and
implemented through their whole lifecycle.

SMTO implementation quidance

Due to the specialized nature of cryptographic controls and key management, SMTOs may need to
seek expert advice when considering the various key management protocols and implementations that
are possible to support a cryptographic policy.

11 Physical and environmental security

11.1 Secure areas

Obijective: To prevent unauthorized physical access, damage and interference to the organization's
information and information processing facilities.

11.1.1 Physical security perimeter
Control

Security perimeters should be defined and used to protect areas that contain either sensitive or critical
information and information processing facilities.

SMTO implementation guidance

SMTOs should consider and implement the following guidelines for physical security perimeters,
where appropriate:

a) telecommunication operation rooms/centres should be equipped with adequate physical
trespasser detection systems;
b) facilities for telecommunication services, e.g., transmission facilities, switching facilities and

telecommunication infrastructure, should be located away from other facilities
(e.g., customer facilities in managed data centres); and

C) physical barriers should be effectively installed, with all local security policies rigorously
enforced to ensure the protection of SMTO assets at all times. If a physical barrier is
malfunctioning or a policy is not followed, it is imperative that the issue be resolved
immediately by management with the appropriate level of responsibility.

11.1.2 Physical entry controls
Control

Secure areas should be protected by appropriate entry controls to ensure that only authorized
personnel are allowed access.
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SMTO implementation quidance

SMTOs should consider the following guidelines:

a) operation rooms/control rooms to operate telecommunication facilities should be protected
by adequate entry controls, such as providing barriers or walls. Such entry controls should be
equipped at least by means of physical access control.

b) upon entry, visitor's information should be correctly recorded to protect visitor's information
against unauthorized access.

11.1.3 Securing offices, rooms and facilities

Control and the contents from 11.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
11.1.4 Protecting against external and environmental threats

Control and the contents from 11.1.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
11.1.5 Working in secure areas

Control

Procedures for working in secure areas should be designed and applied.

SMTO implementation guidance

SMTOs should remind security guidance for working in security area to all employees before entering
into the security perimeters. The entrance record with signature can be used as a confirmation.
Additional guidance for working in security area should be considered to manage every activity to be
controlled. Devices such as camera, mobile devices, and external storage devices should have security
check to avoid security incident.

11.1.6 Delivery and loading areas
Control

Access points such as delivery and loading areas and other points where unauthorized persons could
enter the premises should be controlled and, if possible, isolated from information processing
facilities to avoid unauthorized access.

SMTO implementation guidance

SMTO should have guidance to avoid unauthorized access to restricted area from delivery and
loading area. Security check should be considered to proceed in an isolated area before using in a
restricted area so as not be affected from security incident. The result of security check should be
updated in the asset record for audit reference.

11.2  Equipment

Objective: To prevent loss, damage, theft or compromise of assets and interruption to the
organization's operations.

11.2.1 Equipment siting and protection
Control

Equipment should be sited and protected to reduce the risks from environmental threats and hazards,
and opportunities for unauthorized access.

SMTO implementation quidance

The telecommunication-specific implementation guidance from [ITU-T X.1051] clause 11.2.1 applies.
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11.2.2 Supporting utilities
Control

Equipment should be protected from power failures and other disruptions caused by failures in
supporting utilities.

SMTO implementation quidance

In SMTOs, it is preferable to provide an uninterruptible power supply with capacity for all loading,
and capable of withstanding primary power supply failures for the duration of likely outages. If that
is impossible due to a lack of resources, a mechanism to provide uninterruptible power to critical
equipment should be installed. Batteries may need to be augmented with a private electric generator,
especially in isolated areas.

11.2.3 Cabling security

Control and the contents from 11.2.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
11.2.4 Equipment maintenance

Control

Equipment should be correctly maintained to ensure its continued availability and integrity.
SMTO implementation guidance

For SMTOs, equipment maintenance may be carried out by outsourcing these services to external
firms/institutes with a service contract and signed security agreement.

11.2.5 Removal of assets

Control

Equipment, information or software should not be taken off-site without prior authorization.
SMTO implementation guidance

It is essential for SMTOs to establish the removal procedures, including prior authorization for assets
that SMTOs retain. The implementation guidance from [ISO/IEC 27002] clause 11.2.5 should be
considered.

11.2.6 Security of equipment and assets off-premises
Control and the contents from 11.2.6 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

11.2.7 Secure disposal or re-use of equipment
Control and the contents from 11.2.7 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

11.2.8 Unattended user equipment
Control and the contents from 11.2.8 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

11.2.9 Clear desk and clear screen policy
Control and the contents from 11.2.9 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

12 Operations security

12.1  Operational procedures and responsibilities
Objective: To ensure correct and secure operations of information processing facilities.

14 Rec. ITU-T X.1053 (11/2017)



12.1.1 Documented operating procedures

Control

Operating procedures should be documented and made available to all users who need them.
SMTO implementation guidance

SMTOs that remain small in size should arrange documentation of operation procedures with easy
access to users who need them.

12.1.2 Change management
Control

Changes to the organization, business processes, information processing facilities and systems that
affect information security should be controlled.

SMTO implementation guidance

A change in management of an SMTQO's operation system and application software requires
management approval, with a short decision-making and communication process.

12.1.3 Capacity management
Control

The use of resources should be monitored, tuned and projections made of future capacity requirements
to ensure the required system performance.

SMTO implementation guidance

SMTOs with insufficient funds should plan the minimum (optimal) system structure with the
assistance of an external professional.

12.1.4 Separation of development, testing and operational environments
Control

Development, testing, and operational environments should be separated to reduce the risks of
unauthorized access or changes to the operational environment.

SMTO implementation quidance

SMTOs can outsource telecommunication service testing to external firms/institutes to conduct
reliable verification of service when necessary.
12.2  Protection from malware

Obijective: To ensure that information and information-processing facilities are protected against
malware.

12.2.1 Controls against malware
Control

Detection, prevention and recovery controls to protect against malware should be implemented,
combined with appropriate user awareness.

SMTO implementation quidance

The damages caused by malware directly affect SMTOs' business. Therefore, SMTOs should control
malware by applying automated managing tools within their organization, with the support of external
professional services. Furthermore, SMTOs should develop specific procedures for security incident
responses and distribute them throughout the organization. (See clause 16.)
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12.3  Backup
Objective: To protect against loss of data.

12.3.1 Information backup
Control

Backup copies of information, software and system images should be taken and tested regularly in
accordance with an agreed backup policy.

SMTO implementation guidance

SMTOs should establish procedures to backup information stored in organization's assets.

12.4  Logging and monitoring
Obijective: To record events and generate evidence.

12.4.1 Event logging
Control and the contents from 12.4.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

12.4.2 Protection of log information
Control and the contents from 12.4.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

12.4.3 Administrator and operator logs
Control

System administrator and system operator activities should be logged and the logs protected and
regularly reviewed.

SMTO implementation guidance

In the case of SMTOs, typically one person carries out the duties of system administrator and manager
at the same time. It is therefore necessary for SMTOs to establish a work monitoring system and
implement an activity for raising awareness of information security.

12.4.4 Clock synchronisation
Control and the contents from 12.4.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

12,5  Control of operational software

Objective: To ensure the integrity of operational systems.

12.5.1 Installation of software on operational systems

Control

Procedures should be implemented to control the installation of software on operational systems.
SMTO implementation guidance

The control of operational software is both a technical and specialized activity, and one for which
SMTOs need to have staff available with the right expertise and knowledge to carry out the necessary
tasks involved. To minimize the risk and impact due to corruption to operational systems, SMTOs
should pay particular attention to the implementation guidance from [ISO/IEC 27002] clause 12.5.1
related to the control of changes to operational software:

If applications and operating system software are to be implemented in sensitive systems such as a
switching facility, a test should be carried out with a full coverage of path.
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12.6  Technical vulnerability management

Objective: To prevent exploitation of technical vulnerabilities.

12.6.1 Management of technical vulnerabilities

Control and the contents from 12.6.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

12.6.2 Restrictions on software installation

Control

Rules governing the installation of software by users should be established and implemented.
SMTO implementation guidance

To restrict users' arbitrary software installation, SMTQOs should grant the least privilege necessary. If
it is difficult to apply the principle of least privilege, SMTOs should establish and document the
policy on software installation including disciplinary rules when users violate the policy.

12.7  Information systems audit considerations

Obijective: To minimize the impact of audit activities on operational systems.

12.7.1 Information systems audit controls
Control and the contents from 12.7.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

13 Communications security

13.1  Network security management

Objective: To ensure the protection of information in networks and its supporting information
processing facilities.

13.1.1 Network controls
Control and the contents from 13.1.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

13.1.2 Security of network services
Control

Security mechanisms, service levels and management requirements of all network services should be
identified and included in network services agreements, whether these services are provided in-house
or outsourced.

SMTO implementation gquidance

SMTOs can use a security monitoring service which is provided by external professional institutes
when necessary, based on the size of the organization.

13.1.3 Segregation in networks

Control

Groups of information services, users and information systems should be segregated on networks.
SMTO implementation guidance

SMTOs should divide their networks into separate logical network domains using security gateways
(e.q., firewalls).

If SMTOs have public web servers or e-mail relay servers, they should be deployed to a public
segment such as a demilitarized zone (DMZ) separated from the internal network.
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13.2 Information transfer

Objective: To maintain the security of information transferred within an organization and with any
external entity.

13.2.1 Information transfer policies and procedures
Control

Formal transfer policies, procedures and controls should be in place to protect the transfer of
information through the use of all types of communication facilities.

SMTO implementation quidance

SMTOs should adopt a safe means of exchanging information, considering security issues.

13.2.2 Agreements on information transfer
Control

Agreements should address the secure transfer of business information between the organization and
external parties.

SMTO implementation guidance

SMTOs that collaborate frequently with a large enterprise (parent company) should clearly define the
kind of information to be shared, the method and system of sharing information, and specific sharing
procedures, etc.

13.2.3 Electronic messaging
Control and the contents from 13.2.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

13.2.4 Confidentiality or non-disclosure agreements
Control and the contents from 13.2.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14 System acquisition, development and maintenance

14.1  Security requirements of information systems

Obijective: To ensure that information security is an integral part of information systems across the
entire lifecycle. This also includes the requirements for information systems which provide services
over public networks.

14.1.1 Information security requirements analysis and specification
Control

The information security related requirements should be included in the requirements for new
information systems or enhancements to existing information systems.

SMTO implementation guidance

If it is difficult for SMTOs to specify the requirements for controls due to limited budgets and human
resources, they have the option of using independently evaluated and certified products, such as
information technology (IT) products that have been evaluated in accordance with
[b-ISO/IEC 15408-1], [b-ISO/IEC 15408-2] and [b-ISO/IEC 15408-3], or other evaluation or
certification standards, as appropriate. Another option for SMTOs is to seek the services of external
consultancy companies or organizations that specifically provide advice to small medium enterprises
(SMEs).
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Security requirements are identified by carrying out a risk assessment. [b-1SO/IEC 27005] provides
guidance on a risk management processes and [b-ITU-T X.1055] also provides details on risk
management profiles.

14.1.2 Securing application services on public networks
Control and the contents from 14.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.1.3 Protecting application services transactions
Control

Information involved in application service transactions should be protected to prevent incomplete
transmission, misrouting, unauthorized message alteration, unauthorized disclosure, unauthorized
message duplication or replay.

SMTO implementation quidance

SMTOs should update system security every time a security event arises in order to secure safe on-line
transactions (to keep security up to date).

14.2  Security in development and support processes

Obijective: To ensure that information security is designed and implemented within the development
lifecycle of information systems.

14.2.1 Secure development policy
Control and the contents from 14.2.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.2 System change control procedures
Control and the contents from 14.2.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.3 Technical review of applications after operating platform changes
Control and the contents from 14.2.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.4 Restrictions on changes to software packages
Control and the contents from 14.2.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.5 Secure system engineering principles
Control and the contents from 14.2.5 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.6 Secure development policy
Control and the contents from 14.2.6 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.7 Outsourced development
Control and the contents from 14.2.7 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.8 System security testing
Control and the contents from 14.2.8 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

14.2.9 System acceptance testing
Control and the contents from 14.2.9 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

143  Test data
Objective: To ensure the protection of data used for testing.
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14.3.1 Protection of test data
The control objective and the contents from 14.3.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

15 Supplier relationships

15.1  Information security in supplier relationships
Obijective: To ensure protection of the organization's assets that is accessible by suppliers.

15.1.1 Information security policy for supplier relationships
Control and the contents from 15.1.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

15.1.2 Addressing security within supplier agreements
Control and the contents from 15.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

15.1.3 Information and communication technology supply chain
Control and the contents from 15.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

15.2  Supplier service delivery management

Obijective: To maintain an agreed level of information security and service delivery in line with
supplier agreements.

15.2.1 Monitoring and review of supplier services

Control

Organizations should regularly monitor, review and audit supplier service delivery.
SMTO implementation guidance

If the SMTO workforce does not have adequate professional knowledge, they should have thorough
background knowledge on how to manage service level with a third party.

15.2.2 Managing changes to supplier services
Control and the contents from 15.2.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

16 Information security incident management

16.1 Management of information security incidents

Obijective: To ensure a consistent and effective approach to the management of information security
incidents, including communication on security events and weaknesses.

16.1.1 Responsibilities and procedures
Control

Management responsibilities and procedures should be established to ensure a quick, effective and
orderly response to information security incidents.

SMTO implementation guidance

SMTOs can have agreements for handling information security incidents with external service
providers.

Other information for SMTO

There are various kinds of security incident response services in the market, which can help SMTOs
fulfil their responsibilities.
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To be prepared in case of a security incident, SMTOs should be aware of which kind of services are
available and which company provides appropriate and affordable services to meet their needs.

16.1.2 Reporting information security events
Control

Information security events should be reported through appropriate management channels as quickly
as possible.

SMTO implementation guidance

Depending on the impact of information security events, relationships between the response team and
external parties (e.g., Computer Incident Response Team (CIRT), law enforcement organizations,
other emergency authorities, customers, and business partners) should be established. If necessary,
SMTOs should promptly report the incidents to the related customers through direct e-mails and/or
home-page.

16.1.3 Reporting information security weaknesses

Control and the contents from 16.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

16.1.4 Assessment of and decision on information security events

Control and the contents from 16.1.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

16.1.5 Response to information security incidents

Control

Information security incidents should be responded to in accordance with the documented procedures.
SMTO implementation guidance

SMTOs should consider the handling of issues related to telecommunication services or their
customers as high priority. For example, customer-initiated issues can be prioritized according to the
criteria provided:

a) customer site is completely down or is failing to meet SLA requirements;
b) customer service degraded,;
c) customer requests.

16.1.6 Learning from information security incidents
Control and the contents from 16.1.6 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

16.1.7 Collection of evidence
Control and the contents from 16.1.7 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

17 Information security aspects of business continuity management

17.1  Information security continuity

Objective: Information security continuity should be embedded in the organization's business
continuity management systems.

17.1.1 Planning information security continuity
Control and the contents from 17.1.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

17.1.2 Implementing information security continuity
Control
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The organization should establish, document, implement and maintain processes, procedures and
controls to ensure the required level of continuity for information security during an adverse situation.

SMTO implementation quidance

The planning process should focus on the required business objectives. SMTOs should consider the
inclusion of an emergency rehabilitation plan for telecommunication services and ensuring essential
communications of telecommunication service customers according to the customer SLA.

17.1.3 Verify, review and evaluate information security continuity
Control and the contents from 17.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

17.2  Redundancies
Obijective: To ensure availability of information processing facilities.

17.2.1 Availability of information processing facilities
Control and the contents from 17.2.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18 Compliance

18.1 Compliance with legal and contractual requirements

Obijective: To avoid breaches of legal, statutory, regulatory or contractual obligations related to
information security and of any security requirements.

18.1.1 ldentification of applicable legislation and contractual requirements
Control and the contents from 18.1.1 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18.1.2 Intellectual property rights
Control and the contents from 18.1.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18.1.3 Protection of records
Control and the contents from 18.1.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18.1.4 Privacy and protection of personally identifiable information
Control and the contents from 18.1.4 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18.1.5 Regulation of cryptographic controls
Control and the contents from 18.1.5 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18.2  Information security reviews

Objective: To ensure that information security is implemented and operated in accordance with
organizational policies and procedures.

18.2.1 Independent review of information security
Control

The organization's approach to managing information security and its implementation (i.e., control
objectives, controls, policies, processes and procedures for information security) should be reviewed
independently at planned intervals or when significant changes occur.

SMTO implementation guidance

It is recommended for SMTOs to utilize external professional institutes or automated auditing tools
for information security.
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18.2.2 Compliance with security policies and standards
Control and the contents from 18.2.2 of [ISO/IEC 27002] and [ITU-T X.1051] apply.

18.2.3 Technical compliance review
Control and the contents from 18.2.3 of [ISO/IEC 27002] and [ITU-T X.1051] apply.
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Annex A

Telecommunication extended control set
(This annex forms an integral part of this Recommendation.)

TEL.9 Access control

TEL.9.5 Network access control
Obijective: To prevent unauthorized access to networked services.

TEL.9.5.1 Telecommunication carrier identification and authentication by users
Control and the contents from TEL.9.5.1 of [ITU-T X.1051] apply.

TEL.11  Physical and environmental security

TEL.11.1 Secure areas

Obijective: To prevent unauthorized physical access, damage and interference to an organization's
information and information processing facilities.

TEL.11.1.7 Securing communication centres

Control and the contents from TEL.11.1.7 of [ITU-T X.1051] apply.
TEL.11.1.8 Securing telecommunication equipment room
Control and the contents from TEL.11.1.8 of [ITU-T X.1051] apply.
TEL.11.1.9 Securing physically isolated operation areas

Control and the contents from TEL.11.1.9 of [ITU-T X.1051] apply.

TEL.11.3 Security under the control of other party

Obijective: To protect equipment located outside telecommunication organizations' premises (e.g.,
co-locations) against physical and environmental threats.

TEL.11.3.1 Equipment sited in other carriers' premises
Control and the contents from TEL.11.3.1 [ITU-T X.1051] apply.

TEL.11.3.2 Equipment sited in user premises
Control and the contents from TEL.11.3.2 [ITU-T X.1051] apply.

TEL.11.3.3 Interconnected telecommunication services
Control and the contents from TEL.11.3.3 [ITU-T X.1051] apply.

TEL.13  Communications security

TEL.13.1 Network security management

Objective: To ensure the protection of information in networks and its supporting information
processing facilities.

TEL.13.1.4 Security management of telecommunication service delivery
Control and the contents from TEL.13.1.4 [ITU-T X.1051] apply.
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TEL.13.1.5 Response to spam
Control and the contents from TEL.13.1.5 [ITU-T X.1051] apply.

TEL.13.1.6 Response to DoS/DDoS attacks
Control and the contents from TEL.13.1.6 [ITU-T X.1051] apply.

TEL.18  Compliance

TEL.18.1 Compliance with legal and contractual requirements

Objective: To avoid breaches of legal, statutory, regulatory or contractual obligations related to
information security and of any security requirements.

TEL.18.1.6 Non-disclosure of communications
Control and the contents from TEL.18.1.6 [ITU-T X.1051] apply.

TEL.18.1.7 Essential communications
Control

Telecommunication organizations should, when a natural disaster, accident or any other emergency
occurs, or at a risk of occurrence thereof, give priority to essential communications whose contents
are necessary for the prevention of or relief or recovery from such incidents and for the maintenance
of public order.

SMTO implementation gquidance

SMTOs should prepare a list of public authorities needed to give priority to communication in
accordance with the legislation or the regulations of the country or region where the business is
registered.

TEL.18.1.8 Legality of emergency actions
Control and the contents from TEL.18.1.8 [ITU-T X.1051] apply.
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