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Recommendation ITU-T X.1052

Information security management processes for
telecommunication organizations

Summary

Recommendation ITU-T X.1052 provides best practices for information security management for
telecommunication  organizations to support Recommendation ITU-T X.1051. This
Recommendation is based on a process approach to describe a set of security management areas,
which give guidelines for telecommunication organizations to fulfil the control objectives defined in
Recommendation ITU-T X.1051. The management areas described in this Recommendation
including asset management, incident management and risk management policy management, map
the controls defined by Recommendation ITU-T X.1051 to achieve methodologies.

History
Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1052 2011-05-29 17 11.1002/1000/11337
2.0 ITU-T X.1052 2020-10-29 17 11.1002/1000/14044
Keywords

Information security management, management guideline, management process.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Recommendation ITU-T X.1052

Information security management processes for
telecommunication organizations

1 Scope

This Recommendation provides information security management processes for telecommunication
organizations to support the implementation of [ITU-T X.1051].

This Recommendation is based on a process approach to describe a set of security management
areas which give guidelines to telecommunication organizations to fulfil the control objectives
defined in [ITU-T X.1051].

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1051] Recommendation ITU-T X.1051 (2016) | ISO/IEC 27011:2016, Information
technology - Security techniques - Code of practice for Information security
controls based on ISO/IEC 27002 for telecommunications organizations.

[ITU-T X.1055] Recommendation ITU-T X.1055 (2008), Risk management and risk profile
guidelines for telecommunication organizations.

[ITU-T X.1056] Recommendation ITU-T X.1056 (2009), Security incident management
guidelines for telecommunications organizations.

[ITU-T X.1057] Recommendation ITU-T X.1057 (2011), Asset management guidelines in
telecommunication organizations.

3 Definitions

3.1 Terms defined elsewhere
None.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 configuration item: A security configuration item is a specific security configuration
requirement of a specific class of assets, which includes the description of the requirement, the
reference method for the implementation of the requirement, and the conditions to check whether
the requirement is complied with or not.

3.2.2 configuration profile: A group of configuration items suitable for a special class of asset.

Rec. ITU-T X.1052 (10/2020) 1



4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
PDCA Plan-Do-Check-Act

5 Conventions
None.
6 Overview

6.1 Objective

[ITU-T X.1051] defines categories of security controls for telecommunication organization security
management, including security policy, organization of information security, and human and
resources security. This guideline defines processes in information security management in the
organization and a series of main activities to conduct and support the implementation of security
controls.

6.2 Processes

According to the best practice and experience of telecommunication organizations' security
management work, combined with the plan-do-check-act (PDCA) management cycle, the
information security management of telecommunication organizations should include seven main
processes as listed below and shown in Figure 1.

1) Conduct risk assessment for information security,
2) Establish security management policy,
3) Define information security controls,
4) Implement information security controls,
5) Operation and maintenance for the information security controls,
6) Monitoring and auditing on the information security controls, and
7) Improve information security processes and controls.

— — e —

«—  —

X.1052(20)_FO1

Figure 1 — Organizations' information security management processes

The seven processes in the information security management of telecommunication organizations
forms a spirally ascending cycle, which makes the organization's information security management
level constantly optimize and improve in the process of its own and environmental changes.

The information security management activities of telecommunication organizations involve many
factors which mainly focus on the organization, internal personnel, supply chain, users, resources
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and business, etc. In the processes of information security management activities, all the factors
above should be fully considered according to the activity characteristics of the processes.

Conducting risk assessment for information security is the first step for information security
management of telecommunication organizations. Risk assessment is a series of coordinated
activities to assess and control the risks an organization faces. These activities include identifying
and assessing the value of the information assets, identifying and analysing the threats and
vulnerabilities associated with these information assets, assessing security risks, etc.

In the process of establishing security management policy, information security management
objectives, guidelines, and overall management requirements should be proposed, which are the
basic principles for organizations to conduct information security management.

When defining information security controls, the organization needs to further define the control
measures of information security according to the established security management policy and the
characteristics of different systems or services. In this process, the organization needs to define the
information security management authority of the involved internal personnel and third-party
personnel, clarify the methods of user data collection, processing and storage, define the
information security control measures in the system or business process, and formulate specific
detailed information security management specifications and other documents.

When implementing information security controls, the telecommunication organization should
implement controls based on the information security management policy and the specific defined
information security control measures. The security management activities of this process include
the qualification review of personnel, the strict authorization of personnel, and the development and
implementation of the system or business security requirements in accordance with the information
security management specifications. In order to reduce risks, it is necessary to assess the realization
of security controls before they can be put into actual operations.

In the daily operation and maintenance process, organizations should deal with information
security-related activities such as security awareness, education, training, etc., and realize the
security operation and management in the actual production operation and maintenance process,
and implement protective measures in various aspects such as assets management and data
management.

When monitoring and auditing on the information security controls, telecommunication
organizations need to confirm the implementation and effectiveness of existing security measures
and find information security threats in various aspects such as organization, personnel operations,
and resources.

When improving information security processes and controls, telecommunication organizations
need to formulate relevant control measures against the information security threats found in the
assessment, take protective measures against the information security events that have occurred,
draw lessons from the incidents to formulate preventive measures, and improve information
security management capabilities continuously over time.

7 Conduct risk assessment for information security

7.1 Purpose

The purpose of this process is to assess and control the risks an organization faces. This includes a
series of coordinated activities such as identifying the objects that the organization needs to protect,
analysing the threats and vulnerabilities in its technical and management aspects, identifying
security risks and suggesting control measures for risks.

Rec. ITU-T X.1052 (10/2020) 3



7.2 Outcomes

Risk assessment includes the identification and classification of organizational assets, threat and
vulnerability identification, and the assessment of their risks. The outputs of this process include the
following:

a) List of organizational assets, including general and telecommunication specific assets
which are defined in [ITU-T X.1057].

b) Threat and vulnerability identification results for each type of asset.

C) Information security risk assessment results for systems consisting of assets.

7.3 Guideline

Risk assessment activities for telecommunication organizations include the identification of
organizational assets, asset classification, vulnerability and threat analysis of each type of
asset, risk analysis and evaluation for systems consisting of assets, and risk control
recommendations. Asset identification mainly identifies the information security assets of the
organization. The asset classification determines its different grades according to the attributes of
different assets. Threat analysis is to identify potential events that may lead to negative outcomes.
Vulnerability identification is the analysis of the weak points of the various assets which could be
damaged by threats. The risk evaluation needs to identify, analyse and evaluate the risks faced by
each system which consists of the identified asset. Proposing risk control recommendations is to
propose available security measures based on the results of the assessment. The main activities of
risk management comprise the management of the following procedures:

a) Asset list identification: refers to the process by which the relevant personnel of the
organization identify a comprehensive list of information security assets. In the process of
asset list identification, it is necessary to determine the attributes and characteristics of the
recorded assets. Generally speaking, the more specific and detailed the list, the greater the
effect. ldentified assets include not only hardware assets such as computer equipment,
communication equipment, storage media, and infrastructure, but also software assets such
as operating systems and software, and related data content.

b) Asset classification: Classify assets based on their importance and level to the organization.
The results of the classification reflect the importance of assets to the organization and are
the basis for the organization to use appropriate resources to protect assets. The importance
of an asset is determined by the importance of the asset to the business process or customer
service, and the level of protection is determined by the asset's need for security attributes
such as confidentiality, integrity, confidentiality, and so on.

C) Threat analysis: Refers to the analysis of potential events that could lead to negative
outcomes for various types of assets. Sources of threats include natural threats, man-made
threats, and environmental threats. The analysis of threats requires a full consideration of
threats to confidentiality, threats to integrity and threats to availability as defined in
[ITU-T X.1055]. For telecommunication organizations, in addition to the general types of
threats, consideration should also be given to threats introduced due to the particularity of
telecommunication networks, such as defects of SS7, pseudo base stations,
telecommunication fraud, etc.

d) Vulnerability identification: An analysis of the weak points of the various assets which
could be damaged by threats. Vulnerability can be damaging to assets once it is
successfully exploited by threats. Vulnerabilities exist in physical environments,
organizations, processes, people, management, configuration, hardware, software, and
information.

e) Risk evaluation: It is mainly the process of identifying and analysing the risks faced by the
systems consisting of various assets and related protective measures. The risks evaluated
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include information system risk, human resource risk, operational risk, network service
risk, physical risk and compliance risk. From the risks faced by the object being evaluated
and their associated risk levels.

f) Risk control recommendations: Based on the results of the risk evaluation. Propose
alternative security measures for use in developing the security policy.

In all stages involved, the activities should have confirmed the control objectives and the contents
of [ITU-T X.1051], as indicated in Table 1.

Table 1 — Clauses of [ITU-T X.1051] related to conducting risk assessment

Clause number Clause title
5 Information security policies
8 Asset management
1114 Protecting against external and environmental threats
12.6 Technical vulnerability management
17 Information security aspects of business continuity management
18 Compliance
8 Establish security management policy
8.1 Purpose

The purpose of this process is to establish the security management policy with the required
authority and resources for the development. The security management policy serves as the
foundation and core of the organization's information security management and guides the
organization's various security management activities.

8.2 Outcomes

The security policy is a collection of security objectives, security management and controls,
security management processes, security technology control measures, etc. which are used by
telecommunication organizations. It usually appears as a series of different levels of security
documents. The result of this process can be divided into multiple levels from abstract to specific,
and mainly includes the following aspects:

a) The overall security policy that shows the manager's leadership and commitment to the
information security management system.

b) A general security specification that is defined according to the overall security policy. It is
usually a higher-level generic specification that can be applied to various systems or
services.

C) The relevant procedures, rules, and guidelines for ensuring the implementation of the

security regulations which contain the assignment and communication of responsibilities
and authorities for information security related roles.
8.3 Guideline

Establishing security management policy should specify the management activities and procedures
which include the acquisition, analysis, establishment and approval of security policy requirements
and the associated security documentation deriving from this policy.

The main activities of policy management comprise the management of the following procedures:

Rec. ITU-T X.1052 (10/2020) 5



b)

Collect and analyse the security policy requirements: This collection of requirements
applies both to changes to the existing security policy and to the creation of a new security
policy. The requirements can be acquired based on the organization's use and execution of
the existing policies or based on identifying new security risk and requirements. The main
sources of security policies include consideration and definition of the business strategy and
objectives of the telecommunication organization, identification and evaluation of the
risks which the telecommunication organization faces, the security measures and controls
needed to reduce these risks, compliance requirements of the relevant laws, rules and
regulations, contractual requirements and obligations, the cultural and societal
requirements, and the goals, principles and specific requirements of telecommunication
services provided by the organization. After this acquisition and collection of requirements,
it is necessary to analyse if they are acceptable to management for the amendment of the
existing security policy or if they are acceptable for the establishment of new security
policy.

Establish the security policy: Establish the relevant security policy based on a detailed
analysis of the accepted revisions or new security management and controls, and
comprehensive consideration of internal and external organizations, internal personnel,
partner personnel, users, systems, services and other factors. If necessary and appropriate,
the amendment or establishment of the security policy may need to involve co-operation
with suppliers or partners.

Approve and publish the security policy: Management should examine and then approve
the amended or newly-established security policy. After the policy has been approved, it
needs to be published and distributed to all departments and employees and other interested
parties. If the security policy is not approved, it needs to be returned to the developers to be
revised to take into account the comments from management.

In all stages involved, the activities should have confirmed the control objectives and the contents
of [ITU-T X.1051], as indicated in Table 2.

Table 2 — Clauses of [ITU-T X.1051] related to establishing a security management policy

Clause number Clause title
5 Information security policies
16.1.1 Responsibilities and procedures
18 Compliance
6.1.1 Information security roles and responsibilities
6.1.2 Segregation of duties
6.1.3 Contact with authorities
6.1.4 Contact with special interest groups
7.12 Terms and conditions of employment
11.1.3 Securing offices, rooms, and facilities
11.1.5 Working in secure areas
11.1.6 Delivery and loading areas
15.1.1 Information security policy for supplier relationships
15.1.2 Addressing security within supplier agreements
9.11 Access control policy
1211 Documented operating procedures
13.2.1 Information transfer policies and procedures
6 Rec. ITU-T X.1052 (10/2020)



9 Define information security controls

9.1 Purpose

The purpose of this process is to define the detailed information security controls for different
systems, and formulate specific detailed information security management specifications and other
documents to be implemented in consideration of the characteristics of different levels of assets in
each system for actual construction and development process.

9.2 Outcomes

The information security controls planned for this process should be described as specific security
objectives that each system needs to implement, as well as detailed controls on specific security
management and technologies that need to be followed. The specific outputs should be reflected in
documented detailed security management specifications based on published security management
policies, the different features of various systems, and the security risks they face, including:

a) Security plan for the system which defines the security objectives, overall security function
requirements that the system needs to achieve, selected security controls which match the
system.

b) Security specifications for systems, specifying the specific security techniques and security

management measures that the system should adopt in order to achieve security objectives.

9.3 Guideline

Information systems are the basis for telecommunication organizations to carry out services. To
ensure the security of their production and operations in the later stages, it is necessary to clarify the
needs of security and determine appropriate security control measures during the early planning.
The process of defining information security controls should focus on clarifying the security
management requirements that the information system needs to meet, analysing the possibility of
achieving security requirements, and determining the specific security measures to be taken.

The main activities of this stage comprise the management of the following procedures:

a) Determine the security objectives: Establish the security objectives to be achieved by the
information system according to the information security management policy issued by the
organization, the relevant risk assessment results, the characteristics of the information
system itself.

b) Analyse security function requirements: According to the established security objectives,
analyse the security function requirements that the information system should have,
including the division strategy of the network security domain, the security equipment and
protection measures required at all levels of the network boundary.

C) Implement security plans: Analyse the security control measures that can be taken for each
security function requirement, evaluate the realization cost and feasibility of various control
measures, and select measures that match the information system to complete the security
plans.

d) Review and confirm the security plan: The organization should review the security plan.
After approval, the security plan will enter the security specifications preparation section.
Otherwise, the proposals that have not passed the review need to be revised.

e) Implement security specifications: Compile specific security specifications based on the
identified security function requirements and security plan.
f) Review and publish security specifications: The organization should review and publish the

security specifications to the relevant personnel and experts after approval as a basis for
later implementation. If the specifications are not approved, the specifications need to be
revised.

Rec. ITU-T X.1052 (10/2020) 7



When defining information security controls, it is necessary to fully consider the relevant security
control measures of [ITU-T X.1051] in terms of users, technical means, personnel, partners, etc., as
indicated in Table 3.

Table 3 — Clauses of [ITU-T X.1051] related to defining information security controls

Clause number Clause title
6.1.5 Information security in project management
6.2 Mobile devices and teleworking
9.12 Access to networks and network services
9.3 User access management
9.4 System and application access control
10 Cryptography
111 Secure areas
12.4.2 Protection of log information
12.6 Technical vulnerability management
13.1 Network security management
13.2.3 Electronic messaging
14.1 Security requirements of information systems
1711 Planning information security continuity
17.2 Redundancies

10 Implement information security controls

10.1  Purpose

The purpose of this process is to implement the information security controls required for the
normal operation of the system based on previous planning. Organizations need to complete the
management activities of resource allocation, system development, engineering construction and
other aspects, and after passing the security acceptance, the information systems, business platforms
and related resources will be handed over to the actual production and operation.

10.2  Outcomes

The process of implementing security management and controls needs to complete activities such as
resource allocation, system development, system construction, and other related activities. The final
outputs include the following aspects:

a) Resources required by the system or platform: physical environment, equipment, personnel,
etc.
b) System development documentation, source code: A series of documents and source code

completed during the system development process, such as development requirements
documents, design documents, test reports, source code, etc.

c) The security function of the system or the security function module of the original system:
Various security functions that are actually available.
d) Security acceptance report: The security acceptance report passed by the security function

verification of the system in which the details of the methods, results and personnel
signature of the security function acceptance are recorded.
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10.3  Guideline

In this process, telecommunication organizations need to implement various security controls
required to realize the normal operation of the system, including configuring resources according to
previously defined objectives, security function requirements, security solutions, security
specifications, implementing system security development, and implementing system security
construction. Management activities in the following are required:

a) Resources allocation: The organizations need to allocate the required physical environment,
personnel and other resources according to the requirements of the system, and ensure that
the configured resources meet the needs of information security management.

b) Compile a security development plan: The organizations should establish a security plan to
guide the development of information systems. The development of a telecommunication
organizations' information system will typically involve a variety of development processes
such as internal development, outsourcing development and outright purchasing and
acquisition processes. The plans and specifications should specify the requirements for
various development processes to ensure that the security controls of system development
have been implemented properly and no intentional or unintentional weaknesses are left
during development. Security development plans and specifications need to be approved by
the management of telecommunication organizations.

C) System security development: The organizations need to implement the system
development work according to the development plan, implement the various controls
required by the security specification, and also take measures to ensure the security of the
development process, documents, and source code to prevent security vulnerabilities and
back doors in the code. During the process of development, checks and reviews should be
carried out at each step of the development process. This should verify that the security
objectives and requirements are met.

d) Security review: After completing the development, the organizations should designate
auditors, independent of developers, to carry out a security review on the developed system
so as to ensure that the system achieves the requirements in the system security
development plans and specifications and confirm the compliance of development activities
during the developing process.

e) Deploying information system: When the system development is completed and put into
construction, the organizations should deploy the information system according to security
specifications, and control the impact on other existing system. The interface between
systems should be strictly controlled.

f) Acceptance of the information system: After the deployment, the security specifications
specified in the contract or other required documentation should be tested and verified to
check whether the information system meets the security requirements. If not, revisions
need to be made until the requirements are met and acceptance is given.

In all stages involved, the activities should have confirmed the control objectives and the contents
of [ITU-T X.1051], as indicated in Table 4.
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Table 4 — Clauses of [ITU-T X.1051] related to implementing information security controls

Clause number Clause title
11 Physical and environmental security
7.1 Prior to employment
12.1 Operational procedures and responsibilities
141 Security requirements of information systems
14.2 Security in development and support processes
14.3 Test data
15.1.2 Addressing security within supplier agreements
11 Operation and maintenance for the information security controls

11.1  Purpose

The purpose of operation and maintenance for the information security controls is to keep the
security of information systems effective and efficient. This is important when the system is in daily
operation or changes occur.

11.2  Outcomes

Operation and maintenance for the information security controls involves various activities in the
daily operation of the system, including security configuration, security changes and others. The
specific outputs should be reflected in a series of documents and configuration results generated
during the daily operation and maintenance process, including:

a) Security configuration baseline: Defines the various security configuration requirements
that need to be observed during system operation;
b) Authority allocation and approver configuration: The account number, authority assignment

rules and distribution results of the operators involved in the system are clarified. For the
account with high authority such as sensitive information, the configuration of the approver
is also included.

C) Network interconnection scheme: Clarify the network interconnection implementation
requirements of the system and other networks and applications;

d) Remote access review result: The review result for the remote access requirement is
clarified, and the remote access can be allowed only when the review result is allowed.

e) Malware report: Periodically generated malware analysis and processing results for system
terminals and servers.

f) Security change plan: The network security change technical plan formulated for the

change requirements generated in the security operation, including technical solutions,
reversal measures, and scope of influence.

11.3  Guideline

Operations and maintenance for the information security controls include several activities, such as
security configuration management, security change management, network interconnection
management, remote access management, malware detection and processing, etc. These activities
are described as follows:

a) Set up a system security configuration benchmark: Refer to relevant specifications and best
practices to form a combination of security configuration items that the information
systems and devices in the organization need to comply with. The organizations can
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b)

d)

f)

9)

h)

establish different levels of security configuration benchmarks based on different levels of
systems, equipment, and manufacturers according to the importance;

Implement security configuration: According to the security configuration benchmark,
perform specific security configuration on each system and device to ensure that each
configuration meets the requirements of the security configuration reference.

Security authorization management:. Formulate the authority allocation rules for the
personnel, programs, and interfaces involved in the system, and assign accounts according
to the rules. For an account involving sensitive operations, the corresponding operation
approver is assigned at the same time, and the behaviour when performing sensitive
operations should be reviewed.

Network interconnection management. The organizations need to determine the network
interconnection rule according to the security policy, analyse the requirements of the
business department or the third-party network owner to implement or revoke the network
interconnection, formulate the network connection implementation plan and review the
plan, and implement it after the review is approved.

Remote access management: Collect the requirements and requests for remote access of
third parties, mobile working, telecommuting, etc., and authorize the remote access requests
according to the organization's remote access rules. Then implement the remote access,
minimizing the scope and the period of the access according to the requests and the rules
for remote access. If the remote access involves a third party, then a confidentiality
agreement should be signed.

Security operation management: Manage various operations during the system operation,
especially strengthen the management of assets and take measures to prevent data leakage.
When sensitive information is inquired after or operated, the approver should review it.
After the approval, the operator can execute it.

Malware detection and processing: The organization should regularly check and obtain the
latest malware definitions, and perform malware detection and processing on the client and
server periodically, and submit malware detection and processing reports to the
management level periodically according to the processing results.

Security change management: Organizations need to establish security technology solutions
required for network changes, according to the change requirements generated during the
operation process, the existing network conditions and relevant technical specifications, and
implement changes after the test is completed, including system upgrades, version updates,
patch updates, etc.

In all stages involved, the activities should have confirmed the control objectives and the contents
of [ITU-T X.1051], as indicated in Table 5.

Table 5 — Clauses of [ITU-T X.1051] related to managing operation and maintenance

for the information security controls

Clause number Clause title

Human resource security

Asset management

Access Control

11 Physical and environmental security

12 Operations security

13 Communications security

15.1.2 Addressing security within supplier agreements
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12 Monitoring and auditing on the information security controls

12.1  Purpose

The purpose of monitoring and auditing on the information security controls is to confirm the
implementation and effectiveness of existing security measures and find information security
threats in various aspects.

12.2 Outcomes

The organizations' monitoring and auditing process includes multiple activities to identify items that
do not meet the information security control objectives and control requirements, as well as new
risks that change over time. The outputs should be reflected as a series of files, including:

a) Security emergency response plan: Security incident emergency plan formulated according
to the recovery time objectives and recovery point objectives of different systems,
combined with risk control strategies, considering different aspects of the business-related
platform system infrastructure, network, system, and business itself.

b) Daily monitoring records: Record information for daily information security monitoring,
including abnormal access, abnormal traffic, and various types of network attack
behaviours.

C) Security audit results: Regular or irregular information security risk assessment and audit
results of operation logs, including compliance usage, high-risk, abnormal or illegal usage,
etc.

d) Security event report: Security event summary report after a security event occurs, which

records and summarizes the causes, phenomena, treatment methods, and improvement
suggestions.

12.3  Guideline

Monitoring and auditing on the information security controls include a series of activities, such as
security early warning management, security risk monitoring, log audit, incident emergency
response, etc.

a) Security early warning management: Collect early-warning information from the internal
security incident processing results, security announcements of software/hardware vendors,
or other security organizations. Analyse the impact analysis in conjunction with network
security technologies to determine whether it is necessary to adopt additional controls, and
release security early-warning reports if adopting additional controls is not imperative. For
the security early-warnings that need to adjust the security controls, make recommendations
for improvements and perform security configuration management or install patches after
review of the suitability, adequacy and rationality.

b) Monitor changes of security configurations. Monitor the status of the implementation of the
security configuration profiles on assets and identifying those items that fail to meet the
benchmark. If a violation of the security configuration is found, the configuration should be
adjusted based on the security benchmark.

c) Monitor remote access status: Check the remote access records regularly to determine
whether there is abnormal access, and take necessary measures to correct the problems
found in the inspection.

d) Monitor network traffic: Monitor network boundaries, alert in time when receiving access
requests that violate boundary policies, and detect suspected attacks. At the same time
monitor intranet data traffic, provide early warning when monitoring the transmission of
sensitive data in batches, and identify potential existing loopholes.
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e) Security audit: Review the implementation of information security management of the
system and find any non-compliance or potential risks and form a security audit report
periodically or when important events occur, including compliance audits, vulnerability
scans, log audits, etc.

f) Incident emergency response: Formulate emergency response plans for information security
incidents, organize emergency drills regularly according to emergency plans, and make
real-time or near-real-time responses according to the methods and processes defined in
[ITU-T X.1056] when related events occur.

In all stages involved, the activities should have confirmed the control objectives and the contents
of [ITU-T X.1051], as indicated in Table 6.

Table 6 — Clauses of [ITU-T X.1051] related to monitoring and auditing
on the information security controls

Clause number Clause title

12.4 Logging and monitoring

12.7 Information systems audit considerations

16.1.2 Reporting information security events

16.1.3 Reporting security weaknesses

16.1.4 Assessment of and decision on information security events

16.1.5 Response to information security incidents

17.1.3 Verify, review and evaluate information security continuity
13 Improve information security processes and controls

13.1  Purpose

The purpose of improving information security processes and controls is to keep the information
security controls aligned with the organizations' information security management system as the
organizations' environment changes over time.

13.2 Outcomes

The process of improving information security processes and controls mainly improves information
security elements based on information security incident data, results of security audits, new risks,
new threats, and development trends over time. Including system recovery, incident handling,
revision of existing information security management solutions and related documents. As a result
of the successful performance of this process, the outputs include:

a) Information security controls and capabilities are improved.

b) Information security improvement solution: It defines new controls that should be taken in
response to the lack of existing controls, new risks, new threats, etc., including the
improvement requirements for various elements of information security management to
continuously improve the information security protection capabilities.

c) Records of improving solution deployment: Detailed records of deployment of controls and
deployment results.

13.3  Guideline

In the improving information security processes and controls process, telecommunication
organizations need to formulate relevant control measures against the information security threats
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found in the assessment, take protective measures against the information security events that have
occurred, draw lessons from the incidents to formulate preventive measures, improve the usability,
suitability, adequacy and effectiveness of the information security controls, add missing elements
required by changes in the organization's environment, and keep information security management
capabilities continuously over time. Some necessary activities need to be carried out, including:
summarizing lessons learned, formulating improvement solutions and plans, implementing specific
improvement controls, etc. as follows:

a)

b)

Summarise experience and lessons: Summarize various types of security early warning
information, security audit results, and security incidents, evaluate the shortcomings of
existing control measures, analyse whether improvements are needed, and determine
whether it is necessary to adjust existing security policies and security programs.

Formulate improvement solutions and plans: If improvements are needed, formulate
specific information security improvement solutions and plans, and review the adjusted
content.

Deploy improvement controls: Perform system recovery to restore any capabilities or
services that were impaired due to security incidents and modify controls according to the
evaluated improvement solutions and plans. For the improved content, it should be
documented in a timely manner, and the non-conforming content in various existing
documents should be updated.

In all stages involved, the activities should confirm the control of objectives and the contents of
[ITU-T X.1051], as indicated in Table 7.

14

Table 7 — Clauses of [ITU-T X.1051] related to improving information
security processes and controls

Clause number Clause title
16.1.6 Learning from information security incidents
16.1.7 Collection of evidence
17.1 Information security continuity
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