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Security framework for voice-over-long-term-evolution (VoLTE) network operation




Summary

Voice over LTE (VoLTE) is a voice communication service over IP multimedia subsystem (IMS) network, and its traffic is routed through long term evolution (LTE) wireless network, evolved packet core (EPC) core network and IMS core network. VoLTE adopts a full Internet protocol (IP) network framework based on session initiation protocol (SIP), which makes VoLTE more vulnerable to attacks than traditional voice service, which is based on circuit switch. Therefore, there is an urgent desire to establish the overall security framework for VoLTE network operation.

Recommendation ITU-T X.1041 analyses security threats encountered by the VoLTE network and recommends countermeasures for telecommunication operators to ensure the secure operation. It also provides a security reference framework for VoLTE network.
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Recommendation ITU-T X.1041

Security framework for voice-over-long-term-evolution (VoLTE) network operation

1 Scope

This Recommendation analyses security threats encountered by VoLTE network and recommends countermeasures for telecommunication operators to ensure secure operation. It also provides a security reference framework for VoLTE network.

This Recommendation:

– Describes security threats to VoLTE network operation.

– Provides technical and management measures for countering security threats.

– Defines a security framework for VoLTE network operation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere

None.

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1    session border controller (SBC): A device deployed in VoLTE network to exert control over signalling and media streams involved in setting up, conducting, and tearing down telephone calls or other interactive media communications for the telecommunication operator. It provides functions such as security (e.g., Firewall, topology hiding), control-plane interworking between different protocols, network address translation, transcoding between different user-plane data types, load-balancing and routing, etc. [b-GSMA FCM.01].

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

AKA Authentication and Key Agreement

AS Application Server

CLR Cancel Location Request

CSCF Call Session Control Function

DB Database

DDoS Distributed Denial of Service

DoS Denial of Service

ECGI Evolved Universal Terrestrial Radio Access Network Cell Global Identifier

EPC Evolved Packet Core

E-UTRAN Evolved Universal Terrestrial Radio Access Network

GUTI Globally Unique Temporary UE Identity

HSS Home Subscriber Server

I-CSCF Interrogating Call Session Control Function

IMEI International Mobile Equipment Identity

IMS IP Multimedia Subsystem

IMSI International Mobile Subscriber Identity

IP Internet protocol

IPSec IP Security Protocol

ISDN Integrated Services Digital Network

LTE Long Term Evolution

MME Mobile Management Entity

MS Mobile Station

MSISDN Mobile Subscriber International ISDN Number

OM Operation and Management

OS Operating System

P-CSCF Proxy-Call Session Control Function

PDN Public Data Network

PGW PDN Gateway

QoS Quality of Service

RSZI Regional Subscription Zone Identity

SBC Session Border Controller

S-CSCF  Serving-Call Session Control Function

SGW Serving Gateway

SIP Session Initiation Protocol

SQL Structured Query Language

TAI Tracking Area Identity

TAS Telephony Application Server

TMSI Temporary Mobile Subscriber Identity

UE User Equipment

VoLTE Voice over LTE

XSS ross-Site Scripting

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but not absolutely required, if conformance to this Recommendation is to be claimed.

6 Introduction

6.1 Background

VoLTE is a GSMA profile of the standards defined for the delivery of services (mainly voice) over the packet switched only network of long term evolution (LTE), leveraging the IP multimedia subsystem (IMS ) core network [b-GSMA FCM.01]. VoLTE is deemed as a standardized system for providing voice service for 4G mobile users.

A VoLTE architecture is depicted in Figure 6-1. It is composed of a VoLTE mobile station (MS), evolved universal terrestrial radio access network (E-UTRAN), evolved packet core (EPC), IMS, home subscriber server (HSS) and various application servers (AS).
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Figure 6-1 – VoLTE architecture

VoLTE MS is the mobile terminal which is authorized to access the network and use VoLTE service. It may be a smartphone or tablet or another kind of communication device.

E-UTRAN consists of eNodeBs which are in charge of wireless transceiver and base station control. The eNodeBs connect to the mobile management entity (MME) for signalling transmission, while data transmission is directly routed to the serving gateway (S-GW) and public data network (PDN) gateway (P-GW).

EPC is the 4th generation of the 3GPP core network. The EPC basically contains MME and S/P-GW. MME is the most important control point in the core network and it is responsible for most of the control plane functions. S-GW is responsible for the quality of service (QoS). P-GW allocates IP addresses to user equipments (UEs), selects routes and provides interfaces towards Internet and IMS.

IMS is a standalone system that connects to the LTE network via P-GW. VoLTE service is provided through the call session control function (CSCF) that controls the phone calls in the IMS network. The CSCF manages VoLTE registration information, connects calls and relays voice call transmission and reception. According to its dedicated function, the CSCF is classified into proxy CSCF (P-CSCF), interrogating CSCF (I-CSCF) and serving CSCF (S-CSCF). The main function of P-CSCF is to forward all SIP messages between the UE and the IMS. The I-CSCF finds the corresponding S-CSCF by querying HSS. The S-CSCF provides session management such as session set up, session deletion and session control.

The main AS is called telephony application server (TAS) and it is responsible for both signalling and media manipulation for many services such as local number portability, free-call routing resolution, unified messaging and conference bridge services.

The HSS contains all the information related to the subscribers and provides details of the subscribers to other network entities. The authentication center is part of HSS, which is responsible for generating authentication vectors for each subscriber.

6.2 Threats analysis

VoLTE network is subject to various security threats and vulnerabilities. This Recommendation categorizes these threats into four groups:

1) Threats to data: The threats to the sensitive data for VoLTE network operation.

2) Threats to applications: The threats to session initiation protocol (SIP) signalling, voice media and other application services.

3) Threats to networks, all the common threats to E-UTRAN, EPC and IMS network.

4) Threats to infrastructure: The threats to the software and hardware of the VoLTE network elements.

6.3 Countermeasures

This Recommendation describes security measures in five dimensions according to different types of threats in the VoLTE network.

1) Countermeasures for data security.

2) Countermeasures for application security.

3) Countermeasures for network security.

4) Countermeasures for infrastructure security.

5) Security management.

6.4 Security reference architecture

This Recommendation provides a security framework to address security challenges of the VoLTE network operation. The security framework is designed based on the analysis of threats and countermeasures.

7 Threats analysis

VoLTE suffers from various security threats, such as the leakage of data, eavesdropping, flood attack and so on. These threats can be categorized into four groups: threats to data, threats to application, threats to network and threats to infrastructure.

7.1 Threats to data

The network elements in VoLTE store important and sensitive data. It is essential to provide confidentiality, integrity and availability of these data.

Sensitive data mainly includes the following:

– Users' personal data: International mobile subscriber identity (IMSI), mobile station international subscriber directory number (MSISDN), international mobile equipment identity (IMEI), temporary mobile subscriber identity (TMSI), globally unique temporary user equipment identity (GUTI), etc.

– Location data: Regional subscription zone identity (RSZI), tracking area identity (TAI), evolved universal terrestrial radio access network cell global identifier (ECGI), latitude and longitude of eNodeBs, etc.

– Network authentication data: Root key, authentication parameters, encryption key, integrity key, etc.

– Users' service data: Access time, online time, call time, credit rating, arrears, billing, etc.

Sensitive data are subject to information disclosure in the process of data storage, as well as data transmission, data usage, and data destruction. The disorganized management of staff, computer rooms and equipment, can result in serious security risks. Moreover, some malicious attacks can also lead to sensitive data leakage. For example, an attacker may eavesdrop on data transmitted over the air interface and use a stolen key to decrypt user data or signalling. Attackers can also utilize the diameter protocol to launch inter-network location queries, and illegally obtain user location.

7.2 Threats to applications

The application layer of the VoLTE system refers to the services above IP layer, including the SIP signalling, the voice media, and the supplementary web services.

7.2.1    Threats to SIP signalling

VoLTE uses the SIP protocol to carry the signalling messages. Attackers can exploit the vulnerabilities of SIP to launch SIP malformed packet attack, and DoS attack.

SIP malformed packets do not conform to SIP protocol specifications such as [b-IETF RFC 3261] and [b-IETF RFC 3455]. It is easy to maliciously customize SIP malformed packets to detect the vulnerabilities of SIP protocol stack. The imperfections of an abnormal SIP signalling processing mechanism can lead to system exceptions, or even server crash.

The attackers may attempt to inject a large amount of SIP messages to abuse the crucial resources of the core network, such as bandwidth, session and processing capability, and to degrade the network performance or to make the network unable to provide services.

7.2.2    Threats to VoLTE voice media

Threats to VoLTE voice media include caller ID spoofing, session hijack, etc. Attackers may also construct non-compliant media packets to launch DoS attack on session border controller (SBC) or remote media servers.

7.2.3    Threats to web services

As indicated in Figure 6-1, there is a main AS called TAS responsible for many services in VoLTE. Besides voice services, TAS also contains a web server to provide supplementary services, such as call forwarding, which can be configured and managed by subscribers via the Internet. The web server may suffer from common web threats such as structured query language (SQL) injection or cross-site scripting (XSS).

7.3 Threats to network

In the VoLTE system, threats to the network come from two sources: attacks from the Internet, and attacks from other networks.

The VoLTE network connects with the Internet through the SGi interface, and this interface is the source of remote attacks on the core network from the Internet.

The interchanging of protocol between different networks, such as Diameter, may cause a substantial security risk if not protected properly. For example, attackers can forge a Diameter cancel location request (CLR) signalling message to intercept any user's VoLTE service, or send other kinds of Diameter messages to initiate attacks on MME, HSS or other VoLTE network elements.

7.4 Threats to infrastructure

Threats to infrastructure include but are not limited to:

– Operating system (OS)/database (DB) vulnerability exploitation: OS and DB vulnerabilities are usually due to improper programming or other functional self-defects introduced during the system design or development process. OS and DB vendors continuously publish patches for known vulnerabilities. If VoLTE equipment's do not apply these patches in a timely manner, attackers may exploit these vulnerabilities and cause damages.

– Improper security configuration: Improper security configuration can lead to the misuse of files and directories. If there is no mechanism to ensure that the passwords are strong enough, updated periodically and stored in encrypted storage, attackers can log onto the device illegally and control it maliciously by the means of brute force attacks. If P-GW is not properly configured, illegal direct IP connections may be established between the VoLTE MSs and cause DoS billing issues for VoLTE users.

– Unauthorized physical access: If unauthorized devices physically access the VoLTE network, attackers can use them to steal sensitive data, or even destroy the continuity of VoLTE network operation.

– Malicious software: Malicious software, such as zombies, trojans and worms, which are installed illegally, may cause severe consequences, such as, rendering the system unstable, turning the equipment into maliciously controlled devices, data theft, or interruption of VoLTE network services.

8 Countermeasures

To protect the security of VoLTE network, schemes combining technology and management measures are needed. This Recommendation describes the countermeasures in five dimensions: data security, application security, network security, infrastructure security and security management.

8.1 Countermeasures for data security

8.1.1    The security of data storage

When data are stored in the VoLTE network, certain measures should be taken to ensure the security of data storage such as the following:

– Data should be managed in accordance with data sensitivity and stored based on its security levels.

– The storage of sensitive data should be securely protected. Related measures include, but are not limited to, the following: establishing the authentication and access control mechanism, and conducting regular risk assessments.

– Data backup and recovery mechanism should be enforced. Data disaster emergency plans must be prepared in advance. Once data are lost or destroyed, they must be detected and recovered in a timely manner.

8.1.2    The security of data transmission

When data packets are transported across various networks or systems, certain measures should be taken to prevent data disclosure during transmission.

– Prior to transmitting sensitive data to other systems, it is required that the system be reliable.

– Transmitted data should be encrypted using secure encryption algorithms.

8.1.3    The security of data destruction

When a service system containing sensitive data is removed from service, or when sensitive data are expected to expire, reliable technical measures are required to ensure that sensitive data are destroyed and cannot be restored. Regarding data destruction, the following should be ensured:

– The data destruction process should be established, and action taken when users withdraw from the service, or data are beyond the retention period.

– The data destruction process should be recorded for follow-up security audits.

– Once sensitive data has been destroyed, reliable technical measures should be used to ensure that the data cannot be restored.

8.2 Countermeasures for application security

8.2.1    SIP signalling reinforcement

The main countermeasures for malformed SIP packets include protocol conformance checking and protocol robustness verification using the multi-level filtering mechanism. It is recommended that the following malformed SIP packets should be filtered:

– Overlength segment packets: When the length of the SIP packet exceeds a specified threshold.

– Multi-header-fields SIP packet: When the number of fields, such as via, contact or route, in a SIP packet exceeds the specified threshold.

– SIP packets with incorrect IP address: When the IP address in the via header is different from the source IP of the transport layer.

– Self-loop SIP packets: When the IP addresses of sender and receiver are identical.

8.2.2    SIP signalling flood prevention

Some restriction schemes, as listed below, should be applied according to the features of the SIP signalling to prevent DoS attacks.

– Limiting the rate of requests per single user in an SBC: Limit the number of register requests during a period by single user for the SBC to eliminate register signalling attacks.

– Limit total SIP signalling rates for all users in core network to prevent DoS attacks.

– SIP signalling should be analyzed by classification and statistics to determine whether the behavior is aggressive. If the user is identified as having an aggressive behavior, the packet rate should be limited or the packets should be dropped.

8.2.3    Voice media security

IMS-AKA should be deployed and enforced to authenticate the MS and IMS network to prevent caller ID spoofing attack and session hijack attack. The network should have the capability to filter illegal media packets.

The SBC should be examined for the legitimacy of received media packets. This can prevent attackers from initiating media packet attacks that can affect the normal operations of legitimate users.

8.2.4    Web service security

Measures should be taken to ensure the security of the websites, such as format legitimacy, checking of user input and regular security inspection on the website.

8.3 Countermeasures for network security

8.3.1    Security deployment

Security deployment is achieved by isolating the various security domains. Systems with the same security attributes and similar security levels should be deployed into the same security domain. Appropriate security policies should be configured to control inter-domain access between different security domains. It is necessary to divide VoLTE network into security domains, such as: wireless access security domain, core network security domain, operation and management (O&M) network security domain, billing security domain, etc.

8.3.2    Inter-networking security

It is necessary to ensure the security of the connection between the VoLTE network and a 2G/3G core network, as well as the connection between different VoLTE network operators. Hence the security protection measures of boundaries between different networks should be taken to ensure interconnection security. Networks must be segregated and boundary protection equipment such as SBC or firewalls should be deployed.

8.3.3    Multiple protection mechanism

Deploy dedicated security protective devices in a VoLTE network to realize network security-in-depth defences, such as firewalls, anti distributed denial of service (DDoS) systems and IPS equipment, ensure that abnormal traffic or malicious behaviour can be detected and blocked in a timely manner.

8.3.4    IP transmission encryption

It is required to deploy IP security protocol (IPSec) to ensure the confidentiality of IP transmission. An IPSec tunnel should be established between the MS and P-CSCF to protect confidentiality of SIP signalling [b-3GPP TS 24.229].

8.4 Countermeasures for infrastructure security

8.4.1    Security baseline for net equipment configuration

It is necessary to set up a standardized security baseline for the configuration of a VoLTE infrastructure.

The security baseline includes the authentication and authorization requirement, security logging and audit.

The VoLTE infrastructure should be configured according to the security baseline.

The network elements that need to be securely configured include: OS, DB, router, firewall, server, LTE/EPC, IMS, etc.

Some common baseline requirements for the network elements are:

– Unnecessary and unsafe network ports or services should be closed.

– Access to the file systems should be granted with least-privilege.

– Strong password should be enforced for each account, and unnecessary accounts should be deleted.

In particular, P-GW should be configured to prohibit the direct IP communication between different MSs. It is recommended that P-GW should be configured to only allow communication between MS and the CSCF for SIP signalling and communication between the MS and the internal DNS server.

8.4.2    Physical access security

The hosting environment of the communication infrastructure should be regulated to prevent unauthorized access.

8.4.3    Software integrity protection

Software integrity protection should be designed to prevent system and application software from being illegally tampered with. Software component integrity should be verified by using an integrity protection algorithm.

8.5 Security management

The security management for VoLTE network addresses the risks before, during and after the event.

8.5.1    Security evaluation

It is required to establish an internal security evaluation process and recommended to pass the third-party authorities' security certification, such as EAL3 of CC [b-ISO/IEC CC].

8.5.2    Security operation and maintenance

Some measures should be taken to ensure the security of daily operation and maintenance, such as periodical network/service vulnerability scanning, regular software robustness testing, centralized log management, etc.

8.5.3    Security risk response and disposal

It is required to take worldwide security events into account. Threat intelligence and globally exposed vulnerabilities should be collected in a timely manner and risk analysis should be updated accordingly. A security operation workflow to guide the risk analysis and system reinforcement should be set up with high efficiency. Once the threat intelligence that may affect the operation of VoLTE network is disclosed, the workflow should be activated in time to make sure that the threats and risks are properly disposed.

9 Security reference architecture for VoLTE network

Based on the above analysis of threats and countermeasures, the recommended security reference framework for VoLTE network is shown in Figure 9-1:

[image: Figure]

Figure 9-1 – Security reference framework for VoLTE network operation

The framework is designed to address the security challenges of VoLTE network operation. It classifies the security threats into four groups (Data, Application, Network, and Infrastruture), provides technical countermeasures for each group, and contains management countermeasures for all the four groups.

This Recommendation lists the most common and representative security threats and corresponding countermeasures for VoLTE network operation, and organize them into the above security reference framework. It should be understood that due to the complexity of the VoLTE network deployment, all the security threats and countermeasures cannot be exhausted in a single document. At the same time, the threats in VoLTE network evolve continually and countermeasures need to be reinforced constantly.

The security reference framework in this Recommendation is designed to help operators and vendors better understand threats and to efficiently counter the attacks encountered or those that are imminent in the years to come. It is recommended that VoLTE network operators and vendors use this security reference framework to identify and organize any future threats and/or countermeasures, and improve their capabilities to cope with the security challenges of VoLTE network operation.
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