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Recommendation I TU-T X.1031

Roles of end user s and telecommunications networ ks
within security architecture

Summary

Recommendation ITU-T X.1031 provides guidance for applying the concepts of Recommendation
ITU-T X.805 architecture to divide security controls between the telecommunication networks
(including service provider's and/or application provider's networks) and the end user's equipment.
The Recommendation also defines the factors to be taken into account in setting up or dividing the
interaction of security controls between the telecommunication network and the users. In addition, a
classification of security controls for telecommunication is given.

Source

Recommendation ITU-T X.1031 was approved on 22 March 2008 by ITU-T Study Group 17
(2005-2008) under Recommendation ITU-T A.8 procedure.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectua property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2008

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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Recommendation I TU-T X.1031

Roles of end users and telecommunications networ ks
within security architecture

1 Scope

11 Security support in the telecommunication systems is essential for the telecommunication
operators and for the users of their services. Because of this, security controls must be implemented
in the telecommunication network as well as in the end-user terminals. Such controls are to support
the security solutions, defined according to a security policy, in the environment of the user-to-user
communication. [ITU-T X.805] defines security architecture for systems providing end-to-end
communications.

This Recommendation provides guidance on applying the concepts of [ITU-T X.805] with a focus
on the specifics of the use of X.805 for securing the networks and the end-user equipment.

1.2 Division of the security controls between the network and its users meets a common
architectural layout of the telecommunication systems, where user premises equipment is strictly
separated from the network at the infrastructure layer.

1.3 Relations between the user and the network (the communication operator) have certain
regulatory and technical aspects. This Recommendation deals solely with the technical aspects.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.805] Recommendation ITU-T X.805 (2003), Security architecture for systems
providing end-to-end communications.

3 Definitions

31 Termsdefined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 quality of service [b-ITU-T E.800]: The collective effect of service performance which
determines the degree of satisfaction of a user of the service.
NOTE 1 - The "quality of service" is characterized by the combined aspects of service support performance,

service operability performance, serveability performance, service security performance and other factors
specific to each service.

NOTE 2 — The term "quality of service" is not used to express a degree of excellence in a comparative sense
nor isit used in a quantitative sense for technical evaluations. In this case, a qualifying adjective (modifier)
should be used.

3.1.2 security controls (based on [b-ISO/IEC TR 19791]): The management, operational, and
technical controls (i.e., safeguards or countermeasures) prescribed for an information system to
protect the data confidentiality, data integrity, and availability of the system and its information.
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NOTE - This definition is intended to include controls that provide accountability, access control,
authentication, non-repudiation, communication security, and privacy, which are sometimes considered as
distinct from data confidentiality, data integrity and availability.

3.1.3 security dimension (based on [ITU-T X.805]): A set of security measures designed to
address a particular aspect of the network security. There exist eight such sets identified to protect
against all major security threats. These dimensions are not limited to the network, but extend to
applications and end user information as well. The security dimensions are: (1) access control, (2)
authentication, (3) non-repudiation, (4) data confidentiality, (5) communication security, (6) data
integrity, (7) availability, and (8) privacy.

3.1.4 security layers (based on [ITU-T X.805]): A hierarchy of network equipment and facility
groupings to which the security dimensions must be applied. There are three security layers
identified: infrastructure security layer, services security layer, and application security layer.

3.1.5 security plane (based on [ITU-T X.805]): A certain type of network activity protected by
security dimensions. There are three security planes identified: management plane, control plane,
and end-user plane.

3.2 Termsdefined in this Recommendation
None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
N-D  Network security controls — Dependent on UNI

N-I Network security controls — Independent from UNI

QoS  Quality of Service

U-D  User security controls — Dependent on UNI

U-1 User security controls — Independent from UNI

UNI  User-Network Interface

5 Conventions
None.
6 Applying the X.805 conceptsto the networ ks and end-user equipment

6.1 Three security layersin a network and in the end-user equipment

6.1.1 According to [ITU-T X.805], there are three different hierarchical security layers in a
telecommunication system:

- infrastructure security layer;

- services security layer;

- applications security layer.

These security layers protect three types of telecommunication system activities:
- management plane;

- control plane;

- end-user plane.
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6.1.2 The above-listed concepts of the security architecture are applicable to both, the network
and the end-user equipment as illustrated by Figure 1. User-network interface is supported by the
subscriber line, which may be wireline or wireless.

Network End-user equipment

Security layers Security layers

Applications security

Services security

Infrastructure security

End-user plane

End-user plane

Control plane

Management plane

/
User-network

Control plane

Management plane

interface (UNI) X.1031(08)_FO1

Figure 1 — Applying the concepts of X.805 to the network and
to the end-user equipment

6.1.3 In line with clause 6.1.2, there are functionality layers defined for a network and for the
end-user equipment as depicted in Figure 2:

- infrastructure layer;

- services layer;

- applications layer.

The following elements will correspond to these layers:

a) technical facilities of the infrastructure providers, service providers and application
providers within the network;

b) technical facilities for the use of the infrastructure, services and applications at the end-user
equipment.

A more detailed description of the possible technical facilities composition of network and user is
offered in Annex A.

Network End-user equipment

Application utilization
function

Applications layer

Application providers

Services layer . . i ilizati
Y/ Service providers Serwfce uti lization
unction
Infrastructure layer Infrastructure UNI Infrastructure
providers utilization function

Figure 2 - Threefunctionality layersin network and at user end
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6.1.4 The numerous users with different termina types, requirements in term of quality of
service, security requirements, etc., could be connected to the same network.

6.1.5 An important element of the system comprising the network and the end-user equipment
(see Figures 1 and 2) is the user-network interface (UNI). This interface divides the user's and
network's technical facilities (including the security controls), and, at the same time, it facilitates
interaction between these technical facilities.

6.2 Classification of security controlsin telecommunication

6.2.1 The architectural approach under consideration in this Recommendation provides for the
introduction of an additional classification of the security controls in telecommunication.

6.2.2 Takinginto account the location of security controls, they may be divided into three groups:
- Group N (network security controls): security controls that may be used in the network;
- Group U (user security controls): security controls that may be used by the user;

- Group NU (network and user security controls): security controls that may be used in the
network and by the user.

6.2.3 Considering interrelations of both the network and user security controls with the
user-network interface (UNI), Groups N, U and NU could be split further into six classes (see
Figure 3), asfollows:

- Class N-I (network security controls — Independent from UNI): The security controls
implemented in the network and unrelated to the UNI interface;

- Class N-D (network security controls — Dependent on UNI): The security controls
implemented in the network and related to the UNI interface;

- Class U-1 (user security controls — Independent from UNI): The security controlsrealized at
the user end and unrelated to the UNI interface;

- Class U-D (user security controls — Dependent on UNI): The security controls realized at
the user end and related to the UNI interface;

- Class NU-I (network and user security controls — Independent from UNI): The security
controls that may be used in the network and by the user and unrelated to the UNI interface;

- Class NU-D (network and user security controls — Dependent on UNI): The security
controls that may be used in the network and by the user and related to the UNI interface.

4 Rec. ITU-T X.1031 (03/2008)



Network End-user equipment

Security controls of Security controls of
Group N or NU Group U or NU
ClassN-1 or Class NU-I Class U-1 or Class NU-I
security controls security controls

for Network autonomous for User autonomous
functions functions
ClassN-D or ClassNU-D Class U-D or ClassNU-D
security controls security controls
for applications providers for functlonsu(;fe applications
for service providers i for functions of service use

for functions of infrastructure

for infrastructure providers |
. UNI use

Figure 3 — Six Classes of the security controlsfor GroupsN, U and NU

6.24 Classes N-D, U-D and NU-D security controls should operate in coordination with each
other through a UNI according to standardized protocols. These controls are used for performing
the major tasks of security assurance in the connection between users.

6.25 The security controls of Classes N-I, U-l and NU-I may be selected and operated
independently. These controls are orientated to the protection of autonomous functions of the
network and users correspondingly.

For network, in particular, this Recommendation is to use security controls of Class N-I:

- the system of various passwords for the telecom personnel, limiting access to the network
software and resources;

- the functions of aresponse team in reaction to any security-related incidents.
User isrecommended, in particular, to adhere to the Class U-1 security controls:
- utilization of a password providing accessto aterminal unit;

- making sure that every incoming information-carrying medium is void of viruses and the
recorded information provides integrity.

It is pointed out that such controls of network and controls of user do not need coupling through a
user-network interface (UNI).

6.3 Roles of network and users

6.3.1 To divide the security controls between the network and the user, it is expedient to take into
account the similarities and differencesin their roles when establishing communication.

6.3.2 The main similarity between the network and the user is a formation of an inter-related
chain of protocols. In addition, both fulfil the integral task of transferring the user's information.
The overall security of a user-network-user chain of protocols is determined by the least secure
element in that chain. Given that, the security controls providing strong protection elsewhere will be
used ineffectively. For this reason, both network and user security controls must operate in the
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framework of an integral security system. [ITU-T X.805] describes security from an end-to-end
perspective.

6.3.3 The similarity may be attributed to the fact that both the network and the user may be
targets for the threat to security. On the other hand, both the network and the user may be sources of
security threats.

6.3.4 The difference may be attributed to the fact that a single network is an object of collective
usage, whereas a multitude of users are objects of individual usage. Due to this reason, the
possihilities to realize security facilities for the network and the user are different when taking into
account the regulatory requirements, and financial and operational limitations.

6.3.5 The difference may be attributed to actual applicable security policies. Specific
requirements to be met by the network are defined by a single security policy (or by coordinated
consistent security policies of some interoperating networks belonging to individual operators).
Networks have to meet some minimal security specifications and may offer higher security degrees,
as well. Specific requirements to be met by users may be defined by separate security policies of
various organizations of users. Such separate policies may differ, but must be correlated with a
security policy of network used.

6.3.6 The main difference between the network and the end-user equipment is that the network
provides telecommunication services, whereas the end-user equipment enables to use them.
According to [b-ITU-T G.1000], security is one of the important criteria of the quality of service
(QoS) to user adlongside with certain other criteria (speed, accuracy, availability, reliability,
simplicity and flexibility).

6.3.7 Taking into account that security in telecommunication is a criterion of QoS, "security
service" word-combination should not be used in new ITU-T Recommendations relating to
telecommunication security to avoid expressions like "security service X for telecommunication
service Y".

NOTE — The "service for security" word-combination is acceptable in case when this service is provided to
security system by an external organization (service of outsourcing).

6.4 Applicability of the security ar chitecture componentsto network and users

6.4.1 The security architecture for the telecommunication system depicted in [ITU-T X.805]
defines the most common viewpoints on security. Namely, it defines a list of the security threats
and a structure of the main elements of a telecommunication system, which altogether ensure
security; it also defines interrelation among these elements. In particular, [ITU-T X.805] defines the
following elements:

- security layers,
- security planes,
- security dimensions.

All of them may be applied to networks, but not all of them are likely to be applied to users. Thus, it
is advisable to consider every threat and each above-mentioned element with regard to users.
Clause 9 of [ITU-T X.805] states that, depending on a given network's security requirements, it
might not be necessary to have all architectural elements implemented (that is to have a complete
set of security dimensions, security layers, and security planes). The tables noted below show the
applicability of actions taken by the service provider for the threats towards the network (service
provider) and user (receiver of service) which should be specified by the security policies.

Tables 1, 2, 3 and 4 have been drawn up, taking into account the definitions of security elements
provided in [ITU-T X.805]. These tables help to specify distinctions in the roles of the network and
the user and to divide the security controls between the network and its users.

6 Rec. ITU-T X.1031 (03/2008)



6.4.2 Table 1 reflects the five types of security threats described in [ITU-T X.805], and
demonstrates their applicability to the networks and the end-user equipment. A threat source may be
attributed to a network, the end-user equipment or an external object.

In Tables 1, 2, 3 and 4 the mark "+" implies applicability of the appropriate security element, and
the mark "—" implies non-applicability of the security element.

Table 1 — Security threats

Applicability
Threat Threat description from X.805 End-user
Networ k )
equipment

Destruction | Destruction of information and/or other + +

resources
Corruption Corruption or modification of information + +
Removal Removal, theft, or loss of information and/or

other resources
Disclosure Information disclosure + +
Interruption | Interruption of service + +

6.4.3 Table 2 reflects the three security layers and also represents their applicability to the
network and the end-user equipment. Referring to Table 2, the "Applications security layer" does
not apply to the network, when there are no application servers in the network. The "Infrastructure
security layer" does not apply to the user when the user does not use control of the infrastructure.

Table 2 — Security layers

Applicability
Security layersfrom X.805 End-user
Networ k )
equipment
Infrastructure security layer + +or -
(Note 1)
Services security layer + +
Applications security layer +or— +
(Note 2)
NOTE 1 — Absent when the user does not use control of the infrastructure.
NOTE 2 — Absent when there are no application servers in the network or applications running on the user
device.

6.4.4 Table 3 reflects the three security planes and also represents their applicability to the
network and the user. Referring to Table 3, the "Management security plane” does not apply to the
user, when the user does not use the infrastructure/service/applications management in the network.
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Table 3 — Security planes

Applicability
Security planesfrom X.805 End-user
Networ k .
equipment

Management security plane + +or —

(Note)
Control security plane + +
End-user security plane + +
NOTE — Absent when the network is not using the management of the user's equipment or when the user
does not use the infrastructure/service/applications management in the network.

6.4.5 Table 4 reflects the eight security dimensions. They are sets of security measures for
protection of atelecommunication system from different threats. In addition, the table highlights the
applicability of the security dimensions to the network and to the user. The table shows that not
every security dimension may be implemented at the user end. This simplifies the division of the
security controls between the network and the user.

Table 4 — Security dimensions

Applicability
Security dimensions from X.805
(Note 1) Network End-user
equipment

Access control + +or—
(Note 2)

Authentication + +or—
(Note 2)

Non-repudiation _
Data confidentiality

Communication security

+

Data integrity +
Availability
Privacy
NOTE 1 — In compliance with the security policy, it isnot that every single security dimension may be
applicable.

NOTE 2 — Applicable at the user end, if the network's security controls are not adequate.

+ |+ [+ |+ |+ ]+

+

7 Capabilitiesfor further division of the security controls

7.1 This Recommendation defines the factors influencing the division of the security controls
between the main telecommunication elements. namely, between the network and the users. It
should be noted that within these main elements, it is also possible to divide the security controls
among their component segments (see Figure 4).

7.2 Consideration of the factors which have to be taken into account during such a division is
not within the scope of this Recommendation.

8 Rec. ITU-T X.1031 (03/2008)



Network End-user equipment
U:\II
I
I

Subscriber lines

Security controls at
users ends

Interaction among
the security controls

Interaction among the
security controls of
various users

—

X.1031(08)_F04

Figure 4 — Capabilitiesfor further division of the security
controlsinside network and in end-user equipment

8 Relationship to other ITU-T Recommendations concer ning security

8.1 It is recommended that any detailed ITU-T Recommendations where the aspects of the
telecommunication system security are standardized should take into account the factors defined in
this Recommendation. These factors would help to split/integrate the security controls located in the
network and at the user ends. It is recognized that this Recommendation addresses the division of
security controls across one of the many interfaces in modern telecommunications networks.

8.2 Division of security controls between the user and the network, within the end-to-end
context provided by [ITU-T X.805], may be useful, for example, in the following cases:

- separ ate standardization and design engineering of a security control for the terminals
and network devices, which are usually produced by various manufacturers,

- division of responsibility for service security between the telecommunication operator (an
infrastructure provider and/or service provider and/or applications provider) and the end
user in the operational environment;

- facilitating the issue of notifying a law-enforcement authority about illegal security
violations from sources of different types:

a) thefirst source —telecommunication operators (they are few);
b) the second source — users (they are many).

8.3 Diversity of security threats and that of mechanisms of protection against them prevents the
formulation of general rules for dividing the security controls between the network and the users.
Specific solutions, which will take into consideration the security requirements, the type of a
telecommunication network, and the protection mechanisms selected, could be formulated in
detailed security Recommendations with reference to the concepts of this Recommendation.

84 Detailed Recommendations should specify whether a security controls solution in question
is allocated:

- solely to network (to Group N); or
- solely to users (to Group U); or
- both to network and users (to Group NU).

Such an indication will make it easier to understand the location of any security controls offered
within the general architecture of the telecommunication system.
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It is recommended, in this case, to rely upon the security controls classification offered in
clause 6.2.3 (Classes NU-I, NU-D, N-I, N-D, U-I, U-D). For Classes NU-D, N-D and U-D, it will
be necessary to provide specifications of the UNI interface with respect to security.

8.5 In the event that a security control under consideration is capable of supporting more than
one security degree, all the degrees should be somehow named. In case where the network is
capable of supporting different security degrees to users, a supplementary service should be defined
allowing the user to request a required security degree (for instance, this could be a supplementary
service "security degree option").

10 Rec. ITU-T X.1031 (03/2008)



Annex A

Possible composition of technical facilities of network and users

(Thisannex forms an integral part of this Recommendation)

Al This Recommendation uses the term "network™ to cover the following facilities of the
telecommunication operators:

- facilities of the infrastructure providers (i.e., network nodes, their connecting circuits,
access networks, etc.);

- facilities of the service providers (i.e., service servers, etc.); arole of the service provider
can be played by the infrastructure provider; otherwise, the service provider may operate
within the network independently;

- facilities of the application providers (i.e., application servers, etc.); arole of the application
provider can be played by the service provider; otherwise, the application provider may
function within the network independently (see Note);

- a subscriber line connecting the user with the telecommunication operator (i.e., with the
infrastructure/services/applications provider);

- information being transferred and stored within the facilities run by the infrastructure
/service/application providers.

NOTE — The application providers may either share a part of the telecommunication operator facilities, or
operate as external application service providers (ASPs). The user usualy does not draw any distinction
between such application providers. In any case, the user looks at them as one network-based application
provider.

A.2  Theterm end-user equipment refersto:

- a telecommunication subscriber's terminal(s) (together with its software to perform the
functions of an infrastructure user, a service user and an applications user, including
execution of certain local functions — for example, message preparation and editing);

- an application server(s), if the user performs the functions of an application services
provider external to the network structure;

- a corporate/local/home network (if present) in the user premises;
- afirewall/gateway (if present);
- user's information — transmitted, received and stored.

Rec. ITU-T X.1031 (03/2008) 11
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