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Recommendation Q.85.1

COMMUNITY OF INTEREST SUPPLEMENTARY SERVICES

1 Closed user group

11 Introduction

The supplementary service ¢closed user group (CUG) makes provision for a group of users to meet security
requirements of certain applications by providing restrictions, which prevent non-members from reaching these
applications.

The basic facility provides, via the ISDN, the CUG members with controlled intercommunication exclusively

amongst themselves and denies access into or outside the group. This facility can be extended to include outgoing and/or
incoming access for specified CUG members.

1.2 Definition of functional model

121 Functional model description

The high level functional model for the CUG service contains the network addressable functiona entities
described in Figure 1-1/Q.85.

FE3 FES

THI2740-83

FE1 Originating CUG agent
FE2Z Qutgoing CUG determination
FE3 Outgoing CUG control

FE4 Incoming CUG determination
FES incoming CUG control
FE6 Destination CUG agent

FIGURE 1-1/Q.85
CUG service functional model

1221 Outgoing CUG determination entity (FE2)

It has the ability:
— toidentify aCUG cal;
—  to check the CUG subscription of the calling user;

—  toaccess the outgoing CUG control entity.

1222 Outgoing CUG control entity (FE3)

It performs:
— thevalidation checks of CUG information of a calling user;

— the conversion of the CUG index to an interlock code.
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1224
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Incoming CUG determination entity (FE4)

It has the ability:
— toidentify aCUG cal;
—  to check the CUG subscription of the called user;

— toaccesstheincoming CUG control entity.

Incoming CUG control entity (FE5)

It performs:
— the conversion of the interlock code to CUG index;

— thevalidation checks of CUG information of a called user (including the compatibility with the called user
class- CUG IA -in case of an ordinary incoming call).

Note — FE3 and FE5 are coupled in the sense that they handle a common set of data (interlock codes).

Relationship to basic service

Refer to § 1.6 for the physical location of each entity residing in Figure 1-2/Q.85.

FE1 FE2
fy T2
CCA { CC

- s T oo - o o T Ti2750-38

FIGURE 1-2/Q.85
Relationship to basic service model
First case: type A of scenario
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13 Information flow description
131 Information flow diagrams
FE1 geTup FE2 FE3 FE4 FE5 FE6
{index, etc.} |
Redq. Indl,
PROCEEDING
b Ind. Req. ENQUIRY
(CLI, index)
Req. Ind.
| ENQUIRY
{interlock, etc.
Conf. Resp.
SETUP {interlock, etc.}
Req. Ind.
REPORT {address complete)
Ind. Req. ENQUIRY
{interfock, etc)
Req. Ind.
ENQUIRY {index}
Conf. Resp.|
SETUP (index}
REPORT REPORT Req. T Ind.
Note | . {alerting} {alerting) L ; REPORT (alerting)
ind,  Renq. Ind. Req. Ind. | Req.
A SETUP SETUP SETUP
Conf, Resp. Conf. Resp. N Conf, Resp.
TIN1730-28
Note — This information flow may be omitted.
FIGURE 1-3/Q.85
Successful CUG calls
FE1 FEZ FE3
SETUP
{index, etc.)
Req. Ind.
PROCEEDING
Ind. Reg. ENQUIRY
(CLI, index)
Req. Ind.
ENQUIRY
DISCONNECT (reject reason)
(reject reason) Conf. Resp.
Ind. Req.
i RELEASE i
Reg. Ind.
RELEASE
"Conf. Resp.
TH12750-83

Unsuccessful CUG calls— Case 1

FIGURE 1-4/Q.85
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FE1 FE2 FE3 FE4 ENQUIRY FEB

{interlock,ete.}
Req. Ind.
ENQUIRY

DISCONNECT | reject reason}

{reject reason} RELEASE (reject reason) ‘ Conf. Resp.

Ind. Req. " Ind. Req.

RELEASE A

RELEASE Resp. Conf.

Req. - Ind.

RELEASE

" Conf. Resp.

TI2300-88

FIGURE 1-5/Q.85
Unsuccessful CUG calls—Case 2

1.3.2 Definition of individual information flows

The parameters that are carried on the information flows in the successful case are as follows:

1321  SETUP (FE1-FE2) —In addition to called party number and CLI

nothing, or

index, or

index + OA indication.

1322 ENQUIRY (FE2-FE3) — Carries the same information as SETUP (FE1-FE2) except called party number.

1323 ENQUIRY (FE3-FE2):

nothing, or

interlock code, or

interlock code + OA indication.

1324 SETUP (FE2-FE4) - In addition to called party humber

nothing, or

interlock code, or

interlock code + OA indication.

1325 ENQUIRY (FE4-FE5) - Carries exactly the same information as SETUP (FE2-FE4).

1.3.2.6 ENQUIRY (FE5-FES6):

nothing, or

index, or

index + OA indication.

14 Functional entity actions
FE1 — A useinitiates call SETUP request with the CUG index code (when a preferential CUG is used,
no index code is designated).
FE2 — identify aCUG call and receive CUG information,

—  CUG subscription check of the calling user.
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FE3 Outgoing validation check:
1) CUG index code check of a calling user (when no index code is designated, preferential
CUG isused);
2) outgoing barring check within CUG;when any logical contradiction is detected in the
above procedure, acall isrejected (see Table 1-1/Q.85).
conversion of the index code to an interlock code.
FE4 identify an incoming CUG call and receive CUG information;
CUG subscription check of the called user.
FE5 incoming validation check:
1) incoming barring check within CUG;
2) if interlock codes do not match between acalling user and a called user, acall is rejected;
3) ordinary incoming call check (CUG IA); when any logical contradiction is detected in the
above procedure, acall isregected (see Table 1-2/Q.85).
an index code corresponding to the designated interlock code is extracted from CUG data of a
called user.
FE6 a user checks whether or not the designated index code exists in the index code list of his own.
A user shall give proper responses.
15 SDL diagrams for functional entities

151 FEL1 originating CUG agent

FE1 has the same SDL diagram as the CCA FE (basic call) except that the SETUP information flow to the FE2
must carry additional information (index or index + OA or nothing).

152 FE2 outgoing CUG determination

Refer to the Figure 1-6/Q.85.

153 FE3 outgoing CUG control

Refer to Figure 1-7/Q.85.

154 FE4 incoming CUG determination

Refer to Figure 1-8/Q.85.

155 FES5 incoming CUG control

Refer to Figure 1-9/Q.85.

156 FE6 destination in CUG agent

FEB6 has the same SDL diagram as the CCA FE (basic call) except that the SETUP information flow to the FE6
must carry additional information (index or index + OA mark or nothing).

157 Basic call hooks

See Figure 1-10/Q.85.
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TABLE 1-1/Q.85
CUG interpretation table (outgoing side)

Calling L.ISCI is a CUG user

6

SETUP
presentation
CuG CUuG CuG No. CUG
Calling with index with index with index INFO.
user class .
Ordinary
CUG (CUG OA = OFF 0OA = ON 0OA = ON stberiber
+ |+
CcuG oA | oA pCUG
E | M
~
Yes Specified Specified Rejected Rejected
cuG® cuG
Yes Specified Specified Ordinary Rejected
cuGH CUG call
with OA®
Yes Specified Specified Ordinary Ordinary
CUG with CcuG call call
with OA with QA P :
r EF3
Yes Yes Specified Specified pCGU¥ pCGU#
cuG® CuG?®
Yes Yes Specified Specified pCUG pCuGbY
cuGg® CuUG with QA Y
with QA ®
Yes | Yes Specified Specified Specified pCUG
CUG cuG with OA % with OA Y
with OA® with QA ®
Py
] 1 f [ | | | ] |
| | | ] | | | | {
! I H | | | [ | !
| H I | | |
Calling user Ordinary
is NOT CUG REJIECT call EF2
a) In case of OCB (CUG), acall isrejected
b) In case of OCB (CUG), acdl isinterpreted as an ordinary call

OA (E) Outgoing access explicit

AS(IM) Outgoing access implicit

OA Outgoing access allowed

OCB Outgoing access barred within the CUG

pCUG Preferential call

Notel — When anillegal index code is received, the outgoing call is rejected.

Note 2 — All the user classes are not necessarily supported by all the networks. User classes to be supported are network
dependent.
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TABLE 1-2/Q.85
CUG checking in incoming sode

Catled .
user’s class Called user is CUG
CUG with or CUG 1A with or Ca;’:ﬁolésef
without pCUG i
ut p without pCUG CUG
SETUP
presentation No ICB ICB No ICB ICB
CuG M (1) M (1)
REJ REJ REJ
NM REJ NM REJ
CUG and OA M (1) M (2)
REJ (3 e
NM REJ NM (3)
Ordinary REJ REJ 3) (3) 3

@  performed in FEA4.
ICB Incoming access barred within CUG

Note 1 — Since CUG OA user class is not concerned in the incoming case, it is not shown in the above list. It shall be
regarded that CUG OA user class is the same as class CUG, and CUG OA/IA is the same as user class CUG IA in this
table.

Most of the table is performed in FE5.

Note 2 — (1)-(3) shows CUG parameter to be used in the SETUP to the called user.
(1): CUG (index),
(2): CUG + OA (index + OA mark AS),
(3): No CUG (ordinary call).

Note 3 — ICB means incoming calls barred within the CUG. The interpretation logic is changed in this case as shown in
each column in the table.

For example:

No ICB ICB

M (1) REJ

This means that when the interlock codes are matched and no ICB is applied for the CUG, then (1) is used. However, when
ICB is applied for the CUG, theincoming call is rejected even if interlock codes are matched.

Note 4 — M means that the interlock code is matched with the CUG of the called user.
Note 5—NM means “ not matched”.

Note 6 — REJ means that an incoming call is rejected.

H

means that when matched with CUG, no CUG selection facility field is set in the SETUP to the called user.

Note 7 — Interpretation logic, e.g.:
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Erom basic call {see § 1.5.7]

Does
the cailling
user have
the CUG
facility

Yes
SET REASCN=

st At ' CUG DENIED”
[ A N =1

E:stic } ENQUIRY !

call : req. }
: { Hook 2
I t
I i
'. :
! ENQUIRY [, -
! }
! l i
i | i !
1 [ ENQUIRY There are three cases:
! | conf. ENQUIRY - interlock code :
I | REJECT conf, “OK" - - interlock code |
! | REASON + QA mark I
l - ordinary call ]'
: 1
: B e L B ettt

i
| |SET REASON = ' TI280-88
: "“CUG DENIED” i
I i
1 } Hook 1
! 1
I i g o
Hook 2

Hooks: back to basic call (see § 1.5.7).
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ENQUIRY
ind,

Perf

CUG control

arm outgoing

Reject

L - See Table 1-1/Q.85

ENQUIRY
resp. REJECT
REASON

ENQUIRY
resp. "OK"

TiN2320-58

FIGURE 1-7/Q.85
FE3

Yes

“CUG is
indicated’”

“Does the
calied user
have the CUG
facility””

_.[ to FES
WAIT
ENQUIRY
[ 1
Enquiry .
. Enquiry
conf, reject e = —
reason conf, "OK )
Set reason =
"CUG
DENIED"

FIGURE 1-8/Q.85 (sheet 1 of 2)
FE4

o From basic call [see § 1.5.7]

B PP |

There are three cases:
- index !

- Index + OA mark

- ordinary call

Till2231-28
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Hook 4 Hook 3

fa=Ty N-rn
3050-88
The called The called R
user is not user is in the
in"the same same exchange
exchange

® . @, @ and @ go back to basic call [see § 1,6.7].

FIGURE 1-8/Q.85 (Sheet 2 of 2)

FE4
ENQUIRY
ind,
“Perform inco-
ming CUG -~ [ See Table 1-2/Q.85
cantrol’’

ENQUIRY
resp. REJECT
REASON

ENCQUIRY
resp. "OK"

TIH2840-33

FIGURE 1-9/Q.85
FE5
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IDLE

r SETUP
required

Original sereen
Process attempt

Successful

Full address Determine reason

r PROCEEDING
req. Ind.

r
o 5152 @

3 Tinssoss

Far further study

Note — Tf cause of call failure is to be conveyed by in-band tones, a B Channel must be
established.

FIGURE 1-10/Q.85 (Sheet 1 of 5)
CC functional entity (ry-r))i=1,2
(based on Recommendation Q.71)
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12

From & 154

SETUP
req, ind,

"y

CC role

To §1.5.4

SET {Now +
NCR. TIMER 1}

SET {Now +
TIMER 5) Through connect

(A
Through connect CALL SENT
T1118070-28
=N
CALL SENT

NCR = NO CCA
RESPONSE

FIGURE 1-10/Q.85 (Sheet 2 of 5)
CC functional entity (ry-r)i=1,2
(based on Recommendation Q.71)

From & 1.5.2and § 1.5.4

Supp. No
service
provided
SETUP
Ty DISCONNECT £y
req. ind. ngEgg
SET {Now +
RETENTION (B}
_. .| TIMER 2}
r. r
3 1}
r, DISCON, (B) IDLE
TH14030-88

FIGURE 1-10/Q.85 (Sheet 3 of 5)
CC functional entity (ry-r))i=1,2
(based on Recommendation Q.71)

FascicleVI.1—-Rec. Q.85.1



IDLE

rg SETUP
req. ind,

CC role
Fg =T

Process attempt

Successful

Term screen
Process attempt

Successful

Yes
To§154

No
SETUP T
req. ind.
5
SET (Now +
NCR, TIMER 1)
Through connect
17
Ty
CALL SENT
Tilleoso-4s T gggpzngCCA '

FIGURE 1-10/Q.85 (Sheet 4 of 5)
CC functional entity (ry-r))i=1,2
(based on Recommendation Q.71)

FascicleVI.1—-Rec. Q.85.1

13



From & 1.5.4

Determine reason fa

Supp.

services provided Through connect

18
z RELEASE FURTHER STUDY ryer
req. ind. CALL SENT
TI1200-38
19
r,-REL (B)
FIGURE 1-10/Q.85 (Sheet 5 of 5)
CC functional entity (ry-r))i=1,2
(based on Recommendation Q.71)
16 Network physical allocation scenarios
TABLE 1-3/Q.85
Network physical allocation scenario A
FE1 FE2 FE3 FE4 FE5 FE6
Al TE/NT2 LE1 LE1 LE2 LE2 TE/NT2
A2 TE/NT2 LE1 DB1 LE2 DB1 TE/NT2
A3 TE/NT2 LE1 DB1 LE2 DB2 TE/NT2
A4 TE NT2A NT2A NT2A NT2B TE

The network scenario A.1 represents the decentralized approach of the CUG service implementation.
The network scenario A.2 describes the fully centralized approach with a unique data base (DB1).
The network scenario A.3 describes a centralized approach with two data bases (DB1 and DB2).

In the network scenario A.4, the CUG service is handled in the NT2s and then the network is transparent for
this service.
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SeriesP
SeriesQ
SeriesR
Series S
Series T
SeriesU
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ITU-T RECOMMENDATIONS SERIES

Organization of the work of the ITU-T

Means of expression: definitions, symbols, classification

General telecommunication statistics

General tariff principles

Overal network operation, telephone service, service operation and human factors
Non-telephone telecommunication services

Transmission systems and media, digital systems and networks

Audiovisual and multimedia systems

Integrated services digital network

Transmission of television, sound programme and other multimedia signals
Protection against interference

Construction, installation and protection of cables and other elements of outside plant

TMN and network maintenance: international transmission systems, telephone circuits,
telegraphy, facsimile and leased circuits

Maintenance: international sound programme and television transmission circuits
Specifications of measuring equipment

Telephone transmission quality, telephone installations, local line networks
Switching and signalling

Telegraph transmission

Telegraph services terminal equipment

Terminals for telematic services

Telegraph switching

Data communication over the telephone network

Data networks and open system communications

Global information infrastructure and Internet protocol aspects

Languages and general software aspects for telecommunication systems
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