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Recommendation ITU-T Q.3962

Requirements and reference model for optimized traceroute of joint Internet
protocol/multi-protocol label switching

Summary

Recommendation ITU-T Q.3962 aims to solve the problems of wrong failure location and performance
information brought by the traditional isolated traceroute tools in a joint Internet protocol/
multiprotocol label switching (IP/MPLS) scenario. This Recommendation describes the requirements
and reference model for optimized traceroute for joint IP/MPLS.

History *
Edition Recommendation Approval Study Group Unique ID
1.0 ITU-T Q.3962 2023-12-14 11 11.1002/1000/15720
Keywords

ICMP traceroute, IP/MPLS.

* To access the Recommendation, type the URL https://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique 1D.
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telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall™ or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.
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protected by patents/software copyrights, which may be required to implement this Recommendation.
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strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.
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Recommendation ITU-T Q.3962

Requirements and reference model for optimized traceroute of joint Internet
protocol/multiprotocol label switching

1 Scope

The scope of this Recommendation consists of:

1) Requirements of route tracing of joint Internet protocol/multiprotocol label switching
(IP/MPLS);

2) Methods of optimized traceroute of joint IP/MPLS;

3) Reference model for optimized traceroute of joint IP/MPLS.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
None.

3.2 Terms defined in this Recommendation
This Recommendation defines the following term:

3.2.1 substituted IP address: An IP address that replaces the original IP address of the device
during a test scenario that uses ping or traceroute.

NOTE — The substituted IP address is only used for the purpose of network security and should not be assigned
to a customer.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
FIB  Forwarding Information Base

ICMP Internet Control Message Protocol

IP Internet Protocol

LFIB Label Forwarding Information Base

MPLS Multiple Protocol Label Switch

PE Provider Edge

TTL Time To Live
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VPN  Virtual Private Network
VRF  Virtual Routing Forwarding

5 Conventions
In this Recommendation:

The keywords "is required " indicate a requirement which must be strictly followed and from which
no deviation is permitted if conformance to this document is to be claimed.

6 Background

There are several service scenarios using joint IP/MPLS. "Joint" here means that the end-to-end path
is joined in several sections using different technologies. Figure 6-1 shows a typical end-to-end
enterprise network. In this scenario, customer equipment accesses the carrier network using IP
protocol. Within the carrier's network, the carrier uses the MPLS protocol to transfer the enterprise’s
packets. So, it is a typical service of jointly using different protocols (IP and MPLS).

Enterprise network

> »
4 >

Carrier network
CEl PE1L P1 P2 PE2 CE2

IP MPLS IP

< L] >

A
Y

A
4

Q.3962(23)

Figure 6-1 — Enterprise IP network carried by service provider's MPLS network

In such a scenario, the current route tracing technologies are IP traceroute technology and MPLS
traceroute technology. Those tools are running perfectly in separate IP or MPLS environments. But
when they are put together, because they are run in different layers and cannot communicate with
each other, it is impossible to find out the breakdown points in an IP and MPLS joint network
effectively.

Here is a simple example which explains the behaviour when route trace is triggered from CE1 to
remote CE2 through IP and MPLS domain.

1) The first packet is sent with a time to live (TTL) value of 1 in IP header from CE1 to CE2:

This is a normal IP packet and when it arrives at provider edge 1 (PE1), the TTL value
decreases to 0. PE1, generates the Internet Control Message Protocol (ICMP) error message
and sends it directly to CE1.

2) The second packet sent with TTL=2 in IP header from CE1 to CE2:
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CEI:10.10.1.1

To 4.4.4.4 label 18
192:168.1/20

To 4.4.4.4 label 16
192.168.2/20

To 4.44%4 pop.label
192.168.3/20

\

CE2:10.10.2.1

to 1.1.1.1 pop label. to 1.1.1.1 label 17 .to 1.1.1.1 label

PEI:1.171.1 P1:2.2.2.2 P2:3.3.3.3
MPLS
MAC MAC MAC
1P MPLS MPLS
Sr:10.10.1.1 label=18 label=18
Ds: 10.10.2.1 vrf label=21 vrflabel=21
TTL=2 TTL=1 TTL=0
ICMP IP 1P
Sr:10.10.1.1 Sr:10.10.1.1
Ds: 10.10.2.1 Ds: 10.10.2.1
TTL=1 TTL=0
ICMP ICMP
ICMP exten ICMP exten
Vrf vpnl Vrf vpnl
sre=1.1.1.1 sre=1.1.1.1
MAC MAC MAC
1P IP
Sr:substituted Sr:substituted MPLS
address address Explicit Null
Ds:10.10.1.1 Ds:10.10.1.1 TTL=225
TTL=253 TTL=254
1P
ICMP ICMP Sr:substituted
address
ICMP exten Ds:10.10.1.1
Vifvpnl TTL=255
ICMP
ICMP exten
Vrf vpnl
Q.3962(23)

ICMP echo-request message

ICMP echo-reply message

20 ./ .

PE2:4:4.4.4

Figure 6-2 — Example of traceroute for an end-to-end enterprise network

The example of TTL=2 traceroute for an end-to-end enterprise network is shown in Figure 6-2.

After the traceroute, the packet arrives at PE1, the TTL of the IP header decreases to 1. The PE1 adds
the two MPLS layer tags (outside label = 18; inside virtual routing forwarding (VRF) label = 21) to
the packet header and sends the packet to PE2. The traceroute operation within the MPLS domain
uses the MPLS traceroute tool. In MPLS scenarios, the traceroute packet is switched based on the

MPLS tag values, not on the destination IP addresses of CE2.

There are two different options when PE1 transforms the IP traceroute packet to MPLS traceroute

packets:

A. One option is not copying the TTL value to the MPLS header from the IP header in PE1.

Usually, it is forbidden to leak the service providers' network information. For example, it is
forbidden to leak the IP address of the routers to the customers. So, the TTL value of the IP
header will not be copied to the MPLS header and the service provider's network is
transparent to the customers. In this situation, when there are network failures between CE1
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and CE2, the customer has no opportunities to know where the network failure has happened,
in the service providers' network or in the customer network.

The other option is copying the TTL value to the MPLS header from the IP header in PEL.

In this way, PE1 regenerates the traceroute packet with the MPLS header of TTL value =1
which is copied from the IP header. When the packet arrives at P1, the MPLS TTL value is
decreased to 0. P1 buffers the label stack and generates an ICMP error message and includes
the incoming label stack from the buffer in the ICMP payload. It further populates the IP
header with the source address from the incoming interface (192.168.1.1) of the labelled
packet, destination address as the source of the labelled packet (10.10.1.1). The TTL value is
set to 255. It now pushes the label stack from the buffer and consults the label forwarding
information base (LFIB) table for forwarding action on the top label. In the above topology,
for example, the received label stack is {18, 21}. On performing a lookup in LFIB table for
top label, 18 will be swapped with label 16 and will be forwarded towards next hop P2. P2
in turn will pop the top label and forward the packet to PE2. PE2 will use the VRF label 21
to identify the VRF and forward the packet back towards CE1(outer label = 20, VRF label
= 35). To conclude, the ICMP packet is not sent back to CE1 directly from P1. Instead, this
ICMP packet generated from P2 is firstly steered to the end point of the MPLS virtual private
network (VPN) tunnel PE2 and then steered back to CE1 from PE2. The drawbacks of this
method are obvious:

— The packet takes a long journey with a big circle to reach the destination. This not only
costs a large time-delay but also wastes the bandwidth from P2 to PE2.

— Most seriously, the statistic of delay reflected from P2 to CEL1 is totally incorrect. It
cannot provide the correct time cost between P2 and CE1 and consequently it is
meaningless.

In summary, if the TTL value is not copied from the IP header, the customer has no opportunity to
find out the location of failure points if they are located in the service provider's network. If the TTL
value is copied, the customer has the opportunity to find the failure point, but the delay/loss/jitter
information of this failure point is not correct.

7

Requirements for route tracing of an enterprise network

Since the enterprise network is constructed by different technologies and different network operators,
to coordinate all of these factors to find out the failures in real time, the traceroute technology has
following requirements:

8

It is required that the TTL value of the IP header should be copied to the TTL field of the
MPLS header. In this way, the customer is capable to identify the faults no matter the faults
are located in the MPLS domain of service provider or in the IP domain of the enterprise
itself.

It is required that the service providers' network information won't be leaked to the customer.
It is required that the delay/packet loss/jitter information of the failure point are correct.

Optimized method of route tracing of an enterprise network

It is essential to directly steer the ICMP echo-reply message from tested node to the source node.
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CEIl:Sre-C PE1:Src-PEI PE2:DS-PE2 CE2:Ds-C
MAC MAC MAC
1P MPLS MPLS
Src-C outside label outside label
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TTL value TTL value TTL value
ICMP P P
Src-C Sre-C
Ds-C Ds-C
TTL value TTL value
ICMP ICMP
ICMP exten ICMP exten
Vrf name Vrf name
Src-PEI Src-PEI1
Step4 | Step3-1 Step3-1
Step5 [ - Step6
|
MAC MAC MAC
P IP
Sr:substituted Sr:substituted MPLS
address address Explicit Null
Ds:Src-C Ds:Src-C TTL value
TTL=253 TTL=254
ICMP ICMP et
Sr:substituted
_ address
ICngP exten Ds:Sre-C
rf name TTI.=255
ICMP
ICMP exten
Vrf name
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ICMP echo-request message [CMP echo-reply message

Figure 8-1 — Optimized traceroute for joint IP/MPLS

NOTE — The detailed example of this optimized method of route tracing of an enterprise network is illustrated
in Appendix .

Step 1: In the topology of Figure 8-1, ICMP traceroute packet (ICMP echo-request packets) which
has a TTL value = n in the IP header is triggered from CE1 to CE2.

Step 2: When ICMP echo-request packets arrives at PE1, PE1 will do the following actions:

Phase 1: To deal with the received IP packet:
a) Minus the TTL value by 1 of the IP header;
b) Decapsulating the source IP address Src-C from the IP header.

Phase 2: To reconstruct the outgoing ICMP echo-request packet:
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k)

Finding out the mapped VRF name by checking the source IP address from the VRF routing
table;

Finding out the VRF name related outside outgoing label;

Finding out the VRF name related inside outgoing label;

Finding out the VRF name related inside incoming label;

Adding the outside label to the MPLS header;

Adding the inside outgoing VRF label to the MPLS header;

Copying the TTL value from IP header to the MPLS header;

Remaining the TTL value of the IP header;

Adding the VRF name to the ICMP payload,;

Adding the source end of the MPLS VPN tunnel (Src-PE1) to the ICMP payload;
Sending the restructured ICMP echo-request packets to next node.

Step 3: When the restructured packets arrive at the next Pn node (P1 or P2 in Figure 8-1), Pn will take
the following actions:

Minusing the TTL of MPLS layer. If TTL value = 0, go to Step 3-1. If the TTL value > 0, go to
Step 3-2.

Step 3-1: The TTL value = 0, it means that the packet is time exceeded. Pn will generate ICMP error
message (also known as echo-reply message):

a)
b)

c)

d)

Checking the source end of the MPLS VPN (Src-PE1) tunnel carried in ICMP payload,;
Checking the LFIB and find out Src-PE1 mapping to label "Explicit Null";

Generating the MPLS header of the ICMP error message:

i) Adding 'Explicit 'None' to the MPLS outside label field,;

ii) Setting the TTL = 255;

Generating the IP header of the ICMP error message:

1) Checking out the substituted Pn's IP address related to the original Pn's IP address from
a dedicated table maintained in Pn which stores the mapping of these two kinds of
addresses.

NOTE 1 - To satisfy the second requirements of clause 7 that "It is required that the service providers'

network information won't be leaked to the customer”, Pn should acknowledges the substituted IP
address instead of the original IP address of itself to the CE1 for the sake of hiding itself.

NOTE 2 — The substituted IP address and original IP address mapping table maintained in Pn is
synchronized by the related server administrated by the network service provider.

NOTE 3 — The substituted IP address aims to prevent the distributed denial-of-service (DDOS) attack
from the hackers. If the traceroute packet is initiated by the operator of the network service provider,
the operator will check out the original IP address of Pn based on the substituted address from the
mapping table and run the regular operations according to the original IP address to figure out the
network failures. The second requirement of clause 7 is meet and the routers within the service
provider's domain is able to cancel the ping prohibition.

i) Setting the substituted Pn's IP address as the IP source address in the IP header;

iii) Setting Src-C which is read out from the source IP address field of the IP header of the
ICMP request packet;

iv) Setting the IP TTL=255.
Generating the ICMP payload and retaining the VRF name in the ICMP payload.
Going to Step 4.
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Step 3-2: The TTL value > 0, Pn reconstructes the ICMP echo-request packet by updating the TTL
values of MPLS and sending it to the next node. If the next node is a P router, it goes to Step 3. If the
next node is the provider edge router, it goes to Step 6.

Step 4: When PEL1 receives the ICMP echo-reply packets from the Pn router, it takes the actions as
follows:

a) Reading out the VRF name from the ICMP payload;
b) Reading out the IP destination address (Src-C) from the IP header;

C) Checking the forwarding information base (FIB) of the VRF and find the outgoing interface
to go to the Src-C and redirect the ICMP the packet to that interface.

d) Going to Step 5.

Step 5: When CEL1 receives the packets from PEL, it reads out the Src-C and finds out it is the
termination. It also finds out the related time cost from the echo-reply message.

Step 6: When PE2 receives the ICMP echo-request message, it set the Src-C as the destination IP
address and its loopback IP address as the source IP address in the echo-reply message. It directly
sends the echo-reply message to the CE1.

Hereto, a complete processing of TTL = n traceroute initiated by the enterprise customer is finished.

9 Reference model of optimized traceroute for joint IP/MPLS

Reference model of optimized traceroute for joint IP’/MPLS

Server

Global substituted IP address mapping table

f C
Router
MPLS related component
Substituted IP
address mapping 1
a pping +rfB
table of specific \
router fA
——>| IP related component

Q.3962(23)

Figure 9-1 — Reference model of optimized traceroute for joint IP/MPLS

As shown in Figure 9-1, the reference model of the optimized traceroute for joint IP/MPLS is
composed of four components:

1) MPLS related component. This is responsible for general MPLS operations and additionally
copies the IP TTL value to the MPLS TTL value.

2) IP related component. This is responsible for general IP operations and additionally
transferring the IP TTL value to the MPLS related component.

3) Substituted IP address mapping table of the specific router: This is responsible for
maintaining the substituted IP address mapping table of the specific router.

4) Global substitute IP address mapping table: This is responsible for maintaining the

substituted IP addresses mapping table of each router.
The reference model also includes three reference points:

Rec. ITU-T Q.3962 (12/2023) 7



1)

2)

3)

Reference point rf A: It is located between substituted IP address mapping table of specific
router component and IP related component. It is responsible for transferring substituted IP
address for the specific router to the IP related component for the purpose of further IP header
encapsulation.

Reference point rf B: It is located between MPLS related component and IP related
component. It is responsible for transferring IP TTL value to the MPLS related component.

Reference point rf C: It is located between global substituted IP address mapping table and
substitute IP address mapping table of the specific router. This is responsible for transferring
the updating and alignment information of substituted IP address of the specific router and
the global substituted IP address mapping table.
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Appendix |

An example of optimized method for route tracing of an enterprise network
(This appendix does not form an integral part of this Recommendation.)

This appendix provides an example based on the rules of optimized method of route tracing of
enterprise network, which is described in clause 8.

To 4.4.4.4 label 16

To 4.4.4.4 label 18

To 4.4474 pop.label

ICMP echo-request message

CE1:10.10.1.1 192:168.1/20 192.168.2/20 192.168.3/20 CE2:10.10.2.1
‘o 1.1.1.1 pop label. to 1.1.1.1 label 17 . to 1.1.1.1 label 20 . .
PEI:1.I71.1 P1:2.2.2.2 P2:3.3.3.3 PE2:,4:44.4
MPLS
MAC MAC MAC
1P MPLS MPLS
Sr:10.10.1.1 label=18 label=18
Ds:10.10.2.1 vrf label=21 vrflabel=21
TTL=2 TTL=1 TTL=0
ICMP IP 1P
Sr:10.10.1.1 Sr:10.10.1.1
Ds:10.10.2.1 Ds:10.10.2.1
TTL=1 TTL=0
ICMP ICMP
ICMP exten ICMP exten
Vrf vpnl Vrf vpnl
src=1.1.1.1 sre=1.1.1.1
MAC MAC MAC
P P
Sr:substituted Sr:substituted MPLS
address address Explicit Null
Ds:10.10.1.1 Ds:10.10.1.1 TTL=225
TTL=253 TTL=254
P
ICMP ICMP Sr:substituted
address
ICMP exten Ds:10.10.1.1
Vrf vpnl TTL=255
ICMP
ICMP exten
Vrf vpnl
Q.3962(23)

ICMP echo-reply message

Figure 1.1 — The example of optimized ICMP pattern of TTL = 2 for
end-to-end enterprise network

In the topology shown in Figure 1.1, the ICMP traceroute packet which has TTL = 2 in the IP header
is triggered from CE1 to CE2.

When ICMP echo-request packets arrive at PE1, PE1 will check the source IP address 10.10.1.1 from
the VRF routing table, and find it is mapped to VRF "vpnl". Then PE1 will find out:
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— The VRF VPNL1 endpoint is PE2(4.4.4.4) and the related outside outgoing label = 18.
— The VRF vpnl outgoing label = 21. This label is also known as the inside label.
- The VRF vpnl incoming label = 35. This label is also known as the inside label.

PE1 encapsulate the ICMP echo-request packets with:

— Adding the outside label = 18 to MPLS header;

— Adding the inside outgoing VRF label = 21 to the MPLS header;

— Copying the TTL = 1 from IP header to the MPLS header;

— Remaining the TTL = 1 of the IP header;

- Adding the VRF name "vpnl" inside to the ICMP payload,

— Adding the source end of MPLS VPN tunnel 1.1.1.1(PE1) to the ICMP payload.

When the restructured packets arrive at P1:

— The TTL of the MPLS layer will minus 1 and decrease to 0, so P1 will generate an ICMP
error message (echo-reply message);

— P1 will first check the source end of MPLS VPN tunnel 1.1.1.1 carried in ICMP payload.
Then P1 checks the LFIB and finds out 1.1.1.1 is mapping to label "Explicit Null";

— P1 generates the MPLS header of ICMP error message:
a) It adds 'Explicit None' to the MPLS outside label field
b) It setsthe TTL = 255.

- P2 generates the IP header of ICMP error message:

a) It checks out the substituted P1's IP address (e.g., 127.0.0.1) related to the original P1's
IP address 2.2.2.2 from a dedicated table maintained in P1, which stores the mapping of
these two kinds of addresses;

b) It sets the substituted P1's IP address as the IP source address in the IP header of the
ICMP error message;

c) It sets the destination IP address to 10.10.1.1, which is read out from the IP header of the
ICMP request packet;

d) Itsetsthe IP TTL = 255.
- P2 generates the ICMP payload and it retains the VRF name "vpnl" in the ICMP payload.
When PEL1 receives the packets from P1, it will take the actions as follows:
- It reads out the VPN name "vpnl" from the ICMP payload,;
— It reads out the IP destination address 10.10.1.1 from the IP header;

- It checks the FIB of "vpnl" and finds the outgoing interface to go to the destination 10.10.1.1
and redirect the ICMP the packet to that interface.

When CEL1 receives the packets from PEL, it reads out the "source IP address" = 127.0.0.1 and the
related time cost from this node.

Hereto, a complete processing of TTL = 2 traceroute initiated by the enterprise customer is finished.

Through this optimized method, P1 is able to generate the ICMP packets in a better way to make a
direct throw between the tested node and source node. Consequently, an accurate traceroute statistic
could be collected, and network resources (such as bandwidth) are saved.
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