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Recommendation ITU-T Q.3646

Framework and protocols for signalling network analysis
and optimization in VOLTE

Summary

Recommendation ITU-T Q.3646 specifies the framework, interfaces, protocols, service procedures,
Al/ML-assisted functions and security considerations of signalling network analysis and
optimization in the context of voice over long term evolution (VOLTE) network. Signalling network
includes the network entities and signalling exchanges that are related to telecommunication
services. Analysis and optimization of signalling networks are important methods for network and
service related management and operation.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Q.3646 2022-02-13 11 11.1002/1000/14922

Keywords

Framework, protocols, signalling network analysis, signalling network optimization, VoLTE.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11

830-en.

Rec. ITU-T Q.3646 (02/2022) i


http://handle.itu.int/11.1002/1000/14922
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must” and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.
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Recommendation ITU-T Q.3646

Framework and protocols for signalling network analysis
and optimization in VoOLTE

1 Scope

This Recommendation specifies the framework and protocols for signalling network analysis and
optimization in voice over long term evolution (VoLTE) networks, which are implemented with
signalling network analysis and optimization systems. The signalling network analysis and
optimization system is a network management system that consists of signalling collecting
component, signalling network analysis component, signalling network optimization component,
and artificial intelligence (Al) / machine learning (ML) assistance component, aiming to implement
signalling collecting and signalling network analysis, perform optimization on network entities and
signalling exchange, and provide the results of signalling network analysis and optimization to the
user of signalling network analysis and optimization, in the context of VoL TE network.

The following aspects of signalling network analysis and optimization are addressed in this
Recommendation:

. Framework which includes the overview and component design of signalling network
analysis and optimization system.

. Interfaces (IF) and protocols which include the interfaces and protocols of signalling
collecting, signalling network analysis, signalling network optimization, AI/ML and users.

. Service procedures which include the procedures of signalling collecting, signalling
network analysis, signalling network optimization, AI/ML and users.

. Al/ML-assisted functions which include the functions of intelligent signalling collecting,

intelligent signalling network analysis, intelligent signalling network optimization,
intelligent system self-management and self-orchestration, external AI/ML platform
connecting and external Al/ML capability mapping.

. Security considerations which include signalling collecting security, signalling network
analysis security, signalling network optimization security, AI/ML related security and user
privacy.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Q.3644] Recommendation ITU-T Q.3644 (2019), Requirements for signalling
network analyses and optimization in VOLTE.
[ITU-T Y.3172] Recommendation ITU-T Y.3172 (2019), Architectural framework for

machine learning in future networks including IMT-2020.
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3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 machine learning (ML) [ITU-T Y.3172]: Processes that enable computational systems to
understand data and gain knowledge from it without necessarily being explicitly programmed.

3.1.2 signalling network [ITU-T Q.3644]: Refers to the network entities and the signalling
exchange which are related to telecommunications services.

3.1.3 signalling collecting [ITU-T Q.3644]: Refers to signalling collecting on the interfaces
which are related to the signalling processes of telecommunications services.

3.1.4 signalling network analysis [ITU-T Q.3644]: Refers to analysis on quotas using the
information obtained in signalling collecting, and analysis on status information of signalling
network.

3.1.5 signalling network optimization [ITU-T Q.3644]: Refers to signalling network
optimization on network entities and optimization of signalling exchange between network entities
in signalling network, on the basis of signalling network analysis.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

Al Artificial Intelligence

API Application Programming Interface
HTTP Hypertext Transfer Protocol
IF Interface

IP Internet Protocol

LTE Long Term Evolution

ML Machine Learning

MML Man-Machine Language
SDTP Shared Data Transfer Protocol
SFTP Secure File Transfer Protocol
TCP Transmission Control Protocol

VOLTE Voice over LTE

5 Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement that must be strictly followed and from which
no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "is recommended” indicate a requirement that is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

2 Rec. ITU-T Q.3646 (02/2022)



6 Framework of signalling network analysis and optimization

Figure 6-1 depicts the framework of signalling network analysis and optimization in VOLTE
network. Network entities are the network functions that are related to the signalling processes of
VOLTE services. Signalling exchanges are the interfaces and signalling transfers between the
network entities. The signalling network analysis and optimization system interacts with the
network entities and signalling exchange in the VOLTE network to implement signalling collecting.
Signalling network analysis perform optimization on network entities and signalling exchange and
provide the results of signalling network analysis and optimization to the user of the signalling
network analysis and optimization. The external AI/ML platform is a recommended external system
which provides AI/ML related capabilities to the signalling network analysis and optimization
system, the external AI/ML platform is recommended to support the high-level architectural
requirements specified in [ITU-T Y.3172].

Users
%‘* IF7
j
Signalling network Slgnaum_g nglwork
analysis and optimization
optimization system component
IF 3-3
——1F 2
) IF 6 . IF 3-2 . .
External AI/ML T AI/ML assistance # Signalling network
platform component analysis component
—-1IF 1
IF 3-1
Signalling collecting
component
IF 4-1 IF 4-2 IF 5-1 IF 5-2
VoLTE Network entity Network entity
network A Signalling B
exchange Q.3646(22)

Figure 6-1 — Framework of signalling network analysis and optimization

The signalling network analysis and optimization system consists of signalling collecting
component, signalling network analysis component, signalling network optimization component,
and AI/ML assistance component which are as follows.

. Signalling collecting component: A required component that performs signalling collecting
on the signalling exchange and network status collecting on the network entities which are
related to the signalling processes of VOLTE services. The interfaces to be collected and
related requirements are specified in clause 7 of [ITU-T Q.3644].

. Signalling network analysis component: A required component that performs analysis on
the quotas of VOLTE signalling network using the signalling data obtained in signalling
collecting, and analysis on status information of VOLTE signalling network using the
network status data obtained in signalling collecting. The quotas and status information to
be analysed and related requirements are specified in clause 8 of [ITU-T Q.3644].
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Signalling network optimization component: A required component that performs
optimization on network entities and optimization of signalling exchange between network
entities in VOLTE signalling network on the basis of signalling network analysis. The
requirements for signalling network optimization are specified in clause 9 of [ITU-T Q.3644].

Al/ML assistance component: A recommended component that acts on signalling collecting
component, signalling network analysis component, and signalling network optimization
component to provide AI/ML related capabilities in the processes of VOLTE signalling
network analysis and optimization. It is recommended for Al/ML assistance component to
use the AI/ML related capabilities of the external AI/ML platform with invoking interfaces.
AI/ML assistance component which takes the role of an internal overlay as specified in
[ITU-T Y.3172], is required to support the high-level architectural requirements specified
in [ITU-T Y.3172].

In addition to the components above, the signalling network analysis and optimization system also
provides common management and orchestration functions, which may follow the standards of
management and orchestration of ITU-T and other SDOs.

7

7.1

Interfaces and protocols of signalling network analysis and optimization

General descriptions of interfaces

In the framework of signalling network analysis and optimization, there are five internal interfaces
and six external interfaces of signalling network analysis and optimization system to be addressed
in this Recommendation, which are as follows.

IF 1 (Interface 1): A required interface between the signalling network analysis component
and signalling collecting component.

IF 2: A required interface between the signalling network optimization component and
signalling network analysis component.

IF 3-1: A recommended interface between the signalling collecting component and AI/ML
assistance component.

IF 3-2: A recommended interface between the signalling network analysis component and
AI/ML assistance component.

IF 3-3: A recommended interface between the signalling network optimization component
and AI/ML assistance component.

IF 4-1: A required interface between the signalling collecting component and network
entity in VOLTE network.

IF 4-2: A required interface between the signalling network optimization component and
network entity in VOLTE network.

IF 5-1: A required interface between the signalling collecting component and signalling
exchange between network entities in VOLTE network.

IF 5-2: A required interface between the signalling network optimization component and
signalling exchange between network entities in VOLTE network.

IF 6: A recommended interface between the AI/ML assistance component and external
AI/ML platform.

IF 7: A required interface between the signalling network optimization component and the
user of signalling network analysis and optimization.
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7.2 Signalling collecting interfaces and protocols

IF 4-1 is the interface between the signalling collecting component and the network entity, which is
used for the raw data collection on network entities of VOLTE signalling network, including
hardware capacity, software capacity, real-time load, computing resources, storage resources,
network resources, and signalling process configuration, as specified in [ITU-T Q.3644].

IF 5-1 is the interface between the signalling collecting component and the signalling exchange
between network entities, which is used for the raw data collection on signalling exchange of
VOLTE signalling network, including S6a, Gx, Rx, Cx, Sh, Zh, ISC, Ma, Mg, Mj, Mw, Mx, Mr,
Gm, Sv, S1-MME, S11, S5/S8, Ut, C/D, Sh/J, and Imc, as specified in [ITU-T Q.3644].

IF 4-1 and IF 5-1 could be decoupled with the VOLTE signalling network or integrated with VoLTE
signalling network, depending on the deployment demands.

The protocols of IF 4-1 and IF 5-1 could be a shared data transfer protocol (SDTP), secure file
transfer protocol (SFTP), or other trustable protocols which are required to ensure the data integrity
and security of raw data collection.

7.3 Signalling network analysis interfaces and protocols

IF1 is the interface between the signalling network analysis component and the signalling
collecting component, which is used for uploading the single data and synthetic data of the
signalling network generated by the signalling collecting component to the signalling network
analysis component.

IF 2 is the interface between the signalling network optimization component and the signalling
network analysis component, which is used for uploading the quotas and status information of the
signalling network generated by the signalling network analysis component to the signalling
network optimization component.

IF 1 and IF 2 are required to support the function of data reverse query for facilitating the tracking
of signalling processes.

The protocols of IF1 and IF 2 could be SDTP, SFTP or other trustable protocols, which are
required to ensure data integrity and the security of signalling network analysis.

7.4 Signalling network optimization interfaces and protocols

IF 4-2 is the interface between the signalling network optimization component and the network
entity, which is used for sending the optimization instructions to network entities in the VOLTE
network and receiving the effect of optimization.

IF 5-2 is the interface between the signalling network optimization component and the signalling
exchange, which is used for sending the optimization instructions to the signalling exchange
between network entities in the VOLTE network and receiving the effect of optimization.

The protocols of IF 4-2 and IF 5-2 could be man-machine language (MML) or other protocols
depending on the deployment demands.
7.5 AIl/ML related interfaces and protocols

IF 3-1 is the interface between the signalling collecting component and the AI/ML assistance
component, which is used for providing AI/ML related capabilities in the processes of signalling
collecting.

IF 3-2 is the interface between the signalling network analysis component and the Al/ML assistance
component, which is used for providing AlI/ML related capabilities in the processes of signalling
network analysis.

Rec. ITU-T Q.3646 (02/2022) 5



IF 3-3 is the interface between signalling network optimization component and the AI/ML
assistance component, which is used for providing AI/ML related capabilities in the processes of
signalling network optimization.

IF 6 is the interface between the AI/ML assistance component and the external Al/ML platform,
which is used for providing the AI/ML related capabilities of the external AI/ML platform to
signalling network analysis and optimization systems.

IF 3-1, IF 3-2, IF 3-3, and IF 6 are recommended to adopt the protocol stack of hypertext transfer
protocol (HTTP) [b-IETF RFC 7540] / transmission control protocol (TCP) / Internet protocol (IP)
for facilitating the invoking of external Al/ML related capabilities.

7.6 User interfaces and protocols

IF 7 is the interface between the signalling network optimization component and the user of signalling
network analysis and optimization, which is used for providing the results of signalling network analysis
and optimization to the user of the signalling network analysis and optimization. IF 7 is recommended
to adopt a user-friendly interface and protocol, such as an application programming interface (API) or
graphical interface, which adopts the protocol stack of HTTP [b-IETF RFC 7540] / TCP / IP.

8 Service procedures of signalling network analysis and optimization

8.1 General descriptions of service procedures

The signalling collecting component initiates the original signalling collection and network status
collection and generates the raw data including the signalling data and the network status data, of
which the signalling data includes the single data and synthetic data of a complete VOLTE session.
The signalling collecting component then uploads the raw data to the signalling network analysis
component for subsequent signalling network analysis.

The signalling network analysis component uses the raw data including the signalling data and
network status data to perform data processing and data analysis. The signalling network analysis
component then uploads the quotas and status information as the results of the data processing and
data analysis to the signalling network optimization component for subsequent signalling network
optimization.

The signalling network optimization component uses the quotas and status information to recognize
the operation status of the signalling network, such as signalling fault and network entity break
down, with which signalling network optimization component could develop corresponding
solutions and instructions to optimize the VoLTE signalling network.

The above three components interact with the AlI/ML assistance component to perform intelligent
signalling collecting, intelligent signalling network analysis, intelligent signalling network
optimization, and intelligent self-management and self-orchestration.

In the end, the signalling network optimization component provides the results of signalling
network analysis and optimization to the user of signalling network analysis and optimization.

8.2 Signalling collecting procedures

The signalling collecting procedures are as follows.

. The raw data collection on signalling exchange of VoLTE signalling network is performed
on IF 5-1, the related interfaces include S6a, Gx, Rx, Cx, Sh, Zh, ISC, Ma, Mg, Mj, Mw,
Mx, Mr, Gm, Sv, S1-MME, S11, S5/S8, Ut, C/D, Sh/J, and Imc, as specified in
[ITU-T Q.3644].

. The raw data collection on network entities of VoL TE signalling network is performed on
IF 4-1, the related network status includes hardware capacity, software capacity, real-time
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8.3

load, computing resources, storage resources, network resources, and signalling process
configuration, as specified in [ITU-T Q.3644].

Signalling network analysis procedures

The signalling network analysis procedures are as follows.

8.4

The single data and synthetic data of signalling network generated by the signalling
collecting component are uploaded to the signalling network analysis component by using
IF 1.

The signalling network analysis component performs analysis on quotas and status
information of the VOLTE signalling network.

The quotas and status information of the signalling network generated by the signalling
network analysis component are uploaded to the signalling network optimization
component by using IF 2.

Signalling network optimization procedures

The signalling network optimization procedures are as follows.

8.5

The process of signalling network optimization on network entities is performed, as
specified in [ITU-T Q.3644].

The process of optimization of signalling exchange between network entities is performed,
as specified in [ITU-T Q.3644].

The optimization instructions are sent to the network entities in the VOLTE network, and
the corresponding effect of optimization is received by using IF 4-2.

The optimization instructions are sent to the signalling exchange between the network
entities in the VOLTE network, and the corresponding effect of optimization is received by
using IF 5-2.

AIl/ML related procedures

The AI/ML related procedures are as follows.

8.6

The AI/ML related capabilities are invoked, mapped and utilized in the processes of
signalling collecting with the support of the AI/ML assistance component by using IF 6 and
IF 3-1.

The AI/ML related capabilities are invoked, mapped, and utilized in the processes of
signalling network analysis with the support of the AlI/ML assistance component by using
IF 6 and IF 3-2.

The AI/ML related capabilities are invoked, mapped, and utilized in the processes of
signalling network optimization with the support of the AI/ML assistance component by
using IF 6 and IF 3-3.

User related procedures

The user related procedures are as follows.

The results of the signalling network analysis are translated into user-friendly data which
includes the information required by a specific user in signalling network optimization
component. The signalling network optimization component then provides the user-specific
data of the signalling network analysis to the user of the signalling network analysis and
optimization by using IF 7.

The results of the signalling network optimization are translated into user-friendly data
which includes the information required by specific users in the signalling network
optimization component. Then the signalling network optimization component provides the
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9

9.1

user-specific data of signalling network optimization to the user of signalling network
analysis and optimization, by using IF 7.

Al/ML-assisted functions of signalling network analysis and optimization

General descriptions of Al/ML-assisted functions

The Al/ML-assisted functions of the signalling network analysis and optimization which are
provided by the AI/ML assistance component, act on the signalling collecting component,
signalling network analysis component, and signalling network optimization component to provide
AI/ML related capabilities. The Al/ML-assisted functions are as follows.

9.2

Intelligent signalling collecting functions.

Intelligent signalling network analysis functions.

Intelligent signalling network optimization functions.

Intelligent system self-management and self-orchestration functions.
External AI/ML platform connecting functions.

External AI/ML capability mapping functions.

Intelligent signalling collecting functions

The intelligent signalling collecting functions are as follows.

9.3

To manage the facilities of data collection and data storage to ensure high reliability and
high efficiency.

To process and store mass raw data collected from the VoL TE signalling network.
To search the signalling data related to the analysed VOLTE service procedure.
To search the network status data related to the analysed VOLTE service procedure.

Intelligent signalling network analysis functions

The intelligent signalling network analysis functions are as follows.

9.4

To chain the signalling related to the VOLTE service procedure for some given inputs.
To specify the VOLTE service procedures related to the given optimization target.

To specify the existing network problems based on the analysis of the status information of
the VOLTE signalling network.

Intelligent signalling network optimization functions

The intelligent signalling network optimization functions are as follows.

9.5

To provide the optimization solutions and corresponding optimization instructions to solve
the existing network problems or for the given optimization target.

To predict the results of the given optimization solutions and corresponding optimization
instructions.

To choose the best optimization solution based on the experience of experts and/or
optimization records.

Intelligent self-management and self-orchestration functions

The intelligent self-management and self-orchestration functions are as follows.

To achieve self-management of components of signalling network analysis and
optimization system.
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9.6

To achieve self-management of internal interfaces and external interfaces of signalling
network analysis and optimization system.

To achieve self-orchestration of hardware resources and software resources of signalling
network analysis and optimization system.

To customize the capabilities of signalling network analysis and optimization systems on
demand.

External AI/ML platform connecting functions

The external AlI/ML platform connecting functions are as follows.

9.7

To provide the interfaces for external AI/ML platforms connecting to the signalling
network analysis and optimization systems.

To manage the available external AI/ML platform(s) and the external AI/ML related
capabilities.

To invoke the external Al/ML related capabilities based on the requirements of signalling
collecting component, signalling network analysis component, and signalling network
optimization component.

To receive the optimized policies or solutions from the external AI/ML platforms which are
authorized.

To choose the best-suited external Al/ML platform for specific AI/ML related capability,
when multiple external AlI/ML platforms are available.

To choose the best policies or solutions to achieve the optimization target which was
reconfigured by the operator or the user.

External AI/ML capability mapping functions

The external AI/ML capability mapping functions are as follows.

10

To manage the relations of the external AI/ML platform, signalling network analysis and
optimization system in the aspects of protocols and AlI/ML related capabilities.

To perform protocol transition between the external AI/ML platform and the components of
the signalling network analysis and optimization system.

To perform AI/ML related capability mapping between the external Al/ML platform and
the components of signalling network analysis and optimization system.

Security considerations

The security and privacy considerations of the signalling network analysis and optimization include
the following aspects.

Signalling collecting security, which includes the considerations on signalling data
collecting security and network status data collecting security.

Signalling network analysis security, which includes the considerations on quotas analysis
security and status information analysis security.

Signalling network optimization security, which includes the considerations on the
optimization of network entities and optimization of signalling exchange.

AI/ML related security, which includes the security considerations on intelligent signalling
collecting security, intelligent signalling network analysis security, intelligent signalling
network optimization security, intelligent self-management and self-orchestration, external
AI/ML platform connecting and external Al/ML capability mapping.
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. User privacy, which includes the privacy considerations on the end user and the user of
signalling network analysis and optimization.

In addition, the security and privacy considerations of signalling network analysis and optimization
should be aligned with the requirements specified in [b-ITU-T Y.2701], [b-ITU-T Y.3101],
and [b-1SO/IEC 18033-1].
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