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Recommendation ITU-T Q.3203

Signalling requirements and ar chitectur e of network attachment control
functionsto support I P mobility

Summary

The addition of IP mobility in access networks impacts the functionality of network attachment
control functions (NACF), and raises additional signalling requirements of NACF with respect to the
mechanism of [P address management and the signaling flows for mobility interface.
Recommendation ITU-T Q.3203 proposes the generic signalling requirements and architecture for
NACEF functionality defined in Recommendation ITU-T Y.2014, with considerations of interfacing
the mobility management functions described in Recommendation ITU-T Y.2018.
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Recommendation I TU-T Q.3203

Signalling requirements and ar chitectur e of network attachment control
functionsto support I P mobility

1 Scope

This Recommendation describes signalling architecture and relevant interfaces of network
attachment control functions (NACF) to support IP mobility in access networks, considering
interaction with signalling and functionality of mobility management and control functions
(MMCF) defined in [ITU-T Y.2018]. Additional signalling requirements of NACF are identified to
support P mobility in next generation access (NGA) networks, with respect to the mechanism of IP
address management and the signalling flows for mobility interface. This Recommendation
addresses the signaling requirements and architecture of NACF for mobility service based on
[ITU-T Y.2014]. Mobility signalling of other functions (such as MM CF and resource and admission
control functions (RACF)) is out of the scope of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Q.1706] Recommendation ITU-T Q.1706/Y .2801 (2006), Mobility management
requirements for NGN.

[ITU-T Q.1707] Recommendation ITU-T Q.1707/Y .2804 (2008), Generic framework of
mobility management for next generation networks.

[ITU-T Y.2014] Recommendation ITU-T Y.2014 (2010), Network attachment control functions
in next generation networks.

[ITU-T Y.2018] Recommendation ITU-T Y.2018 (2009), Mobility management and control
framework and architecture within the NGN transport stratum.

[ITU-T Y.2701] Recommendation ITU-T Y.2701 (2007), Security requirements for NGN
release 1.

[IETF RFC 4862] |IETF RFC 4862 (2007), IPv6 Stateless Address Autoconfiguration.

3 Definition

31 Termsdefined elsewhere

This Recommendation uses the following terms defined el sewhere:
3.1.1 handover: [ITU-T Q.1706].

3.1.2 host-based mobility: [ITU-T Y.2018].
3.1.3 network-based mobility: [ITU-T Y.2018].
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3.2 Termsdefined in this Recommendation
This Recommendation defines the following terms:
3.21 mobility signalling: Signalling flows for delivering information related to location

registration and handover management to support the mobility service.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

AAA Authentication, Authorization and Accounting

AM-FE Access Management Functional Entity

AR-FE Access Relay Functional Entity

CoA Care of Address

CPE Customer Premises Equipment

DHCP Dynamic Host Configuration Protocol

EUI Extended Unique Identifier

HA Home Agent

HCF Handover Control Function

HDC-FE Handover Decision and Control Functional Entity

HDF Handover Decision Function

HoA Home Address

IP Internet Protocol

LMA Loca Mobility Anchor

MAG Mobile Access Gateway

MIPv4 Mobile IP for IPv4

MIPv6 Mobile IP for IPv6

MLM-FE Mobile Location Management Functional Entity

MLM-FE(C) AT instance of the MLM-FE performing the central mobile location management
role

MLM-FE(P)  An Instance of the MLM-FE performing the proxy mobile location management
role

MMCF Mobility Management and Control Function

MN Mobile Node

NACF Network Attachment Control Functions

NAC-FE Network Access Configuration Functional Entity

NGN Next Generation Network

NID-FE Network Information Distribution Functiona Entity

PIA Persistent IP Address

PMIP Proxy Mobile IP

PMIPv6 Proxy MIPv6
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RA Router Advertisement

RACF Resource and Admission Control Functions

TAA-FE Transport Authentication and Authorization Functional Entity
TIA Temporary |P Address

TLM-FE Transport Location Management Functional Entity

TUP-FE Transport User Profile Functional Entity

UE User Equipment

5 Conventions

This Recommendation does not use specific conventions.

6 Overview of protocol supporting I P mobility on the NGN access networ k

This Recommendation describes the signalling requirements and architecture of the network
attachment control function (NACF) for both host- and network-based mobility management that
rely on the signalling and functionality of the mobility management and control function (MMCF)
added to support mobility management in the next generation network (NGN) transport stratum.
NACF gives information about mobility management to MMCF, which is responsible for mobile
location management and handover control.

In the IETF-based network architecture, two entities are generally considered to support IP
mobility: a home agent (HA) and an access gateway. The home agent manages IP addresses in
addition to mobile-user profiles, and it delivers packets to mobile nodes (MN). In the case of
network-based mobility management, the access gateway detects a user's movement to a new
network and registers the user's care of address (CoA) with the HA. This approach does not require
any additional protocol for the MN to support IP mobility. However, in the case of host-based
mobility management, users have to configure their new CoA. Whenever a user moves to a new
network, the user configures its CoA and then registers it with the home agent. Appendix |
describes the network architecture based on IETF mobile protocols.

The NGN mobility architecture, including components of NACF and MMCF, possibly applies to
the general mobility architecture. In the NGN architecture model, NACF is responsible for
alocating the I P address and performing authentication. NACF allocates two kinds of |P addresses:
a persistent |P address (PIA) and atemporary |P address (TIA), and updates the UE's temporary |P
address with the MMCF for mobility service. The NACF can optionally perform an authentication
process when the UE changes network.

6.1 Network ar chitecture

The MMCF defined in [ITU-T Y.2018] is required for mobility service in the NGN transport
stratum [ITU-T Q.1707]. Also, mobility-specific transport functions are needed in the forwarding
plane of the transport stratum, as shown in Figure 6.1. In the control plane, NACF has interaction
with MMCF to transfer mobility service parameters.

Rec. ITU-T Q.3203 (08/2011) 3
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Figure 6.1 — Relationship between NACF and MM CF for | P mobility
(see[ITU-T Q.1707] and [ITU-T Y.2014])

6.2 Host configuration

The UE initially setsits persistent I|P address (PIA) with either a stateless or a stateful configuration.
When using a stateless configuration, known as autoconfiguration based on [IETF RFC 4862], the
UE builds an EUI-64-formatted 1Pv6 address using a network prefix contained in router
advertisements (RAS) from transport function. In a stateful configuration, the IP address for PIA is
obtained from a DHCP server. When an attachment between NACF and the mobile UE initially
occurs, its PIA configuration is executed. Once a mobile UE has configured its IP address, it
maintains its | P address within a home-agent domain. In the case of host-based mobility, the mobile
node has to configure its temporary IP address (TIA) in addition to its PIA, while in the case of
network-based mobility, the mobile node has its PIA maintained as user profile information.
Whenever the mobile node is attached to a different access network, the mobile UE configures its
TIA in astateful or stateless manner (see clause 7.3.1).

During the attachment process, mobility authentication is also performed between the mobile UE
and the NACF. Either the pre-authentication or the re-authentication method may be used to reduce
authentication latency. In a host-based mobility case, the information derived from the UE
authentication process is transferred from NACF to MMCF. Otherwise, NACF indicates the
network-based mobility service to MMCF.

6.3 Handover management

The MMCF has handover control functions (HCFs) which provide session continuity for the mobile
UE's sessions. The HCF concentrates on minimizing data loss and handover latency during the UE's
movement. Also, the forwarding plane of the transport stratum performs the handover execution
function to support 1P mobility.

7 Mobility signalling requirements of NACF

7.1 Data structure

The mobility service parameters required to extend NACF for IP mobility are defined in
[ITU-T Y.2014]; mobility service parameters consist of MLM-FES addresses, keying material,
mobility protocol type (e.g., host-based or network-based mobility), an optional anchor point
address, and an optional tunnel end point address.

In the access authentication procedure, shown in Figure 7, AM-FE obtains an identifier from a UE
and requests a mobile UE's authentication to TAA-FE. TAA-FE receives the mobile UE's policy
profile from TUP-FE through Nb reference point. A user profile may be downloaded from

4 Rec. ITU-T Q.3203 (08/2011)



the TAA-FE server in the home NGN network to the TAA-FE proxy in the visited NGN network.
The TAA-FE responds to the AM-FE with the mobile node's policy profile. User data related to
network location information in the policy profile may be transferred between TAA-FE and
TLM-FE viathe Nc reference point.

AM-FE TAATE TLM-FE TAAFE

proxy server TUP-FE

1. AAA request (MN-ID)

| 2. AAA reply + policy profile

3. Network location information

Q.3203(11)_F07
Figure 7— NACF information flow for access authentication

7.2 M ovement detection

Handover decision can be made by either the mobile node or the handover decision and control
functional entity (HDC-FE) in MMCEF. After the network attachment point is determined, the
mobile node performs authentication for the target access network. When a user attaches to the
target network, AM-FE forwards the user's authentication request to TAA-FE.

NACF may provide pre-authentication and re-authentication to reduce the handover latency. The
user transport profile and mobility service parameters are sent from the TAA-FE in the home
network to the TAA-FE in the target network. The mobility service parameters include the UE's
PIA and the address of the MLM-FE (C). TAA-FE delivers mobility service parameters, including
the keying material used between the mobile user and the MLM-FE (P), to TLM-FE.

7.3 L ocation registration

7.3.1 |P addressallocation

During the authentication procedure, TAA-FE may request an IP address allocation to NAC-FE or
use the IP address of user profile information in TUP-FE. After authentication, the user profile,
including mobility service parameters, is delivered to TLM-FE. In the case of network-based
mobility, only an IP address maintained in TUP-FE is used for IP configuration, and in the case of
host-based mobility, NAC-FE delivers the alocated | P addressto TLM-FE.

To communicate between the user and MLM-FE (P) in the target network, TLM-FE provides the
address of the MLM-FE (P) as well as the user's IP address and keying material for the security
associations between the user and MLM-FE (P), as well as HDC-FE and NID-FE. The TLM-FE
stores the association between the allocated |P address and related network location information,
including the mobility service parameters. TLM-FE also delivers mobility service parameters to
NAC-FE after notification of binding information to MLM-FE.

7.3.2 Notification of binding information

In the host-based mobility service, a mobile node directly updates location information to MLM-FE
(P). NAC-FE may bind the information between the mobility service subscriber ID and the
persistent/temporary IP addresses. TLM-FE then sends the binding information to the MLM-FE
(P): the user identity, the type of mobility service, and keying materials. However, TLM-FE
delivers the indication of network-based mobility without keying material to MLM-FE (P). In the
case of network-based mobility, the user has only the persistent address and no security association
with MLM-FE (P).

Rec. ITU-T Q.3203 (08/2011) 5



8 NACF signalling ar chitecture and interfacesfor 1P mobility

This clause describes the details of the NACF signalling architecture for IP mobility, including the
functional entities and interfaces.

Figure 8.1 shows reference points between NACF and MMCF as defined in [ITU-T Y.2018].

S-TC1
NACF MMCF
TC-Ux | | T-15: Home gateway
configuration FE - TC-TC1 M1
T-13:T. Location MLM-FE (P) — MLM-FE (C)
l management FE |
T-12: T. User H~—M2]
profile FE N HDC-FE
Ne
Nb M13
T-11: T. Authentication Nk [ T-10: Network access
and authorization FE configuration FE
NID-FE
Na Nd
TCul T-14 : Access management FE NIRF
1

| Q.3203(11)_F8.1
TC-T1

Figure 8.1 — Functional entities and reference points of NACF

8.1 Functional entities of NACF
The following FEs of NACF are involved in the mobility service:

. T-10 Network access configuration functional entity (NAC-FE)
. T-11  Transport authentication and authorization functional entity (TAA-FE)
. T-13  Transport location management functional entity (TLM-FE)

In order to support mobility defined in [ITU-T Y.2014], NAC-FE allocates two kinds of IP
addresses to UE: persistent |P address (PIA) and temporary IP address (TIA). NAC-FE alocates IP
addresses in association with TAA-FE, when the address alocation is needed during the UE's
movement, in order to provide authentication.

TAA-FE may request NAC-FE to allocate an IP address in the case of host-based mobility, and it
may use an IP address or IP prefix as user-profile information maintained in TUP-FE in both
host-based and network-based mobility cases (see clause 7.2.4 of [ITU-T Y.2014]).

TLM-FE identifies the current network location of UE and keeps track of it. When the point of
attachment is changed in the network, the TLM-FE updates the association between the IP address
allocated to the UE and related network location information (see clause 7.2.3 of [ITU-T Y.2014]).

8.2 Relevant reference points

The following external reference points between NACF and MMCF are defined for the mobility
service:

. M1  (TLM-FE, MLM-FE)
. M2  (TLM-FE, HDC-FE)
. M13  (TLM-FE, NID-FE)

6 Rec. ITU-T Q.3203 (08/2011)



The following internal reference points of NACF are extensively defined for mobility service:

. Nc (TAA-FE, TLM-FE)
. Ne (NAC-FE, TLM-FE)
8.3 Interface description

This clause provides the description of the relevant reference points and interfaces listed in
clause 8.2.

831 M1

This reference point is for the distribution of information from TLM-FE to MLM-FE (P). The
information is prepared through the internal procedures of NACF, as follows:

1) TLM-FE obtains persistent/temporary address from NAC-FE.

2) TAA-FE delivers the profile information, including mobility-service parameters as well as
the address of MLM-FE (P), to the TLM-FE.

3) In the case of host-based mobility, TLM-FE obtains keying material from TAA-FE for the
security associations between UE and MLM-FE (P).

4) In the case of network-based mobility, TLM-FE obtains the address of MLM-FE(C) and the

address of tunnel end-point from TAA-FE.

TLM-FE informs MLM-FE (P) of mobile-user 1D, persistent-1P address, and anchor-point address
(the tunnel-end-point address) in addition to the information listed from 1 to 4. Optionally, binding
information between the mobility-service-user ID and persistent-1P address, as well as the type of
mobility protocol (e.g., host-based or network-based mobility service) can be included in the
information.

832 M2

This reference point is for providing information from TLM-FE to HDC-FE, to support the security
association required between the handover decision function (HDF) and the UE. The TLM-FE
sends information including mobility-service-user ID and keying material to the HDC-FE.

The M2 interface is used for information flow providing the keying material derived from the UE
authentication procedure.

833 M13

This reference point is for providing information from TLM-FE to the network information
distribution functional entity (NID-FE) to support the security association. The TLM-FE sends
information to the NID-FE, including-mobility-service-user ID and keying material.

M13 interface is used for the information flow providing the keying materia derived from the UE
authentication procedure.

834 Nc

The Nc reference point, between TAA-FE and TLM-FE, is extended for the mobility service
according to [ITU-T Y.2014] to support TLM-FE for the location registration to MMCF. The
procedures described in clause 8.3.1 show the information required for the provisioning of the
TLM-FE, such as the address of MLM-FE, mobility protocol type, anchor point address, and the
security association between UE and MMCF. This interface is extended in the format of transport
resource information indication and transport resource information response information flows,
from TAA-FE to TLM-FE.

Rec. ITU-T Q.3203 (08/2011) 7



835 Ne

The Ne reference point is extended for the mobility service according to [ITU-T Y.2014] to deliver
mobility-service parameters between NAC-FE and TLM-FE. NAC-FE registers TLM-FE with the
binding information between the mobility-service subscriber ID and persistent/temporary |IP
addresses. The TLM-FE informs the NAC-FE of the UE's PIA, mobility-protocol type, the address
of MLM-FE(P), and keying material for the security associations between the UE and the MMCF.
This interface is extended in the format of the mobility-service parameters indication information
flow, from TLM-FE to NAC-FE.

9 Security considerations

Security requirements within the functional requirements and architecture of NACF are addressed
by the security requirements for NGN [ITU-T Y.2701]. Interfaces of NACF related to the mobility
service shall follow the security requirements of NACF.

8 Rec. ITU-T Q.3203 (08/2011)



Appendix |

Mapping to |ETF mobility architecture

(This appendix does not form an integral part of this Recommendation.)

IETF has worked on IP mobility protocols, such as MIPv4 ([b-IETF RFC 3344]), MIPv6
([b-IETF RFC 3775]), and proxy mobile IP (PMIP) ([b-IETF RFC 5213]). Generally, mobility
architecture includes two physical entities in IP networks. a home agent and an access gateway
(Figurel.1). The home agent islinked to all access gateways and manages user location information
and profiles. The home agent can also be located in some access gateways. In this case, the function
of the home agent is distributed to access gateways; access gateways have the function of the home
agent in addition to their own function. The access gateway detects user movement to a new IP
network. In the network-based mobility case, an IP address of the access gateway is used as a
mobile node's CoA, so that packets destined to the mobile node are delivered to the access gateway
on behalf of the mobile node. Then, the access gateway directly transfers them to the mobile node
that just has an IPv6 specification. Within a domain, one home agent exists and more than one
home agent will be considered in the future. However, in the case of host-based mobility, a mobile
node hasits own HoA and CoA and receives packets directly from the home agent or a sender.

NACEF is responsible for 1P address management and authentication to support 1P mobility as some
parts of access gateway functionality. MMCF can perform control parts of functions in both the
home agent and access gateways, as it manages mobile node binding information.

Figurel.1—Network architecturefor | P mobility

[ |

Q.3203(11)_FI.1
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Appendix [

Mapping to PMIP domain

(This appendix does not form an integral part of this Recommendation.)

A mobile node in a proxy mobile IP (PMIP) domain is generaly identified by an identifier
(MN-Identifier) that has an associated policy profile. This information is typically configured in an
AAA server. When a user accesses the network, the network needs to authenticate the user. NGN
functions related to the access authentication in PMIP are shown in Figure I1.1.

Transport functions TC-T1 NACF (AAA Server)

Q.3203(11)_FII.1

Figurell.l—Functional architecturefor access authentication

The data related to access authentication includes the subscriber identity, supported authentication
methods, and authentication keys. Additionally, user data defined in the policy profile are needed in
order to support PMIP [b-IETF RFC 5213]. The network entities in the PMIP domain have access
to the mobile node's policy profile that contains the operational parameters required by the network
entities for managing the mobile node's mobility service. Network entities, such as the mobile
access gateway (MAG) and the local mobility anchor (LMA), can query this information using
RADIUS [b-IETF RFC 2865] or DIAMETER [b-IETF RFC 3588] protocols.

The policy profile has two mandatory fields and other optional fields, as shown in Tablell.1.
TUP-FE stores this information for policy profile in PMIP and may permanently store two of their
mandatory parameters. Additional user data for the policy profile can be added to the transport-user
profile described in [b-ITU-T Q-Sup. 58]. The network entities in a PMIP domain can identify a
mobile using its MN-Identifier obtained as part of the access authentication. The MN-Identifier may
be the same as the user identifier (Subscriber 1D), unlessit is used from more than one mobile node
operating in the same PMIP domain.

Tablell.1—Mobilenode's policy profile

Field Attribute TUP-FE
The mobile node's identifier (MN-Identifier) Mandatory | Permanent
The IPv6 address of the local mobility anchor (LMAA) Mandatory | Permanent
The mobile node's IP home network prefix(es) Optiona
The mobile node's P home network prefix lifetime Optional
Permitted address configuration mode (stateful, stateless, or both) Optional

10 Rec. ITU-T Q.3203 (08/2011)



Appendix 111

Mapping I Pv6 user configuration for the mobility service

(This appendix does not form an integral part of this Recommendation.)

[11.1 Initial allocation of |P address

A mobile CPE in the access network domain can configure one or more I P addresses on its interface
using IPv6 stateless or stateful address autoconfiguration procedures. When stateless address
autoconfiguration is supported on the link, the mobile node can generate one or more IPv6
addresses by combining the network prefix advertised on the access link with an interface identifier.
When stateful address autoconfiguration is supported on the link, the mobile node obtains the
address configuration from the DHCPV6 server using DHCPV6 client protocol.

[11.2  Interaction with DHCP relay agent

If stateful address configuration using DHCP is supported on the link on which the mobile node is
attached, the DHCP relay agent needs to be configured on the access router (e.g., AM-FE function
in NACF). When the mobile node sends a DHCPv6 Request message, the relay agent function on
the AM-FE must set the link-address field in the DHCPv6 message to the mobile node's local home
network prefix, so asto provide a prefix hint to the DHCP server. Since the access link is a point-to-
point link with the configured mobile node's prefix as the on-link prefix, the normal DHCP relay
agent configuration on the AM-FE will ensure that the prefix hint is set to the mobile node's home
network prefix.

If the mobile node is IPv4 enabled, the mobile CPE after the access authentication will be able to
obtain the IPv4 address configuration for the connected interface by using DHCPv4.

[11.3  IPv6 address autoconfiguration

Functions related to the IP address allocation are shown in Figure I11.1. CPE communicates with
NACEF viathe AR-FE in the transport functions. T-U1 and TC-T1 reference points are related to the
IP address alocation. The T-U1 reference point enables the CPE to initiate requests for I1P address
alocation and other network configuration parameters. These requests are received by the AR-FE
and are relayed to the AM-FE in NACF viathe TC-T1 reference point. These reference points also
provide transport IP address and network configuration information to the CPE for connecting to
the network. Either DHCP or PPP is used as a method for IP address allocation and network
configuration.

T-Ul

CPE - Transport functions TCTi NACF

Q.3203(11)_FIII.1

Figurelll.1—Functional architecturefor |P addressallocation

However, 1Pv6 defines both stateful address configuration and statel ess address autoconfiguration,
which requires no manual configuration of hosts. The stateless mechanism allows a host to generate
its own addresses using a combination of locally available information and information advertised
by routers. Both stateless address autoconfiguration and dynamic host configuration protocol for
IPv6 (DHCPV6) [b-IETF RFC 3315] may be used simultaneously.
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In the case of IPv6 stateless address allocation, a CPE does not use DHCP for manual configuration.
Instead, CPE generates its own address using subnet prefixes advertised by routers. As NACF is not
involved in the IPv6 stateless address configuration, the NAC-FE cannot maintain a mapping
between the CPE and the assigned | P address and cannot forward this information to the TLM-FE,
causing the TLM-FE not to respond to location queries from service control functions. In the case
of autoconfiguration, an additiona information flow is needed in order to register a CPE's IPv6
address to NACF via T-U1 and TC-T1 reference points. When a CPE connects to the network, it
can use DHCPv6 [b-IETF RFC 3315] for IPv6 address allocation via T-U1 and TC-T1 reference
points, or can configure its own address using |Pv6 stateless address autoconfiguration. After an
autoconfiguration process, the CPE registersits |Pv6 address information to NACF.

IPv6 stateless address autoconfiguration mechanism [IETF RFC 4862] defines two functions
mapped to the NGN functional architecture:

. The Host is afunction of the CPE that autoconfigures its IPv6 address.
. The Router is a function of transport functions in charge of advertisng network
information.

As shown in Figure 111.2, router solicitation (RS) and router advertisement (RA) are transmitted
between the Host and the Router.

CPE (Host) Ul Transport functions (Router) TC-T1 NACF
RS/RA Q.3203(11)_FIIl.2

Figurelll.2 —1Pv6 autoconfiguration functional entities

Registration of the binding information between a configured 1Pv6 address and a CPE is needed via
T-Ul and TC-T1 reference points. Table I11.1 describes the elements contained in the registration
information flow.

Tablelll.1—-Registration (CPE > NACF)

Infor mation element Description
Glaobally unique IP address A set of IP address information used for locating the access network
information .| towhichtheCPEisattached. =
— Unique IP address The IP address configured to the attached CPE.
— Addressream The addressing domain in which the IP address is significant.
Physical connection identifier A local identifier for physical connection of the access transport
(optional) network to which the CPE is attached.
Logical connection identifier A local identifier for logical connection of the access transport
network to which the CPE is connected.
CPE type (optional) The type of CPE.

The IPv6 stateful address allocation process can be completed by using DHCP messages. In DHCP
mode, the transport functions include an AR-FE acting as a DHCP relay between the DHCP clients
in the CPE and the DHCP server in NACF (see Figure 111.3). To newly support IPv6 stateless
address autoconfiguration, an additional registration flow is needed between a CPE and NACF. The
CPE registers address information to the NAC-FE, after the CPE configures its own IPv6 address.
This information is received by AR-FE and then relayed to the AM-FE via T-Ul and TC-T1
reference points.
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Figurelll.3—1Pv6 address allocation flows
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