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line identification authentication 

 

 

 

Summary 

Amendment 6 to Recommendation ITU-T Q.1902.3 was produced to meet the need for the 

implementation of calling line identification authentication (CIDA) as specified in Recommendation 

ITU-T Q.3063 (2022). This amendment contains the modifications to Recommendation 

ITU-T Q.1902.3 (2001) in order to accommodate these needs. This amendment should be read in 

connection with the related amendments to Recommendations ITU-T Q.1902.1 and ITU-T Q.1902.2. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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Recommendation ITU-T Q.1902.3 

Bearer Independent Call Control protocol (Capability Set 2) and Signalling 

System No.7 ISDN User Part: Formats and codes 

Amendment 6 – Extensions for the support for the calling  

line identification authentication 

1 Scope 

This amendment was produced to meet the need for the implementation of the calling line 

identification authentication. The amendment contains the modifications to Recommendation 

ITU-T Q.1902.3 (2001) in order to accommodate these needs. 

2 Formats and codes of BICC 

1) Clause 4 – Abbreviations 

Add the following abbreviations in alphabetical order: 

IAM Initial Address Message 

UTC Coordinated Universal Time 

2) Table 2 

Modify Table 2 in order to introduce the following new certificate (6.112), new signature (6.113) 

and new indicator: 

Table 2/Q.1902.3 – Parameter name codes 

Parameter name Reference (subclause) Code Note 

Certificate 6.112 1001 0000  

Signature 6.113 1001 0001  

Calling line identification authentication indicator 6.114 1001 0010  

3) Table 38 

Modify Table 38 to include the certificate, signature and indicator parameters in the initial address 

message (IAM) message. 

Table 38/Q.1902.3 

Message Type: Initial address 

Parameter name Reference (subclause) Type Length (octets) 

Certificate 6.112 O 41-? 

Signature 6.113 O 66-? 

Calling line identification authentication indicator 6.114 O 3 

4) New clause 6.112 – certificate 
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Add new clause 6.112 defining the certificate parameter as follows: 

6.112 Certificate 

The format of the certificate parameter field is shown in Figure 129. 
8 7 6 5 4 3 2 1  

Serial Number version 1 

Serial Number 
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Expire time 
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spare algorithm 8 

Length 9 

Public Key 

10 

. 
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n 

Figure 129/Q.1902.3 – certificate parameter field 

The following codes are used in the certificate parameter field: 

a) Version 

The version shall hold the version of the encoded public-key certificate. 

0000 spare 

0001 version 1 

0010 version 2 

0011 version 3 

b) Serial Number 

Serial Number is a pure binary representation of the integer assigned to the certificate. 

c) Expire time 

 The Expiry Time shall be given in UTC time with format "YYYYMM-DDThh:mm:ssTZD" 

as described by [b-W3C DTF]. This is generated by the CA. 

d) algorithm 

The code of the algorithm which this public key is an instance of. 

0000 
RSAEncryption 

0001 
dhpublicnumber 

0010 
id-dsa 

0011 
id-ecPublicKey 

0100 

reserve … 

1111 

e) length  

 The length indicates length of public key  
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f) Public key 

The Public Key shall hold the public key being certified. 

5) New clause 6.113 – Signature 

Add new clause 6.113 defining the signature parameter as follows: 

6.113 Signature 

The format of the signature parameter field is shown in Figure 130. 

 
8 7 6 5 4 3 2 1  

spare algorithm 1 

Length 2 

signature 

3 

. 

. 

. 

n 

Figure 130/Q.1902.3 – signature parameter field 

The following codes are used in the signature parameter field: 

a) Algorithm 

0000 
sha256WithRSAEncryption 

0001 
sha384WithRSAEncryption 

0010 
dsa-with-sha256 

0011 
ecdsa-with-SHA256 

0100 

reserve … 

1111 

b) length  

 The length indicates length of public key 

c) signature 

The signature shall hold the signature being signed. 

6) New clause 6.114 – Calling line identification authentication indicator 

Add new clause 6.113 defining the calling line identification authentication indicator parameter as 

follows: 

6.114    Calling line identification authentication indicator 

The format of the calling line identification authentication indicator parameter field is shown in 

Figure 131. 

 
8 7 6 5 4 3 2 1 

H G F E D C B A 

Figure 131/Q.1902.3 – calling line identification authentication indicator parameter field 
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The following codes are used in the calling line identification authentication indicator parameter field: 

bit A calling line identification authentication indicator 

 0 successful authentication 

 1 unsuccessful authentication 

bits H-B Spare 

3 Bibliography 

Add a Bibliography with the following entries: 

[b-ITU-T Q.1902.1] Recommendation [ITU-T Q.1902.1 (2001), Bearer Independent Call 

Control protocol (Capability Set 2): Functional description. 

[b-ITU-T Q.1902.2] Recommendation [ITU-T Q.1902.2 (2001), Bearer Independent Call 

Control protocol (Capability Set 2) and Signalling System No.7 ISDN User 

Part: General functions of messages and parameters. 

[b-W3C DTF] W3C (1997), Date and Time Formats.  
https://www.w3.org/TR/NOTE-datetime 
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