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Introduction

This ITU-T Supplement is a transposition of the ETSI standard [b- ETSI GS ECI 001-6] and is a result of a collaboration between ITU-T SG9 and ETSI ISG ECI.

The embedded common interface (ECI) system combines security with interoperability to provide a flexible and future-proof Content Protection System. It is an open, standardized system, which allows CA/DRM vendors to implement a wide range of products and consumers to readily switch between vendors on ECI compliant customer premises equipment (CPEs). The openness of the ECI system requires specific security elements in a compliant CPE to be swappable. In addition to the technical aspects of the standard there exist certain operational and commercial aspects which need to be handled in order for the security of the system, and the trustworthiness for all stakeholders to be provisioned and maintained. These aspects are addressed by creating a Trust Environment that consists of a contractual framework, policies, and technical specifications required for creating an ECI Ecosystem.



Supplement 8 to ITU-T J-series Recommendations

Embedded common interface for exchangeable CA/DRM solutions; Trust environment

1 Scope

This Supplement specifies the basic technical principles and tasks for defining an ECI compliant Trust Environment intended for establishing an ECI Ecosystem as specified in [ITU-T J.1010], [ITU-T J.1011], [ITU-T J.1012] and further ECI-related ITU-T Recommendations. The present document therefore also provides guidance for a party that intends to serve as an ECI Trust Authority for an ECI Ecosystem.

This Supplement covers specification details in the following clauses: clause 6 addresses the Trust Environment and its stakeholders, clause 7 addresses the role of the ECI Trust Authority, clause 8 describes the tasks of the ECI Trust Authority, and clause 9 deals with critical workflows within the ECI Ecosystem. Appendix I gives some additional background information on the security aspects.

2 References

[ITU-T J.1010] Recommendation ITU-T J.1010 (2016), Embedded common interface for exchangeable CA/DRM solutions; Use cases and requirements.

[ITU-T J.1011] Recommendation ITU-T J.1011 (2016), Embedded common interface for exchangeable CA/DRM solutions; Architecture, definitions and overview.

[ITU-T J.1012] Recommendation ITU-T J.1012 (2020), Embedded common interface for exchangeable CA/DRM solutions; CA/DRM container, loader, interfaces, revocation.

[ITU-T J.1013] Recommendation ITU-T J.1013 (2020), Embedded common interface for exchangeable CA/DRM solutions; The virtual machine.

[ITU-T J.1014] Recommendation ITU-T J.1014 (2020), Embedded common interface for exchangeable CA/DRM solutions; Advanced security – ECI-specific functionalities.

[ITU-T J.1015] Recommendation ITU-T J.1015 (2020), Embedded common interface for exchangeable CA/DRM solutions; The advanced security system – Key ladder block.

3 Definitions

3.1 Terms defined elsewhere

None.

3.2 Terms defined in this Supplement

This Supplement defines the following terms:

3.2.1      advanced security system (AS system): Function of an embedded common interface (ECI) compliant customer premises equipment (CPE), which provides enhanced security functions (hardware and software) for an ECI Client.

NOTE – The details are specified in [ITU-T J.1014].

3.2.2      certificate: Data with a complementary secure Digital Signature that identifies an Entity in an ECI Ecosystem.

NOTE – The holder of the secret key of the signature attests to the correctness of the data – authenticates it by signing it with its secret key. Its public key can be used to verify the data.

3.2.3      certificate chains: List of Certificates in an ECI Ecosystem that authenticate each other up to and including a Root Revocation List.

3.2.4      certificate processing subsystem (CPS): Subsystem of the ECI Host that provides Certificate verification processing and providing additional robustness against tampering.

3.2.5      content protection system: Systems that employs cryptographic techniques to manage access to content and services in an ECI Ecosystem.

NOTE – The term may be interchanged frequently with the alternate service protection system. Typical systems of this sort are either conditional access systems, or digital rights management systems.

3.2.6      customer premises equipment (CPE): Media receiver which has implemented embedded common interface (ECI), allowing the user to access digital media services.

3.2.7      CPE manufacturer: Company that manufactures embedded common interface (ECI) compliant customer premises equipment (CPEs).

3.2.8      digital signature: Data (byte sequence) in an ECI Ecosystem, decrypted with the public key of the signatory of another piece of data, can be used to verify the integrity of that other piece of data by making a digest (hash) of the other piece of data and comparing it to the decrypted data.

3.2.9      embedded common interface (ECI): Architecture and the system specified in the ETSI ISG “Embedded CI”, which allows the development and implementation of software-based swappable ECI Clients in customer premises equipment (CPE) and thus provides interoperability of CPE devices with respect to ECI.

3.2.10     ECI chip manufacturer: Company providing systems on a chip that implement embedded common interface (ECI) specified chipset functionality.

3.2.11     ECI client: Implementation of a conditional access (CA)/digital rights management (DRM) (CA/DRM) client which is compliant with the embedded common interface (CI) specifications.

NOTE – It is the software module in a customer premises equipment (CPE) which provides all means to receive, in a protected manner, and to control execution of a consumer’s entitlements and rights concerning the content that is distributed by a content distributor or Operator. It also receives the conditions under which a right or an entitlement can be used by the consumer, and the keys to decrypt the various messages and content.

3.2.12     ECI ecosystem: Real-world instantiation of a Trust Environment consisting of a Trust Authority (TA) and several platforms and Embedded Common Interface (ECI) compliant customer premises equipment (CPEs) in a commercial operation in the field.

3.2.13     ECI host: Hardware and software system of a customer premises equipment (CPE), which covers embedded common interface (ECI) related functionalities and has interfaces to an ECI Client.

NOTE – The ECI Host is one part of the CPE firmware.

3.2.14     ECI host image: File(s) with software and initialization data for an embedded common interface (ECI) environment.

NOTE – An ECI Host Image may consist of a number of ECI Host Image files.

3.2.15     ECI trust authority (TA): Organization governing all rules and regulations that apply to implementations of embedded common interface (ECI) and manages the interoperability and coexistence of conditional access (CA) and digital rights management (DRM) systems within the ECI ecosystem.

3.2.16     entity, entities: Organization(s) (e.g., Manufacturer, Operator or Security Vendor) or real-world item(s) (e.g., ECI Host, Platform Operation or ECI Client) identified by an ID in a Certificate.

3.2.17     manufacturer: Entity which develops and sells customer premises equipment (CPEs), which accommodate an implementation of the ECI system and allow ECI Hosts and ECI Clients to be installed per software download.

3.2.18     operator: Organization that provides Platform Operations that is enlisted with the embedded common interface trust authority (ECI TA) for signing the ECI ecosystem.

NOTE – An Operator may operate multiple Platform Operations.

3.2.19     platform operation (PO): Specific instance of a technical Service delivery operation having a single ECI identity with respect to security.

3.2.20     revocation list (RL): List of Certificates in an ECI Ecosystem that have been revoked and therefore should no longer be used.

3.2.21     root: Public key or Certificate containing a public key that serves as the basis for authenticating a chain of Certificates in an ECI Ecosystem.

3.2.22     root certificate: Trusted Certificate that is the single origin of a chain of certificates in an ECI Ecosystem.

3.2.23     security vendor: Company providing embedded common interface (ECI) security systems including ECI Clients for Operators of ECI Platform Operations.

3.2.24     service: Content that is provided by a Platform Operation in an ECI Ecosystem.

NOTE – In the context of ECI only protected content is considered.

3.2.25     trust authority (TA): Organization governing all rules and regulations that apply to a certain implementation of ECI and targeting a certain market.

NOTE – The Trust Authority has to be a legal entity to be able to achieve legal claims. The trust authority needs to be impartial to all players in the ECI ecosystem that it is governing.

3.2.26     trust environment: Collection of rules and related process that constitutes the basis for an ECI ecosystem

3.2.27     trusted third party (TTP): External company that fulfils operational roles and tasks of the Trust Authority and on its behalf, such as issuing certificates.

4 Abbreviations and acronyms

This Supplement uses the following abbreviations and acronyms:







	API
	Application Program Interface



	AS
	Advanced Security



	CA
	Conditional Access



	CA/DRM
	Conditional Access/Digital Rights Management



	CI
	Common Interface



	COBIT
	Control Objectives for Information and Related Technologies



	CPE
	Customer Premises Equipment



	CPS
	Certificate Processing Subsystem



	DRM
	Digital Rights Management



	ECI
	Embedded Common Interface



	ISO
	International Organization for Standardization



	ITIL
	Information Technology Infrastructure Library



	HSM
	Hardware Security Module



	OEM
	Original Equipment Manufacturer



	PO
	Platform Operation



	TA
	Trust Authority



	TTP
	Trusted Third Party




5 Conventions

The use of terms in bold and starting with capital characters in the present document shows that those terms are defined with an ECI specific meaning, which may deviate from the common use of those terms.

6 Overview of ECI Trust Environment

6.1 Introduction

The ECI-related ITU-T Recommendations [ITU-T J.1010], [ITU-T J.1011], [ITU-T J.1012], [ITU-T J.1013], [ITU-T J.1014], [ITU-T J.1015], associated by [b-ITU-T J.Suppl.9] and [b-ITU-T J.Suppl.7], provide significant freedom for making technical implementations, enabling ecosystems to make their own choices on how to implement certain features. In addition, the openness of the ECI system allows for certain components to be interchangeable. These properties require mutual trust between parties participating in the system and compliance to a common set of rules. These rules are collected in a Trust Environment and created and maintained by an ECI Trust Authority (TA).

The Trust Environment is defined by the Trust Authority and consists of the contractual framework, policies, and technical specification required for creating a real-world ECI Ecosystem. The TA is a legal entity that governs all rules and regulations for a specific Trust Environment and enforces them through legal and technical means. In addition, the Trust Authority serves as trusted Root for the chain of Certificates used to authenticate Entities of the ecosystem.

6.2 Trust Environment and ECI Ecosystem

The Trust Environment is a formal construct that combines all mandatory aspects described in the present document as well as the other ECI specifications. The Trust Environment is therefore the sum of all technical and contractual aspects needed for creating a real-world ecosystem.

The ECI Ecosystem is the real-world instantiation of a Trust Environment. An ecosystem is always created on the basis of a Trust Environment. However, the concrete shape of the ecosystem is also affected by regulatory, legal, and economic factors that are outside of the scope of the present document.

6.3 ECI Certificates and trust

Within the ECI Ecosystem, trust is established and managed through the use of ECI specific Certificates and Certificate Chains as defined in [ITU-T J.1012]. This allows all parties involved with an ECI Ecosystem, from key stakeholders to end users, to verify that each certified Entity has been directly or indirectly certified by the Trust Authority. Examples that illustrate the possibilities and properties of the certificate system and show how such a process may be implemented can be found in [b-ITU-T J.Suppl.9].

6.4 ECI export groups and trust

A unique feature within the ECI Ecosystem is the ability to securely transfer purchased content between ECI Clients, as long as certain technical and contractual prerequisites are met. The technical basis for this process is a special application program interface (API) and Certificates as specified in clause 9.7 of [ITU-T J.1012]. But since the transfer of protected content from one ECI Client to another implies a transfer of responsibility and liability between stakeholders, it is recommended that the Trust Authority provides the necessary rules and requirements within the Trust Environment to facilitate the creation of export groups between different stakeholders.

6.5 Stakeholders of the ECI-Ecosystem

6.5.1      Definition

A stakeholder of an ECI Ecosystem is any legal entity that commits itself to the contractual framework of the ecosystem by entering a contractual relationship with the Trust Authority. In addition to the contractual relationship with the TA, stakeholders may also have relationships with each other. Any relationship of a stakeholder with a third party outside of the ecosystem (e.g., subcontractors) is subject to the contractual framework of the ECI Ecosystem.

The following key stakeholders exist in an ECI Ecosystem:

• Platform Operator/Service Provider

• CPE Manufacturer

• Security Vendor (creates ECI Clients)

• ECI Chip Manufacturer

The present document focuses on the key stakeholders of an ECI Ecosystem. In addition, other stakeholders such as independent original equipment manufacturers (OEMs) or suppliers of subsystems may play an active role in an ECI Ecosystem.

A special case in this context is the user who is considered a part of the ECI Ecosystem without being a stakeholder due to not being in a contractual relationship with the Trust Authority.

In addition to these stakeholders, which exist within an ECI Ecosystem, there also exist external parties that are not considered stakeholders but can still have influence on the ECI Ecosystem. Examples of such third parties are:

• Content owners and their representatives

• Regulatory bodies

• Consumer rights organizations

6.5.2     Obligations of the stakeholders

All stakeholders of an ECI Ecosystem are bound by the contractual framework and the compliance and robustness rules the Trust Authority established for that ecosystem. In general, all stakeholders that create certified Entities (see also clause 7.4.3) that are used within an ECI Ecosystem, such as ECI Clients, have to make sure that their Entities are created and certified, and can be updated or revoked in accordance with the compliance and robustness rules as described in [ITU-T J.1012] and [ITU-T J.1014].

In addition to the obligation to provide ECI compliant Entities this includes specific obligations for each key stakeholder:

• Platform Operator: The platform Operator has to make sure that only valid ECI Clients are deployed and used, and that outdated or malicious ECI Clients are revoked according to the compliance and robustness rules. This includes ensuring its Platform Operation secret keys are managed in a secure manner.

• CPE Manufacturer: The CPE Manufacturer has to make sure that the CPE, the ECI virtual machine, and the ECI Host provided for it are ECI compliant and necessary updates are provided in a timely manner. This includes ensuring that any hardware related components and their integration in a CPE are compliant to the robustness rules.

• Security Vendor: The Security Vendor has to make sure that ECI Clients are created and can be revoked according to the compliance and robustness rules.

• ECI Chip Manufacturer: The ECI Chip Manufacturer has to ensure that any hardware is compliant to the robustness rules.

It is important that all stakeholders cover the entire lifecycle of their respective Entities, including the maintenance (e.g., updates) of their respective components. This is especially important for hard-to-update components such as the Advance Security System in a CPE.

6.5.3     Liabilities of the stakeholders

The various aspects concerning obligations, certification, and compliance outlined in the present document imply that the contractual framework of the ECI Ecosystem contains rules concerning the liability of the respective stakeholders as well as how liability is handled or passed on between stakeholders when they interact. It is recommended that the Trust Authority should add sufficient provisions to the contractual framework to adequately cover the topic of liability within the ecosystem. The details for handling liability are a business decision and therefore outside the scope of the present document.

7 Role of the ECI Trust Authority

7.1 Introduction

The primary role of the ECI Trust Authority is to serve as the head and legal representative of an ECI Ecosystem. More than one ECI Ecosystem may exist but only one TA needs to exist within any given ECI Ecosystem. The Trust Authority’s purpose is to facilitate the creation, operation, and future development of an ECI Ecosystem by providing and enforcing the necessary contractual framework, policies, compliance and robustness rules, and certification regime required. The TA’s goal is to maintain a secure and stable ECI Ecosystem that benefits its stakeholders. The Trust Authority needs to retain the control over the ecosystem necessary to fulfil its purpose.

7.2 Prerequisites

For an ECI Ecosystem to function properly the Trust Authority has to fulfil certain prerequisites:

• The Trust Authority needs to be impartial towards all stakeholders of its ecosystem and treat all stakeholders equally and fairly. This is especially important when enforcing conformance to the specification and the contractual framework.

• The Trust Authority needs to be an appropriate representation of the markets the ecosystem wants to address. It is important that the TA is able to balance the relevant market requirements.

• In case a Trust Authority assumes full or partial liability for certain aspects of the ecosystem, it needs to make sure it has the required financial resources.

• The Trust Authority needs to have an appropriate legal form and governance that enables it to fulfil its role.

• The Trust Authority needs to be a trustworthy business partner towards all stakeholders and third parties that interact with the ecosystem.

• The Trust Authority needs to be a reliable and responsive party and handle the certification or revocation of ECI Entities in a timely manner.

7.3 Delegation of responsibility

It is not required that the Trust Authority itself implements every process or operational aspect of the tasks outlined in the present document. The TA may outsource any task or role, partially or fully to a third party (also called a Trusted Third Party), as long as it serves the purpose of the ECI Ecosystem and the third party is contractually bound to the Trust Environment. However, the Trust Authority needs to remain accountable to the stakeholders of the ecosystem regarding the correct implementation of outsourced tasks.

7.4 Creation and enforcement of mandatory rules and policies

7.4.1      Introduction

The Trust Authority’s role as head of an ECI Ecosystem means that it is the TA’s responsibility to create all rules and policies, both contractual and technical ones, which are required for a working, real-world ECI Ecosystem. Two key aspects of this responsibility are the handling of conformance and certification related tasks, both of which are essential parts of the security of an ecosystem.

7.4.2      Conformance

Stakeholders of an ECI Ecosystem expect a constant level of quality and functionality from all other entities in the same ecosystem. This basic assumption is a fundamental requirement for an ecosystem with exchangeable components as it requires all Entities to correctly implement a mandatory set of functions, such as those defined for ECI in [ITU-T J.1012]. The Trust Authority is responsible for enforcing conformance and compliance with the ECI Ecosystem, especially for critical aspects such as the robustness requirements for security components as defined in [ITU-T J.1014] and [ITU-T J.1015]. Possible measures include the inclusion of adequate provisions in the contractual framework for the TA to use, such as penalties and liability.

7.4.3      Certification

The ECI specification uses the terms “certification” and “certify” as a mandatory requirement for an Entity to be allowed to partake in the ecosystem as defined in clause 5 of [ITU-T J.1012]. The idea of having each technical component certified before it can be used is to ensure a high level of quality and security, as well as conformance to the specification and contractual obligations. The Trust Authority is responsible for specifying and enforcing the requirements and processes related to certification.

NOTE – The description of the certification process used in [ITU-T J.1012] allows the implementation of different business models.

7.5 Ownership of critical components

The Trust Authority’s role as head of an ECI Ecosystem also includes it being the owner of critical components such as the Root keys as described in [ITU-T J.1012] which, together with the Root Revocation List, are essential and security critical components of the ECI system. Due to the criticality of such components for the ecosystem the TA needs to remain their owner.

7.6 Responsibility, accountability, and liability

The Trust Authority is responsible and accountable for the correct implementation of all tasks and the correct fulfilment of all roles described in the present document, as well as any additional tasks and roles required to create and to manage an ECI Ecosystem. The TA may outsource aspects of these tasks and roles to third parties whereby they become responsible for that specific task or role. The contractual framework should define how accountability and liability are handled within the ECI Ecosystem.

8 Tasks of the ECI Trust Authority

8.1 Introduction

This clause describes the most important tasks that the ECI Trust Authority needs to fulfil in order to have a working ECI Ecosystem. All tasks are based on the role of the TA within an ecosystem. Additional informative guidelines on how these tasks may be fulfilled can be found in clause 9 and Appendix I.

8.2 Control and management of Root keys

The security of the ECI system is centred on the concept of Certificates and signatures for verifying the integrity and authenticity of key components as described in clause 5 of [ITU-T J.1012]. For this to work, a reliable trust anchor is required. The technical incarnation of this trust anchor is an ECI Root Certificate with the corresponding Root keys. In addition, a legal entity needs to exist that serves as owner and custodian of the Root keys.

In an ECI Ecosystem the Root keys needs to be owned by the Trust Authority. The technical aspects, such as handling of the key material, may be outsourced to a third party (such as a professional certification authority) but the Trust Authority needs to retain control over the use of the Root keys.

NOTE – Specific care is recommended for the implementation of the secrecy of the “spare” root keys as described in clause I.2.

8.3 Control and management of Root Revocation List

The security of the ECI system is centred on the concept of Certificates and signatures for verifying the integrity and authenticity of key components. For this to work, a revocation mechanism is required that allows compromised keys or other certified entities to be made invalid. ECI employs a system of Revocation Lists to provide such a mechanism as described in clauses 5 and 8 of [ITU-T J.1012]. For this system to work, a legal entity needs to exist that ultimately decides which entities are placed on a Revocation List.

In an ECI Ecosystem the content of the Root Revocation List needs to be defined by the Trust Authority. Therefore, the TA needs to take responsibility for its content and remain accountable to the stakeholders within the ecosystem. The Revocation List related processes and rules are subject to the contractual framework between the stakeholders that has been established by the TA.

The technical aspects, such as handling of the Revocation List and the key material needed to create it, may be outsourced to a third party (such as a professional certification authority) but the Trust Authority needs to retain the final authority on the decision of placing an Entity on the Root Revocation List.

NOTE – The Root Revocation List defined in [ITU-T J.1012] implies the minimal version of every child Certificate and Revocation List thereof.

8.4 Definition of the process for creating Certificates

Every Entity in an ECI Ecosystem needs to have a valid Certificate before it can be used by any other ECI compliant device within the same ecosystem as defined in clause 5 of [ITU-T J.1012]. It is therefore important that the process for creating Certificates for Entities is fully defined. Therefore, the Trust Authority needs to define the processes, rules, and requirements for creating Certificates.

Important key aspects of Certificate creation that need to be defined are:

• What are the prerequisites that need to be fulfilled before a Certificate can be created.

• What is the specific process for creating Certificates.

• Who is allowed to create Certificates for specific Entities.

• How and on initiative of whom is this process started.

• Who is responsible for the creation and handling of the secret key associated with a Certificate.

• How security sensitive data (e.g., secret keys) is handled and authenticated.

Additional guidance on the correct implementation of this task can be found in clauses 9 and I.1.

8.5 Definition of the process for revoking Certificates

In order to uphold the security of an ECI Ecosystem it needs to be possible to revoke any Entity if the need arises as defined in clauses 5 and 8 of [ITU-T J.1012]. It is therefore important that the process for revoking Certificates for Entities is fully defined. Consequently, the Trust Authority needs to define the processes, rules, and requirements for revoking Certificates.

Important key aspects of Certificate creation that need to be defined are:

• What are the prerequisites that need to be fulfilled before a Certificate can be revoked

• What is the specific process for revoking Certificates

• Who is allowed to revoke Certificates for specific Entities

• How and by whom can this process be started

Additional guidance on the correct implementation of this task can be found in clauses 9 and I.1.

8.6 Repository for Certificates and Revocation Lists

To facilitate the Certificate based security mechanisms in ECI, the Trust Authority should provide a repository containing all relevant Certificates and Revocation Lists. Access to this repository or specific items within the repository is subject to the rules and policies of the specific ecosystem but should be as unrestricted as possible. The aim of the repository should be to reduce the complexity and delay for retrieving specific Certificates or Revocation Lists.

NOTE – Certificates and Revocation Lists both contain only public (i.e., non-secret) information.

8.7 Creation and management of the technical framework of an ECI ecosystem

As the head of an ecosystem, the ECI Trust Authority decides which current versions of the relevant specifications, as well as which additional requirements such as performance or robustness requirements, are mandatory and enforced within that specific ECI Ecosystem. Guidelines on the selection of specific performance values can be found in in [b-ITU-T J-Sup.7]. As part of this task the TA also decides which old specifications are to be deprecated within the ECI Ecosystem.

NOTE – This task concerns mandating a specific version within a single ecosystem.

8.8 Creation and management of the contractual framework of an ECI ecosystem

As the legal entity that represents the ECI Ecosystem, the Trust Authority is responsible for managing all legal and contractual aspects related to the ecosystem. The Trust Authority needs to create all legally binding agreements in such a way that it is able to enforce conformance and compliance within the Trust Environment as described in clause 8.9. This is important as all trust within the ECI Ecosystem is based on the ability of all stakeholders and Entity’s to reliably verify the authenticity of ECI compliant components through the means of ECI Certificates as defined in [ITU-T J.1012]. The TA’s ability to enforce conformance and compliance is crucial for the creation of a Trust Environment.

Therefore, the TA needs to create and manage the contractual framework that governs the Trust Environment. A very important part of the contractual framework is the liability and the penalties for breach of contract. It is crucial for all stakeholders to be aware of their contractual obligations and to commit to them fully prior to entering the ecosystem and to uphold them when entering ECI related contracts, e.g., CPE Manufacturer and chip vendor.

The actual creating of contracts or legal documents and the management of contracts may be outsourced as long as it does not compromise the TA’s ability to effectively fulfil its role as head of the ecosystem. The Trust Authority needs to remain in control of and accountable for the correct handling of all legal and contractual matters.

8.9 Definition of the certification process

It is up to the Trust Authority to specify and enforce the requirements and processes related to certification (see also clause 7.4.3) as the details of this process are out of scope for the ECI specification. Therefore, the Trust Authority needs to create a certification regime covering contractual and technical aspects, that aims to provide the necessary level of quality, and ultimately trust, within the ecosystem. The certification process itself can take many different forms, such as self-certification or certification by an authorized third party. The Trust Authority may commission external companies for auditing or certifying ECI Entities.

The Trust authority needs to ensure an adequate emphasis on prevention of security breaches, as opposed to relying on liability of participants, specifically for ECI Entities that are hard to maintain once deployed. This specifically holds for hardware-based elements in the Advanced Security System of the ECI CPE.

8.10 Conformance of ECI stakeholders

As head of the ECI Ecosystem the Trust Authority is responsible for enforcing the conformance to the ECI specifications referenced in clause 2 by all stakeholders as well as their conformance with the contractual framework. In order to do so, the TA has the ability to sanction non-conformance through contractual and technical means (e.g., by revoking nonconforming Entities). Sanctioning nonconforming stakeholders is an important task as it provides stability to a system that has many independent players. The TA should always take adequate steps when enforcing rules.

Enforcing conformance within the ecosystem is crucial for an ECI system to work as it is a fundamental requirement for enabling exchangeable ECI Clients as described in [ITU-T J.1012]. This also includes fulfilling performance and use case requirements as discussed in [b-ITU T J-Sup.7]. An important aspect of this is that all stakeholders are treated equal with regard to their obligations (e.g., correct implementation of features). The goal of the conformance regime is to have a constant level of security across all Entities within the ecosystem.

8.11 Registering, assigning, and managing Id values and keys

The Trust Authority serves as the central registrar for registering and managing the necessary Id values and keys defined in [ITU-T J.1012] within an ECI Ecosystem. As such, the TA is responsible for keeping accurate and consistent records and for providing information to stakeholders wherever it is required within the ecosystem.

The values and keys are:

• Manufacturer Id

• CPE type, model, and Id

• Chipset Id

• Chipset Public Key

In addition to Id values the TA also needs to maintain a register of the Chipset Public Keys of specific CPEs and provide them to Operators. This register also needs to contain a list of individual compromised CPEs and their respective Chipset Public Keys that is accessible to Operators. The register may be protected to maintain a certain level of privacy.

8.12 Creating and updating policies for security and robustness

The Trust Authority needs to create and update all mandatory policies for security and robustness as described in [ITU-T J.1014], as well as their validation. These policies need to be complementary to the current ECI Recommendations [ITU-T J.1010] to [ITU-T J.1015], associated by [b-ITU-T J.Suppl.9] and [b-ITU-T J.Suppl.7], and apply to all stakeholders and Entities in an ecosystem. The goal of these policies should be to enable the ECI Ecosystem to fulfil the current requirements for Content Protection Systems in specific markets. In addition to internal aspects, policies can also include external input such as content security requirements expressed by content owners.

Examples for such policies include:

• Robustness requirements and their validation,

• Policies regarding creating and management of cryptographic material by the stakeholders,

• Disclosure rules for security incidents,

• Definition of responsibilities of specific stakeholders.

The Trust Authority also needs to take attempts at circumvention of security measures into account when creating the policies.

8.13 Settling disputes between stakeholders

The Trust Authority should serve as arbiter for any internal conflict between stakeholders of the ecosystem. This role is important as it might involve sensitive information or trade secrets of stakeholders. The contractual framework should already contain rules or provisions for handling disputes between stakeholders. In general, the Trust Authority should always aim to keep the ecosystem stable and to settle disputes in such a manner that benefits the ecosystem as a whole.

8.14 Updating ECI specification(s) and development of future version

As there may exist more than one such ecosystem, and therefore more than one TA, it is important that any future development represents a cooperative effort of all currently active TAs. Any update to the specification should be driven by market requirements to ensure the applicability of the new version.

Updates or new versions of the ECI specification should take at least the following aspects into account:

• The introduction of new features.

• The backwards compatibility to previous versions of the specification.

• How future proof current and new features are.

• Whether a new version is worthwhile taking into consideration the effort it takes to upgrade to it.

The task of creating a new version of a specification may be outsourced to a third party, such as a group of technical experts or a standardization body.

NOTE – This task is different because it is not limited to a specific ecosystem.

8.15 Point-of-contact for third parties

The Trust Authority represents the ecosystem outwardly and serves as point-of-contact for external parties such as companies interested in joining the ecosystem or content owners interested in information about the security of the ecosystem. The TA also represents the ecosystem during any communication directed at the general public, such as advertisement of the standard or the ecosystem. The Trust Authority should therefore include specific rules in its contractual framework to regulate how stakeholders communicate with third parties or the public.

9 Critical processes and workflows

9.1 Introduction

This clause aims to provide pointers to additional resources for guidance on implementing critical processes within an ECI Ecosystem. General guidelines on security aspects can also be found in Appendix I.

9.2 Certification

The basic requirements for defining the process of creating ECI Certificates are described in clause 8.3. A more detailed example of such a workflow can be found in clause 13 of [b-ITU-T J.Suppl.9].

9.3 Revocation

The basic requirements for defining the process of creating ECI Revocation Lists are described in clause 8.4. A more detailed example of such a workflow can be found in clause 13 of [b-ITU-T J.Suppl.9].

9.4 Key generation and management

Secure generation and management of cryptographic keys is a complex topic and any specific process needs to take the environment and market into account, in which a specific solution is intended to operate. This is especially important for fixed keys, such as the Chipset Public Key, which are impossible to replace.

Some general guidelines and considerations for how to address this issue can be found in [ITU-T J.1014] and [ITU-T J.1015], as well as some of the external sources referenced therein.



Appendix I

Additional information on security aspects

I.1 Implementing security related processes

It is assumed that the ECI Trust Authority models its internal policies and processes based on established international best practices and standards, such as ITIL, COBIT, ISO 27001 or ISO 9001. Any creation, management, or handling of crypto graphical material, especially the private Root keys, should involve technical components that are designed and certified for this purpose, such as hardware security modules (HSMs). All employees tasked with the handling of security critical components, especially the private Root keys, should be specifically trained for their tasks.

It is strongly recommended that the initial system and their related processes are audited by an external security company before the Trust Authority goes operational.

I.2 The concept behind the three Root keys

The ECI specifications require three independent Root keys to exist at any given point in time. Any new device is required to include the three Root Certificates of the currently valid Root keys. Only one Root key is in active use at any given point in time with the other two remaining dormant.

The idea behind this is to prevent a catastrophic system failure in case the current Root key is lost or compromised. By having three independent keys available in every device, the Trust Authority is able to switch from the lost or compromised key to one of the two remaining Root keys and resume normal operation.

In order for this to work, it is important for the Trust Authority to store these keys separate from each other and in such a way that loss or compromise of the current Root key does not affect the other two Root keys.
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