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Recommendation ITU-T J.262 

Specifications for authentication in preferential telecommunications  
over IPCablecom2 networks 

 

 

 

Summary 

Recommendation ITU-T J.262 is one of a series of Recommendations to enable support for 
preferential telecommunication services over IPCablecom networks. It defines the specifications for 
authentication in preferential telecommunications over IPCablecom2 networks. These specifications 
satisfy the requirements defined in Recommendation ITU-T J.260. The essential aspects of 
preferential telecommunications over IPCablecom2 can be grouped into two areas: prioritization and 
authentication. This Recommendation defines specifications for authentication only. Authentication 
must be utilized to prevent unauthorized use of premium services and for emergency services in 
IPCablecom2 that may require preferential treatment (e.g., telecommunications for disaster relief and 
the emergency telecommunications service).  

User authentication is necessary to determine whether to authorize a request for preferential 
telecommunication services. This Recommendation covers only authentication and does not address 
which services the authenticated user is authorized to use. 

 

 

Source 

Recommendation ITU-T J.262 was approved on 30 October 2009 by ITU-T Study Group 9 
(2009-2012) under the WTSA Resolution 1 procedure. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 
telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 
mandatory provisions (to ensure e.g., interoperability or applicability) and compliance with the 
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 
other obligatory language such as "must" and the negative equivalents are used to express requirements. The 
use of such words does not suggest that compliance with the Recommendation is required of any party. 
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outside of the Recommendation development process. 
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protected by patents, which may be required to implement this Recommendation. However, implementers 
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Introduction 

Emergency and disaster communications for authorized users play a vital role in the health, safety, 
and welfare of people in all countries. The common thread to facilitate emergency/disaster 
operations is the utility of assured capabilities for user-friendly preferential telecommunication 
services that may be realized by technical solutions and/or administrative policy. The IPCablecom 
infrastructure offers an important resource for assured emergency/disaster telecommunications. 

Emergency and disaster situations can impact telecommunication infrastructures. Typical impacts 
may include congestion overload and the need to re-deploy or extend communications capabilities 
beyond that covered by existing infrastructures. Even when telecommunication infrastructures are 
not damaged by these situations, demand for telecommunication resources soar during such events. 
Therefore, priority mechanisms are needed so that limited bandwidth resources can be allocated to 
authorized emergency workers during emergency and disaster situations. 

Generally, when preferential or prioritized treatment telecommunication capabilities are offered, 
users of the service will be authenticated and authorized. Whether authentication and authorization 
are required or not, as well as implementation aspects, such as databases for personal identification 
numbers (PIN), are national decisions. However, without authentication and authorization, 
preferential treatment capabilities may be subject to abuse by non-authorized individuals. 

This Recommendation defines specifications stemming from the requirements of Recommendation 
ITU-T J.260 for mechanisms to provide authentication in IPCablecom2 networks in support of 
preferential telecommunication services that need or benefit from preferential treatment. 
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Recommendation ITU-T J.262 

Specifications for authentication in preferential telecommunications 
over IPCablecom2 networks 

1 Scope 

This Recommendation is one of a series of Recommendations to enable support for preferential 
telecommunication services over IPCablecom networks. These specifications do not apply to 
ordinary emergency calls such as people calling the police, the fire department, ambulances, etc. 

Aspects of preferential telecommunications include provisions for authentication and priority 
(special handling). The objective of this Recommendation is to provide an initial set of 
authentication specifications for preferential telecommunications within IPCablecom2 networks 
according to the framework described in [ITU-T J.261]. This Recommendation defines 
specifications for capabilities, which, when implemented should help support preferential treatment 
telecommunication services.  

NOTE – Pre-emption specifications and authorization specifications are outside the scope of this 
Recommendation and are considered to be national matters. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T J.260] Recommendation ITU-T J.260 (2005), Requirements for preferential 
telecommunications over IPCablecom networks. 

[ITU-T J.261] Recommendation ITU-T J.261 (2009), Framework for implementing preferential 
telecommunications in IPCablecom and IPCablecom2 networks. 

[ITU-T J.360] Recommendation ITU-T J.360 (2006), IPCablecom2 architecture framework. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 assured capabilities [ITU-T J.260]: Capabilities providing high confidence or certainty 
that critical telecommunications are available and perform reliably. 

3.1.2 authentication [ITU-T J.260]: The act or method used to verify a claimed identity. 

3.1.3 authorization [ITU-T J.260]: The act of determining if a particular privilege, such as 
access to telecommunications resources, can be granted to the presenter of a particular credential. 

3.1.4 emergency situation [ITU-T J.260]: A situation, of serious nature, that develops suddenly 
and unexpectedly. Extensive immediate important efforts, facilitated by telecommunications, may 
be required to restore a state of normality to avoid further risk to people or property. If this situation 
escalates, it may become a crisis and/or disaster. 
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3.1.5 international emergency situation [ITU-T J.260]: An emergency situation, across 
international boundaries, that affects more than one country. 

3.1.6 label [ITU-T J.260]: An identifier occurring within or attached to data elements. In the 
context of preferential telecommunications it is an indication of priority. This identifier can be used 
as a mapping mechanism between different network priority levels. 

3.1.7 policy [ITU-T J.260]: Rules (or methods) for allocating telecommunications network 
resources among types of traffic that may be differentiated by labels. 

3.1.8 preferential [ITU-T J.260]: A capability offering advantage over regular capabilities. 

3.1.9 priority treatment capabilities [ITU-T J.260]: Capabilities that provide premium access 
to, and/or use of telecommunications network resources. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 factor: A factor, as used in the process of authentication, represents either something 
known (such as a PIN, password or passphrase), something possessed (such as a card with a 
magnetic stripe or a security token) or something unique (such as a finger or voice print) about the 
individual whose identity is be authenticated. 

4 Abbreviations 

This Recommendation uses the following abbreviations: 

AS  Application Server 

CM  Cable Modem 

HSS  Home Subscriber Server 

ISTP  Internet Signalling Transport Protocol 

MTA  Media Terminal Adapter 

P-CSCF Proxy Call Session Control Function 

PIN  Personal Identification Number 

PSTN  Public Switched Telephone Network 

S-CSCF Serving Call Session Control Function 

SIP  Session Initiation Protocol 

UA  User Agent 

5 Conventions 

None. 

6 Authentication in IPCablecom2 

Authentication in IPCablecom2 networks is impacted by two dimensions: 

• location of originating and terminating devices or VoIP user agent (UA) functionality; and 

• form of identity presented by the preferential telecommunication service requester and 
manner by which the asserted identity is verified. 

Authentication entails receiving identification and identity verification/validation information 
necessary, prior to authorizing completion of a preferential priority call or session. This capability 
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should exist on the access network and it must also be propagated throughout all relevant network 
entities to provide, as much as possible, end-to-end preferential treatment. The manner in which 
end-to-end preferential treatment is provided is outside the scope of this Recommendation. 

The following four possibilities are to be considered for calls that require preferential treatment: 

1) Originate from a UA at a location authorized for preferential treatment services and 
terminate at a UA at any general location. 

2) Originate from a UA at a location authorized for preferential treatment services and 
terminate at a UA at a location that is authorized for preferential treatment services. 

3) Originate from a UA at a general location and terminate at a UA at a location authorized for 
preferential treatment services. 

4) Originate from a UA at a general location and terminate at a UA at any general location. 

Authentication itself can be subdivided into two (or sometimes three) components: The first is 
receipt of identification information, which identifies the preferential service requester. The second 
is receipt of identification verification information that allows the network to verify the accuracy of 
the requester's claimed identity when placing a preferential service call, so that the information can 
be propagated to all relevant entities in the network, should the call be authorized. The third 
component, necessary in some situations, may require validating the identity against a database of 
authenticated identities. 

Another factor that can impact authentication is whether preferential treatment for access will be 
authorized on a: 

• per call basis, or a 

• subscription basis. 

Currently, identification and authentication are combined through the use of a personal 
identification number (PIN) presented by the caller after dialling an access number for enabling 
preferential treatment. This PIN may be validated against a PIN database to determine authorized 
services. PIN based authentication actually authenticates the requester, not the device being used 
when making the request, and thus allows preferential treatment requests to be initiated from any 
device. Also, this approach allows calls that require preferential treatment to be originated from 
circuit switched telephone devices attached to private PBX systems. The PIN based authentication 
approach was designed specifically for per call requests. IPCablecom2-enabled infrastructures 
should accommodate this legacy approach along with providing other forms of identification and 
authentication for VoIP-based calls using the session initiation protocol (SIP). 

Appendix III of [ITU-T J.360] and [b-ITU-T J.366.8] include the three SIP authentication 
mechanisms specified in [b-IETF RFC 3261]: 

• usage of HTTP authentication (section 22), also referred to as Digest Authentication; 

• usage of transport layer security (section 26.2.1), based on TLS; and 

• usage of network layer security (section 26.2.1), based on IPsec. 

Identification of the calling and called party in IPCablecom2 networks is supported by SIP 
registration. Authentication of the called party is supported for services requiring preferential 
treatment by including a PIN with SIP digest or SIP over TLS or SIP over IPSec mechanisms.  

6.1 IPCablecom2 PIN authentication of VoIP UA preferential treatment call to PSTN  

SIP user agent (UA) functions have to register with the IMS call processing function of the service 
provider so they can place and receive SIP signalled calls regardless of call type. Figure 1 depicts a 
PIN authenticated preferential treatment request between a VoIP SIP UA and a device on the PSTN 
where the requester calls a specific telephone number associated with a preferential treatment 
application server function. For the registration of both the calling UA, and the called UA, and 
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preferential treatment PIN authentication, the following basic steps occur (a number of 
acknowledgements and other secondary messages are not shown or addressed). Even though 
registration message exchanges are not specific to preferential treatment, they are included to 
provide the complete flow: 

1) The calling UA sends a REGISTER message to its serving P-CSCF, the same as in (1) in 
Figure III.4 of [ITU-T J.360]. 

2) The P-CSCF performs the same activity as in (2) in Figure III.4 of [ITU-T J.360]. 

3) The S-CSCF creates and sends a 401 (Unauthorized) response, the same as in (5) in 
Figure III.4 of [ITU-T J.360]. 

4) The P-CSCF performs the same activities and sends the 401 (Unauthorized) response, as in 
(6) in Figure III.4 of [ITU-T J.360]. 

5) The calling UA performs the same actions as in (7) in Figure III. 4 of [ITU-T J.360]. 

6) The P-CSCF performs the same activities to the REGISTER message as in (8) in 
Figure III.4 of [ITU-T J.360]. 

7) The S-CSCF performs the same activities and responds with a 200 OK, as in (11) in 
Figure III. 4 of [ITU-T J.360]. 

8) The P-CSCF forwards the 200 OK, the same as in (12) in Figure III.4 of [ITU-T J.360]. 

9) The calling UA sends an INVITE message that is routed to the application server function 
for preferential treatment services (PrefTreat-AS) responsible for initiating user 
authentication. This may involve the user entering a special telephone number that was 
provided with the PIN.  

10) The preferential treatment AS sends an INVITE message to a media server (PrefTreat-MS) 
function that will collect the user's PIN and destination UA. 

11) The PrefTreat-MS Sends a 200 OK message to the PrefTreat-AS. 

12) The PrefTreat-AS sends a 200 OK to the calling UA. 

13) The calling UA and the PrefTreat-MS are now able to exchange RTP media to collect the 
user's PIN and destination UA information entered by the user. 

14) The PrefTreat-MS passes the collected user PIN and destination UA to the PrefTreat-AS. 

15) The PrefTreat-AS sends a message to the authentication (PrefTreat-A) function that will 
verify whether the supplied user PIN is valid. 

16) The authentication function will validate the PIN against the authorized set of services and 
inform the PrefTreat-AS whether the user is a valid user to originate preferential treatment 
calls. Another approach is to inform the PrefTreat-AS the authorized services for that user 
and PrefTreat-AS determines if the requested service is included in that list. 

17) The PrefTreat-AS sends a reINVITE to the calling UA. 

18) The PrefTreat-AS releases the PrefTreat-MS with a BYE message. 

19) The calling UA sends a 200 OK to the PrefTreat-AS. 

20) The PrefTreat-MS sends a 200 OK to the PrefTreat-AS. 

21) The PrefTreat-AS sends an INVITE to the provider signalling gateway (SG) to signal into 
the PSTN. 

22) The SG sends a 200 OK to the PrefTreat-AS. 

23) The PrefTreat-AS sends a reINVITE to the calling UA. 

24) The calling UA sends a 200 OK to the PrefTreat-AS. 
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25) The calling UA and a PSTN telephone now have a preferential treatment call established 
and can exchange information that will be converted between RTP media and digitized 
analogue formats. 

J.262(09)_F01

Calling
SIP
UA

Provider
Media

Gateway
Function

Provider
S-CSCF

Functions

Provider
P-CSCF #1

Function

Provider
P-CSCF #2

Function

Provider
Signaling
Gateway
Function

Provider Pref
Application
Server (AS)

Function

Provider 
Pref Media
Server (MS)

Function

Pref
Authentication

Function (Pref-A)

(4) 401 Unauthorized

(1) REGISTER

Calling SIP
UA

Registration

(2) REGISTER

(3) 401 Unauthorized

(5) REGISTER

IPsec SA

IPsec SA

(6) REGISTER

(8) 200 OK
(7) 200 OK

(9) INVITE to Pref-AS

(12) 200 OK from Pref-AS

(17) reINVITE from Pref-AS

(19) 200 OK to Pref-AS

(23) reINVITE from Pref-AS

(24) 200 OK to Pref-AS

(25) Pref RTP

Media Exchange

to Pref-AS

(10) INVITE
to Pref-MS

(15) Pref authentication information

and target
telephone number

(16) Pref Call authorized

(22) 200 OK to Pref-AS

(21) INVITE from Pref-AS

to Pref-AS

(18) BYE to

target telephone number Via RTP Media Exchange

Pref
Authentication 
of Calling UA

Pref call setup
between 

Calling UA 
and PSTN

(11) 200 OK

(13) Pref authentication information (PIN) and

(14) Collected PIN

Pref-MS

(20) 200 OK

 

Figure 1 – VoIP preferential treatment using PIN authentication message flow 

6.2 IPCablecom2 PIN authentication of VoIP UA call to VoIP UA  

SIP user agent (UA) functions have to register with the IMS call processing function of the service 
provider so that they can place and receive SIP signalled calls regardless of call type. Figure 2 
depicts a PIN authenticated preferential treatment request between two VoIP SIP UAs, where the 
requester of the preferential treatment calls a special telephone number associated with a 
preferential treatment application server function. For the registration of both the calling UA and 
the called UA, and PIN authentication, the following basic steps occur (a number of 
acknowledgements and other secondary messages are not shown or addressed). Even though 
registration message exchanges are not specific to preferential treatment, they are included to 
provide the complete flow: 

1) The calling UA sends a REGISTER message to its serving P-CSCF, the same as in (1) in 
Figure III.4 of [ITU-T J.360]. 

2) The P-CSCF performs the same activity as in (2) in Figure III.4 of [ITU-T J.360]. 

3) The S-CSCF creates and sends a 401 (Unauthorized) response, the same as in (5) in 
Figure III.4 of [ITU-T J.360]. 
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4) The P-CSCF performs the same activities to the 401 (Unauthorized) response as in (6) in 
Figure III.4 of [ITU-T J.360]. 

5) The calling UA performs the same actions as in (7) in Figure III.4 of [ITU-T J.360]. 

6) The P-CSCF performs the same activities to the REGISTER message as in (8) in 
Figure III.4 of [ITU-T J.360]. 

7) The S-CSCF performs the same activities and responds with a 200 OK, as in (11) in 
Figure III.4 of [ITU-T J.360]. 

8) The P-CSCF forwards the 200 OK, the same as in (12) in Figure III.4 of [ITU-T J.360]. 

9) The same as step 1 above, but between the called UA and its serving P-CSCF. 

10) The same as step 2 above, but between the called UA's serving P-CSCF and the S-CSCF. 

11) The same as step 3 above, but between the called UA's serving P-CSCF and the S-CSCF. 

12) The same as step 4 above, but between the called UA and its serving P-CSCF. 

13) The same as step 5 above, but between the called UA and its serving P-CSCF. 

14) The same as step 6 above, but between the called UA's serving P-CSCF and the S-CSCF. 

15) The same as step 7 above, but between the called UA's serving P-CSCF and the S-CSCF. 

16) The same as step 8 above, but between the called UA and its serving P-CSCF. 

17) The calling UA sends an INVITE message that is routed to the PrefTreat application 
server (PrefTreat-AS) function that is responsible for initiating user authentication. 

18) The PrefTreat-AS sends an INVITE message to a PrefTreat media server (PrefTreat-MS) 
function that will collect the user PIN and destination UA. 

19) The PrefTreat-MS Sends a 200 OK message to the PrefTreat-AS. 

20) The PrefTreat-AS sends a 200 OK to the calling UA. 

21) The calling UA and the PrefTreat-MS are now able to exchange RTP media to collect the 
user PIN and destination UA information entered by the calling user. 

22) PrefTreat-MS passes the collected user PIN and destination UA to the PrefTreat-AS. 

23) The PrefTreat-AS sends a message to the PrefTreat authentication (PrefTreat-A) functions 
that will verify if the supplied user PIN is valid. Another approach is to inform the 
PrefTreat-AS the authorized services for that user and PrefTreat-AS determines if the 
requested service is included in that list. 

24) The PrefTreat-A will inform the PrefTreat-AS whether the user is authorized to originate 
preferential treatment service. 

25) The PrefTreat-AS sends a reINVITE to the calling UA. 

26) The PrefTreat-AS releases the PrefTreat-MS with a BYE message. 

27) The calling UA sends a 200 OK to the PrefTreat-AS. 

28) The PrefTreat-MS sends a 200 OK to the PrefTreat-AS. 

29) The PrefTreat-AS sends an INVITE to the called UA. 

30) The called UA sends a 200 OK to the PrefTreat-AS. 

31) The PrefTreat-AS sends a reINVITE to the calling UA. 

32) The calling UA sends a 200 OK to the PrefTreat-AS. 

33) The calling and called UAs now have a preferential treatment call established and can 
exchange RTP media. 
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Figure 2 – VoIP preferential treatment service PIN authentication message flow 

6.3 IPCablecom2 preferential treatment services subscription authentication in VoIP UA 
to VoIP UA calls – Priority signalled by the UA using R-P header in the INVITE 
message 

SIP user agent (UA) functions have to register with the IMS call processing function of the service 
provider so that they can place and receive SIP signalled calls regardless of call type. Figure 3 
depicts a subscription authenticated preferential treatment request between two VoIP SIP UAs, 
where the requester calls a special telephone number associated with a preferential treatment service 
application server function. For registration of both the calling UA and the called UA, and PIN 
authentication for preferential treatment, the following basic steps occur (a number of 
acknowledgements and other secondary messages are not shown or addressed). Even though 
registration message exchanges are not specific to preferential treatment, they are included to 
provide the complete flow: 

1) The calling UA sends a REGISTER message to its serving P-CSCF, the same as in (1) in 
Figure III.4 of [ITU-T J.360]. 
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2) The P-CSCF performs the same activity as in (2) in Figure III.4 of [ITU-T J.360]. 

3) The S-CSCF creates and sends a 401 (Unauthorized) response, the same as in (5) in 
Figure III.4 of [ITU-T J.360]. 

4) The P-CSCF performs the same activities to the 401 (Unauthorized) response as in (6) in 
Figure III.4 of [ITU-T J.360]. 

5) The calling UA performs the same actions as in (7) in Figure III.4 of [ITU-T J.360]. 

6) The P-CSCF performs the same activities to the REGISTER message as in (8) in 
Figure III.4 of [ITU-T J.360]. 

7) The S-CSCF performs the same activities and responds with a 200 OK, as in (11) in 
Figure III.4 of [ITU-T J.360]. 

8) The P-CSCF forwards the 200 OK, the same as in (12) in Figure III.4 of [ITU-T J.360]. 

9) The same as step 1 above, but between the called UA and its serving P-CSCF. 

10) The same as step 2 above, but between the called UA's serving P-CSCF and the S-CSCF. 

11) The same as step 3 above, but between the called UA's serving P-CSCF and the S-CSCF. 

12) The same as step 4 above, but between the called UA and its serving P-CSCF. 

13) The same as step 5 above, but between the called UA and its serving P-CSCF. 

14) The same as step 6 above, but between the called UA's serving P-CSCF and the S-CSCF. 

15) The same as step 7 above, but between the called UA's serving P-CSCF and the S-CSCF. 

16) The same as step 8 above, but between the called UA and its serving P-CSCF. 

17) The calling UA sends an INVITE message that is routed to the S-CSCF. The INVITE 
includes an R-P header indicating priority treatment. 

18) The S-CSCF queries the HSS to determine if the calling UA is authorized to place a 
preferential treatment service call. 

19) The HSS responds to the S-CSCF either authorizing (acknowledgement) or not authorizing. 

20) The S-CSCF sends an INVITE to the called UA's serving P-CSCF. 

21) The called UA's serving P-CSCF forwards the INVITE to the called UA. 

22) The called UA sends a 200 OK to the S-CSCF. 

23) The S-CSCF sends a 200 OK to the calling UA's serving P-CSCF. 

24) The calling UA's serving P-CSCF sends a 200 OK to the calling UA. 

25) The calling and called UAs now have a preferential treatment call established and can 
exchange RTP media. 
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Figure 3 – VoIP subscription authentication message flow – Priority signalled  
by the UA, using R-P header in the INVITE message 

6.4 IPCablecom2 preferential treatment services subscription authentication in VoIP UA 
to VoIP UA Calls – Priority signalled by the UA, using an identifier 

There are two options defined in [b-ITU-T J.263] to indicate that a call is to be given preferential 
treatment. In this clause the UA sends an identifier, which is included as a trigger, in the initial filter 
criteria contained in the user profile. The call flow is the same as in Figure 3, except for the 
following steps. After step 6, where the P-CSCF sends a REGISTER message to the S-CSCF, a 
request is sent to the HSS to retrieve the user profile, and not when the INVITE is received in 
Step 18. The HSS returns the initial filter criteria for the user, which includes enabling the detection 
of identifiers (for example, a feature code along with a special destination number or a special 
access number with PIN are defined) for determining that the user is requesting a preferential 
treatment call. Steps 18 and 19 are performed during registration and not after the INVITE message 
is initiated in step 17. The initial filter criterion is used to determine the preferential treatment 
application server to which the INVITE request is forwarded. In step 17, the INVITE includes the 
identifier in the SDP instead of the R-P header of the previous case. The identifier triggers the 
preferential treatment processing at the P-CSCF, where the R-P header is inserted with the 
appropriate priority value as discussed in [b-ITU-T J.263]. 

1) The calling UA sends a REGISTER message to its serving P-CSCF, the same as in (1) in 
Figure III.4 of [ITU-T J.360]. This message contains an identifier indicating a preferential 
telecommunications service user. 

2) The P-CSCF performs the same activity as in (2) in Figure III.4 of [ITU-T J.360].  

3) The S-CSCF creates and sends a 401 (Unauthorized) response, the same as in (5) in 
Figure III.4 of [ITU-T J.360]. 
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4) The P-CSCF performs the same activities to the 401 (Unauthorized) response as in (6) in 
Figure III.4 of [ITU-T J.360]. 

5) The calling UA performs the same actions as in (7) in Figure III.4 of [ITU-T J.360]. 

6) The P-CSCF performs the same activities to the REGISTER message as in (8) in 
Figure III.4 of [ITU-T J.360].  

7) The S-CSCF queries the HSS to determine if the calling UA is authorized to place a 
preferential treatment service call.  

8) The HSS returns either the initial filter criteria for the user, if authorized, that includes 
enabling the detection of identifiers (for example, a feature code along with special 
destination number or special access number with PIN are defined) for determining that the 
user is requesting a preferential treatment call, or it returns "not authorized". 

9) The S-CSCF responds with a 200 OK, the same as in (11) in Figure III.4 of [ITU-T J.360]. 

10) The P-CSCF forwards the 200 OK, the same as in (12) in Figure III.4 of [ITU-T J.360]. 

11) The same as step 1 above, but between the called UA and its serving P-CSCF. 

12) The same as step 2 above, but between the called UA's serving P-CSCF and the S-CSCF. 

13) The same as step 3 above, but between the called UA's serving P-CSCF and the S-CSCF. 

14) The same as step 4 above, but between the called UA and its serving P-CSCF. 

15) The same as step 5 above, but between the called UA and its serving P-CSCF. 

16) The same as step 6 above, but between the called UA's serving P-CSCF and the S-CSCF. 

17) The same as step 9 above, but between the called UA's serving P-CSCF and the S-CSCF. 

18) The same as step 10 above, but between the called UA and its serving P-CSCF. 

19) The calling UA sends an INVITE message with the preferential user identifier, which is 
routed to the S-CSCF.  

20) The S-CSCF sends an INVITE to the called UA's serving P-CSCF. 

21) The called UA's serving P-CSCF forwards the INVITE to the called UA. 

22) The called UA sends a 200 OK to the S-CSCF. 

23) The S-CSCF sends a 200 OK to the calling UA's serving P-CSCF. 

24) The calling UA's serving P-CSCF sends a 200 OK to the calling UA. 

25) The calling and called UAs now have a preferential treatment call established and can 
exchange RTP media. 
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Figure 4 – VoIP subscription authentication message flow – Priority signalled  
by the UA, using an identifier 

7 IPCablecom2 preferential telecommunication services authentication requirements 

The following are specific requirements for authentication of preferential telecommunications 
sessions within the IPCablecom2 architecture. 

If used in the UEs, they must be able to securely store usernames and passwords in a manner that 
minimizes risk. If this approach is used, the UE should prompt users for username and password. 
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