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ulong cwUri; 64 CW-URI
uchar ad[32]; /* not used directly, see clause 7.2 */ 256 AD
ulong spkUri; 64 SPK-URI
typdef uchar PubKey[256]; PubKey spk[16]; /* (spk[i-1] == SPK;) */ 2048 x 16 SPK;, i=1..16
uchar nSpk; m
typedef struct InputV{ 64+ 2048 + 2048 input to V
ulong chipsetld;
uchar elk1[256];
uchar signature[256];
} InputV;
InputV inputV,
typedef uchar SymKey[32]; Symkey elK[i]; /* (elk[i-1] == E(LK;,LK,,;)) | 256 x 24 E(LK,,LK 1),
*/ i=1..24; LK, 4=r
[* C-input == E(LK, ,,LK,,), i.e. the one but last input */
uchar nElk; t
value set to 0 T
ulong chipsetld; 64 Chipset-ID
uchar challenge[16]; 128 Challenge
uchar response[16]; 128 Response
The inputs and outputs identified in the present Recommendation are defined below.
uchar acf[15]; /* operation mode */ 128-8 ACF
uchar ark[16]; 128 ARK
PubKey pk[32]; /* first m values are applied */ 2048 x 32 P;
SessionConfig config[?]; /* SessionConfig is defined in sizeof(SessionConfig) x | C;
clause 8.2.2.6 */ 32
uchar XT[32]; /* value always set to 0 */ 256 XT
InputV minitLk; 64+ 2048 + 2 048 Minitt i

o e Jgamld oMel 3301 ot al) Solaze pliszal LU ¢ sty Bpes
SymKey blockV_blockC_KeyLadder (InputV inputV, SymKey spk)
oYU
AL 5y ziliol) @b 3 C assastly V s gastl daby lust 2ilog)) ol o535
137 544 3 e o LS Butgrand! gl Tl a5V Al ) Ol U1 2ab gl oo (s bLsY i Wl (3
InputV asymInitLkl (SymKey 1lkl, PrivKey ussk, PubKey spk);
gl RY
3.7 5,240 Wy iniLkL ablgme V) Al ) Ol aib)l s oo
Ul ped 22l gl L s

keyLadder (SymKey 1lkl, ulong cwUri, uchar acf[15], uchar ark[16],

PubKey popk[16], SSCnfg clCnf[16], uchar XT[32], ulong spkUri, uint nSpk, PubKey spk[1l6],
uchar nElk, SymKey elk[32])
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SymKey AuthMech (InputV inputV, uchar acf[15], uchar ark[1l6],

PubKey pk[16], SSCnfg clCnf[l16], char XT[32], ulong spkUri, uint nSpk,
uint spkIndx, PubKey spk[16])
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uchar[16] AuthMechResponse (SymKey ak, uchar[16] challenge)
;oYY
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(ACF) 8jjmal) &) &3l o> iy 6.7
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const uchar acfCwlMode= { AcfCwlMode, O, O, O, O, O, O, O, O, O, O, O, O, O, O }

el ol dedneS” i lad AcFAKIMOde 42 e o1 Sl € Cgpadl L Ly

const uchar acfAklMode= { AcfAklMode, 0, O, O, O, O, 0, O, 0, O, O, O, O, O, O };
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#define NSLOTS /* (maximum) number of slots */

#define NSESSIONS /* (maximum) number of sessions */
#define MaxSpkEncr 4 /* maximum number of encryption SPK values */

typedef SessionState {

bool active;

uint configAuthMode:4;
uint mh;

SessionConfig config;

PubKey spk;

ulong spkUri;

uchar spkIndx;

int coupledSessionId;
uint nEncr;

PubKey encrSpk[MaxSpkEncr];
PubKey encrPopk [MaxSpkEncr];
ulong encrCwUri;

Secret SymKey 1k1;

Secret PrivKey ussk;

RkState rkState;

importExportState ies;
} SessionState ;

typedef struct SlotState {

uint version:4;
uint slotMode:4;
uint clientCheckFlag:1;
uint reserved:3;
uint POCIRLVnr: 24;
PubKey popk;
SymKey slotRk;
Secret SymKey akClient;
SessionState se [NSESSIONS] ;
} FixedSlotState;

SlotState ss[NSLOTS]
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typedef struct DecryptConfig {

uint configVersion:4;
uint reservedl:4;

uint k1ModeAuth:1;

uint akModeAuth:1;

uint rkK1Mode:1;

uint spkONoDecrypt:1;
uint reserved2:6;

RKMode rkDecrMode;
EciRootState minEciRootState;

uint minClientVersion:24;

} DecryptConfig;
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typedef struct EncryptConfig {

uint configVersion:4;
uint reservedl:4;
uint microServerVersion:24;
uint asymKlMode:1;
unit rkK1lMode:1;

uint reserved2:22;
RkMode rkEncrMode;
uchar basicUriTrfr;
uint contPropControl;
ContProp defaultCP;
EciRootState minEciRootState;

} EncryptConfig;
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typedef struct RKMode {

uint mode:2;
uint limit:6;
} DecryptConfig;

hzdly il &b 3] gl el Ly — 6-8 Jguond!
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ts pedlly L laall Bl Flide et Ol sus mode
- Flyie 893 Flads =4 ¥ «0b00: RKModeNone o
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uint limitValue (uint limit) {
uint wval;

if (limit==0) return 1;

limit -=1;

if (limit&Obl == 0b0) val=2 else val=3;
return val * (1<<(limit>>1));

Pl 3yeult US2s 5.2.2.8

i) b gl fons AS b 350 dilacl) Al Sl (Soual) Aol Slashall 0BT 2510 SessionConfig 4l >34
Y it A e Al aladll Slaglal) il Colol fons AS Boud s (3 JedS ay il f

typedef struct SessionConfig ({
EncryptConfig encryptConfig; /* configuration for encryption */
DecryptConfig decryptConfig; /* configuration for decryption */
} SessionConfig;

1 ECH (g paeld 2,00 A 55 ) cpsECiRootState Lk & 7-8 Jaddkls oUsl C axk 3,420 sady
ECI gord! grlannd) 13\gs oD 25D o 3l

typedef struct EciRootState {

uchar rootVersion;
uint rlVersion:24;
} EciRootState;

EciRootState cpsEciRootState; /* contains the minimum value from the CPS */

EciRootState &l Jsd> iy — 7-8 Jgdond!

i gl S

ECI w..!\ cuu dgydondt B51gadt s rootVersion
dyydandt Ba1gadt o aadel) JUasy) AV dxo rlVersion
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bool cpsEciRootStateOk (uint slotId, uint sessionId) {
if (ss[slotId].slotMode == SlotModeDecr)
return
(cpsEciRootState.rootVersion >=
ss[slotId].se[sessionId].config.decryptConfig.minEciRootState.rootVersion)
&& (cpsEciRootState.rlVersion >=
ss[slotId].se[sessionId].config.decryptConfig.minEciRootState.rlVersion);

if (ss[slotId].slotMode == SlotModeEncr)
return
(cpsEciRootState.rootVersion >=
ss[slotId].se[sessionId].config.encryptConfig.minEciRootState.rootVersion)
&& (cpsEciRootState.rlVersion >=
ss[slotId].se[sessionId].config.encryptConfig.minEciRootState.rlVersion);

/* following should not occur */
return false;

}
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typedef struct RkState {

SymKey rkCurrent;

SymKey rkNext;

ulong limitCounter;
} RkState;
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#define MaxExpGroupIds 2
typedef struct ImportExportState {
int importSlotId;
int importSession;
uchar expGrpld[MaxExpGrpId];
bool importPermitted[MaxExpGrpId];
RkState rkState;
} ImportExportState;
#define ImportNone -1
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void computeFieldlDecrypt (uchar fieldl[16], uchar resultl[l6]) {
int i;

ushort fieldControl = fieldl[0] + fieldl[1]<<8;
resultl[0] = fieldl[0];
resultl[1l] = fieldl[1];
for (i=2; i<1l6; i++)
if (fieldControl>>i & 0bl)
resultl[i] = field[i];
else
resultl[i] = 0x00;
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void computeFieldlEncrypt (
uchar msFieldl[16],/* fieldl for CP from Micro Server Client */
resultl[1l6], /* result CP for authentication in computing CW */
ushort cpMask, /* result mask for comparing msFieldl to client's
version of CP fieldl */
EncryptConfig ssEncrypt /* encryption configuration of the AS slot */

int i;
uchar cp[l6]; /* CP value to be computed */

/* set control bytes of content properties */
cp[0] = ssEncrypt.defaultCp[0];

cp[l] = ssEncrypt.defaultCp[l];

mask = 0x0000;

/* process the contPropControl rules to compute cp */
for (i=2; i<16; 1i++) {
switch (ssEncrypt.contPropControl>>(2*i) && 0bll) {
case CpCtrlCopy: /* shall be copied from import Client */
if (i==2) { /* basic URI byte */
/* process basicUriTrfr */
switch (ssEncrypt.basicUriTrfr) {
case BasicUriTrfrNoChange:
cplil= msFieldl[i];

break;
case BasicUriTrfrNoMoreCopy:
if ((clFieldl[2]&0bll) == RedistributionProtected)
cplil= (msFieldl[1l] & OxFC) + ViewOnly;
else
cplil= msFieldl[i];
break;

} else { /* all other CP bytes */
cp[i]l= msFieldl[i];
}
cpMask += 1<<i; /* msFieldl byte i to be compared to imp client */

break ;

case CpCtrlDef: /* shall be set to default CP from configuration *?
cpl[i] = ssEncrypt.defaultCP[i] ;
break ;

case CpCtrlMS: /* shall be defined my software Micro Client */
cpl[i] = msFieldl[i];
break;

}

/* compute input to authentication function same was as for decryption */
computeFieldlDecrypt (cp, resultl);

Zg;Lﬂ\<}>:ﬂ\L5L9 L};&ﬂ ;DL%LJ‘CIA rjé;ﬁ cgts‘}b Field2 ;FbLU

typdef struct Field2 ({

uint length; /* number of bytes in content, shall be a multiple of 4 */
byte content[]; /* content defined below */
} Field2;

LargeProperty iy .Jb pws Lgis 50>l IS LargeProperty ! e s Field2 Mot iy 3 gl Jaim ey
:C aay oUsl 5,220
typdef struct LargeProperty {
uint propertyTag; /* see Table 8.2-12 */

uint length; /* length of property field in bytes
byte propertyl]l; /* contains the actual property value */
byte paddingl[]; /* additional bytes set to 0x00 to make LargeProperty a

multiple of 4 bytes large */
} LargeProperty;

LGN Jeadl Cayylesy largePropertyTag i) o3 12-8 Joud) (3 559

25 (2020/04) ITU-T J.1014 éwe 5!



sls largeProperty gmg! (> o3 = 12-8 Jgund!

ESIEA] propertyTag ie?

e 0x00000000
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void computeInputC(uchar resultl[16], unchar *field2, uchar input C[16])

{

uchar hash2[16], hashIn[32];

uint i, length;

if (resultl[0] & 0bll == 0x00) {
/* no field2 to be included */
for (i=0; i<16; i+4++4+) hashIn[i] = resultl[i];
asHash (hashIn, 16, 128, input C);

} else if result[0] & 0bll = 0x01) {
/* field2 to be included for input-C */
length = (Field2 *)field2->length + 4;
asHash(field2, length, 256, hash2);
for (i=0; i<16; i++) hashIn[i] = resultl([i];
for (i=0; i<32; i++) hashIn[1l6+i] = hash2[i];
asHash (hashIn, 48, 128, input C);

}
Zolall (3 Sl ml Jsby LoV aadall & Sl mbis adladly 1A 3240 & 2540 i) 2l asHash i &
V) ) (3 ddly ) ekl 3 SIL dmadl Jgby (i)
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int regAsInitSlot(uint slotld, ECI Certificate Chain popkChain,
uint slotVersion, slotMode)

r Yyl

o ke ol Lo ale] gy il AU e (slotld) AS dowdll dga Cas Likadl Slogall i aoias O (£
el Sy
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Yo o il FE g8 C drly 54201

/* initialise the slot state */

ss[slotId].popk = /* validated value of popk returned by CPS */;

ss[slotId].POCIRLVnr = /* value used for client image verification */;

ss[slotId].version = slotVersion;

ss[slotId].slotMode = slotMode,

ss[slotId].configAuthMode = ConfigAuthModeNone;,

ss[slotId].rkSlot = rndl28() ;
return ErrOk;

uchar 16 e Cicdo fS5 e BA 54l (2 Sine oo LS5 128 e Llge Lot bte d128() 26bs) on
AS douil] Jlgiall Flially ol B WSl 3.4.2.8
e Gty Auold) gl Olisly sy W) LSl o) psiy Anelil) gl OBl Calif 39l V> AS Aol (o5

int regAsAStartDecryptSession (uint slotId, ushort mh, PubKey spk,

SessionConfig config, uint *sessionId)
;YA
:C arky AU 5 asd i

if (ss[slotId].slotMode != slotModeDecr) return ErrSlotMode;

/* check if a valid client revocation list was used */
if (config.decryptConfig.clientVersion >
ss[slotId].clientPOCIRLVnr) return ErrRevocEnforce;

/* locate any free sessionId; any algorithm is ok */

int i=0;

while (i<NSESSIONS && ss([slotId].se[i].active) 1i++;

if (i==NSESSIONS) return ErrNoMoreSessions;

/* 1 contains a non-active session administration block */
*sessionId = i;

/* initialise session state */
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ss[slotId].se[i].active = true;
ss[slotId].se[i].mh = mh;
ss[slotId].se[i].coupledSessionId = -1;
ss[slotId].se[i].importPermitted = false;
ss[slotId].se[i].spk = spk;
ss[slotId].se[i].config = config;
ss[slotId].se[i].rkState.rkCurrent = rndl28();
ss[slotId].se[i].rkState.rkNext = rndl128();
ss[slotId].se[i].rkState.limitCounter =

limitValue (config.decryptConfig.rkDecrMode.limit) ;
if (!cpsEciRootStateOk (sdlotId,i)) {
ss[slotId].se[i].active = false;

return ErrRevocEnforce;

}

return ErrOk;

2 FION [P

AS doedl Lais b= g v of o
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int regAsCoupleDecryptSession (uint slotId, uint sIdl, uint sId2)
Ray bR

:C aak AU 5 asd s

if (ss[slotId].slotMode != slotModeDecr) return ErrSlotMode;

if (!ss([slotId].se[sIdl].active) return ErrParam?2;

if (!ss[slotId].se[sId2].active) return ErrParam3;

if (ss[slotId].se[sIdl].coupledSessionId != -1) return ErrSessionlCoupled;
if (ss[slotId].se[sId2].coupledSessionId != -1) return ErrSession2Coupled;
e[slotId] [sIdl] = sId2;

/* the Secure Video Path is informed on the session coupling &/

return ErrOk;

AS el 355 JadS o gre O .
(g 805 Jead) AU 2ab ) sledzal (Say

int regAsDecoupleDecryptSession(uint slotId, uint sessionId)
sy YUl

:C arky AU 5 asd i

if (ss[slotId].slotMode != slotModeDecr) return ErrSlotMode;
if (!ss[slotId].se[sessionlId].active) return ErrParam2;
if (sel[slotId][sessionId].coupledSessionlId == -1)

return ErrSessionNotCoupled;

ss[slotId].se[sessionId].ies.coupledSessionId = -1;
/* the Secure Video Path is informed on the session decoupling */

return ErrOk;
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int regAsStartEncryptSession (uint slotId, ushort mh, uint importSlotId,
int importSessionId, PubKey spk, SessionConfig config,
uint nEncr, PubKey encrSpk[MaxSpkEncr],
PubKey encrPopk[MaxSpkEncr], ulong encrCwUri, uint *sessionId)

Ny

:C axy W) 5,ak) Qs
If (ss[slotId].slotMode != slotModeEncr) return ErrSlotMode;
if (0 > nEncr || nEncr >= MaxEncr) return ErrParam4;

/* locate free sessionId; any algorithm is ok */

int i=0;

while (i<NSESSIONS && ss[slotId].se[i].active) i++;

if (i==NSESSIONS) return ErrNoMoreSessions;

/* 1 contains a non-active session administration block */

/* check if a valid client revocation list was used */
if (config.encryptConfig.microServerVersion >
ss[slotId].clientPOCIRLVnr) return ErrRevocEnforce;

*sessionId = i;

/* initialise session state information */

ss[slotId].se[i].active=true;
ss[slotId].se[i].mh = mh;
ss[slotId].se[i].spk = spk;
s[slotId].se[i].config = config;
ss[slotId].se[i].encrCwUri = encrCwUri;
int j;

for (j=0; j<nEncr; j++) {
ss[slotId].se[i].encrSpk[j] = encrSpkl[j];
ss[slotId].se[i].encrPopk[]j] = encrPopk[7j];

}

/* initialise random key state */
s[slotId].se[i].rkState.rkCurrent = rndl28();
s[slotId].se[i].rkState.rkNext = rndl28();
s[slotId].se[i].rkState.limitCounter =

limitValue (config.encryptConfig.rkEncrMode.limit) ;

/* initialise import state */
s[slotId].se[i].importSlotId = importSlotId;

ss[slotId].se[i].importSession = importSessionId;

if (!cpsEciRootStateOk (sdlotId,i)) {
s[slotId].se[i].active = false;

return ErrRevocEnforce;

}

return i;
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AU Aol aldstnals L 3yl (aald AL 8 U AU Jas) sl Al s Eyad ECH dieiaeld S

int callAsNextKeySession (uint slotId, uint sessionId)
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if (!ss[slotId].se[sessionId].active) return ErrNoSuchSession;
ss[slotId].se[sessionId].rkCurrent = ss[slotId].se[sessionId].rkNext;
ss[slotId].se[sessionId].rkNext = rndl28();
if (ss[slotId].slotMode == SlotModeEncr)
e[slotId] [sessionId].limitCounter =
limitVvalue (
ss[slotId].se[sessionId].config.encryptConfig.rkEncrMode.limit)
else if (ss[slotId].slotMode == SlotModeDecr)
e[slotId] [sessionId].limitCounter =
limitVvalue (

ss[slotId].se[sessionId].config.decryptConfig.rkDecrMode.limit) ;

return ErrOk;
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int regAsStopSession (uint slotId, uint sessionId)
YN

1C ik 3 5 as) s
int i, j;
s[slotId].se[sessionId].active = false;

/* decouple from any coupled decryption sessions */
for (3=0; Jj<NSESSESIONS; j++)
if (ss[slotId].se[]j].coupledSessionId == sessionId)
s[slotId].se[]j].coupledSessionId = -1;
/* the Secure Video Path is informed of decoupling */

/* cancel all export sessions */
if (ss[slotlId].slotMode == SlotModeDecr)
for (i=0; i<NSLOTS; i++)
for (j=0; Jj<NSESSIONS; Jj++)

if (ss[i].se[j].importSlot == slotlId &&
ss[i].se[j].importSession == sessionId)
{
for (k=0; k<MaxExpGrpId; k++)
ss[i].se[J].importPermitted[k]= false;
ss[i].se[j].importSlotId= -1;
ss[i].se[j].importSession= -1;

return ErrOk;

AS doadll 3195 oy s Of .
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int regAsExportConnSetup (uint slotId, uint sessId, uint impSlotId,

uint impSessId, uint grpIndx, CertSerialChain expCh,
CertSerialChain impCh, CertSerialChain auth(])
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/* the CPS delivers the following variables on successful processing of the
Export import chains */

PubKey impSpk; /* the spk of the importing system */
uint impConfigVersion; /* the config. Version nr of the export system */
uint expGrpId; /* the export group for which the export connection is valid */

/* check if potential import slot is in decent state */

if (!'( ss[impSlotId].slotMode == SlotModeEncr &&
ss[impSlotId].se[impSessId].active &&
ss[impSlotid].se[impSessId].spk == impSpk
ss[impSlotId].se[impSessId].encryptConfig.microServerVersion >=
impConfigVersion

) ) return ErrExportSlotBadState;
}

/* check if another import connection already exists */
if (ss[impSlotId].se[impSessId].ies.importSlotId != ImportNone)
return ErrExportOngoing;
/* Set the import/export state of the import-session to reflect the export connection */

ss[impSlotId].se[impSessId].ies.importSlotId = slotId;
ss[impSlotId].se[impSessId].ies.importSession = sessId;
ss[impSlotId].se[impSessId].ies.expGrpld[grpIndx] = expGrpld;
ss[impSlotId].se[impSessId].ies.importPermitted[grpIndx] = true;

return ErrOk;
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int regAsExportConnEnd (uint slotId,

if
if
if

s[slotId].se
s[slotId].se
for
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(! (ss[slotId]
(! (ss[slotId]
(ss[slotId]

!= SlotModeEncr))

(int 1=0; i< MaxExpGrpId; i++)

s[slotId].se

return ErrOk;

.se[sessionId].active))
.se[sessionId].ies.slotId

[sessionId].ies.importSlotId
[sessionId].ies.importSession = -1;

[sessionId].ies.importPermitted[i] =

uint sessionId)
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return ErrImportSlotBadState;
return ErrParam?2;
== -1) return ErrNoExport;

= -1;

false;
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int regAsLoadLkl (uint slotId,

if
if
/*
if
if
if

ulong spkUri,

(ss[slotId].slotMode == SlotModeEncr)

(spkIndx >= 16) return ErrParamb;
check if spkUri in set 1 */

((spkUri>>spkIndx & Obl) != 0bl)
(!ss[slotId].se[sessId].active)

uint sessId,
uchar spkIndx)
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InputV inputVv,
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spkIndx = 0;

return ErrSpkUriViolation;
return ErrParam?2;

(spkIndx==0 && ss[slotId].slotMode==SlotModeDecr &&

ss[slotId]

return ErrSpkONoDecrypt;

s[slotId].se
s[slotId].se

if

) {

s[slotId].se
blockV _blockC keyladder (inputV,ss[slotId].se

[sessId] .spkUri =
[sessId].spkIndx =

(ss[slotId].slotMode ==
ss[slotId]

s[slotId].lkl= rndl28();
return ErrOk;

[sessId].lkl =

return ErrQOk;
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spkUri;
spkIndx;

.se[sessId].config.decryptConfig.spkONoDecrypt)

slotModeEncr &&
.se[sessId].config.encryptConfig.asymKlMode

[sessId].spk);
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int regAsComputeEncrCw (uint slotId, uint sessId, ulong cwUri, uint nElk,
SymKey elk([24], uchar XT[32], uint rkIndx, Field2 field2,
uint cwIndx)

NN
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PubKey spk[MaxSpkEncr+1], popk[MaxSpkEncr+l]; /* temporary variables */
SessionConfig config[MaxSpkEncr+1]; /* temporary variable */

/* basic consistency checks */

if (!ss[slotId].se[sessId].active) return ErrParam2;

if (ss[slotId].slotMode != SlotModeEncr) return ErrSlotMode;

if (ss[slotId].se[sessId].config.encryptConfig.rkEncrMode.mode==0b00) {
if (nElk<2) return ErrParamé;

} else {
If (nEl1k<3) return ErrParami;

}

/* verify if the slot configuration has been authenticated */
if (ss[slotId].se[sessId].configAuthMode != ConfigAuthModeAkl)
return ErrNoConfigAuth;

/* verify if the CPS ECI Host Root state is sufficient to proceed */
if (!cpsEciRootStateOk (slotId,sessId)) return ErrRevocEnforce;

/* check if random slot-session key has to be applied */
SymKey rkAppl; /* random key that may have to be applied */
if (rkIndx == 0) {

rkAppl = ss[slotId].se[sessId].rkState.rkCurrent;
} else if (rkIndx == 1) {

rkAppl = ss[slotId].se[sessId].rkState.rkNext;
} else {

return ErrParam7;

}

/* insert random slot key and random session key if required */
if (ss[slotId].se[sessId].config.encryptConfig.rkK1lMode) {
elk[0] = ss[slotId].slotRk;

if (ss[slotId].se[sessId].config.encryptConfig.rkEncrMode.mode != RKModeNone) {
if (nSpk < 3) return ErrNoSlotRkInsert;
elk[nSpk-1] = rkAppl;

}

/* compute input-C, insert in key ladder */
uchar resultl[l16], seFieldl[l6];
ushort cpMask;

computeFieldlEncrypt (elk[nElk-2], resultl, cpMask,
ss[slotId].se[sessId].config.encryptConfig);
computeInputC (resultl, field2, elk[nElk-2]);

/* use ARK with value 0 */
uchar ark[16] = (uchar){0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

/* define spk, popk and config inputs to key ladder; using slot's spk/popk in position 0 and a
replication of the slot configuration */

spk[0] = ss[slotId].se[sessId].spk;
popk[0] = ss[slotId].popk;

config[0] = ss[slotId]. se[sessId].config;
int i;

int nSpk = slot[slotId]. se[sessId].config.EncryptConfig.nEncr + 1;
for (i=0; i<nSpk-1; i++) {
spk[i+1] = ss[SlotId]. sel[sessId].encrSpk[i];
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popk[i+1l] = ss[SlotId]. se[sessId].decrSpk[i];
config[i+1l] = ss[slotId]. se[sessId].config;
}

/* define spkUri values */
ulong spkUri = (0x1<<(nSpk+1l)) - 1; /* all SPKs can be used for decoding
keys */

/* perform the key ladder calculation */
bool asym = ss[slotId].se[sessId].config.encryptConfig.asymK1lMode;
Secret SymKey cw =
KeyLadder (ss[slotId].se[sessId].lkl, ss[slotId].se[sessId].encrCwUri,
AcfCwlMode, ark, popk, config XT, ss[slotId].spkUri, nSpk, spk,
nElk, elk, asym);

/* cw is sent to the encryption resource along with cwUri, msFieldl, cpMask and cwIndx */

return ErrOk;
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int regAsComputeDecrCw (uint slotId, sessionld, ulong cwUri, uint nSpk,
uint nElk, SymKey elk[24], PubKey spk[16], PubKey popk[l16], SSConflig config[16], uchar
XT[32], uint rkIndx, Field2 field2, uint cwIndx)
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/* basic consistency checks */
if (!ss[slotId].se[sessionlId].active) return ErrParam2;
if (ss[slotId].slotMode != SlotModeDecr) return ErrSlotMode;
if (ss[slotId].se[sessionId].spkIndx >= nSpk) return ErrParam4;
if (ss[slotId].se[sessionlId].config.decryptConfig.rkDecrMode.mode==0b00) {

if (nElk<2) return ErrParamb5;
} else {

if (nElk<3) return ErrParam5;

}

uint si = ss[slotId].se[sessionId].spkIndx ;

/* verify if the slot configuration has been authenticated if so required */
if ( ss[slotId].se[sessionId].config.decryptConfig.akModeAuth &&
s[slotId].se[sessionId].configAuthMode != ConfigAuthModeAkl
) return ErrNoConfigAuth;

/* verify if the CPS ECI Host Root state is sufficient to proceed */
if (!cpsEciRootStateOk (slotId,sessionlId)) return ErrRevocEnforce ;

/* ensure proper slot spk, popk and slotConfig are applied */
spk[si]= ss[slotId].se[sessionId].spk;
popk[si] = ss[slotId].se[sessionId].popk;

/* only authenticate the slot's decrypt configuration if required */
if ( ss[slotId].se[sessionId].config.decryptConfig.klModeAuth )
ssConfig[si].decryptConfig = ss[slotId].ssConfig.decryptConfig;

/* in all cases authenticate the klModeAuth and akModeAuth fields */

config[si].decryptConfig.klModeAuth=
s[slotId].se[sessionId].config.decryptConfig.klModeAuth;

config[si].decryptConfig.akModeAuth =
ss[slotId].se[sessionId].config.decryptConfig.akModeAuth;
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/* check if random slot-session key may have to be applied */
SymKey rpAppl; /* random key that may have to be applied */

if (rkIndx == 0) {
rpAppl = ss[slotId].se[sessionId].rkState.rkCurrent;
} else if (rkIndx == 1) {

rpAppl = ss[slotId].se[sessionId].rkState.rkNext;
} else {
return ErrParamll;

}

/* insert random slot key and random session key i1f required */
if (ss[slotId].se[sessionId].config.decryptConfig.rkK1lMode) {
elk[0] = ss[slotId].slotRk;

if (ss[slotId].se[sessionlId].config.decryptConfig.rkDecrMode.mode != RKModeNone)
if (nSpk < 2) return ErrNoSlotRkInsert;
elk[nSpk-2] = rpAppl;

}

/* compute input-C, i.e. elk[nElk-1] for content Property authentication */
/* veryfy basicUri control bit is set */

if (((elk[nElk-1]1[0]1>>2)&0bl) != 0Obl) return ErrBasicUriCtrl;

uchar resultl[l6];

computeFieldlDecrypt (elk[nElk-2],resultl);

computelInputC (resultl, field2, elk[nElk-21);

/* use ARK with value 0 */
uchar ark[l1l6] = (uchar){o0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};

/* perform the key ladder calculation */
Secret SymKey cw =
KeyLadder (ss[slotId].se[sessionId].lkl, cwUri, AcfCwlMode, ark,
popk, ssConfig, XT, ss[slotId].se[sessionId].spkUri, nSpk,
spk, nElk, elk, false);

/* cw is passed to the decryption resource session along with cwUri, resultl and cwIndx and the

sessions states media handle value */

return ErrOk;
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int regAsComputeAkClient (uint slotlId, InputV inputV, uint nSpk,
uchar spkIndx, PubKey spk[16], PubKey popk[l16], SessionConfig akCnf[1l6],
ulong spkUri,uchar XT[32], bool online)
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/* basic consistency checks */

if (ss[slotId].slotMode==SlotModeEncr) spkIndx = 0;
if (spkIndx >= 16) return ErrParamé;

/* check if spkUri in set 1 */

if ((spkUri>>spkIndx & Obl) != 0Obl) return ErrSpkUriViolation;
if (ss[slotId].slotMode == SlotModeEncr) {
if (akCnf[spkIndx].encryptConfig.configVersion != 0xl) return ErrParam7;

if (akCnf.encryptConfig.microServerVersion >
ss[slotId].clientPOCIRLVnr) return ErrRevocEnforce;
if ((cpsEciRootState.rootVersion <
akCnf[spkIndx].encryptConfig.minEciRootState.rootVersion)
|| (cpsEciRootState.rlVersion <
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akCnf[spkIndx].encryptConfig.minEciRootState.rlVersion))

return ErrRevocEnforce;

}
if (ss[slotId].slotMode == SlotModeDecr) {
if (akCnf[spkIndx].decryptConfig.configVersion
if (akCnf.decryptConfig.minClientVersion >
ss[slotId].clientPOCIRLVnr) return ErrRevocEnforce;
if ((cpsEciRootState.rootVersion <
akCnf[spkIndx].decryptConfig.minEciRootState.rootVersion)
|| (cpsEciRootState.rlVersion <
akCnf[spkIndx].decryptConfig.minEciRootState.rlVersion))
return ErrRevocEnforce;
}
/* ensure proper slot spk and popk are applied */
popk[spkIndx] = ss[slotId].popk;

/* ensure proper ACF and ARK are applied */
uchar ark[1l6] ;

uchar acf[15] = acfAklMode ;

acf[l] = AkUseCl;

if (online) {

acf[1l] += AkOnline;

ark = ss[slotId].slotRk;

} else {
acf[l] 4= AlOffline;
ark = {0} ;

}

/* perform the authentication mechanism */
s[slotId].akClient =

AuthMech (inputV, acf, ark, popk, akCnf, XT, spkUri, nSpk, spkIndx, spk) ;

return ErrOk;

return ErrParam7;
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int regAsClientChalResp (int slotId, uchar challenge[l6],

uchar * (response[16]));
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*response = AuthMechResponse (ss[slotId].akClient, challenge);
return ErrQOk;
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int regAsAuthDecrConfig(uint slotId, uint sessId,
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InputV inputVv,
uint nSpk, uchar spkIndx, PubKey spk[16], PubKey popk[1l6],
ulong spkUri, uchar XT[32], bool online, uchar verifier[16])

SSCnfg clCnf[l6],
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/* basic consistency checks */

if (!ss[slotId].se[sessionId].active) return ErrParam2;

if (ss[slotId].slotMode!=SlotModeDecr) return ErrSlotMode;

if (spkIndx >= 16) return ErrParam5;

/* check if spkUri in set_1 */

if ((spkUri>>spkIndx & Obl) != 0bl) return ErrSpkUriViolation;

if (spkIndx==0 && ss[slotId].slotMode==SlotModeDecr &&
ss[slotId].se[sessId].config.decryptConfig.spkONoDecrypt) return ErrSpkONoDecrypt;

/* verify if the CPS ECI Host Root state is sufficient to proceed */
if (!cpsEciRootStateOk(slotId)) return ErrRevocEnforce;

/* ensure proper slot spk, popk and config are applied */

popk[spkIndx] = ss[slotId].popk;
spk([spkIndx] = ss[slotId].se[sessId].spk;
clCnf[spkIndx] = ss([slotId].se[sessId].config;

uchar ark[1l6];

uchar acf[15] = acfAklMode;
acf[1l] = AkUseAS + AkConfigAuth;
if (online) {

acf[l] = AkOnline;

ark = ss[slotId].slotRk;
} else {

acf[l] = AkOffline;

ark = {0};

}

/* perform the authentication mechanism */
Secret SymKey ak =
AuthMech (inputV, acf, ark, popk,clCnf,XT, spkUri, nSpk, spkIndx, spk) ;

uchar response[l16] = AuthMechResponse (ak, verifier);

if (response == {0}) {
s[slotId].se[sessId].configAuthMode = ConfigAuthModeAkl;
return ErrOk;

} else {

s[slotId].se[sessId].configAuthMode = ConfigAuthModeNone;
return ErrSlotConfigAuthFail;
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int regAsAuthEncrConfig(uint slotId, uint sessId, InputV inputV,
uchar XT[32], bool online, uchar verifier[1l6])
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PubKey spk[MaxSpkEncr+1], popk[MaxSpkEncr+l]; /* temporary variables */
SessionConfig config[MaxSpkEncr+1l]; /* temporary variable */

/* basic consistency checks */
if ((ss[slotId.SlotMode != SlotModeEncr) return ErrSlotMode;

/* verify if the CPS ECI Host Root state is sufficient to proceed */
if (!cpsEciRootStateOk(slotId, sessId)) return ErrRevocEnforce;

/* define spk, popk and config inputs to key ladder; using slot's spk/popk in position 0 and a
replication of the slot configuration */

spk[0] = ss[slotId].se[sessId].spk;
popk[0] = ss[slotId].popk;
config[0] = ss[slotId].se[sessId].config;
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int i;
int nSpk = slot[slotId]. config.EncryptConfig.nEncr + 1;
for (i=0; i<nSpk-1; i++) {

spk[i+l] = ss[SlotId].encrSpk[i];
popk[i+1l] = ss[SlotId].encrPopk [i];
config[i+l] = ss[slotId].se[sessId].slotConfig;

}
/* define spkUri values */
ulong spkUri = (0x1<<(nSpk)) - 1;

/* all SPKs can be used for decoding content */

uchar ark[16];

uchar acf[15] = acfAklMode;
acf[l] = AkUseAS + AkConfigAuth;
if (online) {

acf[l] = AkOnline;

ark = ss[slotId].slotRk;
} else {

acf[l] = AkOffline;

ark = {0};

}
/* perform the authentication mechanism */
Secret SymKey ak =
AuthMech (inputV, acf, ark, popk, clCnf, XT, spkUri, nSpk, spkIndx, spk) ;
uchar response[l6] = AuthMechResponse (ak, verifier);
if (response == {0}) {
s[slotId].se[sessId].configAuthMode = ConfigAuthModeAkl;
return ErrOk;
} else {

s[slotId].se[sessId].configAuthMode = ConfigAuthModeNone;
return ErrSlotConfigAuthFail;
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int reqgAsLdUssk (uint slotId, uint sessId, InputV inputV,
uchar XT[32], bool online, uchar mUssk[NUSSK])

YA

.- e, [
1C Ay AU 5 el das
PubKey spk[MaxSpkEncr], popk[MaxSpkEncr];
SessionConfig config[MaxSpkEncr];

/* basic consistency checks */

if (ss[slotId].slotMode!=SlotModeEncr) return ErrSlotMode;

if (!ss[slotId].se[sessId].config.encryptConfig.asymK1lMode)
return ErrSlotModeUndefined;

/* verify if the CPS ECI Host Root state is sufficient to proceed */

if (!cpsEciRootStateOk (slotId,sessId)) return ErrRevocEnforce;
spk[0] = ss[slotId].se[sessId].spk;

popk[0] = ss[slotId].popk;

config[0] = ss[slotId]. se[sessId].config;

int i;

int nSpk = slot[slotId]. se[sessId].config.EncryptConfig.nEncr + 1;
for (i=0; i<nSpk-1; 1i++) {

spk[i+1] = ss[SlotId]. sel[sessId].encrSpk[i];
popk[i+1l] = ss[SlotId]. se[sessId].decrSpkl[i];
config[i+1l] = ss[slotId]. se[sessId].config;

}
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/* define spkUri values */
ulong spkUri = (0x1<<(nSpk+1l)) - 1; /* all SPKs can be used for decoding
keys */
uchar ark[16];
uchar acf[15] = acfAklMode;
acf[l] = AkUseAS + AkLdUssk;
if (online) {

acf[l] = AkOnline;

ark = ss[slotId].slotRk;
} else {

acf[l] = AkOffline;

ark = {0};
}
/* perform the authentication mechanism */
Secret SymKey ak =

AuthMech (inputV, acf, ark, popk, config, XT, spkUri, nSpk, 0, spk) ;

/* perform AES ECB decoding of ussk */
int 1,37
uchar response([32];
for (i=0; i<NUSSK; i+=32) {
response = AuthMechResponse (ak, & (mUssk[i]));
for (3=0; j<32; j++) ss[slotId].se[sessId].ussk[i+]] = responsel[]j];
}

return ErrOk;
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InputV regAsMInikLkl (uint slotId, uint sessId, ECI Certificate Chain C1CPK)
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return asymInitLkl (ss[slotId].lkl, slot[slotId].ussk, clcpk);

1 4] bjf.ﬁ\
-Ussk #liiel) iyl dad _Jans Of .
(SBEY it sl 35001 0S5 O .
ECI L g}t 8y5021 3hrial) jodoed) S0 Flide Ol 124.2.8
wid ) o Al it sl adanly S Uil Flie i OF AS dowdll (S 5,i2 S et L) A8
tiedl) Jos JDlgzal |3 aab ol sda o OF s 55l

int regAsComputelImageKey (uint slotId, InputV inputV,
symKey eKey , bool online, ECIRootState min_ root state)
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/* a default slot configuration state is used */
SessionConfig config = {
.decryptConfig = {
.configVersion = 0x1,
.reservedl = 0x0,
.k1ModeAuth = 0x0,
.akModeAuth = 0xO0,
.rkK1lMode = 0x0,
.spkONoDecrypt = false,
.reserved?2 = 0b000000,
.rkDecrMode = { 0 },
.minEciRootState = min_ root_ state,
.expR1lVersion = 0x0
}l
.encryptConfig = { 0 }
b

if (! (cpsEciRootState.rootVersion >= min root state.rootVersion &&
(cpsEciRootState.rlVersion >= min_root state.rlVersion))
return ErrRevocEnforce;

/* create straightforward popk/spk, XT, clCnf, */
PubKey popkArr([l]; /* also used for spk */
popkArr[0] = ss[slotId].popk;

SessionConfig cnf[1l];

cnf[0] = config;

uchar XT([32] = {0};

ulong spkUri= 0x1;

uchar ark([16];

uchar acf[15] = acfAklMode;
acf[l] = AkUseAS + AkClImg;
if (online) {

acf[l] = AkOnline;

ark = ss[slotId].slotRk;
} else {

acf[l] = AkOffline;

ark = {0} ;

}
/* perform the authentication mechanism */
Secret SymKey ak =
AuthMech (inputV, acf, ark, popkArr, cnf, XT, spkUri, 1,0, popkArr) ;

Secret SymKey dImgKey = AuthMechResponse (ak, elImgKey);
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/* dImgKey is subsequently used by the client loader to decrypt the client image using AES CBC mode

with IV=0 */

return ErrQOk;
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/*
four priority processing model with small shift of CP change time
in case priority 4 is required (here & now non-anticipated change in CP):
1) low priority nonce/rk change
2) low priority CP change (cp eminent but e cpch() did not occur)
adopts any previous nonce or rk changes
3) high priority nonce or rk change; reverts to old CP value
4) high priority CP change; adopts pending nonce/rk changes and new cp;
queues new changes

Optimization may be possible to try to schedule pending nonce and rk changes
immediately after a CP change; provides modest performance improvement

State variable invariants/meanings:
<x> = cp (content property), n (nonce) or r (random key)
Invariant: p<x> = change in <x> in next CW (p = pending)
(not for low priority <n> or <r>)
g<x> = queud change for <x>, not pending for next CW
hpcp = high priority content property change (pcp || gcp)
During a brief time between changeCw() and e cw() all changes are queued.
This temporary state is indicated with dhp==true;

*/

#define TECM 3000 /* delay between sending ecm message and changing CW */
#define TNONCEURGENT (2*TEMC + 1000)

#define TRKURGENT (2*TECM + 1000)

#define TNONCE /* some value; may be dynamically determined*/

#define TRK /* some value; may be dynamically determined*/

toggle (bool t) { return !t }; /* toggles between true and false */

encryptionSession ()

/* case rk & nonce change and cp change; unreliable warning cp change (priority with nonce/RK
change) */

/* first priority on nonce/rk lower than cp, but if urgent it is higher */

{

SymKey nc, nn; /* current and next nonce */

SymKey rc, rn; /* current and next Random Key */

SymKey cpc, cpn; /* current and next CP value */

SymKey nt, rt; /* temporary value for nonce, random key */

TimerHandle t lpn, t lpr;
/* timers for low priority scheduling of nonce and rk change */
TimerHandle t n, t r;
/* timers for high priority scheduling of nonce and rk change */
TimerHandle t ecm nl, t ecm rl;
/* ecm timers for low priority (1) nonce and rk ecm */
Timerhandle t ecm0O, t ecml t ecm2, t ecm3;
TimerHandle t ecm[4] = {t ecm0, t ecml, t ecm2, t ecm3 };
/* four level 2/3/4 priority level ecm timer pool */
int t ecm cnt = 0; /* counter for above timer pool allocation */
bool pn, pr, pcp; /* true if current CW reflects a change in nonce (nn),
random key (rn) or cp (cpn) value */
bool gn, gr, gcp; /* true if a queued change in nonce, random-key or cp change */
bool dhp; /* delay (queue) any new events */
book hpcp; /* true if priority 4: high priority CP change */
int tCntl, tCnt234; /* tCnt<n> is the counter for number of timers
in priority <n> that are fired but not yet expired */
bool t; /* toggle bit */

/* some macro's are defined to permit reuse of code for processing events */

.* event for next random key */
#define next r() { rc = rn; rn = rndl28(); startTimer (t lpr,TRK); }

/* force changeCw on last cascaded higher priority timer unless it is a level 2
priority cp change in which case the change of CW will be triggered by a CP
change event */

#define process emc2 timer () {\

if (--tCnt234 == 0)\
if (pn || pr || hpcp) {\
dhp = true; changeCw(toggle(t));\

} else {\
/* pcp == true, pn, pr, hpcp == false */\
unblock cpch() i\

Fi\

}

/* on cw-change update state with all processed changes */
#define end pending() {\
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t = toggle(t);\
if (pcp) { cpc = cpn; pcp = false };\
if (pn) { nc = nn; pn = false };\
if (pr) { next r(); pr = false o\
}

/* move queued events to pending */
#define queued to pending() {\
if (gcp && (!(gn || gr) || cphp)) {
/* if priority 2 or 4 */\
pcp = true; gcp = false\
P\
/* priority 3 events can be folded with priority 4 */
if (gn) { pn = true; gn = false };\
if (gr) { pr = true; gqr = false };\
}

/* start cw/ecm for pending changes to cw */

#define start pending() {\
cnt = 0;\
if (pcp) { cpt = cpn; cnt++ } else cpt = cpc;\
if (pn) { nt = nn ; cnt++ } else nt = nc;\
if (pr) { rt = rn ; cnt++ } else rt = rc;\

if (cnt > 0) {\
block cpch();\
cw(t, rt,nt,cpt) ;\
tCnt234++;\
startTimer(t_ecm[t_ecm_cnt++],TECM);\
if (t_ecm cnt >=4) t ecm cnt = 0 ;)\

/* only permit auto-changes of toggle bit when prepared */
block cpch();

/* receive first cp and nonce values */
for (int i=0; i<2;) {

->e nn(&nc): i++;

->e _cp(&cpc) @ it++;
}

/* initialise state */

pn = pr = pcp = hpcp = false;
dhp = false;

tCntl = tCnt2 = 0;

rc = rndl28(); rn = rndl28() ;
t = false; /* should be initialised to first value in content */
cw (t, rc,nc,cpc) ; /* will start to be used automatically */

while (!end session) {
->e nn(&nn) : startTimer (t_lpn, TNONCE) ;
/* should occur before nonce limit runs out */
->e cp(&cpn): /* e.g. compute new export licenses */ ;
->t lpn{() : { /* low priority nonce change */
if (pcp || pn || pr || cphp) {
/* delay new nonce till urgent */
startTimer (t n, TNONCEURGENT) ;
} else {
nc = nn;
cw(t,rc,nc,cpc);
startTimer (t ecm nl, TECM) ;
tCntl++;
}
}i
->t lpr() : { /* low priority rk change */
if (pcp || pn || pr || cphp) {
/* delay RK till urgent */
startTimer (t r, TRKURGENT) ;
} else {
next r();
cw(t,rc,nc,cpc);
startTimer (t_emc rl, TEMC);

tCntl++;
}
}i
->t _emc_nl() : /* low priority nonce ecm timer expiry */
->t emc_rl() : { /* low priority rk ecm timer expiry */
if (--tCntl == 0 && tCnt234 == 0) {
changeCw () ;
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dhp = true;
}
}i

->e cpe () : { /* cp change may occur from now on */
if (dhp || (pn || agn)) gcp = true; /* assert(!'hpcp) */
else { pcp = true; start pending() };
}i
->t n{() : { /* urgent nonce change due */
if (dhp || cphp) gn = true;
else { pn = true; start pending() };
}i
>t r() : { /* urgent random key change due */
if (dhp || cphp) gr = true;
else { pr = true; start pending() };
}i
->e cpch () : { /* high priority change of CP needed */

cphp = true;
if (dhp) gcp = true;
else {
pcp = true;
start pending();
}
}i
->t_ecmO ()
->t_ecml ()
->t ecm2 ()
->t emc3 () R
process_timer();
}i
->e cw() : { /* assert( pcp && !pn && !pr && !cphp ) */
end pending() ;
queued_to_ pending() ;
start pending();
}i
}
}
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decryptionSession ()

{

Symkey nc, nn, 1ln; /* current, next and last nonce */
SymKey cp, cpp; /* received and previous cp */

SymKey r; /* received random key */

bool t; /* received toggle bit */

SymKey n; /* received nonce */

bool end session; /* end of session reached */

/* initialise and send nonces */
nn = rndl28();
e nn(nn) ;
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Reserved; /* undefined value */
Reserved;

cpp =
1In =
while (!end session) {
->e ecm(&t, &r&n&cp) @ |
if (cp!=cpp) { /* new CP; send event to all export connections via host */
e _cp(cp);
Cpp = Cp;
}
cw(t,r,n,cp);
}i
->e cw(): { /* also triggered on first cw application */
if (n !'= 1n) { /* new nonce actually used; move nonce forward */
nc= nn; nn= rndl28();
e nn(nn);
1ln = n;
}
bi
} /* end while loop */
} /* end decryption session */
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[b-1TU-T J.1015.1]

[b-1TU-T J Suppl. 7]

[b-SG9 Report 17 Ann.1]

[b-ETSI GS ECI 001-1]

[b-ETSI GS ECI 001-2]

[b-ETSI GS ECI 001-3]

[b-ETSI GS ECI 001-4]

[b-ETSI GS ECI 001-5-1]

[b-ETSI GS ECI 001-5-2]

[b-ETSI DVB CSA]
[b-ETSI DVB CSA3]

[b-ECP]
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Recommendation ITU-T J.1015.1 (2020), Embedded common interface for
exchangeable CA/DRM solutions; Advanced security system - Key ladder
block: Authentication of control word-usage rules information and
associated data 1.

Supplement 7 to the ITU-T J series Recommendation(2020), Embedded
Common Interface for exchangeable CA/DRM solutions; Guidelines for the
implementation of ECI.

ITU-T SG9 meeting report, SG9-R17-Annex 1 (2020), Annex 1 to Report 17

of the SG9 fully virtual meeting held 16-23 April 2020.
https://www.itu.int/md/T17-SG09-R-0017/en

ETSI GS ECI 001-1 V1.2.1 (2018), Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 1: Architecture, Definitions and

Overview.
https://www.etsi.org/deliver/etsi_gs/ECI/001 _099/.../gs_ECI00101v010101p.pdf

ETSI GS ECI 001-2 V1.2.1 (2018), Embedded Common Interface (ECI) for

exchangeable CA/DRM solutions; Part 2: Use cases and requirements.
https://www.etsi.org/deliver/etsi _gs/ECI/001 099/.../gs ECI00102v010201p.pdf

ETSI GS ECI 001-3 V1.1.1 (2017), Embedded Common Interface (ECI) for
exchangeable CA/DRM solutions; Part 3: CA/DRM Container, Loader,

Interfaces, Revocation.
https://www.etsi.org/deliver/etsi_gs/ECI/001_099/.../01.../gs_ECI00103v010101p.pdf

ETSI GS ECI 001-4 V1.1.1 (2017), Embedded Common Interface (ECI) for

exchangeable CA/DRM solutions; Part 4: The Virtual Machine.
https://www.etsi.org/deliver/etsi_gs/ECI/001 099/.../gs_ECI00104v010101p.pdf

ETSI GS ECI 001-5-1 V1.1.1 (2017-07), Embedded Common Interface
(ECI) for exchangeable CA/DRM solutions; Part 5: The Advanced Security

System; Sub-part 1: ECI specific functionalities
https://www.etsi.org/deliver/etsi_gs/ECI/001 099/0010501/01.01.01 60/gs_ECI0010501v01010
1p.pdf

ETSI GS ECI 001-5-2 V1.1.1 (2017), Embedded Common Interface (ECI)

for exchangeable CA/DRM solutions; Part 5: The Advanced Security

System; Sub-part 2: Key Ladder Block.
https://www.etsi.org/deliver/etsi_gs/ECI/001_099/.../gs ECI0010502v010101p.pdf

ETSI: Using the DVB CSA algorithm (licencing arrangement).

http://www.etsi.org/about/what-we-do/security-algorithms-and-codes/csa-licences

ETSI: Using the DVB CSA3 algorithm (licensing conditions).

http://www.etsi.org/about/what-we-do/security-algorithms-and-codes/csa3-licences

MovieLabs Specification for Enhanced Content Protection — Version 1.2
Available at:
https://movielabs.com/ngvideo/MovieLabs_ECP_Spec_v1.2.pdf
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