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Recommendation ITU-T H.812.1

Interoperability design guidelines for personal health systems:
WAN interface: Observation upload certified device class

Summary

The Continua Design Guidelines (CDG) define a framework of underlying standards and criteria
which are required to ensure the interoperability of devices and data used for personal connected
health. It also contains additional design guidelines for interoperability that further clarify or reduce
the options in underlying standards or specifications, or by adding a feature missing in an underlying
standard or specification.

This specification defines the design guidelines for the Observation upload certified device class
(CDC), whose function is to transfer an observation measurement from the medical device to a
WAN application over the wide area network (WAN).

This Recommendation is part of the "ITU-T H.810 interoperability design guidelines for personal
health systems" subseries, which is outlined in the table below:

Mapping of CDG 2013, ITU-T H.810 and restructured ITU-T H.810-series
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VI, IX upload
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History
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Rec. ITU-T H.812.1 (11/2015) i


http://handle.itu.int/11.1002/1000/12654
http://handle.itu.int/11.1002/1000/11830-en
http://handle.itu.int/11.1002/1000/11830-en

FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2016

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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0 Introduction

The Continua Design Guidelines (CDG) define a framework of underlying standards and criteria
which are required to ensure the interoperability of devices and data used for personal connected
health. It also contains additional design guidelines for interoperability that further clarify or reduce
the options in underlying standards or specifications, or by adding a feature missing in an
underlying standard or specification.

This specification defines the design guidelines for the Observation upload certified device class
(CDC), whose function is to transfer an observation measurement from the medical device to a
WAN application over the wide area network (WAN).

This Recommendation is part of the ITU-T H.810 sub-series "H.810 Interoperability design
guidelines for personal health systems". See [ITU-T H.810] for more details.

0.1 Organization

This Recommendation is organized in the following manner.

Clauses 0-5: Introduction and terminology — These clauses provide overview information to help
comprehend the remainder of the document.

Clause 6: Use cases — This clause provides motivating examples.

Clause 7: Behavioural model — This clause is an overview of sequences of interactions and
summarizes typical iterations, constraints and exceptions.

Clause 8: Implementation guidance — This clause provides an informative description of the
implementation of the Observation upload CDC.

Clause 9: PCD-01 background — This clause provides an informative description of the PCD-01
document.

0.2 CDC guideline releases and versioning
See clause 0.2 of [ITU-T H.810] for release and versioning information.

0.3 What's new
To see what is new in this release of the design guidelines refer to clause 0.3 of [ITU_T H.810].
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Recommendation ITU-T H.812.1

Interoperability design guidelines for personal health systems:
WAN interface: Observation upload certified device class

1 Scope

This specification defines design guidelines for the Observation upload CDCs which are designed
to allow the transfer of an observation measurement from a medical device to a WAN application
over the wide area network (WAN) in a secure and interoperable method.

2 References

All referenced documents can be found in clause 2 of [ITU-T H.810].

3 Definitions
This specification uses terms defined in [ITU-T H.810].

4 Abbreviations and acronyms
This specification uses abbreviations and acronyms defined in [ITU-T H.810].

5 Conventions
This specification follows the conventions defined in [ITU-T H.810].

6 Use case

The observation upload use case is focused on the needs identified for transferring patient
observation measurements to a server.

Observation upload can be achieved using either of two methods defined in clause 7 of this design
guideline; the choice of which method to use is left to the implementer.

6.1 Observation upload to the server

Angus has decided that he wishes to improve his general fitness levels after a checkup with his
General Practitioner showed that he was becoming overweight and this could impact his long term
health. After some research he decides to sign up to an online service that allows him to use his
current smartphone and some additional devices to monitor many of his physical activities.

Initially he tracks his cycle rides using an application on his smartphone which in turn uploads the
data collected to the online service.

Angus is also tracking his weight and heart rate using Continua certified devices that allow him to
upload his weight and standing heart rate, both pre and post activity to his service provider that
hosts the web application where all his daily measurements are stored.

Having these measurements hosted on a website allows him to track progress over time, share
highlights with his social circle and compete against friends.
6.1.1 Chosen standards and profiles

The Continua WAN interface (WAN-IF) defines a set of interoperable message exchanges between
a WAN observation sender device and a WAN observation receiver device. From a high level
perspective, these guidelines describe protocol transactions by characterizing the protocol exchange
framework and the format of the contained information. The protocol exchange framework
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describes the required protocol stack and security mechanisms that are used to exchange the data of
the protocol.

Devices implementing the WAN-IF using SOAP must use the transport guidelines found in
Appendix V of [IHE ITI-TF-2] and devices using hData must use guidelines found in clause 7.2 as
the message exchange framework, formatting the contained information in accordance with the IHE
PCD-01 transaction of the IHE device to the enterprise communication profile in the IHE patient
care devices technical framework.

6.1.2 Data payload

The information contained in the data payload must be formatted in accordance with the
IHE PCD-01 transaction: Communicate PCD Data. The PCD technical framework constrains the
use of HL7 V2.6 messages, requiring that observations be exchanged using the unsolicited
observation result message (ORU”R01"ORU_RO01).

The choice of adopting the IHE PCD-01 transaction was motivated by a number of considerations:

The PCD-01 transaction allows the use of common nomenclature, defined by the ISO/IEEE 11073
committee, for all devices. Continued use of this nomenclature over the WAN interface simplifies
the operation of the AHD, as it is unnecessary to maintain accurate and up to date code translation
tables on the AHD. All observation identifiers are based on the terms in [ISO/IEEE 11073-20601],
[ISO/IEEE 11073-20601a] and the related IEEE 11073-104zz documents.

Continua addresses the needs of three distinct market segments in remote health monitoring; health
and fitness, ageing independently and disease management. The form in which data is represented
over the WAN interface had to be inclusive of personal health devices that are used in each of these
market segments. Given the IHE patient care device team's existing work of mapping
IEEE 11073-104zz devices to HL7 observation result messages and some initial groundwork by the
Continua WAN interface sub-team, it was deemed that the PCD-01 transaction is capable of
supporting personal health devices for all three market segments. Furthermore, the PCD-01
transaction is based on HL7 V2.6 [HL7 MS2.6] and has been shown to be effective in the clinical
environment, providing strong evidence that it will be capable of supporting additional Continua
use cases and devices in the future.

The PCD-01 transaction has an existing user base and the IHE PCD domain is actively working to
validate interoperability based on compliance with this transaction, as well as defining new profiles
for related use cases.

The PCD-01 unsolicited observation result provides a well-defined, self-contained message uniform
for transmitting on or more observations enabling less stateful message exchange between the
WAN observation sender and receiver which improves scalability.

HL7 V2.6 messages are supported by the HL7 Messaging Workbench and NIST test tooling.

One of the motivations for using the HL7 V2.6 messaging structure as opposed to the HL7 V3.0
data representations was the reduction in bandwidth achieved with the more compact V2.6
messaging structure.

6.1.3 WAN protocol (informative)

The Continua WAN interface consists of data payload and message exchange framework protocols
that are designed to operate across a wide area network. In particular, the Continua WAN interface
is specified to run over standard private and public TCP/IP networks, such as the Internet. The
Continua WAN interface does not offer guidelines on the physical, data link or network layers of
this network, but does provide detailed guidance on the transport, presentation and application to be
used for interoperable communications. There may be specific performance criteria for the
underlying network layers, such as message delivery latency, message error rates and message
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delivery reliability that affect the robust operation of the Continua WAN interface that must be
taken into account through system-level design. Mechanisms for assurance that such minimum
network performance metrics are obtained in any given implementation are beyond the scope of this
design guideline and are well documented within networking literature.

7 Behavioural models

The following exchange mechanisms are specified for the observation upload service:
—  Create a new observation measurement on the uploader using SOAP.

—  Create a new observation measurement on the uploader using hData.

The WAN interface requires that all connections be initiated from the WAN sender device for the
Observation upload CDC. The WAN observation upload sender and receiver are required to use
TLS for point to point content security. Whether or not the WAN observation upload receiver
additionally requires mutual certificate validation in the TLS handshake is up to policy. The WAN
observation upload sender is also required to provide an indication that it has been authenticated
and that it is authorized to perform this transaction. In the SOAP case, this indication is an SAML
2.0 token and for hData an OAuth 2.0 Bearer token. How the WAN observation upload sender
obtains these tokens is not specified by Continua. It depends upon the trust relationship established
between the parties. The WAN observation upload receiver may support one or more WS-Trust
options to obtain SAML 2.0 tokens or it may support an OAuth 2.0 Authorization Framework
server using one or more grant types, for example the resource owner password credentials grant
type. The WAN observation upload receiver may support both services if it supports both hData and
SOAP uploads. In either of these cases an out-of-band operation must take place where the user of
the WAN observation upload sender establishes some type of account on the receiver allowing the
client to obtain these tokens. The observation receiver token service generates these tokens
customized for the recipient which it can validate when it receives the upload. On the other hand,
the WAN observation upload receiver may require that these tokens be obtained from a third party
authorization service (such as a CA) which the WAN observation upload receiver has established a
trust relationship with. In this case the WAN observation upload receiver is letting the third party
authorization service do the leg work of authenticating the client. The WAN observation receiver
may then choose to accept any token that comes from this third party service or it may additionally
choose to pass the received token to this service for confirmation before acceptance. The trust
relationship details are determined by policy but in all cases Continua requires that observation
uploads are point to point secure and that the client indicate that it has been authenticated and is
thereby authorized to perform the transaction.

7.1 SOAP implementation

7.1.1 Observation upload using SOAP

The Continua WAN interface uses a web services transport layer defined in Appendix V of [IHE
ITI-TF-2], which specifies the usage of SOAP 1.2 over HTTP version 1.1 and otherwise conforms
to the Web Services Interoperability Organization's Basic Profile Version 1.1 [OASIS/WS-1 BP]
and Basic Security Profile 1.0 [OASIS/WS-I BSP]. The WAN message exchange framework
further specifies conformance to the draft Reliable Secure Profile [WS-1 RSP] to constrain the
optional use of additional web service standards.

This message exchange framework is motivated by the availability of client and server
implementations and a need to ensure the scalability of WAN observation receiver devices. It was
further impacted by a number of additional considerations:

—  the desire to have a capable and comprehensive security architecture that is well understood;
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o  The WS-I Basic Security Profile has undergone significant industry vetting and
provides the flexibility needed to support both a simple secure tunnel as well as more
involved security models.

—  the need to operate across firewalls when the WAN observation sender device and WAN
observation receiver device are in different administrative domains of control;

—  the need to support a reliable connection over multiple instances of a transport connection
which spans both the time domain, as well as cooperating software layers and modules in a
back-end service environment;

o Using [OASIS WS-1 BSP] as a base allows for the accommodation of these concerns
through the additional use of the WS-ReliableMessaging and WS-MakeConnection web
service standards.

The transport portion of the Continua WAN interface is based on a set of web service standards
defined by IETF, W3C and OASIS as profiled by the IHE IT infrastructure technical framework,
the WS- Basic Security Profile and SAML 2.0 for authentication.

Appendix V of [IHE ITI-TF-2] defines a set of interoperability rules and guidance to defining a
request-response web services contract that is based on the DEC profile actors defined in the IHE
PCD technical framework.

This contract can be expressed via the web services description language (WSDL), and is provided
as an informative implementation artefact in clause 8.5. Together with the rules defined in
Appendix V of [IHE ITI-TF-2], this service contract can be used to create consistent and
interoperable messages which contain the core PCD-01 transaction payloads. For a sample
request/response message, please see clauses 8.8 and 8.10. Figure 7-1 shows the sequence diagram
for the Communicate PCD data transaction.

At a minimum, a certified Continua WAN observation sender device must implement the DEC
device observation reporter actor and be capable of delivering PCD-01 observation result messages
that conform to the data and messaging guidelines defined in the Annexes. Similarly, a certified
Continua WAN observation receiver device must implement the DEC device observation consumer
actor and conform to the WAN observation receiver related guidelines/constraints.

Due to the importance of controlling network traffic, it is strongly encouraged that an AHD allows
for a mechanism for controlling the frequency of measurement upload.

WAN observation WAN observation
sender device receiver device

E PCD-01: Communicate PCD data
unsolicited observation result

v

Communicate PCD data response
general acknowledgement

A

H.812.1(15)_F7-1

Figure 7-1 — Communicate PCD data

Using this web services profile as a base, it is possible to layer on additional standards such as those
developed in the Organization for the Advancement of Structured Information Standards (OASIS)
in order to support enhanced qualities of service, including secure and reliable communication
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patterns which are required and/or beneficial in specific scenarios. In order to support these
functions in a consistent manner, WAN observation sender and receiver devices must conform to
the constraints upon these standards that are found within the WS-I Basic Security Profile (BSP)
v1.0 interoperability profile and the WS-ReliableMessaging v1.1 standard. These additional
concerns are covered in clauses 7.3 and 7.3.4, respectively.

7.2 REST implementation

7.2.1 Capabilities exchange

Observation upload receivers and senders using hData are required to support capabilities exchange.
For observation upload receivers and senders using SOAP only supporting this feature is optional.
Observation upload receivers supporting capability exchange must provide a root.xml containing its
capabilities as specified in Figure 7-2. Observation upload senders supporting capability exchange
are not required to provide a root.xml though they are allowed to do so. When a root.xml is
provided by an application, its capabilities are indicated in the root.xml by including xml elements
as shown in Figure 7-2.

The primary purpose of the exchange is to allow AHD applications to discover what device classes
(capabilities) the receiver supports. The capability elements also often provide a URL 'starting
point’; for example, where to POST the PCD-01 document for observation upload device classes or
where to POST the AHD components of the ABP resource in APS establishment for APS device
classes. However, beyond this URL 'starting point’, there is no further information about the device
class features provided in these capability elements. For example, what type of shoulder tap method
might be supported in the APS is not present; one has to engage in APS establishment to obtain that
information.

Figure 7-2 shows the capability elements for observation upload applications supporting hData.
Note that AHD applications that choose to provide a root.xml will leave the <path> element empty
as this element specifies where to POST the PCD-01 document and is only valid for receivers.

Figure 7-3 shows the capability elements for observation upload applications supporting an OAuth
authentication server. Inclusion of these elements is optional even if the application supports an
authentication server.

Figure 7-4 shows the capability elements for exposing SOAP-based observation uploads. Inclusion
of these elements is optional even if the application supports additional device classes using hData.

Figure 7-5 shows the capability elements for applications that support an SAML token service using
WS-Trust. At this time only the STS UserName and STS X509 service types are denoted in these
elements. Inclusion of these elements is optional even if the application supports additional device
classes using hData.

The presence of any of the capability elements in Figure 7-3 to Figure 7-4 is optional in all cases.
The advantage of including them is that it reduces the out-of-band activity required to configure an
observation upload client.

<profile>

<!-- Specified value -->
<id>observation-upload-hData</id>
<reference>

http:// handle.itu.int/11.1002/3000/hData/Upload/2015/01/H.812.1.pdf
</reference>
</profile>
<section>

<!-- chosen by the WAN service; empty on AHD -->
<path>path/to/payload/post for hData</path>
<profileID>observation-upload-hData</profileID>
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<resourceTypelD>observation</resourceTypelD>

</section>

<resourceType>

<resourceTypelID>observation</resourceTypeID>

<!-- location of reference that describes the Observation upload standard -->
<reference>
http://www.ihe.net/uploadedFiles/Documents/PCD/IHE PCD TF Vol2.pdf
</reference>

<representation>
<mediaType>application/txt</mediaType>
<!-- Schema for the resource -->
</representation>

<resourceType>

Figure 7-2 — Capability elements for applications supporting hData observation uploads

<profile>
<!-- Specified value -->
<id>oAUTH</id>
<reference>
http://handle.itu.int/11.1002/3000/hData/Upload/2015/01/H.812.1.pdf
</reference>
</profile>
<section>
<!-- chosen by the WAN service; empty on AHD -->
<path>path/to/post for oAUTH token</path>
<profileID>0AUTH</profileID>
</section>
<resourceType>
<resourceTypeID>0AUTH-Bearer</resourceTypelD>
<!-- location of reference that describes the Observation upload standard -->
<reference>
http://tools.ietf.org/html/rfc6750
</reference>
<representation>
<mediaType>application/json</mediaType>

</representation>
<resourceType>

Figure 7-3 — Capability elements for applications supporting an OAuth 2.0 authentication
service

<profile>

<!-- Specified value -->
<id>observation-upload-SOAP</id>
<reference>

http://handle.itu.int/11.1002/3000/hData/Upload/2015/01/H.812.1.pdf
</reference>
</profile>
<section>

<!-- chosen by the WAN service; empty on AHD -->
<path>path/to/CommunicatePCDData</path>
<profileID>observation-upload-SOAP</profilelID>
</section>

6 Rec. ITU-T H.812.1 (11/2015)



http://handle.itu.int/11.1002/3000/hData/Upload/2015/01/H.812.1.pdf
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Figure 7-4 — Capability elements for applications supporting SOAP observation uploads

<profile>

<!-- Specified value -->
<1d>STS-Username/STS-X509</1id>
<reference>

http://handle.itu.int/11.1002/3000/hData/Upload/2015/01/H.812.1.pdf
</reference>
</profile>
<section>

<!-- chosen by the WAN service; empty on AHD -->
<path>path/to/STS-Username or STS-X509 service</path>
<profileID>STS-Username/STS-X509</profileID>
</section>

Figure 7-5 — Capability elements for applications supporting WS-Trust SAML token service

The capability exchange involves the observation sender device invoking a REST GET transaction
to a resource location specified by the capability exchange specification [ITU-T H.812.3]. The
transaction requires a minimum server certificate validation on the client side TLS but requires no
authentication token. The response contains the root.xml of the observation receiver. The
observation sender may, if it so desires, invoke a REST POST transaction to the same URL as the
GET of the server's root.xml. In this case the transaction does require an authentication token. The
server returns a resource locator where the observation sender can access the POSTed document or
a code indicating that the transaction is not supported.

Even SOAP-only observation senders can benefit from this transaction by providing the URLSs to
the respective SOAP service resources so that the only out-of-band action necessary for client
configuration is entry of the base URL.

7.2.2 Observation upload using hData

Observation upload using hData uses the hData framework standard (Health Level 7 International,
2013) coupled with the hData REST transport binding standard (Object Management Group, 2013).
These two documents in turn rely on HTTPS and the Internet Standard HTTP and TCP/IP protocol
stacks. Observation upload using REST requires implementation of the hData Content Profile
Document for Observation Upload (https://hdata.continuaalliance.org/hdata/consumer), which
contains narrative text and an XML Schema, that defines the specific encoding of the mandatory
and optional elements of the hData Framework that are to be used for observation upload.

The REST interface is intended to support a range of use cases from informal health, wellness,
fitness and social engagement applications to simple clinical applications. The REST style of
HTTP(S) web services interface is prevalent in consumer Internet applications, such as those
routinely found on smartphone and tablet platforms such as iOS and Android. REST web services
are increasingly being used in the healthcare domain, as several projects in HL7 (Health Level 7
International, 2013) and IHE (Integrating the Healthcare Enterprise, 2013) demonstrate.

The RESTful resource-oriented model for web services is very simple. Every resource is labelled by
a distinct URI and all resources are operated upon by the basic HTTP verbs, GET, POST, PUT,
DELETE, etc. The content of the resources are carried in the body of an HTTP message, perhaps
URL-encoded for "safe passage" through the Internet. Basic security is provided by using TLS
encryption (HTTPS) and authentication is provided by the inclusion of the HTTP Authorize header
in each message.
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Figure 7-6 — hData Observation upload

The RESTful interface is intended to be light weight in terms of its on-the-wire encoding and low-
footprint in terms of the incremental software libraries that would need to be included above and
beyond those included in the base SDK of common host platform operating systems. Specific
emphasis is given to modern mobile platforms, such as smartphones, but desktop, laptop and
embedded systems benefit equally from this simple design concept.

The REST interface is intended to be modular and to be used by multiple Continua certified device
classes. For feature parity with the WAN interface as defined in clause 7.1, the REST interface
defines one application layer "user" of its services, the Consumer Vitals Upload Use Case.

7.3 Security

The Continua WAN security guidelines are based on the following concepts, originally defined in
[b-1SO 27000]:

— Confidentiality: "property that information is not available or disclosed to unauthorized
individuals, entities or processes (set of interrelated or interacting activities which transform
inputs into outputs)" [b-1SO 27000].

- Integrity: "property of protecting the accuracy and completeness of the assets (Assets-
anything that has value to the organization. Assets can be various types including: i)
information, ii) software such as computer programs, iii) physical such as computer, iv)
services)."”

— Availability: "property of being accessible and usable upon demand by an authorized entity."
— Accountability: "responsibility of an entity for its actions and decisions."
— Authentication: "provision of assurance that the claim characteristic of an entity is correct."

—  Authorization: only fully identified and authenticated entities, equipped with access control
credentials, should be able to avail themselves of services provided by systems.
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- Access control: "means that access to assets is authorized and restricted based on business
and security requirements."

7.3.1 Secure point-to-point communication

The secured point-to-point communication will ensure the confidentiality and integrity of the data
over the WAN-IF. The scope of these guidelines is limited to a session oriented, synchronous and
point-to-point communication channel between the WAN observation sender device and the WAN
observation receiver device. Furthermore, the WAN observation receiver device is assumed to be a
fully trusted device, having full control over the data after reception from the TLS channel. The
focus of the guidelines is to provide a secure communication channel through which data can be
transmitted and not on the message level security.

The tools used to provide secure communication are selected from the WS-I (Web Services
Interoperability) Basic Security Profile (BSP) — TLS v1.0. The Continua guidelines utilize the same
set of mechanisms from WS-1 BSP for node authentication and secure communication as that of the
Integrating the Healthcare Enterprise audit trail and node authentication (IHE ATNA) IT
infrastructure profile.

However, unlike ATNA which requires mutual TLS authentication, the Continua guidelines do not
provide additional guidance regarding the use of TLS v1.0 and instead depend on the guidance that
is provided in TLS v1.0. The use of mutual or client-authenticates-server-only TLS is left up to the
application.

Figure 7-7 provides an overview of the interactions between the WAN observation sender device
and the WAN observation receiver device in the context of secured communication in order to
provide a basic level of confidentiality and integrity. Though the figure indicates the case of mutual
TLS authentication, the WAN observation receiver device is not required to perform this additional
step of authenticating the observation sender device.

-y

ia"‘i-II' ~—
WAN observation WAN observation
sender device receiver device

T
[
1
[
[

-

Authenticate the WAN observation receiver device

Authenticate the WAN observation sender device

&
<

Apply transport level confidentiality and
«| integrity using TLS cipher suites

Send data after applying transport level confidentiality and integrity

Decryﬂt data and
verify its integrity

H.812.1(15)_F7-7

Figure 7-7 — Secure point-to-point communication sequence

After the successful authentication, mutual or otherwise, transport level data confidentiality and
integrity is applied on the transmission between the WAN observation sender device and WAN
observation receiver device.
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The use of TLS applies to hData transactions, as well as SOAP.

7.3.2 Auditing

Auditing provides a level of assurance to the healthcare providers so that they can determine an
appropriate level of trust for the personal health information based upon the origin of that data. A
lower level of data origin authentication can be provided through the combination of audit logs and
transport level data integrity controls. This set of actions is the option that is specified in the
guidelines. The guidelines allow for the use the IHE ATNA auditing related clauses (clause 3.20,
ITI-TF-2) for this purpose. The WAN observation sender device may implement the audit record
source actor and may support record audit event transaction as specified by the IHE ATNA profile.
The WAN observation receiver device may implement the audit record repository actor as specified
by IHE ATNA.

Figure 7-3 shows the interactions related to the audit records. Note that it is also possible for other
system nodes to implement the audit record repository actor, but that such systems are beyond the
scope of the CDG.

An alternative/complementary method of data origin authentication is to provide non-repudiation of
origin. The proper use of digital signatures would provide proof of integrity and origin of the data in
an unmutable and persistent fashion so that it can be verified by an independent party. In this way,
use of digital signatures provides a high level of assurance to a healthcare provider that the data is
coming from a particular origin and allows them to put a greater degree of trust on its reliability.
Although digital signature infrastructure is beyond the scope of the current WAN guidelines, it is
expected that this mechanism will be investigated in future releases of the CDG.

’—-‘m;/

WAN observation WAN observation
sender device receiver device
(audit record source) (audit record repository)

Generate
audit event

Record audit event in repository

»

Gener:ate audit
: reports etc....
]
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Figure 7-8 — Auditing sequence

7.3.3 Entity identity assertion

Entity identity assertion provides the necessary mechanisms that will enable the WAN interface to
communicate claims about an entity (a person or application) who wants to connect to one of the
services on the WAN observation receiver device. In order to allow a user to connect from the
WAN observation sender device to a service on the WAN observation receiver device, there is a
need to correctly identify the entity. This enables the service provider to make access control
decision and audit the information for the purpose of accountability. An example scenario would be
that a user wants to log in and connect to a hypertension service on the WAN observation receiver
device, hence the hypertension service needs to identify and validate the claims of the identity
provided by the user before granting them access, and will audit the relevant information such as
the identity of the requested user.
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Without the loss of generality, there could be two main use cases based on the installation of WAN
observation sender device application program, i.e.:

1. A single service provider provisions an embedded box with embedded WAN observation
sender device application and assertion information (e.g., certificate) which should
authenticate and communicate to the service provider's back end (WAN observation receiver
device). This is a static scenario.

2. A consumer installs a certified WAN observation sender device application on their mobile
phone or PC. The WAN observation sender device program has the capability to send
information to multiple back-end ends (WAN observation receiver devices). During the
connection with a service on the WAN observation device, the WAN observation sender
device application presents its certificate to the particular service in order to grant access to
service. This is a more dynamic scenario.

In order to cover both scenarios, these guidelines mandate the support of SAML 2.0 assertions in
SOAP uploads and OAuth access tokens in hData uploads. Since SAML is only used in observation
uploads, it is discussed in this document. OAuth is used in several hData-based capabilities so it is
discussed in the common security guidelines clauses in [ITU-T H.812].

7.3.3.1 SOAP transactions: SAML 2.0

The specification for the use of SAML in these guidelines is similar to the IHE cross enterprise user
assertion (XUA) profile. The IHE XUA profile uses the WS-Security header only with the SAML
2.0 assertions. However, the IHE XUA profile allows the use of the other type of tokens in order to
provide identity information such as user name token, with the condition that interoperability has
been assured through a policy between the communication parties. In a similar fashion, the
Continua design guidelines constrain the WS-Security profile from WS-I1 BSP by using only the
WS-Security header with the SAML 2.0 assertion as a security token and allow the use of any other
token for providing the identity information, with the condition that interoperability is assured
through policy. In other words, a Continua certified WAN observation upload receiver using SOAP
is required to support SAML 2.0 assertions, but is allowed to use other means of identity
authentication. The mechanism through which a specific token is obtained is beyond the scope of
the CDG. A user could obtain such a token through WS-Trust, SAML 2.0 core protocols, or any
other out-of-band mechanisms.

Figure 7-9 shows interactions related to entity assertion on the WAN-IF. The full line shows the
transaction in the scope of the Continua guidelines while the dotted lines show the transactions that
are out of scope of the Continua guidelines.
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Figure 7-9 — Entity identity assertion sequence
7.3.4 Reliability

7.34.1 SOARP transactions: WS-Reliable messaging

While the Continua WAN interface makes use of HTTP over the reliable TCP/IP protocol,
message-level delivery cannot be guaranteed due to software component, system and network
failures. These failures may be especially common for specific AHD platforms which operate over
an intermittent connection such as portable laptops and mobile phones. Even with the use of HTTP
response codes, it can be difficult to deal with these failures in a reliable and consistent manner. For
instance, if an observation request is sent from the AHD and the connection is terminated before a
response code is received, the AHD has no way of knowing whether:

1. the connection was terminated before the WAN observation receiver device has received the
request, or

2. the WAN observation receiver device has received the request and generated a response
which was lost due to network failure.

For non-critical data, such as the information classified in the "better” reliability category by the
Continua end-to-end system architecture quality of service strategy (clause 6 [ITU-T H.810]), this
unknown state may be acceptable to an AHD — meaning that the AHD can safely remove this data
from memory.

However, for critical data such as the information classified in the "best" reliability category, an
AHD must ensure that the data is delivered successfully. In order to address both situations in the
'best’ case, the AHD must "replay” the request to the WAN observation receiver device in case the
data did not get delivered (case 1) but in such a manner that it is possible to detect and remove
duplicate messages in the case where the data did get delivered but the sender did not get notified of
the delivery (case 2).

This issue of reliable message delivery can be handled at multiple levels and has been built into the
HL7 v2 application protocol messaging standard through the use of unique message identifiers and,
optionally a sequence identifier in the message header (MSH) segment. However, handling message
delivery at the application level has a number of disadvantages.

For instance, consider a WAN observation receiver device which has received a
CommunicatePCDData request. The receiving device must process the observation result message
and take some action, such as forwarding it to another system or persisting it in a database. If this
action is lengthy/involved, perhaps due to transactional properties of the system, an
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acknowledgement of the initial transmission is not sent to the WAN observation sender device until
the application-level response for the request is available. This delay can lead to scaling issues on
the WAN observation receiver device due to the holding of resources associated with each
connection. The delay might also lead to confusion on the WAN observation sender device due to
an unacknowledged request that is still being processed. This situation can result in unnecessary
"replay” messages from the WAN observation sender device which increases network traffic.

It is these issues that the OASIS Web Services Reliable Exchange (WS-RX) technical committee
addresses along with the WS-ReliableMessaging (WS-RM) and WS-MakeConnection (WS-MC)
standards.

Using WS-RM (see Figure 7-10), an AHD may create one or more "sequences” with the WAN
observation receiver device. For instance, an AHD which supported WS-RM and WS-MC might
establish a sequence with the "Exactly Once" message delivery to deliver messages that fall into the
"Best" reliability category in the end-to-end architecture, such as a large set of batched
measurements.

B e A L
WAN observation WAN observation
sender device receiver device
i H
: CreateSequence() :

A 4

CreateSequenceResponse(identifier = http//example.com/observations)

A

CreateSequence(offer: identifier = http//backchannel.com/controls)

| CreateSequenceResponse(accept: identifier = http//backchannel.com/controls)

H.812.1(15)_F7-10

Figure 7-10 — WS-RM sequence creation

Using WS-RM policy, it is possible to negotiate a desired QoS for a given exchange, although this
capability is beyond the profiling of this version of the WAN guidelines. In addition to the benefits
of declaring quality of service (QoS) properties through policy and the ability to push retry logic
into the exchange framework (and out of the application), using WS-RM provides clients with an
optimized transport acknowledgement mechanism that can be used to support demanding
workflows. When coupled with WS-MakeConnection, the WAN observation sender device is able
to invoke the Communicate PCD Data operation using fire and forget semantics without the risk of
unknowingly losing messages.

Another benefit of the WS-ReliableMessaging standard is that it allows for the explicit creation and
tear-down of message sequences. For instance, in some cases, it is useful to know when a system
across the WAN interface is going down for maintenance. These cases are difficult to handle
cleanly using traditional web-oriented approaches like HTTP, because a WAN observation sender
device would not know when a service would be unavailable and vice versa. By explicitly closing
an RM sequence, a sender or receiver can indicate that they have completed the current sequence
and report the final statistics of that session before going down for a planned outage. For instance, if
a WAN observation sender device is able to close an RM sequence before going offline, this would
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allow an associated WAN observation receiver device to free any resources related to this sequence,
so that it is not left waiting for the next message in the sequence to arrive.

It is important to note, however, that even with the use of the WS-ReliableMessaging standard,
there is no guarantee of message delivery, only that message delivery will be confirmed or not
within a bounded sequence, meaning it is up to the application to set reasonable connection and
sequence time-out values.

7.34.2 hData Transactions
At this time there is no equivalent of WS-Reliable messaging for hData transactions.

8 Implementation guidance (informative)

8.1 AHD conceptual model

In the following clauses a conceptual model of an AHD is presented. The model does not define
normative behaviour, and the components described are not required to exist in an actual
implementation. The model is presented to elucidate how a WAN interface could be constructed for
an AHD, and to show how the WAN interface behaves in the context of an overall system.

The AHD presented here operates on both the Continua PAN and WAN interfaces. The details of
the provisioning and configuration of this device are beyond the scope of this release of the
guidelines.

8.2 Overview of operation

A Continua AHD collects observations from TAN, PAN or LAN devices that the AHD is
configured to operate with, and delivers these observations to WAN observation receivers.

To perform this operation the AHD must have sufficient knowledge about the information being
reported by a device to be able to construct an observation that can be correctly understood when
delivered in the context of a single HL7 v2.6 message.

The process is initiated by a device connecting to the AHD using the TAN, PAN or LAN interfaces.
The device delivers information to the AHD in a form defined by the TAN, PAN or LAN protocols,
typically as changes in values of attributes that are identified by ISO/IEEE 11073-10101
nomenclature. The AHD uses the delivered change information, in conjunction with additional
context information about the entity that it is communicating with, to construct an observation in the
form of an HL7 V2.6 message as constrained by the IHE PCD-01 transaction. The additional
context information is obtained from mechanisms outside the scope of this specification. An
example of such a mechanism is a user who configures the AHD with the URI of a health service
that supports the WAN-IF.

The AHD determines the context of the arriving observation, again from externally provided
information that is available to the AHD. This information must ensure that the observation taken is
associated with the right person, and comes from a known, properly configured device.

The AHD takes ownership of the observation and determines the destination of the observation, as
well as the security context that will be used to deliver the data.

When the AHD is able to establish a connection to the WAN observation receiver device, it opens a
secure connection and delivers the observations maintained in the corresponding persistent session
queue.

When an AHD communicates an unsolicited observation result message to the WAN device, it must
wait for confirmation that the transmission has been successful (transport acknowledgement) and
that the message was successfully processed on the server (application acknowledgement). When an
AHD obtains a transport-level acknowledgement in the form of an HTTP response or
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WS-ReliableMessaging SequenceAcknowledgement, it can be assured that the message has been
received at the WAN observation receiver device and can safely remove the message from its queue.
However, a transport-level acknowledgement does not necessarily indicate that the message has
been properly processed. For instance, it is possible that the message was received at the WAN
observation receiver device but was rejected by the application itself. For this purpose, an HL7
application accept-response provides a confirmation that the receiving application has accepted
responsibility for this event so that the AHD application may safely remove the data from memory.
Similarly, if the AHD receives an application reject or application error response, it may take some
form of corrective action such as attempting again later, sending the request to a separate endpoint,
or alerting the user.

Observations N
PCD-01 .

‘ 8 e § »  WAN device

£ ] Observations ‘E “g L )
£ AHD internals =
PAN DEVICES = z Observations @ N
Event reports E o PCD-01

A —» = WAN device

S H.812.1(15)_F8-1

Figure 8-1 — AHD block diagram

The system block diagram, shown in Figure 8-1, depicts the overall flow of observations from PAN
devices to WAN devices.

The AHD may collect observations from multiple PAN devices at any given point in time and a
single PAN device may deliver data to multiple persistent sessions. Likewise, an AHD may deliver
these observations to zero or more WAN devices.

8.3 Certified device classes for observation upload

Table 8-1 shows the certified device classes defined for the WAN-IF interface design guidelines for
observation upload.

Table 8-1 — Certified device classes

Device class Continua certified
SOAP Observation Upload - AHD Yes
SOAP Observation Upload - WAN Yes
hData Observation Upload - AHD Yes
hData Observation Upload - WAN Yes

The guidelines that are applicable for each of the certified device classes are referenced in Table 8-2.
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Table 8-2 — Guidelines for certified device classes

Device class Relevant guidelines
SOAP Observation Upload - AHD Table A.1, Table A.2, Table C.1, Table C.2
PCD-01 Payload: Annex D
SOAP Observation Upload - WAN Table A.1, Table A.3, Table C.1, Table C.3
hData Observation Upload - AHD Table A.1, Table A.2, Table B.1
PCD-01 Payload: Annex D
hData Observation Upload - WAN Table A.1, Table A.3, Table B.2

Identities of patients play a key role in this architecture. The context of most communication is
related to a specific patient. Throughout the architecture different identifiers are used to identify the
same physical user (patient) in addition to the use of different representations for identities and
other identity information.

Regulations and good practices mandate an accurate and reliable linking of health information to a
patient identity. As a consequence, the various devices that are part of the architecture must be
properly provisioned with identity information such as identifiers and associated credentials,
identify the user, and map identities correctly when health information moves from one realm to
another.

By definition identifiers are only well-defined in the realm they belong to. This corresponds for the
various devices/services to:

— UserID @ PAN/LAN/TAN: IEEE 11073 Person-ld + System-Id pair
— UserID @ WAN: as defined by the WAN service, relates to PIDs in HL7 messages

— UserID @ HRN: as defined by the HRN service (see [ITU-T H.813] clauses 6.1.1.2, Chosen
standards and profiles and 6.1.1.3, Topology.

One must also recognize that some PAN/LAN/TAN devices have no Person-ld and some other
means must be used to map the device observations to a given person.

For each of the identities a user holds at the various devices and services, the user must be able to
uniquely identify and (for certain interfaces) be authenticated, mappings between his identifiers
must be established, and these mappings must be applied to forward exchanges across interfaces.
Conceptually, the mappings may be regarded as pairwise mappings held by the AHD and WAN
device in a mapping table. This mapping assures a consistent end-to-end identity framework is
created.

Figure 8-2 presents the identity related interactions between the various actors in the architecture.
Below each actor the primary identifier of the user at that actor is listed. The interactions are:

1.  Given the set of and WAN identities, mappings are established and maintained in an AHD
mapping table. This mapping is especially needed when there is no non-ambiguous one-to-
one mapping. These mappings are managed out-of-band. The management may involve the
user, or a WAN service employee may act as a user's delegate, e.g., a nurse at a disease
management organization (DMO). In a typical scenario, it involves associating a certain TAN,
PAN or LAN device with a certain user identity at a WAN service, e.g., patient 1 linking his
weight measurements to DMO 1 and patient 2 linking his activity measurements to DMO 2.

2.  ldentifiers are mapped from the PAN/LAN/TAN-IF to WAN-IF according to the AHD
mapping table. Also, as part of this step any potential ambiguity, e.g., caused by shared
PAN/LAN/TAN devices lacking proper user identification is taken care of. Using the
mapping table the AHD populates the PID segment of the PCD-01 message based upon the
information received from the PAN/LAN/TAN device.
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3. Given the set of WAN and HRN identities, mappings are established and maintained in a
WAN mapping table. IHE PIX transactions may be used for this process where an HRN
sender queries for the patient identifier to use for a given patient at an HRN receiver.
Alternatively, identities at the HRN-IF are managed out-of-band. A web-centric environment
could, for example, apply identify federation protocols.

4.  ldentifiers are mapped from the WAN-IF to the HRN-IF according to the WAN mapping
table.

The interactions span the full range of deployments. Specific deployments use a subset of the
offered functionality tailored to the situation, e.g., self, delegated or out-of-band configuration. The
AHD mainly concerns step 2.

The approach is consistent with, and meets the requirements identified in [b-CHA UI] on user

identification.
User PAN/LAN i

UserlD@PAN/LAN n/a (no extcmal UserID@WAN UserD@HRN

Out-of-band identity

= PersonID@SystemID) user-identifi ers)
Manually/out-of-band manage identity mappings
(1) fe--Mamual ylout-of-band 1 anage identi ymappings | | management |

Internal mapping
Personl DHSystem[D

@ > UserlD@WAN
Measurement + SAML
_______ 2.0token ____
©) e HEPIX )
Measurements

Internal mapping

@ UserD@WAN >
UserID@HRN

Measurements

H.812.1(15)_F8-2
Figure 8-2 — Identification and identity cross-referencing interactions

8.4 Sample service description SOAP

The Continua WAN observation upload over SOAP interface makes use of the IHE PCD-01:
Communicate PCD Data transaction over web services. Web services description language
(WSDL) is a W3C standard designed to define a web service through endpoints and operations.

Appendix V of [IHE ITI-TF-2] provides guidance on deriving WSDL files from an IHE transaction.
The following artefacts are provided as informative implementation artefacts and should match the
versions found in the IHE ftp://ftp.ihe.net/TF_Implementation_Material/ for PCD.
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8.5 Device observation consumer WSDL

<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions name="DeviceObservationConsumer"
targetNamespace="urn:ihe:pcd:dec:2010"
xmlns:soapl2="http://schemas.xmlsoap.org/wsdl/socapl2/"
xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:wsaw="http://www.w3.0rg/2006/05/addressing/wsdl"
xmlns:tns="urn:ihe:pcd:dec:2010">
<wsdl:types>
<xsd:schema>
<xsd:import namespace="urn:ihe:pcd:dec:2010"
schemaLocation="DeviceObservationConsumer.xsd"></xsd:import>
</xsd:schema>
</wsdl:types>
<wsdl:message name="CommunicatePCDData Message">
<wsdl:documentation>Communicate PCD Data</wsdl:documentation>
<wsdl:part name="body" element="tns:CommunicatePCDData" />
</wsdl:message>
<wsdl:message name="CommunicatePCDDataResponse Message'">
<wsdl:documentation>Communicate PCD Data Response</wsdl:documentation>
<wsdl:part name="body" element="tns:CommunicatePCDDataResponse" />
</wsdl:message>
<wsdl:portType name="DeviceObservationConsumer PortType">
<wsdl:operation name="CommunicatePCDData'>
<wsdl:input message="tns:CommunicatePCDData Message"
wsaw:Action="urn:ihe:pcd:2010:CommunicatePCDData" />
<wsdl:output message="tns:CommunicatePCDDataResponse Message"
wsaw:Action="urn:ihe:pcd:2010:CommunicatePCDDataResponse" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="DeviceObservationConsumer Binding Soapl2"
type="tns:DeviceObservationConsumer PortType">
<soapl2:binding style="document"”
transport="http://schemas.xmlsoap.org/soap/http" />
<wsdl:operation name="CommunicatePCDData'">
<soapl2:operation soapAction="urn:ihe:pcd:2010:CommunicatePCDData"
/>
<wsdl:input>
<soapl2:body use="literal" />
</wsdl:input>
<wsdl:output>
<soapl2:body use="literal"” />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="DeviceObservationConsumer Service">
<wsdl:port binding="tns:DeviceObservationConsumer Binding Soapl2"
name="DeviceObservationConsumer Port Soapl2">
<soapl2:address location="http://www.example.org/" />
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

8.6 Device observation consumer XSD
<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.0rg/2001/XMLSchema"

targetNamespace="urn:ihe:pcd:dec:2010" xmlns:tns="urn:ihe:pcd:dec:2010">
<element name="CommunicatePCDData" type="tns:UnsolicitedObservationResult"
/>
<element name="CommunicatePCDDataResponse"
type="tns:GeneralAcknowledgement" />
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<simpleType name="UnsolicitedObservationResult">
<restriction base="string" />
</simpleType>

<simpleType name="GeneralAcknowledgement'">
<restriction base="string" />
</simpleType>
</schema>

8.7 Messaging examples

In addition to the WSDL-related rules found in Appendix V of [IHE ITI-TF-2], the framework
contains a number of conformance constraints for web service consumers and providers. These
rules were developed to improve IHE-related web service interoperability and Continua WAN
observation senders and receivers are required to comply.

Note that the contents of the urn:ihe:pcd:dec:2010:CommunicatePCDData element must contain the
entire contents of a valid PCD-01 Observation Result message. However, based on the character
restrictions of XML and web services, there are a number of characters that cannot be used in their
literal form (see http://www.w3.org/International/questions/ga-controls#support for more
information).

Restricted characters, such as "&" and "<cr>", must be escaped using XML predefined character
entity references wherever possible (e.g., &amp;). For restricted characters that have no predefined
character entity references, numeric character references should be used instead (e.g., &#d;).
Messages containing characters which are prohibited from use in XML in both a literal and escaped
format are prohibited from being sent over the Continua WAN interface.

For a complete list of excluded -characters, please see the XML specification at
http://www.w3.0rg/TR/xml/#syntax.

The following informative clauses contain a sample CommunicatePCDData message and a typical
response. Note that the message is unsecure and would not occur in operations.

8.8 Communicate PCD data

<soapenv:Envelope xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:To soapenv:mustUnderstand="true">
http://localhost/DeviceObservationConsumer Service
</wsa:To>
<wsa:From soapenv:mustUnderstand="true">
<wsa:Address>
http://www.w3.0rg/2005/08/addressing/anonymous
</wsa:Address>
</wsa:From>
<wsa:MessagelD soapenv:mustUnderstand="true">
urn:uuid:A52590343911955D1A1251497585530
</wsa:MessagelD>
<wsa:Action soapenv:mustUnderstand="true">
urn:ihe:ped:2010:CommunicatePCDData
</wsa:Action>
</soapenv:Header>
<soapenv:Body>
<CommunicatePCDData xmlns="urn:ihe:pcd:dec:2010">
MSH|~~\&|AcmeInc ACDE48234567ABCD EUTI-

64111120090713090030+0000| |ORURO1"ORU_RO1 |MSGID1234|P|2.6|| |NE|AL| ||| |IHE PCD ORU-RO1
2006"HL772.16.840.1.113883.9.n.m"HL7
PID| | |789567"""Imaginary Hospital”PI | |Doe”John”Joseph”""""L"A|||M

OBR|1|AB12345"AcmeAHDINC"ACDE48234567ABCD"EUI-64|CD12345"AcmeAHDINc"ACDE48234567ABCD "EUI -
641182777000"monitoring of patient”SNOMED-CT||[20090813095715+0000

AHD-OBXes

OBX|n|CWE|68220"MDC TIME SYNC PROTOCOL”MDC|0.0.0.y[532224”MDC TIME SYNC NONE"MDC| ||| |R
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OBX|n+1]|528391"MDC_DEV_SPEC_PROFILE BP"MDC|1[ ||| [|[X[|||]]]10123456789ABCDEF~"0123456789ABCDEF "EUI-
64

OBX|n+2|DTM|67975"MDC_ATTR TIME ABS”MDC|1.0.0.x[20091028123702|[||[|R[[[20091028173702+0000
More MDS-OBXes

OBX|m| [150020"MDC_PRESS BLD NONINV*MDC|1.0.1[[[[|[||[X]]]20090813095715+0000

OBX |m+1|NM|150021"MDC_ PRESS BLD NONINV SYS"MDC|1.0.1.1[120]266016"MDC DIM MMHG"MDC | R

[
OBX |m+2|NM|150022~MDC_PRESS BLD NONINV DIA“MDC|1.0.1.2]80|266016~MDC_DIM MMHG"MDC| ||| IR
OBX |m+3|NM|150023"MDC_PRESS BLD NONINV MEAN"MDC|1.0.1.3]100|266016"MDC_DIM MMHG"MDC]| || |

</CommunicatePCDData>
</soapenv:Body>
</soapenv:Envelope>

IR

The implementer should note that one source of confusion has been in the difference between the
urn:ihe:pcd:2010 qualifier in the wsa:Action value and the urn:ihe:pcd:dec:2010 qualifier in the
CommunicatePCDData element attribute. They are not the same.

8.9 Communicate PCD data response

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:Action soapenv:mustUnderstand="true">
urn:ihe:pcd:2010:CommunicatePCDDataResponse
</wsa:Action>
<wsa:RelatesTo soapenv:mustUnderstand="true">
urn:uuid:A52590343911955D1A1251497585530
</wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body>
<CommunicatePCDDataResponse xmlns="urn:ihe:pcd:dec:2010">
MSH|"~\&amp; | Stepstone| |AcmeInc"ACDE48234567ABCD "EUI~

641120090726095731+0000| |ACK"RO1"ACK|AMSGID1234|P|2.6]|&#xD;
MSA|AA|MSGID1234&#xD;

</CommunicatePCDDataResponse>
</soapenv:Body>
</soapenv:Envelope>

In the above response the 'mustUnderstand’ attributes have been added to be consistent with
Appendix V of [IHE ITI-TF-2]. The WS addressing specification is not clear on the use of the
'mustUnderstand’ attribute in the response for those headers which have the attribute in the request.
However, the examples in the WS addressing specification do have matching attributes in the
response.

8.10 CommunicatePCDData example with security

This example illustrates a scenario where an organization provides a WAN receiver service that also
supports a WS-Trust STS service using the username token option for obtaining an SAML token. A
client creates an account with this organization in order to access these services. The account has a
user name and password which the client is to use to obtain the SAML token.

When it is time to send data over the WAN interface, the AHD first requests an SAML token from
the organization using the Username Token STS request. The service scans the username and
password in the Username Token and sees that it is a registered user. The service creates a signed
SAML token identifying the client and returns it to the user. When data is to be sent, the SAML
token is placed into the security header of the CommunicatePCDData transaction. The WAN
service validates the token to see if it is an authenticated and authorized user and if valid handles the
received data. In this scenario, the client has instructed the WAN service to translate any received
data to a PHMR document and to send it to a specified repository.

Some liberties in the formatting of the messages in the following have been done to make it
readable.
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8.10.1 STS request

Below is the WS-Trust Username Token request for an SAML 2.0 token. There is an optional
‘claims’ element used by this particular STS-service for this transaction. The transaction is sent
using TLS so on the wire the password is not legible.

POST /axis2/services/STS Username HTTP/1.1

Content-Type: application/soap+xml; charset=UTF-8;
action="http://schemas.xmlsoap.org/ws/2005/02/trust/RST/Issue"

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.0.4; Nexus S Build/IMM26)

Host: 192.168.1.3:8443

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Length: 2414

<?xml version='1l.0' encoding='UTF-8'?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsse:Security soapenv:mustUnderstand="true"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wsu:Timestamp wsu:Id="Timestamp-3">
<wsu:Created>2013-03-01T16:54:53.797</wsu:Created>
<wsu:Expires>2013-03-01T16:59:53.797</wsu:Expires>
</wsu:Timestamp>

<wsse:UsernameToken wsu:Id="UsernameToken-ID">
<wsse:Username>Sisansarah</wsse:Username>

<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-username-token-
profile-1.0#PasswordText">
publicpassword

</wsse:Password>
</wsse:UsernameToken>

</wsse:Security>

<wsa:To soapenv:mustUnderstand="true">
https://192.168.1.3:8443/axis2/services/STS Username

</wsa:To>

<wsa:ReplyTo soapenv:mustUnderstand="true">
<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>

</wsa:ReplyTo>

<wsa:MessageID soapenv:mustUnderstand="true">urn:uuid:0 1362156893800</wsa:MessagelID>

<wsa:Action soapenv:mustUnderstand="true">http://schemas.xmlsoap.org/ws/2005/02/trust/RST/Issue

</wsa:Action>

</soapenv:Header>

<soapenv:Body>

<wst:RequestSecurityToken xmlns:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<wst:RequestType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/Issue</wst:RequestType>
<wst:Lifetime>

<wsu:Created xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity—-
utility-1.0.xsd">2013-03-01T16:59:53.797</wsu:Created>
<wsu:Expires xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-

utility-1.0.xsd">2013-03-01T17:04:53.797</wsu:Expires>
</wst:Lifetime>
<wst:TokenType>
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
</wst:TokenType>
<wst:KeyType>http://docs.oasis-open.org/ws-sx/ws-trust/200512/SymmetricKey</wst:KeyType>
<wst:KeySize>256</wst:KeySize>
<wst:Entropy>
<wst:BinarySecret Type="http://docs.oasis-open.org/ws-sx/ws-trust/200512/Nonce">
13697 zmWbY1MBBUEAQwWXghli9iORPIRM4IQCQFICrwI=
</wst:BinarySecret>
</wst:Entropy>
<wst:ComputedKeyAlgorithm>
http://docs.oasis-open.org/ws-sx/ws—trust/200512/CK/PSHAL
</wst:ComputedKeyAlgorithm>
<wst:Claims Dialect="SomeURI">Continua</wst:Claims>
</wst:RequestSecurityToken>
</soapenv:Body>
</soapenv:Envelope>
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8.10.2 STS response

The STS response contains the SAML token which the application removes and inserts into the
security header of the CommunicatePCDData transaction. Recall that obtaining the SAML token is
out of band as far as the Continua guidelines are concerned.

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/soap+xml;action="urn:RequestSecurityTokenResponse";charset=UTF-8
Transfer-Encoding: chunked

Date: Fri, 01 Mar 2013 16:54:27 GMT

<?xml version="'1.0" encoding='UTF-8"'?><soapenv:Envelope
xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsse:Security
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
soapenv:mustUnderstand="true">
<wsu:Timestamp wsu:Id="TS-13">
<wsu:Created>2013-03-01T16:54:27.880Z</wsu:Created>
<wsu:Expires>2013-03-01T16:59:27.880Z</wsu:Expires>
</wsu:Timestamp>
</wsse:Security>
<wsa:Action soapenv:mustUnderstand="true">urn:RequestSecurityTokenResponse</wsa:Action>
<wsa:RelatesTo soapenv:mustUnderstand="true">urn:uuid:0 1362156893800</wsa:RelatesTo>
</soapenv:Header>
<soapenv:Body>
<wst:RequestSecurityTokenResponseCollection
xmlns:wst="http://docs.oasis-open.org/ws-sx/ws-trust/200512">
<wst:RequestSecurityTokenResponse>
<wst:TokenType>
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
</wst:TokenType>
<wst:KeySize>256</wst:KeySize>
<wst:RequestedAttachedReference>
<wsse:SecurityTokenReference
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:Reference URI="#urn:uuid:CCD9102DBI9CE2669531362156867799"
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"/>
</wsse:SecurityTokenReference>
</wst:RequestedAttachedReference>
<wst:RequestedUnattachedReference>
<wsse:SecurityTokenReference
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:Reference URI="urn:uuid:CCD9102DBI9CE2669531362156867799"
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" />
</wsse:SecurityTokenReference>
</wst:RequestedUnattachedReference>
<wst:Lifetime>
<wsu:Created
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
2013-03-01T16:54:27.792%
</wsu:Created>
<wsu:Expires
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
2013-03-01T17:37:39.792%2
</wsu:Expires>
</wst:Lifetime>
<wst:RequestedSecurityToken>

Requested SAML Token
<saml2:Assertion
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
ID="urn:uuid:CCD9102DBI9CE2669531362156867799"
Issuelnstant="2013-03-01T16:54:27.7922"
Version="2.0">
<saml2:Issuer>LNI SAML Token Service</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#urn:uuid:CCD9102DBI9CE2669531362156867799">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
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<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>hL3WFtfHoQamGfaXGbMfGS7Nn0o=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
d1dKDhBH2YIAT7hQVdAFn1dbgZtQguJKHNOTz0Qt fwAAAKL8iwYZMQOuv/DwlgCOcIYprGWap+4gnpX0Jp30Y8PpQESbrT19/Mum?Z
cmQYE1a80jeyll6omBGPiYmpnpllNQvwwaZBgvOTChXRjOunsl3wRteQy7vx99eQeubnelgo=
</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIICviCCAiegAWIBAGIESLIf+AjANBgkghkiGIwWOBAQUFADCBiTEhMB8GCSgGSIb3DQEJARY SbmFuzGFu
YUBhcGFjaGUub3JInMQswCQYDVQQGEWIMS zEQMA4GALUECAWHV2VZzdGVybjEQMA4GAIUEBWWHQ29sb211bzEPMAOGALUECgwGQXBh
Y2h1MRAwWDgYDVQQLDAASYW1wYXJOMRAwWDgYDVQQDDAdzZZXJ2aWN1MB4XDTEWMDE yMTA3MTA1OFOoXDTMIMDEXNTA3MTAL1OFowgYkx
ITAfBgkghkiGOwOBCQEWEmMShbmRhbmFAYXBhY2h11m9yZzELMAKkGA1UEBhMCTEsxEDAOBgNVBAgMB1d1lc3R1cm4xEDAOBgNVBACM
BONvbGItYm8xDzANBgNVBAOMBKFWYWNOZTEQMA4GALUECWWHUMFtcGFydDEQMA4GALUEAWWHC2Vydml jZTCBnzANBgkghkiG9w0OB
AQEFAAOBJjQAwWgYkCgYEAlAwDwx/FRgDReNc8Xuzo7/gHejimFkseCm+7WaFZp0dGwTnEJWNwWZ k4 yMw/ 1FQWCgGHALJBT25TAL 1
eKDMU1ZJPaU6PkJD8HN94A1EstBDYA70pH3wt 1moDxYbcG2QLXC1WrFM6aqR3NB92zG8T30Q9X4jxGGWPkd39IndfdDMCAWEAAaMX
MC8wHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCSGAQUFBWMCMA4GA1UJDWEB/wQEAWIESDANBgkghkiGOw0OBAQUFAAOBgQBeAOERZydv
AUNipBKOVg3FcjGTyMg31z07S1DFg7gTM4FZwUf2zw9XMagVLIJRsaw+Asj8manugTpB4jBICrCGZ7YEViXz4PngQjuuovSrXtFIc
1Bp/POmQt+LiZ2z1ln+fFxnSoHEzUsqgs5zhdy/ulPOsrAtBosdHxLIBIHxd7wQw==</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key">
<saml2:SubjectConfirmationData
xmlns:xsi=" http://www.w3.0rg/2001/XMLSchema-instance"
NotBefore="2013-03-01T16:54:27.792z2"
NotOnOrAfter="2013-03-01T17:37:39.7927Z"
xsi:type="saml2:KeyInfoConfirmationDataType">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<xenc:EncryptedKey
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Id="EK-C82A2592DB5193D51C13621568677947">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1 5"/>
<ds:KeyInfo>
<wsse:SecurityTokenReference
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:KeyIdentifier
EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/oasis-wss-soap-message-security-1.1#ThumbprintSHAL">
EP1MdE30RiN108bGg3BLR3uGWT8=
</wsse:KeyIdentifier>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>
JkAWWNH+FdRevF609zjB+FTmwxe58 ) YFeHQ0684YNeM5zSLvKnad 7h/v10OowtnDf S5htaBo3uEqp8xPf+IDOYJNQLHESDHZ60EvVU
JrHKXALESpRCFtgX931iUE/Ke4zpVvGQjyMxer454Q0/SL98xd6v4jpDe/zKMK41iGPO+Yal=
</xenc:CiphervValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</saml2:SubjectConfirmationData>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2013-03-01T16:54:27.7922" NotOnOrAfter="2013-03-
01T17:37:39.792z2" />
<saml2:AttributeStatement>
<saml2:Attribute
Name="program"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">
Continua
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute
Name="user"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Sisansarah</saml2:AttributeValue>
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</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

End of SAML Token

</wst:RequestedSecurityToken>
<wst:RequestedProofToken>
<wst:ComputedKey>
http://docs.oasis-open.org/ws-sx/ws-trust/200512/CK/PSHAL
</wst:ComputedKey>
</wst:RequestedProofToken>
<wst:Entropy>
<wst:BinarySecret
Type="http://docs.oasis-open.org/ws-sx/ws-trust/200512/Nonce">
2dDOACinnpN20oNV2kFINXEQAN8SMvTQOGPZKB3IAC9c=
</wst:BinarySecret>
</wst:Entropy>
</wst:RequestSecurityTokenResponse>
</wst:RequestSecurityTokenResponseCollection>
</soapenv:Body>
</soapenv:Envelope>

8.10.3 CommunicatePCDData request

This request is where the PCD-01 payload is sent. For brevity, the SAML token is not shown in the
following request, but it is identical to the token delivered by the STS service. Even though the
token identifies the user, it is opaque to the user and unmutable since it is signed. The contents are
only of interest to the receiver.

POST /axis2/services/Exchange HTTP/1.1

Content-Type: application/soap+xml; charset=UTF-8; action="urn:ihe:pcd:2010:CommunicatePCDData"
User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.0.4; Nexus S Build/IMM26)

Host: 192.168.1.3:8443

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Length: 8348

<?xml version='1.0" encoding="'UTF-8'?><soapenv:Envelope
xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsse:Security soapenv:mustUnderstand="true"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd">
<wsu:Timestamp wsu:Id="Timestamp-3">
<wsu:Created>2013-03-01T16:54:54.336</wsu:Created>
<wsu:Expires>2013-03-01T16:59:54.336</wsu:Expires>
</wsu:Timestamp>

SAML Token goes here
</wsse:Security>
<wsa:To soapenv:mustUnderstand="true">https://192.168.1.3:8443/axis?2/services/Exchange</wsa:To>
<wsa:ReplyTo soapenv:mustUnderstand="true">
<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:Address>
</wsa:ReplyTo>
<wsa:MessageID soapenv:mustUnderstand="true">urn:uuid:1 1362156894340</wsa:MessageID>
<wsa:Action soapenv:mustUnderstand="true">urn:ihe:pcd:2010:CommunicatePCDData</wsa:Action>
</soapenv:Header>
<soapenv:Body>
<pcd:CommunicatePCDData xmlns:pcd="urn:ihe:pcd:dec:2010">
MSH|"~\&amp; |LNI Example AHD"ECDE3D4E58532D31"EUI-64||||20130301115450.720-0500| |ORU"RO1"ORU_RO1 |
002013030111545720|P|2.6]| | INE|AL|||||IHE PCD ORU-R0120067HL772.16.840.1.113883.9.n.m"HL7&#xD;
PID| | |28da0026bc424847°"°"&1.19.6.24.109.42.1.3&ISO"PI| |Piggy”~Sisansarah”L. """"L&#xD;
OBR|1|JOXP-PCD"LNI Example AHD"ECDE3D4E58532D31"EUI-64 |
JOXP-PCD"LNI Example AHD"ECDE3D4E58532D31"EUI-64]182777000"monitoring of patient”SNOMED-CT]| | |
20130301115452.000-0500120130301115455.001-0500&#xD;

OBX|1]]531981"MDC_MOC VMS MDS AHD"MDC|O|||||||X|||||||ECDE3D4E58532D31"~ECDE3DAE58532D31"EUI-646#xD;
OBX|2|CWE|68218"MDC_REG_CERT DATA AUTH BODY”"MDC|0.0.0.1|2%auth-body-continual|||||R&#xD;
OBX|3|ST|532352"MDC_REG_CERT DATA CONTINUA VERSION"MDC|0.0.0.1.1[2.0]|]|||R&#xD;
OBX|4|NM|532353"MDC_REG_CERT DATA CONTINUA CERT DEV LIST"MDC|0.0.0.1.2[4]]| ||| |R&#xD;
OBX|5|CWE|68218"MDC_REG CERT DATA AUTH BODY"MDC|0.0.0.2|2%auth-body-continual|||||R&#xD;
OBX|6|CWE|532354"MDC_REG_CERT DATA CONTINUA REG STATUS"MDC|0.0.0.2.1|1%unregulated(0)|[||||R&#xD;
OBX|7|CWE|68218"MDC_REG_CERT DATA AUTH BODY"MDC|0.0.0.3|2%auth-body-continual|||||R&#xD;

OBX |8 |CWE|532355"MDC_REG_CERT DATA CONTINUA AHD CERT LIST"MDC|0.0.0.3.1|0"observation-upload-
soap| | | | | |IR&#xD;

OBX|9|CWE|68220°MDC_TIME SYNC PROTOCOL~MDC|0.0.0.4|532234~MDC_TIME SYNC NONE~MDC|| ||| |R&#xD;
OBX|10|NM|8221"MDC_TIME_SYNC ACCURACY"MDC [0.0.0.5|120000000|264339~MDC_DIM MICRO SEC"MDC]| ||| |R&#xD;
OBX|11]]528391"MDC_DEV SPEC PROFILE BP MDC|1| ||| [[IX|]]111112345678001122337°1234567800112233"EUI~
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http://docs.oasis-open.org/ws-sx/ws-trust/200512/CK/PSHA1
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Nonce
http://www.w3.org/2005/08/addressing
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
https://192.168.1.3:8443/axis2/services/Exchange
http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

64&#xD;
OBXI12|STI53197OAMDC_ID_MODEL_MANUFACTURERAMDC|l.O.O.lILamprey Networks| | ||| |R&#xD;
OBX|13|ST|531969"MDC_ID MODEL NUMBER"MDC|1.0.0.2|Blood Pressure 1.0.0|| ||| |R&#xD;
OBX|14|CWE|68218AMDCiREGfCERTiDATAiAUTHiBODYAMDC|1.0.0.3|2Aauth—body—continua\\\\\\R&#xD;
OBXI15|STI532352AMDCiREGiCERTiDATAiCONTINUA7VERSIONAMDC|1.0.0.3.1|2.O||||IIR&#XD;
OBX|16|NM|532353"MDC_REG_CERT DATA CONTINUA CERT DEV_LIST"MDC|1.0.0.3.2]24583~8199~16391~7]| ||| |R&#x
D;
OBX|17|CWE|68218"MDC_REG CERT DATA AUTH BODY”"MDC|1.0.0.4|2"%auth-body-continual || || |R&#xD;
OBX|18|CWE|532354"MDC_REG_CERT DATA CONTINUA REG STATUS"MDC|1.0.0.4.1|1%unregulated(0) ||| ||R&#xD;
OBX|19|CWE|68219"MDC_TIME CAP_ STATE"MDC|1.0.0.5|1"mds-time-capab-real-time-clock(0) ||| || |R&#xD;
OBXIZOICWEI6822OAMDC_TIME_SYNC_PROTOCOLAMDC|l.O.O.6|532224AMDC_TIME_SYNC_NONEAMDC||||IIR&#XD;
OBX|21|DTM|67975"MDC_ATTR TIME ABS”MDC|1.0.0.7[20130301115423.00|||||[R|[[20130301115450.733~
0500&#xD;
OBX|[22]]150020”"MDC_PRESS BLD NONINV~MDC|1.0.1[[[[||][X]|[20130301115452.733-0500&#xD;
OBX|23|NM|150021AMDC_PRESS_BLD_NONINV_SYSAMDC|l.O.l.l|105|266Ol6AMDC_DIM_MMHGAMDC|||||R&#XD;
OBX|24|NM|150022AMDCiPRESSiBLDiNONINviDIAAMDC|1.0.1.2|7O|266016AMDC7DIM7MMHGAMDCI||||R&#XD;
OBX|25|NM|15O023AMDCiPRESSiBLDiNONINviMEANAMDC|1.0.1.3|81.7|266016AMDC7DIM7MMHGAMDCI||||R&#XD;
OBX|26|NM|149546"MDC_PULS RATE NON INV~MDC|1.0.0.8|80|264864~MDC DIM BEAT PER MIN"MDC| ||| |R||[201303
01115453.733-0500&#xD;

</pcd:CommunicatePCDData>

</soapenv:Body>
</soapenv:Envelope>

From the PCD-01 payload it is seen that the sensor is certified for multiple transports; Continua pre-
Tcode* AHDs, USB, Bluetooth and ZigBee. The AHD is on a popular operating system and setting
the time synchronization to eyeball and wrist watch which has a default accuracy of 120 seconds.
The reason for these settings is that the popular operating system allows for user setting of the clock
in addition to external synchronization but the operating system does not provide that information to
applications. Note that the PID segment PID-3 CX-4 value is an affinity domain using the OID
encoding system which is a universal ID type. CX-4 is an HD data type. See clause 9 for
background information on PCD and its related terminology. The '&#xD' is an escaped carriage
return (0x0D). If the OxOD character is not escaped, SOAP receivers will convert this character to a
line feed (Ox0A) according to standard. Since the 0xOD character is the PCD-01 segment separator,
it must be escaped in order to preserve it; otherwise the PCD-01 decoder will not be able to properly
parse the message.

NOTE - *After version 1.0, Continua introduced a Tcode element that indicates the transports the
specialization is certified for. The Tcode gets added to the specialization value resulting in a number that
would be incomprehensible to version 1.0 AHDs. For backwards compatibility sensors are allowed to
provide the specialization with a Tcode value of 0 so version 1.0 AHDs would understand it.

8.10.4 CommunicatePCDData response

This response has an ERR segment with error 'accepted’. The ERR segment can be used to transfer
optional information about the transaction and may be included in responses that contain no error.
In this case the server has converted the PCD-01 document to a PHMR document and sent it
successfully and that information is indicated in the ERR segment.

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

Content-Type: application/soap+xml;action="urn:ihe:pcd:2010:CommunicatePCDDataResponse";charset=UTF-
8

Transfer-Encoding: chunked

Date: Fri, 01 Mar 2013 16:54:41 GMT

<?xml version='1l.0' encoding='UTF-8'?>
<soapenv:Envelope xmlns:soapenv="http://www.w3.0rg/2003/05/soap-envelope">
<soapenv:Header xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsse:Security
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
soapenv:mustUnderstand="true">
<wsu:Timestamp wsu:Id="TS-14">
<wsu:Created>2013-03-01T16:54:41.458Z</wsu:Created>
<wsu:Expires>2013-03-01T16:59:41.458Z</wsu:Expires>
</wsu:Timestamp>
</wsse:Security>
<wsa:Action soapenv:mustUnderstand="true">urn:ihe:pcd:2010:CommunicatePCDDataResponse</wsa:Action>
<wsa:RelatesTo soapenv:mustUnderstand="true">urn:uuid:1 1362156894340</wsa:RelatesTo>
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http://www.w3.org/2003/05/soap-envelope
http://www.w3.org/2005/08/addressing
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd

</soapenv:Header>
<soapenv:Body>
<pcd:CommunicatePCDDataResponse xmlns:pcd="urn:ihe:pcd:dec:2010">
MSH|"~\&amp; | LNI"dObedObedObeabee EUI-64| | | [20130301115441.444-0500| | ACK*"RO1"ACK |

00120130301115453695|P|2.6| | INE|AL|||||IHE PCD ORU-R0120067"HL772.16.840.1.113883.9.n.m "HL7&#xd;
MSA|AA|00120130301115453695&#xd;
ERR| | |0"Message accepted”HL7|I||||PcdToPHMR: XDS Send was successful. Response: null&#xd;

</pcd:CommunicatePCDDataResponse>
</soapenv:Body>
</soapenv:Envelope>

8.11 hData Observation upload example

The following illustrates an example implementation of an observation upload using hData. It
involves two stages. The first stage is requesting the oAuth token. How one obtains this token is not
specified by Continua. In this case the username-password method is illustrated. The second stage is
the upload of the PCD-01 document using the oAuth token obtained from the authorization service
in stage one.

8.11.1.1 oAuth Bearer token request

POST /oAUTH_ Service HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: HealthLink-mOXP

Host: 192.168.1.3:8443

Connection: Keep-Alive

Accept: application/x-www-form-urlencoded

Content-Length: 87

grant type=password&username=Sisansarah&password=publicpassword&scope=ObservationUpload

8.11.1.2 oAuth Bearer token response

HTTP/1.1 200 OK

Server: Jetty/1.9

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{

"access_ token":"2YotnFZFEjrlzCsicMWpAA",
"token type":"Bearer",

"expires in":3600,

"refresh token":"tGzv3JOkFOXG5Qx2T1KWIA",
"scope":"ObservationUpload"

}

8.11.1.3 Observation upload

Note that the relative URL '/pcpo1 Upload' is obtained from the <path> element in the capability
exchange

POST /PCDOliUpload HTTP/1.1
Content-Type: application/txt
User-Agent: HealthLink-mOXP
Content-Encoding: UTF-8
Host: 192.168.1.3:8443
Connection: Keep-Alive
Accept: application/txt
Authorization: Bearer 2YotnFZFEjrlzCsicMWpAA
Content-Length: 2818
MSH|~~\&amp; | LNI Example AHD"ECDE3D4E58532D31"EUI-64]|||[20130301115450.720-0500| |ORU”RO1"ORU RO1 |
002013030111545720|P|2.6| | INE|AL|||||IHE PCD ORU-R012006"HL7"2.16.840.1.113883.9.n.m"HL7&#xD;
PID|||28da0026bc424847""&1.19.6.24.109.42.1.3&ISO"PI||Piggy”~Sisansarah"L. """"L&#xD;
OBR|1|JOXP-PCD"LNI Example AHD"ECDE3D4E58532D31"EUI-64]|
JOXP-PCD"LNI Example AHD"ECDE3D4E58532D31"EUI-64[|182777000"monitoring of patient”SNOMED-CT| | |
20130301115452.000-0500120130301115455.001-0500&#xD;
OBXIlI|531981AMDC_MOC_VMS_MDS_AHDAMDC|OI|||||IXI||||||ECDE3D4E58532D31AAECDE3D4E58532D31AEUI—64&#XD;
OBX|2|CWE | 68218~MDC_REG_CERT DATA AUTH BODY”MDC|0.0.0.1|2%auth-body-continual || || |R&#xD;
OBX|3|ST|532352"MDC_REG_CERT DATA CONTINUA VERSION"MDC|0.0.0.1.1[2.0]|||||R&#xD;
OBX|4|NM|532353"MDC_REG CERT DATA CONTINUA CERT DEV LIST”MDC|0.0.0.1.2[4]||||||R&#xD;
OBX|5|CWE|68218"MDC REG CERT DATA AUTH BODY"MDC|0.0.0.2|2"auth-body-continual || || |R&#xD;
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OBX|6|CWE|532354"MDC_REG CERT DATA CONTINUA REG STATUS"MDC|0.0.0.2.1|1%unregulated(0) || ||| |R&#xD;

OBX|7|CWE|68218"MDC_REG CERT DATA AUTH BODY"MDC|0.0.0.3|2"%auth-body-continual || || |R&#xD;
OBX|8|CWE|532355"MDC_REG_CERT DATA CONTINUA AHD CERT LIST~MDC|0.0.0.3.1|0"observation-upload-
soap| | ||| |R&#xD;
OBX|9|CWE|68220~MDC_TIME SYNC PROTOCOL”MDC|0.0.0.4|532234"MDC_TIME SYNC NONE"MDC]| | ||| |R&#xD;
OBX|10|NM|8221~MDC_TIME SYNC ACCURACY"MDC [0.0.0.5]120000000|264339"MDC_DIM MICRO_SEC”MDC| ||| |R&#xD;
OBX[11]1528391"MDC_DEV_SPEC PROFILE BP"MDC|L1|[[[[[IX[[]]]]11234567800112233771234567800112233"EUI-
64&#xD;

OBX|[12|ST|531970”"MDC_ID MODEL MANUFACTURER"MDC|1.0.0.1|Lamprey Networks]||||||R&#xD;
OBX|13[ST[531969"MDC_ID MODEL NUMBER"MDC|1.0.0.2|Blood Pressure 1.0.0| ||| ||R&#xD;
OBX|14|CWE|68218"MDC_REG CERT DATA AUTH BODY"MDC|1.0.0.3|2"%auth-body-continual| ||| |R&#xD;
OBX|15|ST|532352"MDC_REG CERT DATA CONTINUA VERSION”“MDC|1.0.0.3.112.0||[|||R&#xD;
OBX|16|NM|532353"MDC_REG CERT DATA CONTINUA CERT DEV LIST”"MDC|1.0.0.3.2(24583~8199~16391~7|| ||| |R&#x
D;

OBX|17|CWE|68218"MDC_REG CERT DATA AUTH BODY"MDC|1.0.0.4|2"%auth-body-continual || || |R&#xD;
OBX|18|CWE|532354"MDC_REG_CERT DATA CONTINUA REG STATUS"MDC|1.0.0.4.1|1%unregulated(0) ||| ||R&#xD;
OBX|19|CWE|68219"MDC TIME CAP STATE~MDC|1.0.0.5|1"mds-time-capab-real-time-clock(0) ||| || |R&#xD;
OBX|20|CWE|68220"MDC_TIME SYNC PROTOCOL”"MDC|1.0.0.6[532224"MDC_TIME SYNC NONE"MDC| | ||| |R&#xD;
OBX|21|DTM|67975"MDC_ATTR TIME ABS"MDC|1.0.0.7[20130301115423.00[[[[[[R[[[20130301115450.733-
0500&#xD;

OBX|[22]]150020”"MDC_PRESS BLD NONINV~MDC|1.0.1[[[|[||[X]|]20130301115452.733-0500&#xD;
OBX|23|NM|150021"MDC_PRESS BLD NONINV SYS*MDC|1.0.1.1]105|266016"MDC DIM MMHG"MDC| ||| |R&#xD;
OBX|24|NM|150022~"MDC_PRESS BLD NONINV DIA”MDC|1.0.1.2]70]266016"MDC_DIM MMHG"MDC| ||| |R&#xD;
OBX|[25|NM|150023~"MDC_PRESS BLD NONINV MEAN"MDC|[1.0.1.3[81.7[266016"MDC_DIM MMHG"MDC| | || |R&#xD;
OBX|26|NM|149546"MDC_PULS RATE NON INV"MDC|1.0.0.8|80|264864"MDC DIM BEAT PER MIN"MDC|||||R|[]201303

01115453.733-0500&#xD;

9 The PCD-01 document payload

A PCD-01 document is used to communicate observations over the WAN interface. An observation
has certain properties that must be assured by the AHD application to provide proper mapping and
understanding by downstream systems. Continua has chosen the PCD-01 document standard as the
means to package the observations. PCD-01 is an HL7 version 2 type message. The messages have
an XML and an EDI form. Continua requires the EDI form. One advantage of the EDI form is that
it is the most efficient of the two messaging formats for transferring data over the wire. It is also
human readable.

The PCD-01 payload is independent of the transport method; document creation is the same
whether one uses hData or SOAP.

The primary source of guidance for creating PCD-01 documents comes from the IHE Patient Care
Device Technical Framework Volume 2 Transactions [IHE PCD-01].

9.1 PCD-01 fundamentals
An EDI-formatted PCD-01 document consists of a set of segments that look like the following:

OBX|9|NM|150456"MDC_PULS OXIM SAT 02~MDC|1.0.0.5|98|262688"MDC_DIM PERCENT"
MDC|||]IR

Each segment starts with a certain recognized segm